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Creating Runbooks Using Apache Zeppelin

Apache Zeppelin is a web-based notebook that supports interactive data exploration, visualization, sharing and
collaboration.

HCP userswill use Zeppelin at two levels:

» Senior analysts and data scientists can use Zeppelin to produce notebooks to analyze data and to create recreatable
investigations or runbooks for junior analysts.

« Junior analysts can use recreatable investigations or runbooks in Zeppelin to discover cybersecurity issues much
like they do with the Metron Dashboard. However, Zeppelin can handle larger groups of data.

Setting up Zeppelin to Run with HCP

Y ou can import the Zeppelin Notebook using Ambari or manually. To complete your set up you'll need to use
Zeppelin interpretors and load the telemetry information.

Procedure

e Setting up Zeppdin isvery simple. To access Zeppelin, go to http://$ZEPPELIN_HOST:9995.
« Inaddition to this documentation, there are three other sources for Zeppelin information.

e TheZeppelininstalation for HCP provides a couple sample notes including tutorials specific to HCP. These
notes are listed on the left side of the Welcome screen and in the Notebook menu.

» Hortonworks Zeppelin documentation provides information on launching and using Zeppelin.

« Apache Zeppelin documentation provides information on Zeppelin basic features, supported interpreters, and
more.

Using Zeppelin Interpreters

When you install Zeppelin on HCP the installation includes the interpreter for Spark. Spark isthe main backend
processing engine for Zeppelin. Spark is also afront end for Python, Scala, and SQL and you can use any of these
languages to analyze the telemetry data.

L oading Telemetry Information into Zeppelin

Before you can analyze telemetry information in Zeppelin, you must first download it from Metron. Metron archives
the fully parsed, enriched, and triaged telemetry for each sensor in HDFS. This archived telemetry information is
simply raw JSON files which makesit simple to parse and anayze the information with Zeppelin.

The following is an example of some Bro telemetry information.

%sh

hdfs dfs -Is -C -R /apps/ netron/indexi ng/i ndexed/ br o

[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 0- 1484124296101. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chment - nul | - 0- 0- 1484128332104. j son
[ apps/ netron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul I - 0- 0- 1484131460758. j son
[ apps/ netron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 1- 1484217861096. j son
[ apps/ net ron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 10- 1484995461039. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chnment -nul | -0-11- 1485081861043. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chnment - nul | - 0- 12- 1485168261040. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chment - nul | - 0- 13- 1485254661040. j son
[ apps/ metron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 14- 1485341061047. j son
[ apps/ netron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 15- 1485427461040. j son
[ apps/ net ron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 16- 1485513861039. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chment - nul | - 0- 17- 1485600261045. j son
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[ apps/ net ron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 18- 1485686661035. j son
[ apps/ net ron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 19- 1485773061037. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chnment - nul | - 0- 2- 1484304261042. j son

[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chnment - nul | - 0- 20- 1485859461037. j son
[ apps/ met ron/ i ndexi ng/ i ndexed/ bro/ enri chment - nul | - 0- 21- 1485945861039. j son
[ apps/ metron/ i ndexi ng/ i ndexed/ bro/ enri chnent - nul | - 0- 22- 1486032261036. j son

Y ou can use Spark to load the archived information from HDFS into Zeppelin.

For exampleif you are loading information received from Bro, your command would like the following:

Yspar k
sql Cont ext.read.json("hdfs:///apps/ nmetron/indexi ng/indexed/
bro").cache().regi sterTenpTabl e("bro")

Working with Zeppelin

The Zeppelin user interface consists of notes that are divided into paragraphs. Each paragraph consists of two
sections: the code section where you put your source code and the result section where you can see the result of the
code execution. When you use the Spark interpreter, you can enter source code in Python, Scala, or SQL. When
you run the code from the browser, Zeppelin sends the code to a backend processor such as Spark. The processor or
service then returns results; you can then use Zeppelin to review and visualize results in the browser.

Using Zeppelin to Create Runbooks

Zeppelin enables data scientists and senior analysts to create workbooks for junior analysts that can be used as
runbooks for recreatable investigations. These runbooks can be static, which require no input from the junior analyst,
or dynamic, which require the junior analyst to enter or choose information. Y ou can see an example of astatic

type of notebook in the Metron - Y AF Telemetry note. This section providesinstructions for creating both kinds of
runbooks.

Procedure

1. Click Create new note on the welcome page, or click the Notebook menu and choose + Create new note.
2. Type your commands into the blank paragraph in the new note.
To make your runbook dynamic, use one or more of the dynamic forms that Zeppelin supports:

e Textinput form
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¥zpark.sql
select ip_src_oddr, ip_src_port,ip_dst_odde, ip_dst_port
from yof

where protocol = “TCP®
and ip_src_addre = “${ip_src_oddr]}”

kp_nrc_nddr

182.168.138.158

W @ i e L -

ip_src_addr ip_sro_port ip_dst addr ip_dst_port
192, 168,138,158 49,106 62.75.185.236 g0

182, 168,138,158 49,198 72.34.48,88 BO
1692.168,138.158 49,199 204.152.254.221 )

e Text input form with default value
e Sdectform

Espark. sql

select ip_src_oddr, ip_src_port,ip_dst_oddr, ip_dst_port
from yaf
where protocol = “${protocol=TCP,TCPIUDRY®

g

ip_sro_addr ip_src_port ip_dat_addr ip_dst_port
192.168,138.158 49,198 62.75.195.238 80
192,168,1348.158 49,188 72.34.40.88 80
182.168.138.158 49,199 204,152 254 221 80
182.168.138.158 48,200 72.34.40.88 a0

¢ Checkbox form
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kspork. sql

select S{checkbox:fields=,ip_src_oddrlip_src_portlip_dst_ocddrlip_dst_port}

from yaf

where protocol “TCP"

Tarids

[ ip_src_addr ip_sre_port [0 ip_dsi_addr

| o 8 e |~

ip_src_addr
182.168.138.158
192.168.138.158

182.168.138.158

I+

ip_dst_port

ip_dst_addr
62.75.195.236
72.34.49.86

204,152 .254.221

When you create a note, it appears in the list of notes on the left side of the home page and in the Notebook menu.
By default, Zeppelin stores notesin the $ZEPPELIN_HOM E/notebook folder.

3. Runyour new code by clicking the triangle button in the cell that contains your code.

Zeppelin attempts to run the code and displays the status near the triangle button: PENDING, RUNNING,
ERROR, or FINISHED. Zeppelin also displays another empty paragraph so you can add another command.

4. Continue adding commands until you've completed the runbook.
5. Choose the appropriate type of visualization for your code results from the settings toolbar below the code section

of the paragraph.

—

i & v

6. If appropriate, notify the junior analyst about the runbook that he can clone and use.

What to do next

The following examples provide sample paragraphs you might want to include in a runbook:

e Top Takers- Internal

This paragraph is static and requires no input from the user.
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READY [>

o - 0w w A - READY
Top Talkers - Internal
The most active takers 6n the internal netwerk, p pe durstion
Inchucies the lotal ber of p and the 162.168.138.188 266 649 58.5658.271
fotal curation of all Sows in seconds,
192.168 68 1 249 538 14,023.285
10210888 121 47T 14,023.208
102108138 2 810 30,000,362

«  Flows by hour

This paragraph is static and requires no input from the user.

W WM O e E A v settingse READY [> o5
Flows by Hour '
Saached Flows
The total rumber of fiows by hour over the past 10,098 W ¢
T days.

20170119 1200 2017-01-20 10:00 20170021 0800 20170122 0800 2017-01-23 04:00 2017-01-24 0200
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