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Wire Encryption

Encryption is applied to electronic information to ensure its privacy and confidentiality. Wire encryption protects data
asit movesinto, through, and out of an Hadoop cluster over RPC, HTTP, Data Transfer Protocol (DTP), and JDBC.

» Clientstypically communicate directly with the Hadoop cluster. Data can be protected using RPC encryption or
Data Transfer Protocol:

* RPC encryption: Clients interacting directly with the Hadoop cluster through RPC. A client uses RPC to
connect to the NameNode (NN) to initiate file read and write operations. RPC connections in Hadoop use
Java s Simple Authentication & Security Layer (SASL), which supports encryption.
» DataTransfer Protocol: The NN gives the client the address of the first DataNode (DN) to read or write the
block. The actual data transfer between the client and a DN uses Data Transfer Protocol .
« Userstypically communicate with the Hadoop cluster using a Browser or acommand line tools, data can be
protected as follows:

e HTTPS encryption: Userstypically interact with Hadoop using a browser or component CLI, while
applications use REST APIs or Thrift. Encryption over the HTTP protocol isimplemented with the support for
SSL across a Hadoop cluster and for the individual components such as Ambari.

« JDBC: HiveServer2 implements encryption with Java SASL protocol’s quality of protection (QOP) setting.
With this the data moving between a HiveServer2 over JDBC and a JDBC client can be encrypted.

« Additionally, within-cluster communication between processes can be protected using HTTPS encryption during
MapReduce shuffle:

e HTTPS encryption during shuffle: When data moves between the Mappers and the Reducers over the HTTP
protocol, this step is called shuffle. Reducer initiates the connection to the Mapper to ask for data; it acts as an
SSL client.

This chapter provides information about configuring and connecting to wire-encrypted components.

Enable RPC Encryption

How to enabke RPC Encryption.

About thistask

The most common way for aclient to interact with a Hadoop cluster is through RPC. A client connectsto a
NameNode over RPC protocol to read or write afile. RPC connections in Hadoop use the Java Simple Authentication
and Security Layer (SASL) which supports encryption. When the hadoop.rpc.protection property is set to privacy, the
data over RPC is encrypted with symmetric keys.

Procedure

Enable Encrypted RPC by setting the following propertiesin core-site.xml:
hadoop. rpc. prot ecti on=pri vacy

(Also supported are the ‘authentication’ and ‘integrity’ settings.)

Enable Data Transfer Protocol

How to enable Data Transfer Protocol.




HDP Security Configuring Wire Encryption Enabling SSL Understanding the Hadoop SSL Keystore Factory

About thistask

The NameNode gives the client the address of the first DataNode to read or write the block. The actual data transfer
between the client and the DataNode is over Hadoop's Data Transfer Protocol. To encrypt this protocol you must set
dfs.encryt.data.transfer=true on the NameNode and all DataNodes. The actual algorithm used for encryption can be
customized with dfs.encrypt.data.transfer.algorithm set to either "3des" or "rc4". If nothing is set, then the default on
the system is used (usually 3DES.) While 3DES is more cryptographically secure, RC4 is substantially faster.

Procedure

Enable Encrypted DTP by setting the following properties in hdfs-site.xml:

df s. encrypt. data.transfer=true
df s. encrypt . data.transfer.al gorithm=3des

rcd is also supported.

Enabling SSL Under standing the Hadoop SSL Keystore Factory

The Hadoop SSL Keystore Factory manages SSL for core services that communicate with other cluster services
over HTTP, such as MapReduce, YARN, and HDFS. Other components that have services that are typically not
distributed, or only receive HTTP connections directly from clients, use built-in Java JDK SSL tools. Examples
include HBase and Oozie.

When enabling support for SSL, it isimportant to know which SSL Management method is being used by the Hadoop
service. Services that are co-located on a host must configure the server certificate and keys, and in some cases

the client truststore, in the Hadoop SSL Keystore Factory and JDK locations. When using CA signed certificates,
configure the Hadoop SSL Keystore Factory to use the Java keystore and truststore locations.

Thefollowing list describes major differences between certificates managed by the Hadoop SSL Keystore
Management Factory and certificates managed by JDK:

* Hadoop SSL Keystore Management Factory:

e Supportsonly JKS formatted keys.
e Supportstoggling the shuffle between HTTP and HTTPS.
e Supportstwo way certificate and name validation.
» Usesacommon location for both the keystore and truststore that is avail able to other Hadoop core services.
« Allowsyou to manage SSL in a central location and propagate changes to all cluster nodes.
« Automatically reloads the keystore and truststore without restarting services.
e SSL Management with JDK:

¢ Allowseither HTTPor HTTPS.

« Uses hard-coded locations for truststores and keystores that may vary between hosts. Typically, this requires
you to generate key pairs and import certificates on each host.

¢ Requiresthe service to be restarted to rel oad the keystores and truststores.
* Reguires certificates to be installed in the client CA truststore.

Note:
IS For more information on JDK SSL Management, see “Using SSL” in “Monitoring and Managing Using
JMX Technology” (link below).

Related Information
Java SE Documentation> Monitoring and Management Using JIM X Technology> Using SSL
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Creating and Managing SSL Certificates

Creating and managing SSL certificates: CA, OpenSSL, installing certificates in the Hadoop SSL keystore factory.

Obtain a Certificatefrom a Trusted Third Party Certification Authority CA

To obtain a certificate signed by athird-party CA, generate and submit a Certificate Signing Request (CSR) for each
cluster node.

About thistask

A third-party Certification Authority (CA) accepts certificate requests from entities, authenticates applications, issues
certificates, and maintains status information about certificates. Associated cryptography guarantees that a signed
certificate is computationally difficult to forge. Thus, aslong asthe CA isagenuine and trusted authority, clients
have high assurance that they are connecting to the machines that they are attempting to connect with.

Procedure

1. From the service user account associated with the component (such as hive, hbase, oozie, or hdfs, shown below
as <service_user>), generate the host key: su -l <service user> -C "keytool -keystore <client-keystore> -genkey -
alias <host>".

2. At the prompts, enter the information required by the CSR.

Example using default keystore keystore.jks:

Note:

Request generation information and requirements vary depending on the certificate authority. Check with
your CA for details.

su -1 hdfs -c "keytool -keystore keystore.jks -genkey -alias n3"

Enter keystore password: ***x*xxx

What is your first and | ast name?

[ Unknown] :  hort onwor ks. com

What is the name of your organi zational unit?
[ Unknown] :  Devel opnent

What is the name of your organi zation?

[ Unknown] :  Hort onwor ks

What is the nane of your City or Locality?

[ Unknown] :  Sant ad ar a

What is the nane of your State or Province?

[ Unknown]: CA

What is the two-letter country code for this unit?
[ Unknown] :  US

I s <CN=hort onwor ks. com OU=Devel opnent,

ST=CA,

O=Hor t onwor ks, L=Sant aCl ar a,

C=US correct?

[no]: vyes

Enter key password for <host>
(RETURN i f same as keystore password):

By default, keystore uses JKS format for the keystore and truststore. The keystore file is created in the user's home
directory. Accessto the keystore requires the password and alias.

3. Verify that the key was generated; for example: su -1 hdfs-c "keytool -list -v -keystore keystore.jks'".
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4. Createthe CSR file:su -l hdfs -c "keytool -keystore <keystorename> -certreq -alias <host> -keyalg rsa-file
<host>.csr".

This command generates a certificate signing reguest that can be sent to a CA. The file <host>.csr contains the
CSR.

The CSR is created in the user's home directory.

5. Confirm that the keystore.jks and <host>.csr files exist by running the following command and making sure that
thefiles arelisted in the output: su -l hdfs-c "ls ~/".

6. Submit the CSR to your Certificate Authority.
7. Toimport and install keys and certificates, follow the instructions sent to you by the CA.

Createand Set Up an Internal CA OpenSSL

OpenSSL provides toolsto allow you to create your own private certificate authority. How to create and set up a CA.

About thistask
Considerations:

« Theencryption algorithms may be less secure than awell-known, trusted third-party.
« Unknown CAsrequire that the certificate be installed in corresponding client truststores.

B Note:
When accessing the service from a client application such as HiveCLI or cURL, the CA must resolve on
the client side or the connection attempt may fail. Users accessing the service through a browser will be
able to add an exception if the certificate cannot be verified in their local truststore.

Before you begin
Install opensd. For example, on CentOS run yum install openssl.

Procedure
1. Generate the key and certificate for a component process.

Thefirst step in deploying HTTPS for a component process (for example, Kafka broker) isto generate the key and
certificate for each node in the cluster. Y ou can use the Java keytool utility to accomplish thistask. Start with a
temporary keystore, so that you can export and sign it later with the CA.

Create the key and certificate:
$ keytool -keystore <keystore-file> -alias |local host -validity <validity>
- genkey
where;

<keystore-file> isthe keystore file that stores the certificate. The keystore file contains the private key of the
certificate; therefore, it needsto be kept safely.

<validity> isthe length of time (in days) that the certificate will be valid.

Make sure that the common name (CN) matches the fully qualified domain name (FQDN) of the server. The client
compares the CN with the DNS domain name to ensure that it isindeed connecting to the desired server, not a
malicious server.

2. Createthe Certificate Authority (CA)
After step 1, each machine in the cluster has a public-private key pair and a certificate that identifies the machine.

The certificate is unsigned, however, which means that an attacker can create such a certificate to pretend to be
any machine.
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To prevent forged certificates, it is very important to sign the certificates for each machine in the cluster.

A CA isresponsible for signing certificates, and associated cryptography guarantees that a signed certificate is
computationally difficult to forge. Thus, aslong asthe CA is agenuine and trusted authority, the clients have high
assurance that they are connecting to the machines that they are attempting to connect with.

Here is a sample openssl command to generate a CA:
openssl req -new -x509 -keyout ca-key -out ca-cert -days 365

The generated CA is simply a public-private key pair and certificate, intended to sign other certificates.

3. Add the generated CA to the server'struststore: keytool -keystore server.truststore.jks -alias CARoot -import -file
ca-cert.

4. Add the generated CA to the client's truststore, so that clients know that they can trust this CA: keytool -keystore
client.truststore.jks -alias CARoot -import -file ca-cert.
In contrast to the keystore in step 1 that stores each machine’' s own identity, the truststore of aclient stores all

of the certificates that the client should trust. Importing a certificate into one’ s truststore also means trusting all
certificates that are signed by that certificate.

Trusting the CA means trusting all certificates that it hasissued. This attributeis called a"chain of trust," and is
particularly useful when deploying SSL on alarge cluster. You can sign all certificatesin the cluster with asingle
CA, and have all machines share the same truststore that trusts the CA. That way all machines can authenticate all
other machines.

5. Signall certificates generated in Step 1 with the CA generated in Step 2:
a) Export the certificate from the keystore: keytool -keystore server.keystore.jks -alias localhost -certreq -file
cert-file.
b) Sign the certificate with the CA: openssl x509 -req -CA ca-cert -CAkey ca-key -in cert-file -out cert-signed -
days <validity> -CAcreateserial -passin pass.<ca-password>.
6. Import the CA certificate and the signed certificate into the keystore. For example:
$ keytool -keystore server.keystore.jks -alias CARoot -inport -file ca-
cert

$ keytool -keystore server.keystore.jks -alias |ocal host -inport -file
cert-signed

The parameters are defined as follows:

Parameter Description

keystore The location of the keystore

ca-cert The certificate of the CA

ca-key The private key of the CA

ca-password The passphrase of the CA

cert-file The exported, unsigned certificate of the server
cert-signed The signed certificate of the server

7. All of the preceding steps can be placed into a bash script.

In the following example, note that one of the commands assumes a password of test1234. Specify your own
password before running the script.

#!/ bi n/ bash

#Step 1

keyt ool -keystore server.keystore.jks -alias |ocal host -validity 365 -
genkey
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#Step 2

openssl req -new -x509 -keyout ca-key -out ca-cert -days 365
keyt ool -keystore server.truststore.jks -alias CARoot -inport -file ca-

cert

keyt ool -keystore client.truststore.jks -alias CARoot -inport -file ca-

cert

#Step 3

keyt ool -keystore server. keystore.jks -alias |ocal host -certreq -file

cert-file

openssl x509 -req -CA ca-cert -CAkey ca-key -in cert-file -out cert-signed
-days 365 -CAcreateserial -passin pass:test1234

keyt ool -keystore server.keystore.jks -alias CARoot -inport -file ca-cert

keyt ool -keystore server.keystore.jks -alias |ocal host -inport -file cert-

si gned

8. Set up the CA directory structure:mkdir -m 0700 /root/CA /root/CA/certs /root/CA/crl /root/CA/newcerts /root/

CAl/private.

9. Movethe CA key to /root/CA/private and the CA certificateto /root/CA/certs.mv ca.key /root/CA/private;mv

ca.crt /root/CA/certs.

10. Add required files:touch /root/CA/index.txt; echo 1000 >> /root/CA/serial.
11. Set permissions on the ca.key:chmod 0400 /root/calprivate/ca.key.

12. Open the OpenSSL configuration file:vi /etc/pki/tls/openss.cnf.

13. Change the directory paths to match your environment:

[ CA default ]

dir

certs
kept

crl _dir
kept

dat abase

#uni que_subj ect
creation of

same subj ect.
new certs dir

certificate
seri al
crl nunber

| eave a V1 CRL
crli
private_key
RANDFI LE

x509 ext ensi ons
cert

/root/CA # Where everything is kept
/root/CA/certs # Where the issued certs are
/root/CA crl # Where the issued crl are
/root/ CA/i ndex. t xt # dat abase index file.
no # Set to 'no' to allow

# several certificates with
/root/ CA newcerts # default place for new certs.
/root/ CA/ cacert. pem # The CA certificate
/root/ CA seri al # The current serial nunber
[ root/ CA crl nunber # the current crl nunber

# must be commented out to
$dir/crl.pem # The current CRL
/root/ CA/ privat e/ cakey. pem # The private key
/root/CA private/.rand # private random nunber file
usr_cert # The extensions to add to the

14. Save the changes and restart OpenSSL.

Example

Example of setting up an OpenSSL internal CA:

openssl genrsa -out ca.key 8192; openssl req -new -x509 -extensions v3 ca -
key ca.key -out ca.crt -days 365

Cenerating RSA private key, 8192 bit |ong nodul us
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e is 65537 (0x10001)

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be |left blank.

Country Name (2 letter code) [XX]:US

State or Province Nanme (full name) []:California

Locality Name (eg, city) [Default City]: Santad ara

Organi zati on Nanme (eg, conpany) [Default Conpany Ltd]: Hortonworks
Organi zational Unit Nane (eg, section) []:

Common Nane (eg, your name or your server's hostnane) []:nn

Emai | Address []:it @ortonworks.com

nkdir -m 0700 /root/CA /root/CA/certs /root/CA/crl /root/CA/ newcerts /root/
CA/ private

I's /root/CA

certs crl newerts private

Install Certificatesin the Hadoop SSL Keystore Factory (HDFS, MapReduce, and
YARN)

HDFS, MapReduce, and YARN use the Hadoop SSL Keystore Factory to manage SSL Certificates. This factory uses
acommon directory for server keystore and client truststore. The Hadoop SSL Keystore Factory allows you to use
CA certificates managed in their own stores.

Procedure

1. Create adirectory for the server and client stores.mkdir -p <SERVER_KEY_LOCATION> ; mkdir -p
<CLIENT_KEY_LOCATION>.

2. Import the server certificate from each node into the HTTP Factory truststore.cd
<SERVER_KEY_LOCATION> ; keytool -import -noprompt -alias <remote-hostname> -file <remote-
hostname>.jks -keystore <TRUSTSTORE_FILE> -storepass <SERVER_TRUSTSTORE_PASSWORD>.

3. Create asingle truststore file containing the public key from all certificates, by importing the public
key for each CA or from each self-signed certificate pair: keytool -import -noprompt -alias <host> -file
$CERTIFICATE_NAME -keystore <ALL_JKS> -storepass <CLIENT_TRUSTSTORE_PASSWORD>.

4. Copy the keystore and truststores to every node in the cluster.

5. Validate the common truststore file on all hosts. keytool -list -v -keystore <ALL_JKS> -storepass
<CLIENT_TRUSTSTORE_PASSWORD>.

6. Set permissions and ownership on the keys:

chgrp -R <YARN USER>: hadoop <SERVER KEY_LOCATI ON>
chgrp -R <YARN_USER>: hadoop <CLI ENT_KEY_LOCATI ON>
chnod 755 <SERVER KEY_LOCATI ON>

chnod 755 <CLI ENT_KEY_LOCATI O\>

chnod 440 <KEYSTORE_FI LE>

chnod 440 <TRUSTSTORE_FI LE>

chnod 440 <CERTI FI CATE_NAME>

chnod 444 <ALL_JKS>

10
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Installing Certificatesin the Hadoop SSL Keystore Factory Using a CA Signed

Note:
E The complete path of the <SERVER_KEY_LOCATION> and the <CLIENT_KEY_LOCATION> from

the root directory /etc must be owned by the yarn user and the hadoop group.

Certificate
How to use a CA-signed certificate.

Procedure

1

Run the following command to create a self-signing rootCA and import the rootCA into the client truststore. This
isaprivate key; it should be kept private. The following command creates a 2048-bit key: openss genrsa -out

<clusterCA>.key 2048.

Self-sign the rootCA.. The following command signs for 300 days. It will start an interactive script that requests
name and |ocation information.openssl req -x509 -new -key <clusterCA>.key -days 300 -out <clusterCA>.

Import the rootCA into the client truststore:keytool -importcert -alias <clusterCA> -file $clusterCA -keystore

<clustertruststore> -storepass <clustertruststorekey>.

IE Note:
Make sure that the sdl-client.xml file on every host is configured to use this $clustertrust store.

When configuring with Hive point to this file; when configuring other servicesinstall the certificate in the

Javatruststore.

For each host, sign the certreq file with the rootCA :openssl x509 -req -CA $clusterCA .pem -CAkey
<clusterCA>.key -in <host>.cert -out $host.signed -days 300 -CAcreateserial.

On each host, import the rootCA and the signed cert back in:

keyt ool -keystore <hostkeystore> -storepass <hoststorekey> -alias
<clusterCA> -inport -file cluster1lCA pem

keyt ool -keystore <hostkeystore> -storepass <hoststorekey> -alias
“hostnane -s° -inport -file <host>. signed -keypass <host key>

Enabling SSL for HDP Components

How to enable SSL on specific HDP components.

The following table contains links to instructions for enabling SSL on specific HDP components.

Hadoop
MapReduce
YARN

Oozie

HBase

Hive (HiveServer2)
Kafka

Ambari Server
Falcon

Sqoop

Knox Gateway
Flume

11
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¢ Accumulo
¢ Phoenix

Enable SSL for WebHDFS, MapReduce, Tez, and YARN

This section explains how to set up SSL for WebHDFS, Y ARN and MapReduce. Before you begin, make sure that
the SSL certificate is properly configured, including the keystore and truststore that will be used by WebHDFS,
MapReduce, and YARN.

About thistask
HDP supports the following SSL modes:

e Oneway SSL: SSL client validates the server identity only.

e Mutua authentication (2WAY SSL): The server and clients validate each others' identities. 2WAY SSL can cause
performance delays and is difficult to set up and maintain.

Procedure

1. Set thefollowing property values (or add the properties if required) in core-site.xml:

hadoop. ssl .require.client.cert=fal se
hadoop. ssl . host nane. veri fi er =DEFAULT
hadoop. ssl . keystores. factory. cl ass=or g. apache. hadoop. security. ssl . Fi |l eBasedKeySt or es
hadoop. ssl . server. conf =ssl - server. xnl
hadoop. ssl . client.conf=ssl-client.xn

Note:

B Specify the hadoop.ssl.server.conf and hadoop.ssl.client.conf values as the relative or absolute path to
Hadoop SSL Keystore Factory configuration files. If you specify only the file name, put the filesin the
same directory as the core-site.xml.

2. Set thefollowing properties (or add the properties if required) in hdfs-site.xml:

df s. htt p. pol i cy=<Pol i cy>

df s.client. https. need-auth=true (optional for nutual client/server
certificate validation)

df s. dat anode. htt ps. addr ess=<host nane>: 50475

df s. nanenode. htt ps- addr ess=<host nane>: 50470

Where <Palicy> is either:

* HTTP_ONLY: serviceis provided only on HTTP
* HTTPS_ONLY: serviceis provided only on HTTPS
e HTTP_AND_HTTPS: serviceis provided both on HTTP and HTTPS

3. Set the following propertiesin mapred-site.xml:

mapr educe. j obhi story. http. poli cy=HTTPS ONLY

mapr educe. j obhi st ory. webapp. htt ps. addr ess=<JHS>: <JHS HTTPS_ PORT>
mapr educe. ssl . enabl ed=true

mapr educe. shuf fl e. ssl . enabl ed=tr ue

4, Set thefollowing propertiesin yarn-site.xmil:

yarn. http. poli cy=HTTPS_ONLY

yarn. |l og. server. url =https://<JHS>: <JHS HTTPS PORT>/| obhi story/| ogs
yarn. resour cenmanager . webapp. htt ps. addr ess=<Rv>: <RM HTTPS_PORT>

yar n. nodemanager . webapp. htt ps. addr ess=0. 0. 0. 0: <NM_HTTPS_PORT>

12
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5. Create an ssl-server.xml file for the Hadoop SSL Keystore Factory:

a) Copy the example SSL Server configuration file and modify the settings for your environment:cp /etc/hadoop/
conf/ssl-server.xml.example /etc/hadoop/conf/ssl-server.xml.

b) Configurethe server SSL properties:
Configuration Propertiesin sdl-server.xml

Property Default Value Description

ssl.server.keystore.type XKS The type of the keystore, JKS = Java
Keystore, the de-facto standard in Java

ssl.server.keystore.location None The location of the keystore file

ssl.server.keystore.password None The password to open the keystore file

ssl.server truststore.type XKS Thetype of the trust store

sdl.server truststore.location None The location of the truststore file

ssl server.truststore.password None The password to open the truststore

For example:

<property>
<name>ssl| . server.truststore. |l ocation</name>
<val ue>/ etc/ security/serverKeys/truststore.jks</val ue>
<description>Truststore to be used by NN and DN. Must be specified. </
descri ption>
</ property>

<property>
<name>ssl . server. truststore. passwor d</ name>
<val ue>changei t </ val ue>
<description>Qptional. Default value is
</ descri pti on>

</ property>

<property>
<nanme>ssl| . server.truststore.type</nane>
<val ue>j ks</ val ue>
<description>Optional. The keystore file format, default value is
"jks".</description>
</ property>

<property>
<name>ssl . server.truststore. rel oad.interval </ name>
<val ue>10000</ val ue>
<description>Truststore rel oad check interval, in mlliseconds.
Default value is 10000 (10 seconds). </description>
</ property>

<property>
<nanme>ssl| . server. keystore. | ocati on</ nane>
<val ue>/ etc/security/serverKeys/ keystore.|jks</val ue>
<descri pti on>Keystore to be used by NN and DN. Miust be specified. </
descri pti on>
</ property>

<property>
<name>ssl| . server. keyst or e. passwor d</ nane>
<val ue>changei t </ val ue>
<descri pti on>Must be specified. </description>
</ property>

<property>
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<name>ssl . server. keyst or e. keypasswor d</ nanme>

<val ue>changei t </ val ue>

<descri pti on>Must be specified. </description>
</ property>

<property>
<nanme>ssl . server. keyst or e. t ype</ name>
<val ue>j ks</ val ue>
<description>Optional. The keystore file format, default value is

"jks".</description>
</ property>
6. Create an ssl-client.xml file for the Hadoop SSL Keystore Factory:
a) Copy the client truststore examplefile:

cp /etc/hadoop/ conf/ssl-server.xm . exanpl e
/ et c/ hadoop/ conf/ ssl - server. xm

b) Configurethe client trust store values:
ssl.client.truststore.location=/etc/security/clientKeys/all.jks

ssl.client.truststore. password=client Tr ust St or ePassword
ssl.client.truststore.type=jks

7. Set thefollowing propertiesin the tez-site.xml file:

tez.runtine.shuffl e.ssl.enabl e=true
tez.runti me. shuffl e. keep-alive. enabl ed=true

8. Copy the configuration files (core-sitexml, hdfs-sitexml, mapred-sitexml, yarn-site.xml, ssl-server.xml, tez-
site.xml and ssl-client.xml), including the ssl-server and sd-client store filesif the Hadoop SSL Keystore Factory
usesit's own keystore and truststorefiles, to all nodesin the cluster.

9. Restart serviceson al nodesin the cluster.

Enable SSL for HttpFS
How to configure HttpFS to work over SSL.

Procedure

1. Edit the httpfs-env.sh script in the configuration directory:

HTTPFS_SSL_ENABLED=t r ue
HTTPFS_SSL_KEYSTORE_FI LE=$HOVE/ . keyst or e
HTTPFS_SSL_KEYSTORE PASS=password

2. Inthe HttpFS tomcat/conf directory, replace the server.xml file with the sdl-server.xml file.
3. Createan SSL certificate for the HitpFS server. Asthe httpfs Unix user, use the Java keytool command to create
the SSL certificate:$ keytool -genkey -alias tomcat -keyalg RSA.

You will be asked a series of questionsin an interactive prompt. It will create the keystore file, which will be
named .keystore and located in the httpfs user home directory.

The password you enter for “keystore password” must match the value of the HTTPFS SSL.KEY STORE_PASS
environment variable set in the httpfs-env.sh script in the configuration directory.

The answer to “What isyour first and last name?’ (i.e. “CN") must be the host name of the machine where the
HttpFS Server will be running.

4. Start HttpFS. It should work over HTTPS.
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5. Utilizing the Hadoop FileSystem API or the Hadoop FS shell, use the swebhdfs:// scheme. Make sure the VM is
picking up the truststore containing the public key of the SSL certificate if you are using a self-signed certificate.

Related Information
HttpFS

Enable SSL on Oozie

The default SSL configuration makes all Oozie URLs use HTTPS except for the JobTracker callback URLSs. This
simplifies the configuration because no changes are required outside of Oozie. Oozie inherently does not trust the
callbacks, they are used as hints.

Procedure

1. If Oozie server isrunning, stop Oozie.
2. Change the Oozie environment variables for HTTPS if required:

e OOZIE_HTTPS PORT set to Oozie HTTPS port. The default valueis 11443.

e« OOZIE_HTTPS KEYSTORE_FILE set to the keystore file that contains the certificate information. Default
vaue $<HOME>/ keystore, that is the home directory of the Oozie user.

e OOZIE_HTTPS KEYSTORE_PASS set to the password of the keystore file. Default value password.

Note:
E See “Oozie Environment Setup” (link below) for more details.
3. Run the following command to enable SSL on Oozie:su -| oozie -¢ "/usr/hdp/current/oozie-server/bin/oozie-
setup.sh prepare-war -secure”.
4. Start the Oozie server.

Related Information
Apache Oozie Documentation> Oozie Environment Setup

Configurethe Oozie Client to Connect Using SSL

Use the following procedure to configure the Oozie client to connect using SSL. The first two steps are only
necessary if you are using a self-signed Certificate. Also, these steps must be performed on every machine on which
you intend to use the Oozie Client.

Procedure

1. Copy or download the .cert file onto the client machine.

2. Run thefollowing command (as root) to import the certificate into the JRE keystore. Thiswill alow any Java
program, including the Oozie client, to connect to the Oozie Server using the self-signed certificate.sudo keytool -
import -alias tomcat -file path/to/certificate.cert -keystore ${ JRE_cacerts}.

Where ${ JRE_cacerts} isthe path to the JRE .certsfile. Itslocation may differ depending on the operating system,
but its typically named cacerts and is located at ${ JAVA_HOME} /lib/security/cacerts, but it may be in adifferent
directory under ${JAVA_HOME} (you may want to create a backup copy of thisfilefirst). The default password
is changeit.

3. When using the Oozie Client, you must use https://oozie.server.hosthame: 11443/o0zie rather than http://
oozie.server.hostname: 11000/00zie -- Javawill not automatically redirect from the HTTP addressto the HTTPS
address.

Connect to the Oozie Web Ul Using SSL

Use https://oozie.server.hostname: 11443/o0zie to connect to the Oozie web Ul using SSL, but most browsers should
redirect if you use http://oozie.server.hostname: 11000/cozie.
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Note:
E If you are using a self-signed certificate, the browser will warn you that it cannot verify the certificate. You
will probably need to add the certificate as an exception.

Configure Oozie HCatalogJob Properties
How to configure Oozie HCatalogJob properties.

Integrate Oozie HCatal og by adding following property to oozie-hcatalog job.properties. For exampleif you are using
Ambari, set the properties as:

hadoop. rpc. prot ecti on=privacy

Enable SSL on the HBase REST Server
Perform the following task to enable SSL on an HBase REST API.

Procedure

1. Create andinstall an SSL certificate for HBase, for example to use a self-signed certificate:
a) Create an HBase keystore: su -| hbase -¢ "keytool -genkey -alias hbase -keyalg RSA -keysize 1024 -keystore
hbase.jks'.
b) At the keytool command prompt:

e Enter the key password
¢ Enter the keystore password

Note:
IS Add these two specified values to the corresponding properties in hbase-site.xml in step 2.
¢) Export the certificate: su -l hbase -¢ "keytool -exportcert -alias hbase -file certificate.cert -keystore hbase.jks".
d) (Optional) Add certificate to the Java keystore:

« If you are not root run: sudo keytool -import -alias hbase -file certificate.cert -keystore /usr/jdk64/jdk1.7.0_45/
jref/lib/security/cacerts

« |If you are root: keytool -import -alias hbase -file certificate.cert -keystore /usr/jdk64/jdk1.7.0_45/jreflib/
security/cacerts

2. Add the following properties to the hbase-site.xml configuration file on each node in your HBase cluster:

<property>
<nanme>hbase. rest . ssl . enabl ed</ nane>
<val ue>t rue</ val ue>

</ property>

<property>
<name>hbase. rest. ssl . keyst ore. st or e</ name>
<val ue>/ pat h/ t o/ keyst or e</ val ue>

</ property>

<property>
<nanme>hbase. rest . ssl . keyst or e. passwor d</ nane>
<val ue>keyst or e- passwor d</ val ue>

</ property>

<property>
<nanme>hbase. rest . ssl . keyst or e. keypasswor d</ nane>
<val ue>key- passwor d</ val ue>

</ property>
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3. Restart dl HBase nodes in the cluster.

Enable SSL on the HBase Web Ul
How to enable SSL and TLS on an HBase Web Ul.

Procedure

1. Createandinstall an SSL certificate for HBase, for example to use a self-signed certificate:

a)

b)

Create an HBase keystore: su -1 hbase -¢ "keytool -genkey -alias hbase -keyalg RSA -keysize 1024 -keystore
hbase.jks'.
At the keytool command prompt:

« Enter the key password
« Enter the keystore password

Note:
IS Add these two specified values to the corresponding properties in hbase-sitexml in step 2.
Export the certificate: su -I hbase -c "keytool -exportcert -alias hbase -file certificate.cert -keystore hbase jks".
(Optional) Add certificate to the Java keystore:

If you are not root run: sudo keytool -import -alias hbase -file certificate.cert -keystore /usr/jdk64/jdk1.7.0_45/
jre/lib/security/cacerts

If you are root: keytool -import -alias hbase -file certificate.cert -keystore /usr/jdk64/jdk1.7.0_45/jrellib/
security/cacerts

2. Add the following properties to the hbase-site.xml configuration file on each node in your HBase cluster:

<property>

<nane>hbase. ssl . enabl ed</ nane>
<val ue>t rue</ val ue>

</ property>

<property>

<nanme>hadoop. ssl . enabl ed</ name>
<val ue>t rue</val ue>

</ property>

<property>

<name>ssl . server. keyst or e. keypasswor d</ nanme>
<val ue>key- passwor d</ val ue>

</ property>

<property>

<name><ssl| . server. keyst or e. passwor d</ nanme>
<val ue>keyst or e- passwor d</ val ue>

</ property>

<property>

<nanme>ssl| . server. keystore. | ocati on</ nane>
<val ue>/t np/ server - keystore. j ks</val ue>

</ property>

3. Restart all HBase nodes in the cluster.

Enable SSL on HiveServer?2
Y ou need to enable SSL on HiveServer by setting afew properties.
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About thistask
Perform the following steps on the HiveServer2.

Procedure

1. Log into the cluster asthe hive user. Having hive user permissions when creating the Java keystore file sets up the
proper user::group ownership, which alows HiveServer to access the file and prevents HiveServer startup failure.

2. Runthefollowing command to create a keystore for hiveserver2: keytool -genkey -alias hbase -keyalg RSA -
keysize 1024 -keystore hive.jks.

3. Edit the hive-site.xml, set the following properties to enable SSL.:

<pr operty>
<nane>hi ve. server 2. use. SSL</ nane>
<val ue>true</ val ue>
<descri pti on></descri ption>

</ property>

<property>
<nane>hi ve. server 2. keyst or e. pat h</ name>
<val ue>keystore-fil e-pat h</val ue>
<descri pti on></descri ption>

</ property>

<property>
<name>hi ve. server 2. keyst or e. passwor d</ nanme>
<val ue>keystore-fil e- password</val ue>
<descri pti on></descri ption>

</ property>

4. Ontheclient-side, specify SSL settings for Beeline or JDBC client as follows:jdbc:hive2://<host>:<port>/
<database>;ssl=true;sd TrustStore=<path-to-truststore>; trustStorePassword=<password>.

Set up SSL with self-signed certificates
Use the following stepsto create and verify self-signed SSL certificates for use with HiveServer2.

Procedure

1. List the keystore entries to verify that the certificate was added. Note that a keystore can contain multiple such
certificates: keytool -list -keystore keystore.jks.

2. Export this certificate from keystore.jks to a certificate file: keytool -export -alias example.com -file
example.com.crt -keystore keystore,jks.

3. Add this certificate to the client's truststore to establish trust: keytool -import -trustcacerts -alias example.com -file
example.com.crt -keystore truststore.jks.

4. Verify that the certificate exists in truststore.jks: keytool -list -keystore truststore.jks.

5. Then start HiveServer2, and try to connect with beeline using: jdbc:hive2://<host>:<port>/
<database>;ssl=true;sd TrustStore=<path-to-truststore>;trustStorePassword=<truststore-password>.

Selectively disable SSL protocol versions
To disable specific SSL protocol versions, use the following steps.

Procedure

1. Run openssl ciphers -v (or the corresponding command if not using openssl) to view all protocol versions.

2. Inaddition to 1, an additional step of going over the HiveServer2 logs may be required to see all the protocols that
the node running HiveServer2 is supporting. For that, search for "SSL Server Socket Enabled Protocols:" in the
HiveServer2 log file.
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3. Addall the SSL protocols that need to be disabled to hive.ssl.protocol.blacklist. Ensure that the property in
hiveserver2-sitexml does not override that in hive-site.xml.

Enable SSL for Kafka Clients
Kafka allows clients to connect over SSL. By default SSL is disabled, but it can be enabled as needed.
Before you begin, be sure to generate the key, SSL certificate, keystore, and truststore that will be used by Kafka.

Configuring the Kafka Broker

The Kafka Broker supports listening on multiple ports and | P addresses. To enable this feature, specify one or more
commarseparated valuesin the listeners property in server.properties.

Procedure

1. Both PLAINTEXT and SSL portsarerequired if SSL is not enabled for inter-broker communication (see the
following subsection for information about enabling inter-broker communication): listenerssPLAINTEXT://
host.name:port,SSL ://host.name:port.

The following SSL configuration settings are needed on the broker side:

ssl . keystore.location = /var/private/ssl/kafka. server. keystore.jks

ssl . keystore. password = test 1234

ssl . key. password = test 1234

ssl.truststore.location = /var/private/ssl/kafka.server.truststore.jks
ssl.truststore. password = test 1234

The following optiona settings are available:

Property Description Value(s)

ssl.client.auth Specify whether client authentication is none
required, requested, or not required.

none: no client authentication.
required: client authentication is required.

requested: client authentication is requested,
but a client without certs can still connect.

Note: If you set sdl.client.auth to requested or
required, then you must provide a truststore
for the Kafka broker. The truststore should
contain al CA certificates that are used to
sign clients keys.

ssl.cipher.suites Specify one or more cipher suites: named
combinations of authentication, encryption,
MAC and key exchange algorithms used to
negotiate the security settings for a network
connection using the TLS or SSL network
protocol.

ssl.enabled.protocols Specify the SSL protocols that you will TLSv1.2,TLSv1.1,TLSv1
accept from clients. Note: SSL is deprecated;
itsuse in production is not recommended.

ssl.keystore.type Specify the SSL keystore type. XKS

ssl.truststore.type Specify the SSL truststore type. XKS

2. Toenable SSL for inter-broker communication, add the following setting to the broker propertiesfile (default is
PLAINTEXT): security.inter.broker.protocol = SSL.

3. To enable any cipher suites other than the defaults that come with VM (see “ Java Cryptography documentation”),
you will need to install JCE Unlimited Strength Policy files (download link below).
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4. Validate the configuration. After you start the broker, you should see the following information in the server.log
file:

wi th addresses: PLAI NTEXT -> EndPoi nt (192. 168. 64. 1, 9092, PLAI NTEXT), SSL - >
EndPoi nt (192. 168. 64. 1, 9093, SSL)

5. To make sure that the server keystore and truststore are set up properly, run the following command:openss|
s client -debug -connect localhost:9093 -tlsl.

(Note: TLSv1, TLSv1.1, and TLSv1.2 should be listed under ssl.enabled.protocols)

In the openssl output you should see the server certificate; for example:

Server certificate

----- BEG N CERTI FI CATE- - - - -

M | D+DCCAUACCQCx2Rz 1t Xx 3ANTANBgk ghki G9w0BAQs FADB6 M wCQYDVQQGEWI V
Uz EL MAk GA1 UECAWCQO Ex FDASBgNVBAC MC1NhbnRhI ENs YXJ hMQmvCg YDVQQKDANV
c e x DDAKBgNVBAS MA2 9y Zz EOVAWGAL UEAWWRa 2 FmYWs x HDAaBgk ghki GOwWOBCQEW
DXRl ¢c3RAAGVzdC5j b20wHhc NMTUnaiNz MMVDQy OT MMAhc NMT YwNz | 5 MDQy OTMWY Bt

M WCQYDVQQGEWI VUz EL MAk GA1 UECBMCQO Ex FDASBgNVBAC TCLNhbnRhl ENs YXJh
MmCg Y DVQQKEWNV ¢ nt x DDAKBgNVBAs TA29y Zz Ef MBOGALUEAX MAU3JpaGFyc2hh
| ENoaWb0YWkhc GFuaTCCAbcwggEsBgcghkj OOAQBM | BHAMKBg QDIf 1 OBHXUSKVL f

Spwu70Tn9hG3Uj zvRADDH] +At | EmaUVdQCIR+1k9j Vj 6v8X1uj D2y 5t VbNeBO4Ad
NG yZnC3a5l QpaSf n+gEexAi wk+7qdf +t 8Yb+Dt X58aophUPBPuD9t PFHs MCNVQT
WhaRM/Z1864r Ydcq7/ | i AxnmdOUgBxwl VAJdgUl 8VI w MspK5gqLr hAvwBz 1AoGB
APf hol XWrz3ey7yr XDa4V7l 51 K+7+j r qgvl XTAs9B4InUVI Xj r r UNJ/ nt Qc Qg YCO
SRZx| +hMKBYTt 88JMoz| puEBFNnqLVHyNKOG r h4r s6Z1kWsj f w6l TVi 8f t i egEk
Byk8b60UZCIgl Pf 4Vr | nwaSi 2ZegHt VIWXBTDv+z 0k gA4AGEAAKBgB+Pdz0306bq
TpUAdb2FERMPLFsx06HOXx+TULI vep7HbS5yr kV9bXZmv/ FDI8x 76 Qx Xr Og1lWpGhY
YDeGD] H+XQkJ6ZxBVBZNIDI pCnf Qpf zXAvr yQ+tcnBoXUsKi dt Hf 4pLMYVi XX6BWK
Qc2hX4r G+ C8/ NXWH1z W Cr 9To9f ngzj MAOGCSqGSI b3DQEBOWMUAAAI BAQBF yVse
RJ+ugi Nl W5t r ZscqHOt | ocbnek4UuV/ xi s2eAu9l 4EFOVBKRt 5Grk GZRcM z HF8
BRIwXbf Of yt MKSPFk8R4/ NCDA zoK+F7uXeJ0S2u/ T29xk0u?2i 4t j vl eq6OCphE
i 9vdj MOEOWhT 9SHRNhOXi r OYFX3cL775XwKdz KKRkk+Asz FR+mRu90r doaepQ gGh
9Kf wr 4+6 AU/ dPt dGuont BQqMkCzI r LABEYhWQR7wHI Z3sPvl MbPI hQJ/ YHSBJI C
75e0/ 4acDxZ+j 3sR5kcFul zYwFLgDYBaKH w3myCgTALeB1z Uk X53NVi zI vhUd69
XJAI DSDt GA f or t

----- END CERTI FI CATE- - - - -

subj ect =/ C=US/ ST=CA/ L=Sant a C ar a/ O=or g/ OU=or g/ CN=JBr own

i ssuer =/ C=US/ ST=CA/ L=Sant a d ar a/ O=or g/ OU=or g/ CN=kaf ak/

emai | Addr ess=t est @ est.com

What to do next
If the certificate does not display, or if there are any other error messages, then your keystore is not set up properly.

Related Information
Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files 7 Download
Java Cryptography Architecture Oracle Providers Documentation for Java Platform Standard Edition 7

Configuring Kafka Producer and Kafka Consumer

Examples for configuring Kafka Producer and Kafka consumer. SSL is supported for new Kafka Producers and
Consumer processes; the older API is not supported. Configuration settings for SSL are the same for producers and
CONSUMErs.

If client authentication is not needed in the broker, then the following isaminimal configuration example:
security. protocol = SSL

ssl.truststore.l ocation
ssl . truststore. password

/var/private/ssl/kafka.client.truststore.jks
test 1234
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If client authentication is required, first create a keystore (described earlier in this chapter). Next, specify the
following settings:

ssl . keystore.l ocation = /var/private/ssl/kafka.client.keystore.jks
ssl . keystore. password = test 1234
ssl . key. password = test 1234

One or more of the following optional settings might also be needed, depending on your requirements and the broker
configuration:

Property Description Value(s)

ssl.provider The name of the security provider used for
SSL connections. Default value is the default
security provider of the VM.

ssl.cipher.suites Specify one or more cipher suites: named
combinations of authentication, encryption,
MAC and key exchange algorithms used to
negotiate the security settings for a network
connection using the TLS or SSL network
protocol.

ssl.enabled.protocols List at least one of the protocols configured on | TLSv1.2,TLSv1.1,TLSv1
the broker side. Note: SSL is deprecated; its
use in production is not recommended.

ssl.keystore.type Specify the SSL keystore type. JKS

sgl.truststore.type Specify the SSL truststore type. XKS

The following two examples launch console-producer and console-consumer processes:

kaf ka- consol e- producer.sh --broker-list |ocal host: 9093 --topic test --
producer.config client-ssl.properties

kaf ka- consol e- consuner. sh --bootstrap-server |ocal host: 9093 --topic test --
new consumer --consuner.config client-ssl.properties

Enable SSL for Accumulo

One of the major features added in Accumulo 1.6.0 was the ability to configure Accumulo so that the Thrift
communications will run over SSL. Apache Thrift is the remote procedure call library that isleveraged for both intra-
server and client communication with Accumulo. Issuing these calls over a secure socket ensures that unwanted
actors cannot inspect the traffic sent across the wire. Given the sometimes sensitive nature of data stored in Accumulo
and the authentication details for users, secure communications are critical.

Due to the complex and deployment-specific nature of the security model for some systems, Accumulo expects users
to provide their own certificates, guaranteeing that they are, in fact, secure. However, for those who require security
but do not already operate within the confines of an established security infrastructure, OpenSSL and the Java keytool
command can be used to generate the necessary components to enable wire encryption.

To enable SSL with Accumulo, it is necessary to generate a certificate authority and certificates that are signed by
that authority. Typically, each client and server hasits own certificate, which provides the finest level of control over
a secure cluster when the certificates are properly secured.

Related Information

Apache Thrift

Generating a Certificate Authority
How to generate a certificate authority (CA) when enabling SSL for Accumulo.
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The certificate authority (CA) controls what certificates can be used to authenticate with each other. To create a
secure connection with two certificates, each certificate must be signed by a certificate authority in the "truststore" (A
Java KeyStore which contains at |east one Certificate Authority's public key). When creating your own certificate
authority, asingle CA istypically sufficient (and would result in asingle public key in the truststore). Alternatively,
athird party can also act as a certificate authority (to add an additional layer of security); however, these are typically
not afree service.

The following is an example of creating a certificate authority and adding its public key to a Java KeyStore to provide
to Accumulo.

# Create a private key
openssl genrsa -des3 -out root.key 4096

# Create a certificate request using the private key
openssl req -x509 -new -key root.key -days 365 -out root.pem

# Cenerate a Base64-encoded version of the PEM just created
openssl x509 -outformder -in root.pem-out root.der

# Inport the key into a Java KeyStore
keytool -inport -alias root-key -keystore truststore.jks -file root.der

# Renove the DER formatted key file (as we don't need it anynore)
rmroot.der

Remember to protect root.key and never distribute it, as the private key isthe basis for your circle of trust.

The keytool command will prompt you about whether or not the certificate should be trusted: enter "yes'. The
truststore.jksfile, a "truststore", is meant to be shared with all parties communicating with one another. The password
provided to the truststore verifies that the contents of the truststore have not been tampered with.

Generating a Certificate Keystore Per Host
How to generate a certificate keystore per host when enabling SSL for Accumulo.

It is desirable to generate a certificate for each host in the system. Additionally, each client connecting to the
Accumulo instance running with SSL should be issued its own certificate. Issuing individual certificates to each entity
provides proper control to revoke/reissue certificates to clients as necessary, without widespread interruption.

The following commands create a private key for the server, generate a certificate signing request created from that
private key, use the certificate authority to generate the certificate using the signing request. and then create a Java
KeyStore with the certificate and the private key for our server.

# Create the private key for our server
openssl genrsa -out server. key 4096

# Cenerate a certificate signing request (CSR) with our private key
openssl req -new -key server.key -out server.csr

# Use the CSR and the CA to create a certificate for the server (a reply to
t he CSR)

openssl x509 -req -in server.csr -CA root.pem -CAkey root.key -
CAcreateserial -out server.crt -days 365

# Use the certificate and the private key for our server to create PKCS12
file

openssl pkcsl2 -export -in server.crt -inkey server.key -certfile server.crt
-name 'server-key' -out server.pl2

# Create a Java KeyStore for the server using the PKCS12 file (private key)
keyt ool -inportkeystore -srckeystore server.pl2 -srcstoretype pkcsl2 -
dest keystore server.jks -deststoretype JKS
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# Renpbve the PKCS12 file as we don't need it
rmserver.pl2

# Inport the CA-signed certificate to the keystore

keyt ool -inport -trustcacerts -alias server-crt -file server.crt -keystore
server. j ks

This, combined with the truststore, provides what is needed to configure Accumulo serversto run over SSL. The
private key (server.key), the certificate signed by the CA (server.pem), and the keystore (server.jks) should be
restricted to only be accessed by the user running Accumulo on the host it was generated for. Use chown and chmod
to protect the files, and do not distribute them over non-secure networks.

Configure Accumulo Servers

Now that the Java K eyStores have been created with the necessary information, the Accumulo configuration must be
updated so that Accumulo creates the Thrift server over SSL instead of anormal socket.

Configure the following propertiesin accumulo-site.xml:

<property>
<name>r pc. j avax. net. ssl . keySt or e</ nane>
<val ue>/ pat h/t o/ server.j ks</val ue>
</ property>
<property>
<nanme>r pc. j avax. net. ssl . keySt or ePasswor d</ name>
<val ue>server _passwor d</val ue>
</ property>
<property>
<name>r pc. j avax. net. ssl . trust St or e</ nane>
<val ue>/ path/to/truststore.jks</val ue>
</ property>
<property>
<name>r pc. j avax. net. ssl . trust St or ePasswor d</ nane>
<val ue>t r ust st or e_passwor d</ val ue>
</ property>
<property>
<nanme>i nst ance. r pc. ssl . enabl ed</ nane>
<val ue>t rue</ val ue>
</ property>

The keystore and truststore paths are both absolute paths on the local file system (not HDFS). Remember that the
server keystore should only be readable by the user running Accumulo and, if you place plain-text passwordsin
accumulo-site.xml, make sure that accumulo-site.xml is also not globally readable. To keep these passwords out of
accumulo-site.xml, consider configuring your system with the new Hadoop Credential Provider class.

Also, be aware that if unique passwords are used for each server when generating the certificate, thiswill result in
different accumulo-site.xml files for each host. Unique configuration files for each host will add complexity to the
configuration management of your instance. The use of a Credential Provider (a feature from Hadoop which allows
for acquisitions of passwords from alternate systems) can help alleviate the issues with unique accumul o-site.xml
files on each host. A Java KeyStore can be created using the Credential Provider tools, which eliminates the need for
passwords to be stored in accumulo-site.xml, and can instead point to the Credential Provider URI which is consistent
across hosts.

Configure Accumulo Clients
How to configure Accumulo clients when enabling SSL for Accumulo.

To configure Accumulo clients, use $SHOME/.accumulo/config. Thisis a simple Java propertiesfile: each lineisa
configuration, key, and value separated by a space, and lines beginning with a# symbol are ignored. For example, if
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we generated a certificate and placed it in a keystore (as described above), we would generate the following file for
the Accumulo client.

i nstance. rpc. ssl . enabl ed true

rpc.javax. net.ssl.keyStore /path/to/client-keystore.jks
rpc.javax. net. ssl . keySt orePassword client-password
rpc.javax.net.ssl.trustStore /path/to/truststore.jks
rpc.javax. net.ssl.trustStorePassword truststore-password

When creating a ZooK eeperlnstance, the implementation will automatically look for this configuration file and set up
a connection with the methods defined in this file. The ClientConfiguration class also contains methods that can be
used instead of a configuration file on the file system. Again, the paths to the keystore and truststore are on the local
file system, not HDFS.

Related Information
Javapropertiesfile

Enable SSL for Apache Atlas

This section describes how to enable SSL for Apache Atlas on an Ambari cluster.

Configuring Apache Atlas SSL

Use the following steps to enable Apache Atlas SSL. Both one-way (server authentication) and two-way (server and
client authentication) SSL are supported.

Procedure

1. Create akeystorefile:

cd /usr/jdk64/jdkl.8.0_112/bin/

keyt ool -genkey -alias serverkey -keypass <keypass> -keyalg RSA -sigalg
SHAIwi t hRSA - keystore atl as. keystore -storepass <keypass> -validity 3650
-dnane " CN=Ni col a Marangoni, OU=PS, O=Hortonworks, L=Munich, ST=BY, C=DE"

2. Createa.jceksfile:

cd /usr/hdp/current/atl as-server/bin

.lcputil.py

Pl ease enter the full path to the credential provider:jceks://filelhone/
atl as/test.jceks

0 [mai n] WARN org. apache. hadoop. util . Nati veCodeLoader - Unabl e

to | oad native-hadoop library for your platform.. using builtin-java
cl asses where applicabl e

Pl ease enter the password val ue for keystore.password: <keypass>

Pl ease enter the password val ue for keystore.password agai n: <keypass>
Pl ease enter the password val ue for truststore. password: <keypass>

Pl ease enter the password val ue for truststore.password agai n: <keypass>
Pl ease enter the password val ue for password: <keypass>

Pl ease enter the password val ue for password agai n: <keypass>

cp /root/atl as. keystore /hone/ atl as/

cd /hone/atl as

3. Assign 440 rights to both of these files, and make atlas:hadoop owners for these files (so that Atlas can read these
files):chmod 440 atlas.keystore test.jceks.

4. Select Atlas> Configs > Advanced, then select Advanced application-properties and set the following properties:

24


http://en.wikipedia.org/wiki/.properties

HDP Security Configuring Wire Encryption

Enabling SSL for HDP Components

Table 1. Atlas Advanced application-properties

Property

Value

Description

atlas.enableTLS

true

Enable or disable the SSL listener. Set this
value to true to enable SSL (default valueis
false).

Add the following properties by selecting Custom application-properties > Add Property.

Table 2: Atlas Custom application-properties

Property

Value

Description

keystorefile

/home/atlag/atlas.keystore

The path to the keystore file leveraged by
the server. Thisfile contains the server
certificate.

truststore.file

/home/atlag/atlas.keystore

The path to the truststore file. Thisfile
contains the certificates of other trusted
entities (e.g. the certificates for client
processes if two-way SSL is enabled). In
most instances this can be set to the same
value as the keystore.file property (especialy
if one-way SSL is enabled).

client.auth.enabled

true

Enable/disable client authentication (disabled
by default). If enabled, the client must
authenticate to the server during the transport
session key creation process (i.e. two-way
SSL isin effect).

cert.stores.credential .provider.path

jeeks://filel/home/atlas/test.jceks

The path to the Credential Provider storefile.
The passwords for the keystore, truststore,
and server certificate are maintained in this
securefile. Utilize the cputil script in the 'bin'
directory (see below) to populate thisfile
with the passwords required.

atlas.sdl.exclude.cipher.suites

FNULL.*, *RC4.*, *MD5.*, *DES*, .*DS

5 ¥he excluded Cipher Suiteslist

- *NULL.*,*RCA4.*,*MD5.*,.*DES.*,.*DSY
are weak and unsafe Cipher Suites that

are excluded by default. If additional

Ciphers need to be excluded, set this

property with the default Cipher Suites such

and add the additional Cipher Suitesto

the list with acomma separator. They can
be added with their full name or aregular
expression. The Cipher Suiteslisted in the
atlas.sdl.exclude.cipher.suites property take
precedence over the default Cipher Suites.
Y ou should retain the default Cipher Suites,

and add additional ones to increase security.

Note:

E Enabling or disabling HTTPS will not automatically reconfigure the atlas.rest.address property. To update
this property, select Atlas > Configs > Advanced, then select Advanced application-properties. Change the
URL strings in the atlas.rest.address property to "https" if SSL is enabled (if the atlas.enableTL S property
is set to true) "https'. If SSL is not enabled, use "http". For example:

as *NULL.*, *RC4.*, *MD5.*, *DES*, *[PSS*,

htt p: <server _one>: 21000, htt p: <server _two>: 21000, htt p: <server _t hree>: 21000
htt ps: <server _one>: 21443, htt ps: <server _two>: 21443, htt ps: <server _t hree>: 21443
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The default HTTP port is 21000 and the default HTTPS port is 21443. These values can be overridden
using the atlas.server.http.port and atlas.server.https.port properties, respectively.

5. After manually editing these settings, select Actions > Stop All on the Ambari dashboard to stop all services, then
select Actions > Start All to restart al services.

What to do next

Note:
E If you disable Atlas SSL, you must clear your browser cookiesin order to log in to the Atlas Ul using HTTP
reguest headers.

SSL for Apache Atlas Credential Provider Utility Script
How to create the credential provider for Atlas when enabling SSL for Atlas.

About thistask

In order to prevent the use of clear-text passwords, the Atlas platform uses the Credential Provider facility for secure
password storage (see the Hadoop Credential Command Reference for more information about this facility). The
cputil script can be used to create the required password store.

To create the credential provider for Atlas:

Procedure

1. Switch to the Atlas bin directory: cd /usr/hdp/current/atlas-server/bin.

2. Run the following command: ./cputil.py.

3. When prompted, enter the path for the generated credential provider. The format for the path is: /local/file/path/
filejceks.
Only one absolute path is allowed. The credential provider files generally use the .jceks extension.

4, When prompted, enter the passwords for the keystore, truststore, and server key (these passwords must match the
passwords used when actually creating the associated certificate store files).

5. Thecredential provider is generated and saved to the specified path.

Related Information
Hadoop Commands Guide> credential

SPNEGO setup for WebHCat
How to set up SPNEGO for WebHCat.

Procedure

To set up secure WebHCat, set the following properties in the /etc/hcatal og/conf/webhcat-site.xml file:

</ property>
<nane>t enpl et on. ker ber os. pri nci pal </ nane>
<val ue>HTTP/ host 1234. exanpl e. com@XAMPLE. COWK/ val ue>
<descri ption/ >

<property>

The templeton.kerberos.principa property must use the host name of the WebHCat Server.
<property>

<name>t enpl et on. ker ber os. keyt ab</ nane>
<val ue>/ et c/ security/ keyt abs/ spnego. servi ce. keyt ab</ val ue>
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<descri pti on/ >
</ property>

<property>
<nane>t enpl et on. ker ber 0s. secr et </ nane>
<val ue>secr et </ val ue>
<descri pti on/ >

</ property>

<property>

<name>t enpl et on. hi ve. properti es</ nane>

<val ue>hi ve. net ast ore. | ocal =f al se, hi ve. metastore. uris=thrift://
host 1234. exanpl e. com 9083,

hi ve. net ast or e. sasl . enabl ed=t r ue, hi ve. net ast or e. execut e. set ugi =t r ue,
hi ve. exec. node. | ocal . aut o=f al se,
hi ve. met ast or e. ker ber os. pri nci pal =hi ve/
_HOST@EXAMPLE. COWK/ val ue>
<descri pti on>Properties to set when runni ng hive. </description>
</ property>

Be sure to set the templeton.hive.properties property with the host name for your Thrift server.

Configure SSL for Knox

For the simplest of evaluation deployments, the initial startup of the Knox Gateway will generate a self-signed cert
for use on the same machine as the gateway instance. These certificates are issued for "localhost” and will require
specifically disabling hostname verification on client machines other than where the gateway is running.

Create Self-Signed Certificate with Specific Hostname for Evaluations
How to create a self-signed certificate with a specific hostname for evaluations, when configuring SSL for Knox.

About thistask

In order to continue to use self-signed certificates for larger evaluation deployments, a certificate can be generated for
a specific hostname. Thiswill allow clients to properly verify the hostname presented in the certificate as the host that
they requested in the request URL.

Procedure
1. >Create a certificate: where $gateway-hostname is the FQDN of the Knox Gateway: cd $gateway bin/knoxcli.cmd
create-cert --hostname $gateway-hostname.

2. Export the certificatein PEM format: keytool -export -alias gateway-identity -rfc -file $certificate path -keystore
$gateway /datal/security/keystores/gateway .jks.

E Note:
cURL option accepts certificates in PEM format only.
3. Restart the gateway: cd $gateway bin/gateway.sh stop bin/gateway.sh start.

4, After copying the certificate to a client, use the following command to verify: curl --cacert $certificate path -
u $username : $password https:// $gateway-hostname : $gateway port /gateway/ $cluster_name /webhdfs/v1?
op=GETHOMEDIRECTORY .

Create CA-Signed Certificates for Production
How to create a CA-signed certificate for production, when configuring SSL for Knox.
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About thistask
For production deployments or any deployment in which a certificate authority issued certificate is needed, the
following steps are required.

Procedure
1. Import the desired certificate/lkey pair into ajava keystore using keytool and ensure the following:

e The certificate diasis gateway-identity.
» The store password matches the master secret created earlier.
* Notethe key password used - as we need to create an alias for this password.

2. Add apassword alias for the key password:cd $gateway bin/knoxcli.cmd create-cert create-alias gateway-identity-
passphrase --val ue $actual passphrase.

E Note:
The password aias must be gateway-identity-passphrase.

Set Up Trust for the Knox Gateway Clients
How to set up trust for the Knox Gateway clients, when configuring SSL for Knox.

About thistask
In order for clientsto trust the certificates presented to them by the gateway, they will need to be present in the
client'struststore as follows.

Procedure

1. Export the gateway-identity cert from the $gateway /data/security/keystores/gateway.jks using java keytool or
another key management tool.

2. Add the exported certificate to the cacerts or other client specific truststore or the gateway.jks file can be copied to
the clients to be used as the truststore.

Note:
E If taking this approach be sure to change the password of the copy so that it no longer matches the master
secret used to protect server side artifacts.

Set Up SSL for Ambari
How to set up SSL for Ambari.

About thistask

If you want to limit access to the Ambari Server to HTTPS connections, you need to provide a certificate. Whileit is
possible to use a self-signed certificate for initial trials, they are not suitable for production environments. After your
certificateisin place, you must run a special setup command.

Ambari Server should not be running when you do this. Either make these changes before you start Ambari the first
time, or bring the server down before running the setup command.

Procedure

1. Logintothe Ambari Server host.
2. Locateyour certificate. If you want to create atemporary self-signed certificate, use this as an example:

openssl genrsa -out $wserver. key 2048
openssl req -new -key $wserver. key -out $wserver. csr
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openssl x509 -req -days 365 -in $wserver.csr -signkey $wserver. key -out
$wserver.crt

Where $wserver isthe Ambari Server host name.

The certificate you use must be PEM-encoded, not DER-encoded. If you attempt to use a DER-encoded
certificate, you see the following error:

unable to load certificate 140109766494024:error:0906D06C:PEM routines.PEM _read bio:no start
line:;pem_lib.c :698:Expecting: TRUSTED CERTIFICATE

Y ou can convert a DER-encoded certificate to a PEM-encoded certificate using the following command:
openssl x509 -in cert.crt -inform der -outform pem -out cert.pem

where cert.crt is the DER-encoded certificate and cert.pem is the resulting PEM-encoded certificate.
3. Run the special setup command and answer the prompts: ambari-server setup-security.

a) Select 1 for Enable HTTPS for Ambari server.

b) Respondy to Do you want to configure HTTPS 2.

c) Select the port you want to use for SSL. The default port number is 8443.

d) Provide the complete path to your certificate file ($wserver.crt from above) and private key file ($wserver.key
from above).

€) Provide the password for the private key.
f) Start or restart the Server: ambari-server restart.

4. Trust Store Setup - If you plan to use Ambari Views with your Ambari Server, after enabling SSL for Ambari
using the instructions below, you must also “ Set Up Truststore for Ambari Server”.

Related Information

Set Up Truststore for Ambari Server

Set Up Truststorefor Ambari Server

If you plan to set up SSL for Ambari or to enable wire encryption for HDP, you must configure the Truststore for
Ambari and add certificates.

About thistask
Ambari Server should not be running when you do this. Either make these changes before you start Ambari the first
time, or bring the server down before running the setup command.

Procedure

1. Onthe Ambari Server, create a new keystore that will contain the Ambari Server's HTTPS certificate:
a) keytool -import -file <path_to_the Ambari_Server's SSI_Certificate> -alias ambari-server -keystore ambari-
server-truststore.
b) When prompted to 'Trust this certificate? type "yes".
2. Configure the ambari-server to use this new trust store:

anmbari - server setup-security
Usi ng pyt hon /usr/bin/python2.6
Security setup options...

Choose one of the follow ng options:
[1] Enabl e HTTPS for Anmbari server.
[2] Encrypt passwords stored in anbari.properties file.
[3] Setup Anmbari kerberos JAAS configuration.
[4] Setup truststore.
[5] Inport certificate to truststore.

Enter choice, (1-5): *4*
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Do you want to configure a truststore [y/n] (y)? *y*

Trust Store type [ ks/jceks/pkcs12] (jks): *jks*

Path to TrustStore file : *<path to the anbari-server-truststore
keyst or e>*

Password for TrustStore:

Re- ent er password:

Anbari Server 'setup-security' conpleted successfully.

3. Once configured, the Ambari Server must be restarted for the change to take effect: ambari-server restart.

Related I nformation
Set Up SSL for Ambari

Set Up Two-Way SSL Between Ambari Server and Ambari Agents

Two-way SSL provides away to encrypt communication between Ambari Server and Ambari Agents. By default
Ambari shipswith Two-way SSL disabled. To enable Two-way SSL:

Before you begin

Ambari Server should not be running when you do this: either make the edits before you start Ambari Server the first
time or bring the server down to make the edits.

Procedure

1. Onthe Ambari Server host, open /etc/ambari-server/conf/ambari.properties with a text editor.
2. Add the following property: security.server.two_way sdl = true.
3. Start or restart the Ambari Server: ambari-server restart.

What to do next
The Agent certificates are downloaded automatically during Agent Registration.

Optional: Recreating the Ambari SSL Certificate Authority

The Ambari Certificate Authority, (CA) issues digital certificates used to securely connect Ambari Server and Ambari
Agents. An Ambari CA certificateisvalid for 365 days. If an Ambari CA certificate is corrupted, or has expired, you
must recreate the CA, causing anew CA certificate and new SSL certificates for each Ambari agent to be created.
This solution assumes that the certificates signed by the Ambari CA are replaceable - which is generaly the case for
certificates used by Ambari agents for two-way SSL connections.

Procedure

On the Ambari server:
1. Stop the Ambari server: ambari-server stop.
2. Backup /var/lib/ambari-server/keys and its child directories.
3. Deletethe following files from /var/lib/ambari-server/keys:
e cakey
* cacs
* cacrt
+  passitxt
* keystorepl2
o *csr
o *ort
4. Delete the following files from /var/lib/ambari-server/key</db:

¢ index.txt.old
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e index.txt.attr.old
e serid.old
5. Truncate the following files from /var/lib/ambari-server/keys/db:

e index.txt
e index.txt.attr

6. Edit the following file from /var/lib/ambari-server/key</db:
In serial, set the contentsto be exactly:

00

7. Deleteadl files under /var/lib/ambari-server/keys/db/newcerts.

8. Restart Ambari server: ambari-server restart.
After restarting the Ambari server, the following (or similar) entries should be seen in the /var/log/ambari-server/
ambari-server.logfile:

12 Jun 2017 14:38:19,606 |NFO [nmain] Shell ConmandUtil: 63 - Comrand
openssl genrsa -des3 -passout pass:**** -out /var/lib/anbari-server/keys/

ca. key 4096 was finished with exit code: 0 - the operation was conpletely
successful ly

12 Jun 2017 14:38:19,640 |NFO [rmain] Shell ConmandUtil: 63 - Conmmand
openssl req -passin pass:**** -new -key /var/lib/anbari-server/keys/

ca. key -out /var/lib/anbari-server/keys/ca.csr -batch was finished wth
exit code: 0 - the o

peration was conpl etely successfully.

12 Jun 2017 14:38:19,683 | NFO [nmain] Shell ConmandUtil: 63 - Command
openssl ca -create_serial -out /var/lib/anbari-server/keys/ca.crt -days
365 -keyfile /var/lib/anbari-server/keys/ca. key -key **** _-gselfsign -

extensions jdk7_ca -config /var/lib/anbari-server/keys/ca.config -batch -

infiles /var/lib/anbari-server/keys/ca.csr was finished with exit code: 0
- the operation was conpletely successfully.

12 Jun 2017 14:38:19,701 | NFO [rmain] Shell ConmandUtil: 63 - Commrand
openssl pkcsl2 -export -in /var/lib/anmbari-server/keys/ca.crt -inkey /

var/lib/anbari-server/keys/ca.key -certfile /var/lib/anbari-server/keys/

ca.crt -out /var/lib/anbari-server/keys/keystore.pl2 -password pass: **** -
passi n pass: ****

was finished with exit code: 0 - the operation was conpletely
successful ly.

12 Jun 2017 14:38:19,708 |NFO [main] Shell CommandUtil: 63 - Conmand find /

var/lib/anbari-server/keys -type f -exec chnod 700 {} + was finished with
exit code: 0 - the operation was conpletely successfully.

12 Jun 2017 14:38:19,708 |INFO [main] Shell CommandUtil: 63 - Comrand chnod
600 /var/lib/anbari-server/keys/ pass.txt was finished with exit code: 0 -
the operation was conpl etely successfully.

12 Jun 2017 14:52:53,797 | NFO [ gt p-anbari - agent - 34]
CertificateManager: 200 - Signing agent certificate

12 Jun 2017 14:52:53,800 | NFO [ qtp-anbari-agent - 34]
CertificateManager: 220 - Validati ng agent host nane:
c6401. anbari . apache. org

12 Jun 2017 14:52:53,800 |INFO [qtp-anbari-agent - 34]
CertificateManager: 232 - Verifying passphrase

12 Jun 2017 14:52:53,849 | NFO [ qt p-anbari -agent-34] Shell ConmandUtil: 63
- Command openssl ca -config /var/lib/anbari-server/keys/ca.config -

in /var/lib/anbari-server/keys/c6401. anbari.apache.org.csr -out /var/lib/

anbari - server/ keys/ c6401. anbari . apache. org.crt -batch -passin pass:**** -

keyfile /var/lib/anbari-server/keys/ca.key -cert /var/lib/anbari-server/
keys/ca.crt was finished with exit code: 0 - the operation was conpletely
successful ly.

On each Ambari agent host:

31



HDP Security Configuring Wire Encryption Enabling SSL for HDP Components

9. Stop the Ambari agent: ambari-agent stop.
10. Backup /var/lib/ambari-agent/keys and its child directories.
11. Delete the following files from /var/lib/ambari-server/keys:

» cacrt
o *ort
e *Cw
e *key

12. Restart Ambari agent: ambari-agent restart.

After restarting the Ambari agent, the following (or similar) entries should be seen in the /var/log/ambari-agent/
ambari-agent.log file:

I NFO 2017-06- 12 14:52:53,625 security.py:55 - Server require two-way SSL
aut hentication. Use it instead of one-way...
I NFO 2017-06- 12 14:52:53,625 security.py:179 - Server certicate not
exi sts, downl oadi ng
I NFO 2017-06- 12 14:52:53,625 security.py: 202 - Downl oadi ng server cert
fromhttps://Iocal host: 8440/ cert/cal
I NFO 2017-06- 12 14:52:53,693 security.py: 187 - Agent key not exists,
generati ng request
I NFO 2017-06- 12 14:52:53,693 security.py: 258 - openssl req -new
-newkey rsa: 1024 -nodes -keyout "/var/lib/anbari-agent/keys/
c6401. anbari . apache. org. key" -subj /OU=c6401. anbari . apache. org/ -out "/
var/|i b/ anbari - agent/ keys/ c6401. anbari . apache. org. csr"
I NFO 2017-06- 12 14:52:53,736 security.py:195 - Agent certificate not
exi sts, sending sign request
| NFO 2017-06- 12 14:52:53,855 security.py:93 - SSL Connect being call ed.
connecting to the server
I NFO 2017- 06- 12 14:52:53,933 security.py: 77 - SSL connection established.
Two-way SSL aut hentication conpl eted successfully.

Configure Ranger SSL

How to configure Ranger SSL in an Ambari-enabled cluster.
Related Information

Configure Non-Ambari Ranger SSL
Configure Non-Ambari Ranger SSL

Configuring Public CA Certificates (Ranger SSL)
How to configure Ranger SSL using public CA Certificates, when configuring Ranger SSL in an Ambari cluster.

If you have access to Public CA issued certificates, use the following steps to configure Ambari Ranger SSL.

Prerequisites
Prerequisites for setting up Ambari Ranger SSL using Public CA certificates.

Copy the keystore/truststore files into a different location (e.g. /etc/security/serverK eys) than the /etc/
<component>/conf folder.

Make sure that the JKS file names are unique.
Make sure that the correct permissions are applied.
Make sure that passwords are secured.

Configure Ranger Admin
How to configure Ranger Admin, when setting up Ambari Ranger SSL using Public CA certificates.
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Procedure

1. Stop Ranger by selecting Ranger > Service Actions > Stop.
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2. Disablethe HTTP port and enable the HTTPS port with the required keystore information.

a) Select Configs > Advanced. Under Ranger Settings, clear the HTTP enabled check box (this blocks all agent
calsto the HTTP port even if the port is up and working).
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b) Under Ranger Settings, provide the value in the External URL box in the format https://<hostname of policy
manager>:<https port>.

*  Ranger Sattings

I External URL hitps./fcé403.ambarl.apache.ong182 I L~

Authentication methon O LDAP
ACTIVE_DIRECTORY

LA
ROME

HTTF enabled [ Cl c

¢) Under Advanced ranger-admin-site, set the following properties:

e ranger.https.attrib.keystore.file -- Provide the location of the Public CA issued keystorefile.

e ranger.service.https.attrib.keystore.pass -- Enter the password for the keystore.

e ranger.service.https.attrib.keystore.keyalias -- Enter the alias name for the keystore private key.

* ranger.service.https.attrib.clientAuth -- Enter want as the value. This validates the client cert from all
agents, but not the requests from web applications. Setting this value to want requires the client to have a
certificate to use to sign traffic. If you do not want to put certificates on the client machines to do two-way
SSL, this parameter can be set to false to enable one-way SSL.

e ranger.service.https.attrib.ssl.enabled -- set this property to true.
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3. Under Custom ranger-admin-site, add the following properties:

* ranger.service.https.port -- Make sure that this port is available, or change the value to an available port

number.

Advanced ranger-admin-site

ranger.audit. source. type sair = @ C
ranger credential feieiranger aaminrangaracmin joeks a8 o ©C
pravider, path

ranger.hitps.attrib, fetciranger/admin/cont/ranger-admin-keystore. ks k@ ©
keystore e

ranger jpa.audit, ik, rangaraudit a o -
credential.alias

ranger pa sudit jdbe. {fidbe_dialect)} E @ ©
diglect

ramger.jpa.audit. jdbc. {[ranger_jdibc._drivari} a8 o C
driver

ranger jpa.audit. jdbe,

password

ranger.|pa.audit. jdbe. url {(audit_jdbe_ur}} a8 o ©
ranger jpa.audit jdbe.user  [[ranger_audit_db_user}] E o C
ranger.|pa.jdbc. rangeradrmn = @ C
credantial.alias

ranger jpa jobe. dislect (ke _dialect}} a8 o ¢
ranger.jpa.jdbe. passwond Preresasee

ranger. jpajdbe user [[ranger_db_user)) & 0 C
Group Search Base {[ranger_ug_idap_group_seanchbasaj) @ e C
Group Search Filler {{ranger_ug_ldap_group_searchiiiber)} E @ ©
ranger. senvice hast {frariger_hast)} a e <
renger. sanvica.ntip. port &0E0 a @ C
ranger service https, warit &8 o0 ©
attrib,clientAuth

renger.sarvica.https, rengeradmin a °o ©
attrib keystore. keyalias

ranger sarvice, https, e

attrib.keystora.pass

ranger sarvica. hitps, true & o c
attrib. 55 enabled

ranger . sanvica.hitps.part G182 E @ C

ranger.service.https.attrib.keystore.file -- Specify the same value provided for the

ranger.https.attrib.keystore.file property.

ranger.service.https.attrib.client.auth -- Specify the same value provided for the
ranger.service.https.attrib.clientAuth property.

4. To add a Custom ranger-admin-site property:
a) Select Custom ranger-admin-site, then click Add Property.
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T AD Sattings

ranger.ldap.ad.domain localhost B C

ranger.ldap.ad.ur ldap/fad xasacura.nat-388 B C

¥ LDAP Settings

¥ Advanced ranger-admin-site
P Advanced ranger-env

b Advanced ranger-ugsync-site
*  Custom admin-properties

*  Custom ranger-admin-sita

m

P Custom ranger-site

¥ Custom ranger-ugsync-site

P Custom usersync-properties

b) Onthe Add Property pop-up, type the property name in the Key box, type the property value in the Value box,

then click Add.
Add Property
Type ranger-admin-site.xml
Key ranger.service.https.attrib keystore.file
Value fetc/ranger/admin/conf/ranger-admin-keystore. jks

Cancel

5. Saveyour changes and start Ranger Admin.
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When you attempt to access the Ranger Admin Ul with the HTTPS protocol on the port specified by the
ranger.service.https.port property, the browser should report that it does not trust the site. Click Proceed anyway
and you should be able to access the Ranger Admin Ul over HTTPS.

Configure Ranger Usersync
How to configure Ranger Usersync, when setting up Ambari Ranger SSL using Public CA certificates.

Procedure

1. Stop Ranger Usersync by selecting the Ranger Usersync link, then select Started > Stop next to Ranger Usersync.
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2. Navigate back to Ranger and select Configs > Advanced, then click Advanced ranger-ugsync-site. Set the
following properties:

ranger.usersync.truststore.file -- Enter the path to the truststore file.
ranger.usersync.truststore.password -- Enter the truststore password.
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ranger.usersyne. fusrhdp/current/ranger-usersync/conf/mytruststore. ks o C
truststora.file

ranger-l-ﬁérg}“{:- FEEEE RN NN RS AN EE AR LR P P E TR F TR YT o]
truststore.password

3. Start Ranger Usersync by selecting the Ranger Usersync link on the Summary tab, then select Stopped > Start
next to Ranger Usersync.

Configuring Ranger Pluginsfor SSL (Public CA Certificates)
How to configure Ranger Pluginsfor SSL, when setting up Ambari Ranger SSL using Public CA certificates.

The following section shows how to configure the Ranger HDFS plugin for SSL. Y ou can use the same procedure for
other Ranger components. Additional steps required to configure the Ranger KM S plugin and server are provided in
subsequent sections.

Configurethe Ranger HDFS Plugin for SSL

How to configure the Ranger HDFS Plugin for SSL, when setting up Ambari Ranger SSL using Public CA
certificates. The following steps show how to configure the Ranger HDFS plugin for SSL. Y ou can use the same
procedure for other Ranger components.

Procedure
1. Stop HDFS by selecting HDFS > Service Actions > Stop.
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2. Under Ranger > Configs > Advanced > Ranger Settings, provide the valuein the External URL box in the
format https://<hostname of policy manager>:<https port>.

3. Under HDFS > Confgs > Advanced, select Advanced ranger-hdfs-policymgr-ssl and set the following properties:

« xasecure.policymgr.clientssl .keystore -- Enter the public CA signed keystore for the machine that is running
the HDFS agent.

» xasecure.policymgr.clientssl.keystore.password -- Enter the keystore password.
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¥  Advanced ranger-hdfs-policymgr-ssl

xasecure.policymgr. Jusrhdp/currenthadoop-client/conf/ranger-plugin-keystore.jks & C
clientssl keystora

NasecLre, polcymgr. JeaksyMiaf{cracential_filaj} e C
clientssl. keystore.
credeantial.file

:HSE’CUFE'meC"'mgr. AEEEE NN I IS NN N NS R LI e T P Y R P T R T R P T TR T
clientssl. keystore.
password

xasecure. policymgr. Jusrhdp/currenthadoop-client/conf/ranger-plugin-truststore_jlkk. © C
clientssl.truststore

xasecure. policymgr. joeks:/file{{credential_file}} e C
clientssl.truststore.

crecential.file

gamurelpu”wmgr‘ SEEEsEEAAssREEEERS SRR R RS SRR B LT L R e

clientssl. truststore.
password

4, Select Advanced ranger-hdfs-plugin-properties, then select the Enable Ranger for HDFS check box.

*  Advanced ranger-hdfs-plugin-properties

Enable Ranger for HDFS [ I & c

Ranger repository config L — PP - 1
password

Ranger repository config hadoop a & C
user

common.name.for. a O
certificate

hadoop.rpc.protection a ©

Policy user for HDFS ambari-qa a8 o C

5. Click Save at the top.
6. Start HDFS by selecting HDFS > Service Actions > Start.

7. Restart Ranger Admin: Hosts > <Select host> > Ranger Admin / Ranger, from the drop-down menu, select
Restart.

Or: service ranger-admin restart

8. Log into the Ranger Policy Manager Ul asthe admin user. Click the Edit button of the HDFS repository and
provide the CN name of the keystore as the value for Common Name For Certificate, then save your changes.
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9. Start the HDFS service by selecting HDFS > Service Actions > Start.
10. Select Audit > Agents. Y ou should see an entry for your repo name with HT TP Response Code 200.

Related I nformation

Configure the Ranger KM S Plugin for SSL
Configure Ranger HBase Plugin for SSL
Configure the Ranger KM'S Plugin for SSL

Configurethe Ranger KM S Plugin for SSL

How to configure the Ranger KM S Plugin for SSL, when setting up Ambari Ranger SSL using Public CA certificates.
To configure the Ranger KM S (Key Management Service) plugin for SSL, use the procedure described in the task
above, and then perform the following additional step.

Procedure

1. Complete “Configure the Ranger HDFS Plugin for SSL” (link below).

2. Log into the Policy Manager Ul (as the keyadmin user) and click the Edit button of your KM S repository. Provide
the CN name of the keystore as the value for Common Name For Certificate and save your changes. This property
is not provided by default, so it must be added.

Rﬂ“ger UAccess Manager @ Encryption

Sarvice Manager Edit Service

Create Service

Service Details ;

Senvice Name * d1_kms

Description ks repo

Actiee Status i Enabled Disabled

Conflig Properties :

KEMS URL * kmsJMitpsBip-172-31-26-219.002

Lisername * koeyadman
Password *
A Mew Ebﬂhgufilll:ll'l‘t MarmiE Value
commonNameForCertificate Ip-172-31-26-219 eCl interna -
+*

Test Conmectiom

Eﬂ"re m

Related Information
Configure the Ranger HDFS Plugin for SSL
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Configurethe Ranger KM S Server for SSL
How to configure the Ranger KM S Server for SSL, when setting up Ambari Ranger SSL using Public CA certificates.

Procedure

1. Stop Ranger KMS by selecting Service Actions > Stop.
2. Select Custom ranger-kms-site, then add the following properties as shown below:

* ranger.https.attrib.keystorefile

» ranger.service.https.attrib.keystore.file (duplicate of above —workaround for now)
e ranger.service.https.attrib.clientAuth

e ranger.service.https.attrib.client.auth (duplicate of above —workaround for now)

e ranger.service.https.attrib.keystore.keyalias

e ranger.service.https.attrib.keystore.pass

* ranger.service.https.attrib.ssl.enabled

e ranger.service.https.port

¥ Custom ranger-kms-site

ranger https. attrib, fetcrangerkms/confiranger-lome-keystone ke o o
kenystora.fila
ranger.senvice hitps, want o @

attrib. client.auth

ranger.service htips. false o e
attrib, clientAuth
ranger.senice ntips, feto/ranger kma’conl/ranger-kms-keystone. | ks o e

attrib. keystone. file

rangersenice.hitps. rangerkms o o
attrib, keystone, keyalias

ranger.sarvica https. rangarkms o 2
attrib, keysione, pass

ranger.sarvice https. trus o @
attrib. sslenabled

ranger.sarvice https.port 9383 e @

Add Property ..

3. Under Advanced kms_env, update the value of kms_port to match the value of ranger.service.https.port.

4. Saveyour changes and restart Ranger KMS.
When you attempt to access the Ranger KM S Ul with the HTTPS protocol on the port specified by the
ranger.service.https.port property, the browser should report that it does not trust the site. Click Proceed anyway
and you should be able to access the Ranger Admin Ul over HTTPS.

Configure Ranger KM S Database for SSL -enabled MySQL

When an SSL-enabled database is configured for use with Ranger KM S, you must add certain configurations to
Ranger. This explains how to configure the Ranger KM S Database for SSL-enabled MySQL , when setting up Ambari
Ranger SSL using Public CA certificates.

Procedure

1. In Ambari>Ranger KM S>Configs>Advanced>Custom kms-properties, add the following parameters:
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e db_sd_enabled=True

e db_sd_required=True

e db_sd verifyServerCertificate=True

e javax_net_ss_keyStore=/etc/ranger/admin/keystore
» javax_net_sd_keyStorePassword=ranger

e javax_net_sdl_trustStore=/etc/ranger/admin/truststore
e javax_net_sd_trustStorePassword=ranger

Change keystore and truststore file paths according to your environment.

If certificate verification is not required, you can set value false in property db_sdl_verifyServerCertificate. In this
case, keystore and truststore file location need not to be valid and/or mandatory.

2. In Ambari>Ranger KM S>Configs>Advanced>Custom dbks-site, add the following parameters:

* ranger.ks.db.ssl.enabled=true

» ranger.ks.db.ssl.required=true

o ranger.ks.db.ssl.verifyServerCertificate=true

« ranger.ks.keystore.file=/etc/ranger/admin/keystore

» ranger.ks.keystore.password=ranger

» ranger.ks.truststore.file=/etc/ranger/admin/truststore
e ranger.ks.truststore.password=password

Change keystore file path according to your environment.

If certificate verification is not required, then you can set value false in property
ranger.db.ssl.verifyServerCertificate. In this case, keystore and truststore file location need not to be valid and/or
mandatory.

3. Install/restart Ranger KMS.

Configure Ranger HBase Plugin for SSL
How to configure the Ranger HBase Plugin for SSL, when setting up Ambari Ranger SSL using Public CA
certificates.

Procedure

Copy the truststore and keystore from the HBase master to all worker nodes running the RegionServers:

a) Complete “Configure the Ranger HDFS Plugin for SSL” (link below), modified for HBase.

b) From Ambari>HDFS>Configs>Advanced>Advanced ranger-hdfs-policymgr-ssl, copy the /path/
keystore.file.name from xasecure.policymgr.clientssl .keystore and distribute it to all nodes.

¢) From Ambari>HDFS>Configs>Advanced>Advanced ranger-hdfs-policymgr-ssl, copy the /path/
truststore.file.name fromxasecure.policymgr.clientssl.truststore and distribute it to all nodes.
d) Restart HBase.

Related Information
Configure the Ranger HDFS Plugin for SSL

Configuring a Self-Signed Certificate (Ranger SSL)

How to configure Ranger SSL using self-signed certificates, when configuring Ranger SSL in an Ambari cluster.

If you do not have access to Public CA issued certificates, use the following steps to create a self-signed certificate
and configure Ambari Ranger SSL.

Prerequisites
Prerequisites for setting up Ambari Ranger SSL using self-signed certificates.

« Copy the keystore/truststore files into a different location (e.g. /etc/security/serverK eys) than the /etc/
<component>/conf folder.
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e Make sure that the JKS file names are unique.
* Make sure that the correct permissions are applied.
« Make sure that passwords are secured.

Configure Ranger Admin
How to configure Ranger Admin, when setting up Ambari Ranger SSL using self-signed certificates.

Procedure

1. Stop Ranger by selecting Ranger > Service Actions > Stop.
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2. Change to the Ranger Admin directory and create a self-signed certificate.

cd /etc/ranger/adm n/ conf

keyt ool -genkey -keyal g RSA -alias rangeradm n -keystore ranger-admn n-
keystore.jks -storepass xasecure -validity 360 -keysize 2048

chown ranger: ranger ranger-adm n-keystore.jks

chnod 400 ranger - adni n- keystore. jks

en prompted, provide the host name as the value for the at isyour first and last name?' question. then
Wh ed idethe h he value for the "What i fi d | Ie i h
provide answers to the subsequent questions to create the keystore.

b) When prompted for your password, press the Enter key. Thiswill not work for Java keytool version 1.5.
3. Disablethe HTTP port and enable the HTTPS port with the required keystore information.

a) Select Configs > Advanced. Under Ranger Settings, clear the HTTP enabled check box (this blocks all agent
calsto the HTTP port even if the port is up and working).
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b) Under Ranger Settings, provide the value in the External URL box in the format https://<hostname of policy
manager>:<https port>.

*  Ranger Sattings

I External URL https:ici4a0d.amban . apache.ong 61682 I <

Authentication methon O LDAP
ACTIVE_DIRECTORY

LA
ROME

HTTF enabled [ Cl c

¢) Under Advanced ranger-admin-site, set the following properties:

« ranger.https.attrib.keystore.file -- Provide the location of the keystore file created previoudly: /etc/ranger/
admin/conf/ranger-admin-keystore.jks.

e ranger.service.https.attrib.keystore.pass -- Enter the password for the keystore (in this case, xasecure).

e ranger.service.https.attrib.keystore.keyalias -- Enter the alias name for the keystore private key (in this
case, rangeradmin).

* ranger.service.https.attrib.clientAuth -- Enter want as the value. This validates the client cert from all
agents, but not the requests from web applications. Setting this value to want requires the client to have a
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4. Under Custom ranger-admin-site, add the following properties:

certificate to use to sign traffic. If you do not want to put certificates on the client machines to do two-way

SSL, this parameter can be set to false to enable one-way SSL.
e ranger.service.https.attrib.ssl.enabled -- set this property to true.

e ranger.service.https.port -- Make sure that this port is available, or change the value to an available port

number.

Advanced ranger-admin-site

renger.audit, source.type soir a o ©
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ranger.hitps.attrib, fetciranger/admin/cont/ranger-admin-keystore. jks k@ ©
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driver
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passwond

renger.|pa.audit. jdbe. url {(audit_jdbe_uwd}} E @ C
ranger jpa.audit jdbo.user  [[ranger_audit_db_user}] a8 o ¢
ranger.jpa.jdbe. rangeradmin a o ©
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ranger.jpa.jdbe. passwond Prprsesearenn
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Group Search Base {[ranger_ug_ldap_group_seanchbasej) 8 @ C
(Group Search Filter {franger_ug_ldap_group_sasrchiiber)) @ o ©
ranger service host {{ranger_hos}} a e ¢
renger sarvica.ntip. port &40 & Q c
ranger service hitps, warit &8 0 ©
attrib. cliertAuth

renger sarvica.hitpa. rangeradmin E @ C
attrib keystore keyalias

ranger service, https, R ——

attrib.keystora.pass

ranger sarvica. hitps, true & 0 c
attrib. 55 enabled

ranger.sarvica.https.port 6182 - Q c

ranger.service.https.attrib.keystore.file -- Specify the same value provided for the

ranger.https.attrib.keystore.file property.

ranger.service.https.attrib.client.auth -- Specify the same value provided for the

ranger.service.https.attrib.clientAuth property.
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5. To add a Custom ranger-admin-site property:
a) Select Custom ranger-admin-site, then click Add Property.

T AD Sattings

ranger.ldap.ad.domain localhost B C

ranger.ldap.ad.ur ldap/fad xasacura.nat-388 B C

¥ LDAP Settings

*  Advanced ranger-admin-site

P Advanced ranger-env

¥ Advanced ranger-ugsync-site

*  Custom admin-properties

*  Custom ranger-admin-sita

Add Property ...

P Custom ranger-site

¥ Custom ranger-ugsync-site

P Custom usersync-properties

b) Onthe Add Property pop-up, type the property name in the Key box, type the property value in the Value box,

then click Add.
Add Property
Type ranger-admin-site.xml
Key ranger.service.https.attrib keystore.file
Value fetc/ranger/admin/conf/ranger-admin-keystore. jks

Cancel
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6. Saveyour changes and start Ranger Admin.
When you attempt to access the Ranger Admin Ul with the HTTPS protocol on the port specified by the
ranger.service.https.port property, the browser should report that it does not trust the site. Click Proceed anyway
and you should be able to access the Ranger Admin Ul over HTTPS.

Configure Ranger Usersync
How to configure Ranger Usersync, when setting up Ambari Ranger SSL using self-signed certificates.

Procedure

1. Stop Ranger Usersync by selecting the Ranger Usersync link, then select Started > Stop next to Ranger Usersync.
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Ambarl  test_cluster JEBES| 16 sl Jashboard  Service & admin ~

4 cB403.ambari.apache.org

€ Back
Summary Configs  Aleriz[f]  Versions Hast Actions -
Components 4 Add Host Metrics Last 1 hour -
A Accumulo GE F Accumulo Stapped -
Mo Data Available o Data Availabile
A Accumulo Master / Accurmulo Stopped -
A Accumulo Monitor / Accurmiule Sopped = e e
A Accumulo Tracer / Accurmso Stapped - No Data Available Mo Data Available
@ App Timsiine Server / YARN Started - Load Memory Lisage
@ Atlas Metadata Server / Atlas Started v
Mo Data Availabla Mo Data Available
@ DAPC Server f Storm Started -
A Falcon Server / Falcon Stopped - anwork sags Frocesses
A HBase Master ¢/ HBass Siopped =
& History Server / MapReduce2 Stared ¥
& Hive Metastore / Hive Started =
& HiveSaner? / Hive Started -
A SmartSense HST Server / Stopped -
SmartSansa
© Kafka Broker [ Kafka Started -
@ Knox Gateway ¢ Knox Started v
A MWetrics Collector f Ambari Matrics Siopped .
@ MySOL Server f Hive Started -
& Namebode / HDFS Started -
S Mimbus / Storm Started -
& Oazie Server | Oozle Started =
& Ranger Admin | Ranger Started =

© Ranger Lisersyne / Ranger
© ResourceManager ( YARM

@ SNamebode / HDFS

& Spark History Server / Spark Started —_

& Storm Ul Sarvar / Storm Started -

2. Check to seeif unixauthservicejksisin the /etc/ranger/usersync/conf/ directory. If not, run the following
commandsin the CLI:

cd /etc/ranger/usersync/ conf/
nkdir cert
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keyt ool -genkeypair -keyalg RSA -alias selfsigned -keystore /
et c/ ranger/usersync/ conf/cert/uni xaut hservi ce. j ks -keypass
Unl x529p -storepass Unl x529p -validity 3600 -keysize 2048 -dnane
' cn=uni xaut hser vi ce, ou=aut henti cat or, o=nmyconpany, c=US
chown -R ranger:ranger /etc/ranger/usersync/conf/cert
chnmod -R 400 /etc/ranger/usersync/conf/cert

3. Create atruststore for the Ranger Admin's self-signed keystore. When prompted for a password, press the Enter
key.

cd /etc/ranger/usersync/ conf/

keyt ool -export -keystore /etc/ranger/adm n/conf/ranger-adm n-keystore.jks
-alias rangeradmn -file ranger-adm n-trust.cerchown -R ranger:ranger /
et c/ ranger/ usersync/ conf/cert

keytool -inmport -file ranger-adm n-trust.cer -alias rangeradnintrust -
keystore nytruststore.jks -storepass changeit

chown ranger:ranger nytruststore.jks

4. Navigate back to Ranger and select Configs > Advanced, then click Advanced ranger-ugsync-site. Set the
following properties:

e ranger.usersync.truststore.file -- Enter the path to the truststore file.
e ranger.usersync.truststore.password -- Enter the truststore password.

ranger. USersync. fusr/hdpcurrent/ranger-usersync/cont/mytruststors. ks o C
truststore.file

ranggr_llqerq}rnn_ EEESEEAAEE R AN R AR AR N 0 SEERSEAS N EERREEA RN
truststore.password

5. Start Ranger Usersync by selecting the Ranger Usersync link on the Summary tab, then select Stopped > Start
next to Ranger Usersync.

Configuring Ranger Plugins (Self-Signed Certificate)

The following section shows how to configure the Ranger HDFS plugin for SSL with a self-signed certificate. You
can use the same procedure for other Ranger components. Additional steps required to configure the Ranger KMS
plugin and server are provided in subsequent sections.

Configurethe Ranger HDFS Plugin for SSL

How to configure the Ranger HDFS Plugin for SSL, when setting up Ambari Ranger SSL using self-signed
certificates. The following steps show how to configure the Ranger HDFS plugin for SSL. Y ou can use the same
procedure for other Ranger components.

Procedure

1. Stop HDFS by selecting Service Actions > Stop.
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. Change to the Ranger HDFS plugin directory and create a self-signed certificate.

cd /et c/ hadoop/ conf

keyt ool -genkey -keyal g RSA -alias ranger HIf sAgent -keystore ranger-

pl ugi n- keystore.jks -storepass nyKeyFil ePassword -validity 360 -keysize
2048

chown hdfs: hdfs ranger-pl ugi n-keystore.jks

chnod 400 ranger - pl ugi n- keystore. jks

. When prompted, provide an identifiable string as the value for the "What is your first and last name?' question.
then provide answers to the subsequent questions to create the keystore. When prompted for a password, press the
Enter key.

K

Note:

Important note: In the case where multiple serverstalking to ranger admin for downloading policies for
the same servicelrepository (e.g. HBase Master and Region servers, multiple NameNodes or Hive servers
in an HA environment, be sure to use the repo name or a common string across all of the nodes (such as
HbasePlugin, HdfsPlugin etc). (Note this and enter the same value in Common Name For Certificate field
in the edit repository page in the Policy Manager Ul).
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4. Create atruststore for the agent and add the Admin public key as atrusted entry. When prompted for a password,
press the Enter key.

cd /et c/ hadoop/ conf

keyt ool -export -keystore /etc/ranger/adm n/conf/ranger-adni n-keystore.jks
-alias rangeradmn -file ranger-admin-trust.cer

keytool -inport -file ranger-adnin-trust.cer -alias rangeradm ntrust -
keystore ranger-plugin-truststore.jks -storepass changeit

chown hdfs: hdfs ranger-plugin-truststore.jks

chnmod 400 ranger-plugin-truststore.jks

5. Under Ranger Settings, provide the value in the External URL box in the format https.//<hostname of policy
manager>:;<https port>.

6. Select Advanced ranger-hdfs-policymgr-ssl and set the following properties:

» xasecure.policymgr.clientssl.keystore -- Enter the location of the keystore created in the previous step.

» Xxasecure.policymgr.clientssl .keystore.password -- Enter the keystore password.

« xasecure.policymgr.clientssl .truststore -- Enter the location of the truststore created in the previous step.
» xasecure.policymgr.clientssl.truststore.password -- Enter the truststore password.

*  Advanced ranger-ndfs-pollcymgr-ss

Xasecura.policymgr. fetc/hadoop/conf/ranger-plugin-keystore.jks L+ c
clientssl. keystora

Xasetura. policyrmgr. jceks/ila{ {cradential_file}} e <
clientssl keystora,
cradential file

:asecurepnl c'}.'nngr EEEmEEEEEE LS EEEE R R EEEEEEE SRR e
clientssl.keystore.
password

xasecura.policymgr. fetchadoop/conffanger-plugin-truststors. jks o C
clientesl trustatore

xasecurs. policymgr, jceksffile{{credential_file}} e C
clientasl trustatora,
credential.file

:ESE'EUIPE.DﬂI c}rﬂ"gr T e I T T T T P T T T

clientsslLtruststore.
password

7. Select Advanced ranger-hdfs-plugin-properties, then select the Enable Ranger for HDFS check box.
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Advanced ranger-hdfs-plugin-properties

Enable Ranger for HDFS et I c

Hﬂr‘lgerrﬂpﬂsl’tﬂwmn‘flg e e
password

Ranger repository config hadoop e C
user

commaon.name.for. L+
cerificata

hadoop.rpc.protection L+

Policy user for HOFS ambari-ga o C

8. Click Save.

9. Start HDFS by selecting Service Actions > Start.

10. Stop Ranger Admin by selecting Service Actions > Stop.

11. Add the agent's self-signed cert to the Admin's trustedCA Certs.

cd /etc/ranger/adm n/ conf
keyt ool -export -keystore /etc/hadoop/conf/ranger-plugin-keystore.jks
-alias ranger Hdf sAgent -file ranger-hdfsAgent-trust.cer -storepass
myKeyFi | ePassword
keytool -inmport -file ranger-hdfsAgent-trust.cer -alias
r anger Hdf sAgent Trust -keystore <Truststore file used by Ranger Adnin -
can be the JDK cacerts> -storepass changeit

12. Restart Ranger Admin.

13. Log into the Ranger Policy Manager Ul as the admin user. Click the Edit button of your repository (in this case,
hadoopdev) and provide the CN name of the keystore as the value for Common Name For Certificate, then save
your changes.

14. Start the HDFS service.

15. In the Policy Manager Ul, select Audit > Plugins.
Y ou should see an entry for your repo name with HTTP Response Code 200.

Configurethe Ranger KM S Plugin for SSL

How to configure the Ranger KM S Plugin for SSL, when setting up Ambari Ranger SSL using self-signed
certificates. To configure the Ranger KMS (Key Management Service) plugin for SSL, use the procedure described in
the task above, and then perform the following additional step.

Procedure

1. Complete“Configure the Ranger HDFS Plugin for SSL” (link below), modified for HBase.

2. Log into the Policy Manager Ul (as the keyadmin user) and click the Edit button of your KM S repository. Provide
the CN name of the keystore as the value for Common Name For Certificate and save your changes. This property
is not provided by default, so it must be added.
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Rangt.ar U Access Manager & Encryption

Service Manager Edit Service

Create Service

Service Details ;

Service Name * dl_kms

Description s nepo

Active Status = Enabled Disabled

Conflig Properties :

KMS LRL * kmasmups®ip-172-31-26-219.802
Liernamme * ey adman
Password *

A Mew Configurations MName Value

commonNameForCertificate Ip-172-31-26-219.eC 2 interma -

Test Conmection

Related Information
Configure the Ranger HDFS Plugin for SSL

Configurethe Ranger KM S Server for SSL
How to configure the Ranger KM S Server for SSL, when setting up Ambari Ranger SSL using self-signed
certificates.

Procedure

1. Stop Ranger KMS by selecting Service Actions > Stop.
2. Changeto the Ranger KM S configuration directory and create a self-signed certificate.

cd /etc/ranger/ kms/ conf

keyt ool -genkey -keyalg RSA -alias rangerkns -keystore ranger-kns-
keystore.jks -storepass rangerkns -validity 360 -keysize 2048
chown kns: kns ranger - kns- keystore. j ks

chnod 400 ranger - kns- keystore. jks

a) When prompted, provide an identifiable string as the value for the "What is your first and last name?"
question. then provide answers to the subsequent questions to create the keystore.

b) When prompted for a password, press the Enter key.
3. Select Custom ranger-kms-site, then add the following properties as shown bel ow:
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* ranger.https.attrib.keystorefile

» ranger.service.https.attrib.keystore.file (duplicate of above —workaround for now)
e ranger.service.https.attrib.clientAuth

e ranger.service.https.attrib.client.auth (duplicate of above —workaround for now)

e ranger.service.https.attrib.keystore.keyalias

e ranger.service.https.attrib.keystore.pass

* ranger.service.https.attrib.ssl.enabled

e ranger.service.https.port

¥ Custom ranger-kms-site

ranger.hitps.attrib., fetc/ranger/oms/confiranger-kma-keystone, ks o @
kenystora.fila
ranger.senvice hitps, want o @

attrib. client.auth

ranger.service htips. false o e
attrib, clientAuth

ranger.service hiips. fetcranger/kms/conf/ranger-kms-keystone. ks o @
attrib. keystone. file

rangersenice.hitps. rangerkms o o
attrib, keystone keyallas

ranger.service https. rangerkms e @

attrib, keysione, pass

ranger.sarvice https. trus o @
attrib. sslenabled

ranger.sarvice https.port 9383 e @

Add Property

4. Under Advanced kms_env, update the value of kms_port to match the value of ranger.service.https.port.

5. Saveyour changes and restart Ranger KMS.
When you attempt to access the Ranger KM S Ul with the HTTPS protocol on the port specified by the
ranger.service.https.port property, the browser should report that it does not trust the site. Click Proceed anyway
and you should be able to access the Ranger Admin Ul over HTTPS.

6. Export the Ranger KMS certificate.

cd /usr/ hdp/ <ver si on>/r anger - kns/ conf
keyt ool -export -keystore ranger-kns-keystore.jks -alias rangerknms -file
ranger - kms-trust. cer

7. Import the Ranger KMSS certificate into the Ranger Admin truststore.

keytool -inport -file ranger-kns-trust.cer -alias rangerkns -keystore
<Truststore file used by Ranger Admin - can be the JDK cacerts> -
st or epass changei t

8. Import the Ranger KMS certificate into the Hadoop client truststore.

keytool -inport -file ranger-kns-trust.cer -alias rangerkns -keystore /
etc/security/clientKeys/all.jks -storepass bigdata
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9. Restart Ranger Admin and HDFS.

Configure Ranger Admin Database for SSL-Enabled MySQL (Ranger SSL)
When an SSL-enabled database is configured for use with Ranger, you must add certain configurations to Ranger

Procedure

1

3.

4.

In Ambari>Ranger>Configs>Advanced>Custom admin-properties, add the following parameters:

db_sd_enabled=True

db_sd_required=True
db_sd_verifyServerCertificate=True
javax_net_ss_keyStore=/etc/ranger/admin/keystore
javax_net_ssl_keyStorePassword=ranger
javax_net_sd_trustStore=/etc/ranger/admin/truststore
javax_net_sd_trustStorePassword=ranger

Change keystore and truststore file paths according to your environment.

If certificate verification is not required, you can set value falsein property db_ssl_verifyServerCertificate. In this
case, keystore and truststore file location need not to be valid and/or mandatory.

In Ambari>Ranger>Configs>Advanced>Custom ranger-admin-site, add the following parameters:

ranger.db.ssl .enabled=true
ranger.db.ssl.required=true
ranger.db.ssl.verifyServerCertificate=true
ranger.keystore.file=/etc/ranger/admin/keystore
ranger.keystore.password=ranger

Change keystore file path according to your environment.

If certificate verification is not required, then you can set value false in property
ranger.db.sdl.verifyServerCertificate. In this case, keystore and truststore file location need not to be valid and/or
mandatory.

In Ambari>Ranger>Configs>Advanced>Advanced ranger-admin-site, add the following parameters:

ranger.truststore.file=/etc/ranger/admin/truststore
ranger.truststore.password=password

Install/restart Ranger.

Connecting to SSL Enabled Components

This section explains how to connect to SSL enabled HDP Components.

Connect to SSL-Enabled HiveServer2 using JDBC
How to connect to SSL-enabled HiveServer2 using JDBC.

About thistask
HiveServer2 implemented encryption with the Java SASL protocol's quality of protection (QOP) setting that allows
data moving between a HiveServer2 over JDBC and a JDBC client to be encrypted.

Q

Tip:
See HIVE-4911 for more details on this enhancement.
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Procedure

From the JDBC client specify sasl.sop as part of the JDBC-Hive connection string.
jdbc:hive://hostname/dbname;sasl .qop=auth-int

Related Information
L ocate the JDBC or ODBC driver
HIVE-4911

Connecting to SSL Enabled Oozie Server

On every Oozie client system, follow the instructions for the type of certificate used in your environment.

Use a Self-Signed Certificate from Oozie Java Clients

When using a self-signed certificate, you must first install the certificate before the Oozie client can connect to the
server.

Procedure

1. Ingtall the certificate in the keychain:

a) Copy or download the .cert file onto the client machine.
b) Run the following command (as root) to import the certificate into the JRE's keystore: sudo keytool -import -
alias tomcat -file path/to/certificate.cert -keystore <JRE_cacerts>.

Where $JRE_cacerts is the path to the JRE's certsfile. It's location may differ depending on the Operating
System, but itstypically called cacerts and located at $JAVA_HOME/lib/security/cacerts. It can be under a
different directory in $JAVA_HOME. The default password is changeit.

Java programs, including the Oozie client, can now connect to the Oozie Server using the self-signed
certificate.

2. Inthe connection strings change HTTP to HTTPS, for example, replace http://oozie.server.hostname: 11000/0ozie
with https.//oozie.server.hosthame: 11443/o0zie.

Java does not automatically redirect HTTP addressesto HTTPS.

Connect to Oozie from Java Clients
How to connect to Oozie from Java clients.

About thistask
Java does not automatically redirect HTTP addressesto HTTPS.

Procedure

In the connection strings change HTTP to HTTPS and adjust the port.
Replace http://oozie.server.hostname: 11000/00zie with https://oozie.server.hostname: 11443/oozie.

Connect to Ooziefrom a Web Browser
How to connect to Oozie from aweb browser.

Procedure

Use https://oozie.server.hosthame: 11443/00zie though most browsers should automatically redirect you if you use
http://oozie.server.hostname: 11000/00zie.

When using a Self-Signed Certificate, your browser warns you that it can't verify the certificate. Add the certificate as
an exception.
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