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Flow Management security overview

Cloudera Data Platform (CDP) is a secure and governed hybrid data platform that offers a broad set of enterprise data
services with the key data analytics and artificial intelligence functionality that enterprises require for any cloud, any
analytics, any data. CDP Public Cloud is the cloud form factor of CDP. With the Cloudera Shared Data Experience
(Cloudera SDX), CDP offers enterprise-grade security and governance. SDX combines enterprise-grade centralized
security, governance, and management capabilities with shared metadata and a data catalog.

CDP provides the following default security features for flow management users and clusters:

• Single-sign on (SSO) authentication with Apache Knox
• Metadata management and governance capabilities with Apache Atlas
• Flow versioning and management with Apache NiFi Registry
• TLS encryption to secure communications over the network
• Fine-grained authorization to do a specific action and/or operation with Apache Ranger

For more information, see the CDP Public Cloud Security Overview.

Related Information
CDP Public Cloud security overview

User authorization

As a CDP administrator, after you create an environment, you must enable flow-management users to access the
environment, utilize resources, and perform tasks in CDP. Assign the appropriate CDP resource role and one or
more Ranger access policies based on the type of access the user requires. Before you begin, you must review the
authorization workflow to understand the options and the process involved in authorizing users to access flow
management resources.

Resource roles

A CDP resource role grants a user or user-group permission to access and perform tasks on a resource. A Ranger
access policy for flow management contains one or more access rights to NiFi or NiFi Registry resources.

To learn about CDP resource roles and Ranger policies, see the following documents:

• Understanding roles and resource roles
• Ranger policies overview

Authorization workflow

The following diagram shows the prerequisites and the workflow involved in authorizing a flow management user:
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You must select one of the following options based on the privileges the user is entitled to:

• If the user requires administrator-level permissions to NiFi and NiFi Registry, assign the EnvironmentAdmin role.
• If the user requires selective permissions to NiFi and NiFi Registry, assign the EnvironmentAdmin role and add

the user to the appropriate Ranger policies. Optionally, create a custom policy and add the user to it.

Related Information
Understanding roles and resource roles

Ranger policies overview

Assigning administrator level permissions
As a CDP administrator, assign the EnvironmentAdmin role to enable users to have administrator-level privileges
to the environment. With the EnvironmentAdmin role, the user can access and manage environments, Flow
Management clusters, and NiFi and NiFi Registry resources. Users can also authorize other users to access flow
management resources.
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Before you begin

Ensure that you meet the following prerequisites:

• You created a Flow Management cluster.
• You determined the permission level for each user.

Procedure

1. Click the Environments tab.

2. Locate the environment. and click the environment name.

3. Click  Actions Manage Access .

The Access page appears.

4. Locate the user and click Update Roles.

The Update Resource Role page for the user appears.

5. Select the EnvironmentAdmin option.

6. Click Update Roles.

7. Go back to the Environments tab and locate the environment.

8. Click  Actions Synchronize Users to FreeIPA .

The Sync Users window appears.

9. Click Sync Users.

This synchronizes the user to the FreeIPA identity management system to enable SSO.

Results
With the EnvironmentAdmin role and membership in the internal NiFi or NiFi Registry groups, the user has the
ability to:

• Access and manage the environment and Flow Management clusters.
• Authorize users or groups by adding them to Ranger access polices.
• Modify or create conditions in predefined Ranger access policies.
• Create new Ranger access policies and create conditions that specify the desired level of access for each user or

group.

Note:  The EnvironmentAdmin role also gives a user the following privileges:

• Administrator rights to environments outside of NiFi.
• The right to modify predefined or custom Ranger access policies for any Ranger service in the

environment.

For more information on roles, see Understanding roles and resource roles.

For more information about Ranger access policies, see Ranger policies overview.

To authorize flow management users who do not require administrator-level permission, add the users individually
or as a group to specific Ranger access policies for selective access to NiFi and NiFi Registry resources. For more
information, see Assigning selective permissions to a user.

Related Information
Understanding roles and resource roles

Ranger Policies Overview

Assigning selective permissions to user
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Assigning selective permissions to user
As a CDP administrator, assign the EnvironmentUser role to enable a user to access the environment and Flow
Management clusters. Then, based on the user's access requirements, add the user or a group of users to the
appropriate Ranger access policies for NiFi and NiFi Registry.

Perform the following steps to authorize access for a new user:

1. Assign the EnvironmentUser role.
2. Add the user or group to the appropriate pre-defined Ranger access policies.
3. Create a custom Ranger access policy and add the user or group.

Assign the EnvironmentUser role
For flow management users who do not need administrator privileges, you must assign the EnvironmentUser role.
This role enables users to set their password and access the environment.

Before you begin

Ensure that you meet the following prerequisites:

• You created a Flow Management cluster.
• You determined the permission level for each user.

Procedure

1. From the Cloudera Management console, go to the Environments tab.

2. Use the Search bar to find the environment.

3. Click the environment name.

4. Click  Actions  Manage Access .

The Access page appears.

5. Locate the user and click Update Roles.

The Update Resource Role page for the user appears.

6. Select the EnvironmentUser option.

7. Click Update Roles.

8. Go back to the Environments tab and locate the environment.

9. Click  Actions  Synchronize Users to FreeIPA .

The Sync Users window appears.

10. Click Sync Users.

This synchronizes the user to the FreeIPA identity management system to enable SSO.

Results
The user is added to the environment and can access the environment and Flow Management clusters. You can now
add the user or a group of users to Ranger policies that allow access to NiFi and NiFi Registry resources.

What to do next
Complete the steps listed in Add the user to predefined Ranger access policies.
Related Information
Add user to predefined Ranger access policies
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Add user to predefined Ranger access policies
After assigning the EnvironmentUser role to the new user, you must add the user to the appropriate predefined
Ranger access policies for NiFi and NiFi Registry. These policies determine what the user can command, control, and
observe in a NiFi dataflow or in the NiFi Registry.

About this task

Each predefined Ranger access policy confers specific rights to NiFi or NiFi Registry resources. When an
authenticated flow-management user attempts to view or modify a NiFi or NiFi Registry resource, the system checks
whether the user is associated with the specific Ranger access policy that confers the privileges to perform that action.

For more information, see:

• Predefined Ranger access policies for NiFi resources
• Preefined Ranger access policies for NiFi Registry resources

Procedure

1. From the base cluster with Ranger, click the Ranger icon.

The Ranger Service Manager page appears. Each cluster in the environment is listed under its respective service.
For example, the NiFi clusters in the environment are listed under NiFi.

2. Select a cluster from either the NiFi or NiFi Registry section.

The List of Policies page appears.

The following image shows the list of predefined policies for NiFi:
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3. Click the ID for a policy.

The Edit Policy page appears.

The following image shows the list of predefined policies for NiFi:

4. In the Allow Conditions section, add the user or the user group to the Select User field.

5. Click Save.

Results
The user now has the NiFi and NiFi Registry rights according to the policies you added the user or user group to.
These rights are inherited down the hierarchy unless there is a more specific policy on a component.

What to do next
Complete the steps listed in Create a custom access policy.
Related Information
Predefined Ranger access policies for Apache NiFi

Predefined Ranger access policies for Apache NiFi Registry

Create custom access policy

Create custom access policy
If the user cannot access the component through an inherited Ranger access policy, you must create a custom Ranger
access policy for the specific component and add the user to this policy. If all the users in a group require the same
access, you can add the user group to the Ranger access policy.

About this task

A user might need access to specific NiFi or NiFi Registry resources such as a processor, processor group, remote
process group, funnel, label, controller service, or bucket. Each custom Ranger access policy provides access to a
specific component.

First determine which NiFi or NiFi Registry components a user needs access to. Then create a new policy for each
component and add the user or user group to the new policy.

When you create a new policy, you must specify the ID of the component that the user requires access to.
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Note:

If a user requires permission to view or modify data for a specific component, you must create a custom data
access policy and add the user and the nifi group to that policy.

The nifi group is a dynamically-managed group that exists on all Flow Management Data Hub hosts and
contains the identities of NiFi and Knox nodes. When you add the nifi group to the data policy for a specific
component, you authorize the nodes to access data on behalf of the user.

Procedure

1. From the NiFi canvas, copy the ID of the process group, SSL Context Service, or controller service for reporting
tasks that the user needs access to.

2. Locate the ID for a process group:

a) Click the process group.

The ID appears in the Operate pane.

b) Copy the ID.
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3. Locate the ID of the SSL Context Service:

a) Click the settings icon on the process group.

The NiFi Flow Configuration appears.
b) Click the Controller Services tab.
c) Click the Settings icon for the Default NiFi SSL Context Service.

The Controller Service Details window appears.
d) From the Settings tab, copy the ID from the Id field.
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4. Locate the ID of a controller service for reporting tasks:

a) Click the process group.
b) Click the menu on the top right of the UI and select Controller Settings.

The NiFi Settings page appears.
c) Click the Reporting Tasks Controller Services tab.
d) Click the Settings icon for the controller service.

The Controller Service Details page appears.
e) From the Settings tab, copy the ID from the Id field.
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5. Go back to the Ranger List of Policies page.

6. Click Add New Policy.

The Create Policy page appears.

7. Enter a unique name for the policy.

8. Optionally, enter a keyword in the Policy Label field to aid in searching for a policy.

9. Enter the resource descriptor and the resource ID in the NiFi Resource Identifier or NiFi Registry Resource
Identifier field in the following format: <resource       descriptor>/<resource ID>

• To determine a NiFi resource descriptor, see Predefined Ranger access policies for Apache NiFi.
• To determine a NiFi Registry resource descriptor, see Predefined Ranger access policies for Apache NiFI

Registry.

10. Enter a description.

13



Cloudera DataFlow for Data Hub Predefined Ranger access policies for Apache NiFi

11. Add a user or a group.

Note:  If a user requires permission to view or modify the data for a specific component, you must create
a data policy with /data/<component-type>/<component-UUID> as the resource identifier. Then add the
user and the nifi group to the policy to authorize the NiFi and Knox nodes to access data on behalf of the
user.

12. Set the permission level for the user or group.

13. Click Add.

Results
The user or group of users can now access the component specified in the custom policy.
Related Information
Predefined Ranger access policies for Apache NiFi

Predefined Ranger access policies for Apache NiFi Registry

Authorization example
You can review an example to understand how you can enable a flow-management user to perform specific tasks like
setting up version control for a flow, by assigning the appropriate Ranger policies.

UserA must be able to do the following tasks:

• Access the NiFi UI.
• Export a flow.
• View data queued in connections.
• View data flowing through.
• Use a NiFi SSLContextService to connect to SSL-enabled systems.
• Set up version control for a flow.

Complete the following steps to enable UserA to perform the required tasks:

1. Add UserA to the predefined Ranger access policy for NiFi, Flow. Set the permissions to Read.

The Flow policy gives the user the right to view the NiFi UI.
2. Create a Ranger access policy for NiFi with:

• Resource descriptor: /data/process-groups/<ID of     process-group>
• Permission: Read and Write

Add UserA to this custom policy. The policy gives the user the right to export the data, view the data that is
queued and flowing through the connections.

3. Create a Ranger access policy for NiFi with:

• Resource descriptor: /controller-service/<ID of SSL Context     Service>
• Permission: Read

Add UserA to this custom policy. The policy gives the user the right to use the specified SSLContextService in
their flows to connect to SSL-enabled systems.

4. Create a Ranger access policy for NiFi Registry with:

• Resource descriptor: /buckets/<ID of bucket>
• Permission: Read, Write, and Delete

Add UserA to this custom policy. The policy gives the user the right to set up version control for a flow.

Predefined Ranger access policies for Apache NiFi

You can review the predefined Ranger policies for NiFi to determine the appropriate policy to assign to a user.
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The following table lists the predefined Ranger access policies for NiFi. If you create a custom policy, refer to the
Resource Descriptor column in this table to enter the value in the NiFi Resource Identifier field on the New Policy
page.

Important:

Do not rename the default policies as some cluster operations rely on these policy names.

Do not select the Delegate Admin checkbox.

Note:  The NiFi and Knox nodes have permission to the following Ranger policies:

• Proxies; /proxy
• Root Group Data; /data/process-groups

Ranger Policy Description Resource Descriptor

Controller Allows users to view and modify the controller including
Reporting Tasks, Controller Services, Parameter Contexts and
Nodes in the Cluster.

/controller

Flow Allows users to view the NiFi UI. /flow

Policies Allows users to view the policies for all components. /policies

Provenance Allows users to submit a Provenance Search and request
Event Lineage.

/provenance

Proxies Allows NiFi and Knox hosts to proxy user requests. Does not
apply to users or user groups.

/proxy

Restricted Components Allows users to create/modify restricted components
assuming other permissions are sufficient.

The restricted components may indicate the specific
permissions that are required.

Permissions can be granted for specific restrictions or be
granted regardless of restrictions. If permission is granted
regardless of restrictions, the user can create/modify all
restricted components.

Some examples of restricted components are ExecuteScript,
List/FetchHDFS, and TailFile.

/restricted-components

See the NiFi Restricted Components topic for
information on the sub-policies.

Root Group Data Allows users and the nifi group to view and delete data from
the root group and down the hierarchy unless there is a more
specific policy on a component.

Note:  The nifi group is a dynamically managed
list of Knox and NiFi node identities. The group
exists on all Data Hub Flow Management hosts.

/data/process-groups/<uuid>

Root Group Provenance Data Allows users to view provenance data. /provenance-data/process-groups/

Root Process Group Allows users to view and modify the root process group
including adding/removing processors to the canvas.

This policy is inherited down the hierarchy unless there is a
more specific policy on a component.

/process-groups/<uuid>

Tenants Allows users to view and modify user accounts and user
groups.

/tenants

Predefined Ranger access policies for Apache NiFi
Registry

You can review the predefined Ranger policies for NiFi Registry to determine the appropriate policy to assign to a
user.
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The following table lists the pre-defined Ranger access policies for NiFi Registry. If you create a custom policy, refer
to the Resource Descriptor column in this table to enter the value in the NiFi Registry Resource Identifier field on the
New Policy page.

Important:

Do not rename the default policies as some cluster operations rely on these policy names.

Do not select the Delegate Admin checkbox.

Note:  The NiFi Registry and Knox nodes have permission to the Proxies (/proxy) Ranger policy.

Ranger Policy Description Resource Descriptor

Actuator Allows users to access the Spring Boot Actuator end-points. /actuator

Buckets Allows users to view and modify all buckets. /buckets

Policies Allows users to view the policies for all components. /policies

Proxies Allows NiFi Registry and Knox hosts to proxy user requests. Does not
apply to users or user groups.

/proxy

Swagger Allows users to access the self-hosted Swagger UI. /swagger

Tenants Allows users to view and modify user accounts and user groups. /tenants
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