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Cloudera DataFlow for Data Hub Introducing streams messaging cluster on Cloudera on cloud

Y ou can create a streams messaging cluster on Cloudera on cloud and produce data to and consume data from an
Apache Kafkatopic by using that cluster. The concepts and usage of streams messaging cluster on Cloudera on cloud
are explained using a simple workflow.

In this example you use a simple application (vmstat) to generate some raw text data and a kafka-consol e-producer
command to send the data to a Kafkatopic. Y ou then use a kafka-console-consumer command to read data from that
Kafkatopic. After you have the producer and consumer running, you use Streams Messaging Manager, which isalso
available on Cloudera on cloud, to monitor the functionality of the workflow that you create.

Alternately, you can aso structure the datain an object format and send it to Kafkain Avro format. To do this, you
store a schemain Cloudera Schema Registry and understand how to use a simple Java Kafka client to send and read
data using that schema.

Y ou can also update your schemato fit your requirements, and reconfigure the consumer and producer to use the
|atest schema.

The complete workflow consists of the following tasks:

Meeting the prerequisites

Creating a Machine User

Granting Machine User access to environment

Creating a Kafka topic

Creating Ranger policies

Producing data to Kafka topic

Consuming data from Kafkatopic

Using Kerberos authentication

. Monitoring Kafka activity in Streams Messaging Manager
10. Using Schema Registry

11. Monitoring end-to-end latency in Streams Messaging M anager
12. Evolving your schema

©o N O AN

Y ou need to ensure that your user is assigned the required role and privilege to create the workflow with Kafka on
Cloudera on cloud.

Ensure that you have met the prerequisites outlined in Checking prerequisites.

Note: As stated in the prerequisites document, your user must have the EnvironmentAdmin role. Thisis
IE required so that you have admin privileges on Kafka and Ranger to perform the tasks required in this tutorial.
If you do not have this role, request your environment administrator for assistance.

After you meet the prerequisites, you need to create your streams messaging cluster using a default cluster definition.

To complete this tutorial you need arunning Kafka cluster on Cloudera on cloud. For instructions, see Creating your
cluster.

Checking prerequisites
Creating your cluster



https://docs.cloudera.com/cdf-datahub/7.3.2/quick-start-sm/topics/cdf-datahub-sm-cluster-quick-start-prereq.html
https://docs.cloudera.com/cdf-datahub/7.3.2/quick-start-sm/topics/cdf-datahub-sm-cluster-quick-start-createcluster.html

Cloudera DataFlow for Data Hub Creating Machine User

Y ou must create a dedicated service account called Machine User to use in the production environment. Y ou create a
Machine User in Cloudera Management Console with a unique name.

Y ou must have created a Kafka cluster on Cloudera on cloud.

Y ou can use your personal user account to connect to Clouderafor al the examplesin thistutorial. However, in a
production environment, you must create a dedicated service account to use ingestion processes or pipelines. So,
instead of using your own account, this tutorial takes you through creating a service account.

Machine User is the Cloudera nomenclature for a service account. For more information on Machine User, see
Cloudera machine user.

1. Navigateto Cloudera Management Console User Management .
2. Click Actions Create Machine user .

3. Enter aunique name for the user and click Create.
After you create a machine user, you see a page like the following one with the user details.

Note: The Workload User Name (srv_kafka-client, in the example below) is different from the actual user
E name (kafka-client). The Workload User Name is the identifier you use to configure the access for your
workload or application later.

wmers  kafka-client @

Name kafka-client

Workload User Name @ srv_kafka-client

CRN @ C .. 0
Creation Date 05/05/2020 5171 PM PDT
Workload Password @ Set Workload Password

Click Set Workload Password and follow the prompts to set a password for the Machine User. Y ou can leave the
Environment field empty.

Cloudera machine user
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Cloudera DataFlow for Data Hub Granting Machine User access to environment

Granting Machine User access to environment

Before you start working with the Machine User account, to access the Kafka cluster on Cloudera on cloud, you must
grant the user access to the environment that contains the cluster.

Before you begin
Y ou must have created a Machine User account.

About this task
For more information on providing the user access to your cluster, see Give users access to your cluster.

Procedure

1. Navigateto Cloudera Management Console Environments, and select the environment where your Kafka cluster
iS running.

2. Click Actions Manage Access.

3. Inthe search field, type the name of the Machine User and select it from the search results.

4. Check the EnvironmentUser role and click Update Roles.

Update Resource Roles for kafka-client W
Rezowrce Roles
B fole Description
F— Girants peméssion to perfonm userfgroup managemsent functions mn Ranger and Atlas Admin, start
S FrelP# sync and manage |0 Broker mappings
- Larants penmession 1o creats, telete and adminster Clowdera Data Engingening sernces [or & given
CREAdm
CIDP anwircanment
CRELisasr ] Grants pesrmmission 10 list and vse Cloudera Data Engineering services for a gven COP environment
DEAd - T enabde. disable and admenister a L wment for DataF Th
s ir a4 g arsd T at oo 8 1o B s Digia J T LTt
~ Carr T reate, tenmanaie, admin 1 T ¢ Clepkymie 1 1 1L
DF Flawdr
BTN
[HF Fliowel E T ow and mondior deployment 1 i o maent
2 [ T {0 creai W 3 nate i [ Oif
L Aadim
TR
Dllser (O (erants pemmesnion to view Cloudera Data Warehause clugter for a geven GO environment
Enviroamentddmin O Granis all the righis bo an efrvifonmeni
Environmentliser 2 rants permession 10 sef the worklosd passward for the envircnmaent
[ ETTREEION To creade and ds I Maching Leameng waorkspaces for a ghven CDP
[ eni. k will siraios levved access to all The workspaces
ML 1
Py J3 SIINORIMmEnt. 1 Nal = can run workloads, mondion, and manage all user
el
Update Roles

5. Go to the environment page and click Actions Synchronize Usersto Freel PA , to ensure that the role assignment
isin effect for the environment.




Cloudera DataFlow for Data Hub Creating Kafka topic

=top Environment
Delete Environment
< =synchramze Users 1o FreelPa

Manage Access
6. On the Synchronize Users to Freel PA page, click Synchronize Users.

Y ou need to create Kafka topics.

Give users access to your cluster

After you create a Kafka cluster, you can create Kafkatopics. Y ou create Kafka topics in the environment where your
Kafka cluster isrunning by using the Streams Messaging Manager web Ul.

Y ou must have created a Kafka cluster and a Machine User account, and granted environment access to the Machine
User.

Y ou create two Kafkatopicsin the tutorial:
e machine-data

Topic containing machine usage data in plain text format.
* machine-data-avro

Topic containing machine usage datain Avro format.

1. Navigateto Management Console Environments, and select the environment where your Kafka cluster is
running.

2. On the Data Hubs tab of your environment, select the Kafka cluster you created.
3. Click Streams Messaging Manager on the Services pane to open the Streams Messaging Manager web UI.

Streams Messaging Manager is the Cloudera tool to monitor and manage Kafka. Y ou use it to create the topics
you need.

4’ O
) on the left-hand bar.

In the Streams Messaging Manager web Ul, click the topicsicon (
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Cloudera DataFlow for Data Hub Create Ranger policies for Machine User account

5. Click Add New.
6. Enter the following details and click Save:

e Topic name: machine-data
e Partitions: 10
e Availability: Maximum
» Cleanup Policy: delete
7. Click Add New to add a second topic.
8. Enter the following details for the new topic and click Save:

e Topic name: machine-data-avro
* Partitions: 10

e Availability: Maximum

» Cleanup Policy: delete

In the Streams Messaging Manager Topics page, type machine in the search field to filter the topics. Y ou must see

both topics you created.
Topics Cluster: araujo-kafka &~
1T KB 1 KB 0 515 236 0 0 0

Topics (16) Q | D30 minutes - :l

° machine-data 0B 0B 0 0 Q = e

° machine-data-avro 0B 0B 0 0 Q B3 v

To read data from or write data to Kafka topics, you must grant certain privileges to your Machine User. To do this,
you create new access policies for the Kafkatopicsin Ranger. Y ou create one Topic policy and one Consumer Group

policy.
Because your personal user is an environment administrator, you already have privileges to access and modify Kafka
topics. Thisis not the case, though, with the Machine User account you created.

Authorization policiesin Cloudera are maintained and enforced by Apache Ranger. To learn more about Apache
Ranger authorization policies, see Using Ranger to Provide Authorization in Cloudera.

To allow the Machine User account to read from and write data to the Kafka topics you created, it is necessary that
you define new access policies for those topicsin Ranger. Y ou need to create the following policies:

« Topic policy to grant access to the two Kafkatopics.

e Consumer Group policy to define which consumer groups the Machine User can use to consume data from the
Kafkatopics.

Using Ranger to Provide Authorization in Cloudera
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Cloudera DataFlow for Data Hub Create Ranger policies for Machine User account

Learn how to grant privileges to a Machine User for accessing and modifying Kafka topics using the Ranger web UlI.
Y ou must create a new policy, select the Machine User, and add permissions for the Machine User.

Y ou must have created a Machine User, granted environment access to the Machine User, and created two Kafka
topics.

1. Navigateto Cloudera Management Console Environments, and select the environment where your Kafka cluster
isrunning.

2. Click Ranger on the top pane to open the Ranger web UI.
3. Inthe Ranger web Ul, click Access Manager Resource Based Policies .
4. Under the KAFKA group, select the policy of your Kafka cluster.

To select it, click on the policy name, and not on theicon. Y ou see the list of pre-defined policies for your Kafka

cluster.
% Ranger U Access Manager O Audit (%) Security Zone % Settings .’. araujo
araujo_kafka_kafka_7691 Policies
List of Policies : araujo_kafka_kafka_7691
e — °
Policy ID Policy Name Policy Labels Status Audit Logging Roles Groups Users Action
91 all - topic Enabl Enabled 35959860 . ® @& ﬂ
92 all - consumergroup Enab Enabled 35959860 o = E
all - transactionalid Enab Enabled o 35059860 _' o = E}
94 all - cluster Enabled Enabled 35959860 : e =z El
95 all - delegationtoken Enab Enabled 35959860 - ® @
158 Internal topics g Enab Enabled - - e = E

5. Click Add New Policy to create a new policy and enter the following details:

« Policy Name: Machine Data topics

e Topic: machine-data*

» Description: All topics prefixed with machine-data
6. Below the Allow Conditions section, click the empty Select Users box and select the Machine User you created.
7. Click Add Permissions, select the Publish, Consume, and Describe permissions, and then click the tick mark.

10



Cloudera DataFlow for Data Hub Create Ranger policies for Machine User account

add/edit permissions

Publish
Consume
Configure
Describe
Create
Delete
Describe Configs
Alter Configs

Select/Deselect All

8. Scrall to the bottom of the page and click Add to save the policy.

Learn how to grant privileges to a Machine User for using consumer groups to consume data from the Kafka topics
by using the Ranger UI. Y ou create a new policy, select the Machine User, and add permissions for the Machine
User.

Y ou must have created a Machine User, granted environment access to the Machine User, and created two Kafka
topics.

1. Click Add New Palicy, to create anew one, and enter the following details:

« Policy Name: Machine Data consumer groups
e Consumer group: machine-data*

» Description: All consumer groups prefixed with machine-data
2. Below the Allow Conditions section, click on the empty Select User box and select the Machine User you had
created.

Y ou can type the name of the user to filter the list of users. Also note that the user name appears with the srv_
prefix, indicating that it isaMachine User.

3. Click Add Permissions, select the Consume and Describe permissions and then click the tick mark.

11



Cloudera DataFlow for Data Hub Produce data to Kafka topic

add/edit permissions

@ Consume
Describe
Delete

Select/Deselect All

+ Add Permissions <+

4. Scroll to the bottom of the page and click Add to save the policy.
Now you should see your new policies listed in Ranger. Y our Machine User is ready for use.

Y ou can start producing data to the Kafka topic.

Learn how to produce data to a Kafka topic. To do this, you need to set the workload password, connect to a Kafka
host, provide LDAP authentication, and finally produce data to a Kafka topic.

The applications that produce data to or consume data from Kafka can run on any of the serversin your network,
provided they have connectivity to the Kafka cluster in Cloudera. These applications should not be executed on the
hosts of the Kafka cluster, because this could affect the Kafka operation.

To produce data to a Kafka topic, you use the kafka-consol e-producer command line application because the
command line application is already installed on the Kafka hosts and helps you to understand the application
configuration without having to build an application. In alater step you configure and run an application on a separate
host to connect to the cluster.

Learn how to set your personal workload password.

Y ou must have created a Machine User account.

1. In Cloudera Management Console, click [***YOUR NAME***] Profile.

12



Cloudera DataFlow for Data Hub Produce data to Kafka topic

Profile

Log Out

2. Onyour profile page, click Set Workload Password and follow the prompts to set a password for your user. Y ou
can |leave the Environment field empty.

Learn how to connect to a Kafka host from Cloudera Management Console. Y ou need to select the Kafka cluster you
created, select a Kafka broker, and then connect to the broker host.

Y ou must have created a Machine User account, granted environment access to the Machine User, created Kafka
topics, and created Ranger policies.

1. Navigateto Cloudera Management Console Environments, and select the environment where your Kafka cluster
is running.

2. Onthe Data Hubs tab of your environment, select the Kafka cluster you created.

3. OntheKafka cluster page, click Hardware and select one of the Kafka brokers to run your producer test.
Select and copy the full hostname of the broker.

= @ CLOUD=ZRA
m e

e @ Data Hubs ' araujo-kafka = Hardware

(?) Dashboard

https://araujo-kafka-master. site/araujo-kafka/cdp-proxy/cmf/homer 7.1.0 7.1.0-1.cdh7.1.0.p2.2994030

& Environments
Event History [Hardware | Cloud Storage  Tags (7) Endpoints Recipes (0) Repository Details Image Details Network
Master
Q
O o FQDN Status Private IP Public 1P
[J B i-03ac9ba76778b437e @ Running  araujo-kafka-master0. site SERVICES_HEALTHY CM Server  »
Broker
Q
[ FQON Status Private IP Public IP
[ 2 i-09ed1496a4221d506 @ Running [arau]urkafka—bmkerz site ] SERVICES_HEALTHY »
[J 2 i-080b8bsd2sbadfbed @ Running  araujo-kafka-broker1 site SERVICES_HEALTHY »
[ 3 i-05902¢8152a0308f @ Running  araujo-kafka-broker3. site SERVICES_HEALTHY »

4. Using the SSH client of your preference, connect to the broker host using your Cloudera user and your workload
password for authentication.

For example, if connecting from aterminal, you can use:

ssh [***YOUR_USER_NAME***] @ * * * BROKER_HOST_NAME* * * ]

13



Cloudera DataFlow for Data Hub Produce data to Kafka topic

All the Kafka clusters created in Cloudera are secure because TL S is enabled to encrypt communications between
clients and the cluster, and strong authentication is enforced, requiring clients to authenticate either through Kerberos
or LDAP.

In this example, you use LDAP authentication. LDAP authentication is not enabled by default.

Y ou must have connected to the Kafka host.

1. Providethe client with the security.protocol and sasl.mechanism information to indicate the security protocol and
authentication mechanism to use.

2. Provide the client with the sdl.truststore.location information which is required for the client to trust the brokers
certificates.

All the Kafka hosts deployed by Cloudera have avalid truststore deployed at /var/lib/cloudera-scm-agent/agent-ce
rt/cm-auto-global _truststore.jks. Y ou need to use this truststore. Later you look at how to create a truststore from
scratch.

3. Provide the client with the sadl.jaas.config information which is the LDAP credentials to use for authentication.

For adetailed explanation on how to configure TLS/SSL and LDAP authentication for Kafka clients, see
Configure Kafka clients.

Configure Kafka clients for LDAP authentication

To produce data to Kafkatopics, you create a property file, ensure that its permissions are set restrictively, list al the
topics that the Machine User has access to, and produce a text message to the Kafka topic.

Here, you produce data to a Kafka topic on your SSH session.

Y ou must have created a Kafka cluster, created a Machine User, granted environment access to the Machine User,
created Kafkatopics, and created Ranger policies.

1. Create anew client-ldap.properties file with the following content:

security. protocol =SASL_SSL

sasl . mechani sm=PLAI N

ssl.truststore.location=/var/lib/cloudera-scm agent/agent-cert/cm auto-g

| obal truststore.jks

sasl . j aas. confi g=or g. apache. kaf ka. common. security. pl ai n. Pl ai nLogi nMbdul e
requi red usernane="srv_kafka-client" password="Super Secr et Password";

14
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Note: Replace the values of the username and password to match with the machine user credentials that
you created.

2. Theclient-ldap.properties file contains sensitive information. Ensure its permissions are set restrictively.
chnmod 400 client-|dap. properties

With this configuration you can start running Kafka client applications.
3. Run thefollowing command to list al the topics that the Machine User has access to.

BROKER_HOST=$( host nane -f)

kaf ka-topi cs \
- - boot st rap- server $BROKER_HOST: 9093 \
--conmand-confi g client-|dap. properties \
--list

The output include a number of INFO lines, with the two topics you created at the end of the output:

machi ne- dat a
machi ne- dat a- avro

If you do not see them, go back and review the previous steps.

4. Run the following command to produce a simple text message to the Kafka topic by using the kafka-console-pr
oducer command.

echo 'Hell o, Kafka!' | kafka-consol e-producer \
--broker-1list $BROKER HOST: 9093 \
--producer.config client-Idap. properties \
--topi ¢ machi ne-dat a

If the output of the command above contains only INFO lines and no ERROR lines, it indicates that data was
produced correctly to the Kafka topic.

In the next section, you use the kafka-consol e-consumer command to verify the contents of the Kafka topic.

After you produce data to a Kafkatopic, you can consume data from the Kafka topic.

The configuration that you used previously to produce data to Kafka topicsis the same that you use to consume data
from Kafkatopics. You need to verify that the data was written correctly to the Kafka topic and can also be read by
the client.

Y ou must have produced data to your Kafka topic.

15
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Run the following command to consume the data produced previously:

kaf ka- consol e- consuner \
- - boot st rap- server $BROKER _HOST: 9093 \
--consuner.config client-Idap. properties \
--topi ¢ machi ne-data \
--group nachi ne-data-1 \
--from begi nni ng

Y ou see the following output, which tells you that the client successfully read it from the topic:

Hel | o, Kafka!

Note:

E If you rerun the same command, reusing the consumer group name (machine-data-1 in the previous example),
the datais not shown because the client continues from where it left off in the previous execution. To read the
data again, change the group name to something else (for example, machine-data-2).

Learn how and when to configure Kerberos authentication.

LDAP authentication is generally easier to configure for remote clients, because it does not require Kerberos libraries
or clientsto be installed and the remote clients do not need direct connectivity to your Kerberos or LDAP server.

In some situations, though, Kerberos authentication may be required and/or preferred. In this section, you run
the same kafka-console-consumer command you used for LDAP authentication, but this time using Kerberos
authentication to demonstrate the required configuration.

When using Kerberos, you can use two different sources for the authentication credentials; aticket cache or a
keytab. Theticket cache isthe place where the Kerberos ticket for a user is stored after the user authenticates
successfully. Y ou can use the ticket cache when the user has been already authenticated using a username and
password. The keytab is a specia and sensitive file that contains the user credentials. Keytabs do not require that the
user authenticates previously.

In this example, you create a new configuration file called client-kerberos.properties, which is similar to the client-
Idap.properties file that you used in the previous example but with K erberos-specific parameters. Y ou also need an
additional configuration file, which you call either jaas-cache.conf or jaas-keytab.conf, depending on the credentials
source you use. This JAAS configuration file is used to communicate the authentication credential s source (ticket
cache or keytab) to the Kafka client.

For more details on how to enable K erberos authentication for Kafka, see Enable Kerberos authentication for Kafka
clients.

Enable Kerberos authentication

Y ou can configure Kerberos authentication using aticket cache. To do so, you authenticate with Kerberos to acquire a
valid Kerberos ticket. Then you connect to Kafka authenticating with the Kerberos ticket.

16
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Y ou must have produced data to a Kafka topic and consumed data from the Kafka topic.

1. Create afile called client-kerberos.properties with the following content:

security. protocol =SASL_SSL

sasl . mechani sm=GSSAPI

sasl . ker beros. servi ce. nane=kaf ka
ssl.truststore.location=/var/lib/cloudera-scm agent/agent-cert/cm auto-glo
bal _truststore.jks

sasl . jaas. confi g=com sun. security. aut h. nodul e. Kr b5Logi nMbdul e required us
eTi cket Cache=t r ue;

2. Before connecting to Kafka, you need to authenticate successfully with Kerberos to acquire avalid Kerberos
ticket. You can use kinit for that. Run the following commands, replacing srv_kafka-client with your Machine
User name. When prompted for the password, provide the Workload Password that you had set.

kdestr oy
kinit srv_kafka-client

3. If the command is successful, you should have avalid ticket in your ticket cache, as shown by the following klist
command:

$ klist
Ti cket cache: FILE: /tnp/krb5cc_ 1501600556
Defaul t principal: srv_kafka-client@YZ. SI TE

Valid starting Expi res Service principal

05/ 07/ 2020 03:10: 58 05/08/2020 03:10: 52 krbt gt/ XYZ. SI TE@GXYZ. SI TE
renew until 05/14/2020 03:10: 52

If the command is not successful, your ticket cache should be empty, as shown in the following example:

$ klist
klist: No credentials cache found (filenane: /tnp/krb5cc_1501600556)

4. After you have avalid ticket in the ticket cache you can run the following commands to connect to Kafka,
authenticating with the Kerberos ticket.

BROKER_HOST=$( host nane -f)

kaf ka- consol e- consuner \
- - boot st rap- server $BROKER_HOST: 9093 \
--consuner. config client-kerberos. properties \
--topi c machi ne-data \

--group nmachi ne- dat a- $RANDOM \
--from begi nni ng

Y ou should see the contents of the machine-data topic as follows:

Hel | o, Kafka!

5. After testing, destroy the ticket in your ticket cache:

kdestr oy
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If you try to run the kafka-console-consumer command again, without the ticket, you see authentication errors like
the following example:

Caused by: javax.security.auth.|ogin.Logi nException

Could not login: the client is being asked for a password, but the Kafka c
lient code does not

currently support obtaining a password fromthe user. not available to
garner authentication

i nformati on fromthe user

Y ou can configure Kerberos authentication using a keytab. To do so, you download the keytab from the environment
where your Kafka cluster is running, copy the keytab to your broker host, create a configuration file with required
properties, and connect to Kafka.

As mentioned previoudly, instead of using aticket from the ticket cache you can a so authenticate using a keytab.

Y ou must have produced data to a Kafka topic and consumed data from the Kafka topic.

Navigateto Cloudera Management Console User Management .

Select the Machine User.

Click Actions Get Keytab .

On the Get Keytab dialog box, select the environment where the Kafka cluster is running and click Download.
Copy the keytab that was downloaded on your computer to the broker host you were connected to.

The keytab file contains sensitive information. Ensure that its permissions are set restrictively:

S O A

chmod 400 ./ kafka-client. keytab

7. Create the jaas-keytab.conf file with the following content:

Kaf kad i ent {
com sun. security. aut h. nodul e. Kr b5Logi nMbdul e requi red
useKeyTab=t r ue
keyTab="./kaf ka-client. keyt ab"
princi pal ="srv_kaf ka- cl i ent @XYZ. SI TE";

Where the value of the keyTab property is the path of the keytab copied to the host and the value of the principal
property isthe Kerberos principal name of the Machine User account. Y ou can find the principal name by listing
the content of the keytab, as shown in the following example:

$ klist -kt ./kafka-client.keytab
Keytab nane: FILE: kaf ka-client. keytab
KVNO Ti mest anp Pri nci pal

0 05/07/2020 03:32: 01 srv_kafka-client @YZ. SI TE
0 05/07/2020 03:32: 01 srv_kafka-client @YZ. SI TE
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8. Run the following commands to connect to Kafka, authenticating with the Kerberos keytab.
BROKER_HOST=$( host name -f)
export KAFKA OPTS="-Dj ava.security.auth.|ogin.config=./jaas-keytab.conf"

kaf ka- consol e- consumner \
- - boot st rap- server $BROKER _HOST: 9093 \
--consuner. config client-kerberos. properties \
--topi ¢ machi ne-data \
--group nmachi ne- dat a- SRANDOM \
--from begi nni ng

The KAFKA_OPTS environment variable is used to communicate the location of the the jaas-keytab.conf
configuration file to kafka-consol e-consumer command.

Y ou see the content of the machine-data topic as follows:

Hel | o, Kafkal!

Y ou can use Streams Messaging Manager to monitor Kafka activity. To do this, you run two SSH sessions, one for
producing data to a Kafkatopic and the other to consume the data from the Kafka topic. Then you go to the Streams
Messaging Manager Ul from Cloudera Management Console to track the producer and consumer activity.

Now that you know how to configure a Kafka client to connect to the Kafka cluster in Cloudera, generate some
activity and monitor it using Streams Messaging Manager. To do this, you collect machine usage data from the broker
host using the vmstat command and stream that data into the machine-data topic.

For detailed and comprehensive information about Streams Messaging Manager, see Streams Messaging Manager .

1. Start by opening two SSH connections to the same broker host.
2. Onthefirst session, run the following command.

BROKER _HOST=$( host nane -f)

vnstat 1 1000 | kaf ka-consol e-producer \
--broker-1list $BROKER_HOST: 9093 \
--producer.config client-I|dap. properties \
--topi ¢ machi ne-dat a

This command runs vmstat and sends each line from its output as one message every second to the machine-data
topic.

This example assumes that you are using L DAP authentication but you can use the authentication method of your
preference.

L eave the session running.
3. On the second SSH session, run the following command to consume the data:

BROKER_HOST=$( host name -f)
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kaf ka- consol e- consuner \
- - boot st rap- server $BROKER_HOST: 9093 \
--consuner.config client-Idap. properties \
--topi c machi ne-data \
--group nmachi ne- dat a- SRANDOM \
- -from begi nni ng

Y ou see the data produced by the first session continuously appear on the screen as output.

L eave the second session also running.

4. Navigateto Cloudera Management Console Environments, and select the environment where your Kafka cluster
is running.

5. On the Data Hubs tab of your environment, select the Kafka cluster you created.

6. Click Streams Messaging Manager on the services pane to open the Streams M essaging Manager web UI.
It may take afew minutes for the consumer or producer activity to start showing in the Streams Messaging
Manager Ul. Y ou may have to refresh your page afew times until the data starts to appear.
Once it does, you see one active producer on the left-hand side of the page and at least one active consumer listed
on the right-hand side of the page.

Producers (1) Consumer Groups (10)

| AcTIVE (1) I __ACTVEQ)

Note: Streams Messaging Manager shows consumers and producers with some activity in the last few
minutes, as active. Because of this, you may see those producers and consumers that finished recently, as
active.

You also see the LAG metrics listed besides each consumer. This metric indicates the number of messages the
consumer is behind the latest message produced to the Kafka topic. Y ou can use thisto quickly identify slow
consumers that are lagging behind producers.

7. Click either on the producer or on the consumer, and Streams Messaging Manager shows their activity,
highlighting all the topics and partitions they are writing to or reading from, respectively.
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1546332665 P1
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S o S ) S o S
® @ @ @ ® 3 @
o o 2 2 2 o 2
£ £ 3 3 £ £ g 3 3
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In this page you can identify metrics for the overall Kafka topic activity and partition-level. The In Sync Replica
(ISR) set for each partition can be identified on the screen. The ID of the LEADER replicafor each partitionis
shown on the left-hand side, while the FOLLOWER replicas are represented as teal-colored boxes on the right-

hand side.

EI for the machine-data topic.

Click on an empty part of the page to clear the consumer or producer selection, and then click the profileicon

This opens the Kafka topic details page where you can find all the topic-related metrics and utilization charts.

Topics / machine-data

m DATA EXPLORER CONFIGS LATENCY

Producers (1)
1546332653
1546332665
©1546332641
©1546332653
1546332665
©1546332641
©1546332653
1546332665
©1546332641

1546332653

Messages Consumed

End-to-end Latency

Summary

Number of R 3

Number of Partition 10
T it Brok rT 3
ferred Replicatic 100
nder Replicate (]

30 0f 30

Data In Count

9. Click the DATA EXPLORER tab.

F) ) F) ) F) 3 F) 3 S F)
8 8 & 8 & 3 8 3 B 8
13 2 3 2 3 13 2 13 2 13

Cluster: araujo-kafka &~

"D 30 minutes ACTIONS »

1,745 168 hrs Consumer Groups (9)
machine-data-2
machine-data-15187
machine-data-30252
machine-data-1
na
na
mna
mna
machine-data-212

No Data
No Data
2003458 Data Out Count 2178484 Messages In Count 13166
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In the Data Explorer page you can sample the data that is flowing through the Kafka topic. Select different
partitions and adjust the offset dliders to become familiar with those controls.

‘q& Topics / machine-data Cluster: araujorkatka &+

METRICS DATAEXPLORER CONFIGS LATENCY

DESERIALIZER: | Keys: String Values: String
ROM OFFSET TO OFFSE’
Partition 0 - 1301 o9 | 1316
1516
all
1301 Thu, May 07 2020, 10:54:20 null 00027516984 132576905716 00011217032154109900

1302 Thu, M null 00027

761 000018422310119800

1303 Thu, M null 000275106441 00001404 189000 100 00

1304 hu, May 07 2020, 10:54:46 null 00027509992 132576 90! 0000 1599228500 10000

1305 Thu, M ull 0 9 0

1306 Thu, M ull F

1307 Thu, May ull 000186 218710010000

1308 Thu, May 07 2020, 10:55:24 null 00027516876 132576905608 0004 1753207910990 0

1309 Thu, M null 00027516044 13257 000019082237109900

1310 Thu, May 07 2020, 10:55:42 null 00027509464 132576905688 0 00 4 1649 230400 10000

1-100f15 < >
Streams M essaging Manager

Y ou can use a sample Kafka client application written in Java, to produce data to and consume data from Kafka topics
using schemas stored in the Schema Registry.

Schema Registry provides a shared repository of schemas that allows applications to flexibly interact with each other.
Applications frequently need away to share metadata across data format, schema, and semantics. Schema Registry
addresses these challenges by evolving schemas such that a producer and consumer can understand different versions
of the schemas but still read all information shared between both versions and safely ignore the rest.

For more information on the topics covered in this section, check the following Cloudera online documentation
resources:

« Connecting Kafka clients to Cloudera Data Hub provisioned clusters
e Schema Registry
» Developing Apache Kafka applications

Note:
E In this section, you build a sample Java application. To do this you must have the following installed on your
local computer:

e Java8 SDK (or later)
¢ Maven
e Git

Connecting Kafka clients to Cloudera Data Hub provisioned clusters
Schema Registry
Developing Apache Kafka applications
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To produce data to and consume data from Kafka topics using schemas stored in the Schema Registry, you need
to collect some configuration information such asthe list of brokers and Schema Registry endpoint. Y ou must also
create TLS truststore.

Besides the Machine User name and password that you used in previous examples, you aso need the following
additional information to configure the client application:

¢ Broker list

Because the Kafka client application is a remote application running on your computer, you need to configure it
with alist of brokers to which the application can connect.

e Schema Registry endpoint
Y ou need to provide the application with the Schema Registry endpoint so that the application can store and
retrieve schemas from it.

e TLStruststore
Because thisis aremote application connecting to a secure Cloudera cluster, for which TLS encryption is enabled,

you need to provide the client with atruststore that can be used to validate the cluster certificates to establish
secure communication channels.

Learn how to find the list of brokersin your Kafka cluster from the Brokers page in the Streams Messaging Manager
ul.

1. Navigateto Cloudera Management Console Environments, and select the environment where your Kafka cluster
is running.

2. On the Data Hubs tab of your environment, select the Kafka cluster you created.

3. Click Streams Messaging Manager on the services pane to open the Streams Messaging Manager web Ul.

4’ =
Click the Brokerstab (- ).
5. Take note of the broker endpoints (host and port) listed in the Brokers page.

cl

Brokers ster: araujo-kafka & ~

I | By ’ L hed Per S t Cor t Ur El

tal B quest P
0B 0B 0 835 1 0 0.00%

Brokers (3) Q, | D30minutes ~
NAME I o

Qs — : 2 e g .

° Hdmi?rﬁm o057 | 08B 0 28 78 A= -

| " ] 8 0 27 79 B = -

Note: If your cluster contains more than three brokers, you need to select afew to provideto the client.
Pick only three of them.
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Y ou can find the Schema Registry endpoints by selecting the Kafka cluster, you created, from Cloudera Management

Console.

Y ou must have created alist of brokersin your Kafka cluster.

1. Navigateto Cloudera Management Console Environments, and select the environment where your Kafka cluster

iS running.
2. Onthe Data Hubs tab of your environment, select the Kafka cluster you created.
3. Click the Endpoints tab and make a note of the Schema Registry endpoint.

B e Console Data Hubs = araujo-kafka = Endpoints

(9 Dashboard o LEATED £
@ Running 4 05/17/20,02:14 PM PDT

¢ Environments
aws  Environment Details
agement

lub C se-sandbox-16may & se-sandbox-d-16may

CM-API o-kafka-master0. site/araujo-kafk;

aws-se-cdp-sandbox-env us-east-2

@ Services

W oMUl & Schema Registry &' kﬁ Streams Messaging Manager [

W Cloudera Manager Info

https://araujo-kafka-masterQ, .site/araujo-kafka/cdp-proxy/cmf/home/ 7.1.0

Event History Hardware Cloud Storage Tags (7) | Endpoints | Recipes (0) Repository Details Image Details  Network

sa Dantas De Araujo
usa Dantas De Araujo Schema Registry site/araujo-kafk

Streams Messaging Manager Rest https./

«

araujo-kafka-master0. site/araujo-kafka/cdp-proxy-apl/smm-api/

7.1.0 - Streams Messaging Light Duty: Apache Kafka,
Schema Registry, Streams Messaging Manager

us-east-2b

7.1.01 L:dh_f 1.0.p2.2994030

PAM Open
PAM Open

You can create a TL S truststore that the Kafka client needs to successfully connect to the secure Kafka cluster. You
need to go to the environment where your Kafka cluster is running, download the Freel PA certificate file, and create

the TLS truststore by using the certificate file.

1. Navigateto Cloudera Management Console Environments, and select the environment where your Kafka cluster

IS running.

2. Click the Summary tab, scroll to the Freel PA section, and then click Actions Get Freel PA Certificate .

This downloads the Freel PA certificate file (<environment_name>.crt) to your computer.
3. Run the following command to create the truststore:

keyt ool \
-inmportcert \
- nopronpt \
-storetype JKS \
-keystore truststore.jks \
-storepass changeit \
-alias freeipa-ca \
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-file /path/to/ca.crt

Y ou must grant your application certain privileges to use the Schema Registry by creating the appropriate policiesin
Ranger. Learn how to define access policies and permissions for using Schema Registry.

In this example, you want to allow the application to create and manage schemas in Schema Registry. Y ou can adjust
the permissions granted to the applications in your environment to avoid granting privileges that are not necessary for
each use case.

Y ou must have gathered configuration information for using Schema Registry.

1. Navigateto Cloudera Management Console Environments, and select the environment where your Kafka cluster
iS running.

Click the Ranger icon ( ﬁ H‘.‘I“r"-:-]"-” E ) on the top pane, to open the Ranger web UI.
3. Onthe Ranger Ul, click Access Manager Resource Based Policies.
4. Under the SCHEMA REGISTRY group, select the policy associated to your Schema Registry service.
To select it, click on the policy name, not on the icons. Y ou should see the list of predefined policies for your
Schema Registry.
5. Create apolicy to allow access to the schema metadata.
a) Click Add New Policy, to create a new one, and enter the following details:

* Policy Name: Machine Data Schema Metadata
« schema-group: kafka
» Schema Name: machine-data-avro
» schema-branch: Click on the schema-branch option and select none
o Description: Access to machine-data-avro schema metadata
b) Below the Allow Conditions section, click on the empty Select Users box and select the Machine User you
created previously.
¢) Click Add Permissions, select al the permissions and click on the tick mark button.
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add/edit permissions

Create

Read

Update

Delete
Select/Deselect All

:

d) Scrall to the bottom of the page and click Add to save the policy.
6. Createapolicy to allow access to the schemaversions:
a) Click Add New Policy, to create a new one, and enter the following details:

* Policy Name: Machine Data Schema Versions
e schema-group: kafka
» Schema Name: machine-data-avro
e schema-branch: MASTER
e schema-version: *
« Description: Accessto machine-data-avro schemaversions
b) Below the Allow Conditions section, click on the empty Select Users box and select the Machine User you
created previously.
¢) Click Add Permissions, select al the permissions and click on the tick mark button.

add/edit permissions

Create

Read

Update

Delete
Select/Deselect All

:

d) Scrall to the bottom of the page and click Add to save the policy.
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Y ou can run the sample producer application to produce datato a Kafkatopic in Avro format. Y ou can send datato a
Kafkatopic in Avro format. Learn how to store a schemain Cloudera Schema Registry and use asimple Java Kafka
client to send and read data using that schema.

Y ou must have defined access policies for Schema Registry.

1. Onyour computer, clone this repository using git and change to the kafka-client-avro directory.

git clone https://github. com asdar auj o/ cdp- exanpl es
cd cdp- exanpl es/ kaf ka-cl i ent-avro

2. Build theclient binaries.

mvn cl ean package

3. Create acopy of the producer properties templatefile.

cp src/ main/resources/ producer. properties.tenplate producer. properties

4. Edit the producer.properties file and replace the following placehol ders with the corresponding values:
o [***MACHINE_USER_NAME***]

The Machine User name (prefixed with srv_). Note that this needs to be replaced at two locationsin the
template.
o [**MACHINE_USER_PASSWORD***]

The Machine User’s Workload Password. Note that this needs to be replaced at two locationsin the template.
o [***BROKERI1***], [***BROKER2***], [*** BROK ER3***]

The hostnames of three cluster brokers. Also, ensure that the broker port numbers match the numbers seenin
the Streams Messaging Manager Brokers page.
e [***TRUSTSTORE_PATH***]

The path of the truststore.jks file created previoudly.
e [***SCHEMA_REGISTRY_ENDPOINT***]
The Schema Registry endpoint found previously.
5. Run the producer application with the following command:

java \
-cp ./target/kafka-client-avro-1.0- SNAPSHOT. j ar \
com cl ouder a. exanpl es. Machi neDat aPr oducer \
./ producer. properties \
./ src/ mai n/ avr o/ Machi neDat a. v1. avsc

The producer application (MachineDataProducer class) takes the following arguments:

* The producer.propertiesfile.
e An Avro schemadefinition file that the producer uses to produce messages.

If the producer is working correctly, you see several messages similar to the following:

I NFO c.c. exanpl es. Machi neDat aProducer - Successfully produced nessage
to partition [machi ne-data-avro-8], offset [O0]
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6. Leavethe SSH session open and the producer running for now.

Note: If you browse the producer code, you see that there is no need for explicit serialization of the Avro
E objects in the code. The objects are sent directly to the producer:

for (CenericData. Record data : newMachi neDat aCol | ect or (schema)) {
Producer Record<Stri ng, GenericData. Record> producer Record =newP
roducer Recor d<>(t opi cNane, data);
producer . send( producer Record, newProducer Cal | back());
}

The seridization is handled automatically by the KafkaAvroSerializer class that you used to configure the
Kafkaclient’s value.serializer property in the propertiesfile:

val ue. seri al i zer=com hort onworks. regi stri es. schemaregi stry. serdes
.avro. kaf ka. Kaf kaAvroSeri al i zer

When the KafkaAvroSerializer is used to produce data to a Kafkatopic, the serializer first checks with the configured
Schema Registry service to ensure that the schema is compatible with the one registered for that Kafkatopic. Y ou can
view the registered schema and its the versions in the Schema Registry web UI.

If the Kafka topic does not have the schema registered yet, the serializer registers the schema on behalf of the client,
provided it has permissionsto do so. If there is a schema registered for the Kafka topic, the serializer checksif the
schema being used by the client is either the same or a compatible version of that schema.

If the schema is the same, the producer uses it for producing messages. If the schemais a new version of the currently
registered schemathat is compatible with the previous versions, the seriaizer registersit with a new version number
and then uses it for producing messages. If the schema being used by the client is not compatible with the currently
registered schema, the serializer issues an exception.

In this example, because thisisthefirst time that you used that topic, there was previously no schema registered for
it. If everything works as expected, the schema defined in the MachineData.v1.avsc file is successfully registered in
Schema Registry.

Y ou must have produced datain Avro format.

1. Navigateto Cloudera Management Console Environments, and select the environment where your Kafka cluster
is running.

2. Onthe Data Hubs tab of your environment, select the Kafka cluster you created.

3. Click Schema Registry on the Services pane to open the Schema Registry web Ul.
One schema registered with the name of the topic being used is displayed.

4. Click on the machine-data-avro schemato expand:
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25 SCHEMA

) REGISTRY All Schemas

Q Sort: Last Updated ~

machine-data-avro ; AN
avro kafka 1= 0

BRANCH : ; ) u BRANCH: MASTER
{ VERSIO|
"type": "record”,
"nan chi a",
!

MASTER
21m 11s ago
BRANCH DESCRIPTION Enabled # P

MASTER' branch for schema metadate
ichine-data-avro

VERSION DESCRIPTION "name": "timestamp",

Schema registered by serializer:class " [ ! N
e doc”: "Metrics timestamp

"name": "hostname",

ring”,

"dnct s "Host name _af the sanree machine”

In this page, you can view all the versions of the schema. Y ou only see version v1, which isthe version just
registered by the producer’ s KafkaAvroSerializer.

Y ou can also use Streams Messaging Manager to check the activity generated by the producer on the Kafka cluster.
Learn how to check the producer activity in Streams Messaging Manager after you send data to a Kafkatopicin Avro
format.

Y ou must have sent datato a Kafkatopic in Avro format and checked the schema registration.

1. Navigateto Cloudera Management Console Environments, and select the environment where your Kafka cluster
is running.

2. On the Data Hubs tab of your environment, select the Kafka cluster you created.

3. Click Streams Messaging Manager on the Services pane to open the Streams Messaging Manager web UI.

On the Streams Messaging Manager Ul, click the Overview tab (E).

5. Click the Topics dynamic filter, type machine in the Search field, and select the checkbox next to the Name
header to include all the filtered topics.
Y ou should be able to see the machine-data-avro topic and verify that it has some inbound activity (DATA IN >
0).

6. The producer.properties file sets the producer name with the property client.id=producer-java. Find this producer
from thelist and click oniit.
All the partitions that are receiving data from the producer is displayed.
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7. Click on an empty part of the page to clear the consumer or producer selection, and then click the profileicon

( EI ) for the machine-data-avro topic to open the topic page.
8. Click the DATA EXPLORER tab.

Because the data you are ingesting now is binary data (Avro seriaization), you see that the message contents
shown by SMM contain alot of garbage:

216

217

218

Sun, May 17 2020,

8:40:29

Sun, May 17 2020,

8:40:39

Sun, May 17 2020,

8:40:50

Sun, May 17 2020,

8:41.00

null

null

null

null

99999 \EMacBookPro-AndreAraujo.localfreez active@p €€ specul® inactive@ throttle wired @ @€ prgable@ € faults@jcopy Ofill€ri reactive...

99999 \EMacBookPro-Andrefraujo.local free@ @ active® specul® inactive@ € throttle wired@ @€ prgable@ € faults@@ copy
Ofill@ € reactive... show mo

99999 \EMacBookPro-AndreAraujo.local free@ @ active® specul inactive@ @ throttle wired @9 € proable@ @ faults@veopy
Ofillro reactive ... show mare

99999 \EMacBookPro-AndreAraujo.local free@ @ active@# specul@+ inactive throttle wired§ @€ prgable9 @ faults@{copy 0Ofillgn reactive ..

Streams M essaging Manager integrates with Schema Registry and is able to decode the binary messages using the
schemaregistered previously by the client.

9. Click the Vaues drop-down for DESERIALIZER, and select the Avro format.
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DESERIALIZER: | Keys: String alues: String

ByteArray

ByteBuffer

Ayro
m - jist kafl

Streams M essaging Manager automatically retrieves the correct schema from the Schema Registry and
deserializes the messages shown in Streams Messaging Manager, showing them as JSON strings:

*lﬁ Topics / machine-data-avro Cluster: araujo-kafka &~

METRICS DATAEXPLORER CONFIGS LATENCY

DESERIALIZER. | Keys: String Values: Avra

VALUE SCHEMA NAME: MACHINE-DATA-AVRO

VALUE SCHEMA VERSIONS: 1 Hide schema text

‘name"” *hostname”,
‘type": “string

ost name of the source machine

‘name". ‘counters

“type®: "record’,

Y ou can consume data from the machine-data-avro topic where you have produced datain Avro format. Y ou need to
create a copy of the consumer properties template file, replace the values of some propertiesin that file, and run the
consumer application.

While the producer is running on the original terminal, open a new terminal and start consuming data from the mach
ine-data-avro topic.

Y ou must have produced datato a Kafkatopic in Avro format.
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1. On the second terminal, ensure that you are on the same directory you used before.

cd cdp- exanpl es/ kaf ka-cl i ent-avro

2. Create acopy of the consumer propertiestemplatefile.

cp src/ main/resources/consuner. properties.tenplate consuner. properties

3. Edit the consumer.properties file and replace the following placehol ders with the respective values:
o [***MACHINE_USER NAME***]

The Machine User name (prefixed with srv_). Note that you need to replace the machine username at two
locations in the template.
o [***MACHINE_USER_PASSWORD***]

The Machine User’s Workload Password. Note that you need to replace the machine user password at two
locations in the template.
e [***BROKERL***], [***BROKER2***], [***BROKER3***]

The hostnames of three cluster brokers. Also, ensure that the broker port numbers match the numbers seen on
the Brokers pagein SMM.
o [***TRUSTSTORE_PATH***]

The path of the truststore.jksfile created in the previous section.
o [***SCHEMA_REGISTRY_ENDPOINT***]

The Schema Registry endpoint discovered in a previous section.

The consumer application (MachineDataConsumer class) takes one argument which is the consumer.properties
file

Unlike the producer application, the consumer does not require a schemato be provided. Because the schemaiis
aready registered in Schema Registry by the producer, the consumer can retrieve the correct schema from the
registry.

Each message send to Kafka by the producer has afew additional bytes that contain the reference to the correct

schema version to be used from Schema Registry. These bytes are either prefixed to the message payload or,
optionally, stored in the message header.

4. Run the consumer application with the following command:

java \
-cp ./target/kafka-client-avro-1.0- SNAPSHOT. j ar \
com cl ouder a. exanpl es. Machi neDat aConsuner \
./ consuner. properties

If the consumer is working correctly, you should see several messages similar to the following:

I NFO c. c. exanpl es. Machi neDat aConsuner - Consunmed 1 records

I NFO c. c. exanpl es. Machi neDat aConsumer - Received nessage: (null, {"
timestamp": ..., }) at partition [machi ne-data-avro-4], offset [407], with
headers: [RecordHeader (key = val ue.schema.version.id, value = [3, 0, 0, O

» 1D
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Note:
E ¢ The consumer group being used by the consumer application, configured in the consumer.properties
file as group.id=machine-data-1 must match the pattern configured in the Consumer Group policy in
Ranger at the beginning of this tutorial. If you chose a consumer group that does not match the policy,
the consumer application fails with an authorization error.

e The producer properties template configured the producer to add the schema reference in the message
header (store.schema.version.id.in.header=true). Y ou can see this reference in the consumer output
with key value.schema.version.id and value [3, 0, 0, O, 1]. Thefirst byte (3) is the protocolld used by
the KafkaAvroSerializer and the next 4 bytes are an integer representing the schemaversion 1D (1).
Note that thisis not the actual version number, but an internal Schema Registry ID that identifies that
schema version object.

5. Go to Streams Messaging Manager and verify that now you can see a consumer reading from the topic, besides
the producer you had seen before.

6. Stop the producer and consumer.

With Streams Messaging Manager you can monitor end-to-end latency for your applications, which is the time taken
by a consumer to consume a message that is produced in a Kafka topic.

To find more about end-to-end latency, see End to end latency overview.

Learn how to enable end-to-end latency monitoring for your sample Java application.

End to end latency overview

For Streams Messaging Manager to show end-to-end latency data for an application, configure the application to
generate additional metrics and enable monitoring. Thisincludes sending metadata to internal Streams Messaging
Manager Kafka topics.

To do thisin a secure Kafka cluster you must grant permissions on those topics through Ranger. Perform the
following steps to grant the permissions to the Machine User account you are using:

1. Navigateto Cloudera Management Console Environments, and select the environment where your Kafka cluster
is running.

Click the Ranger icon ( ﬁ H‘.‘I“r"-:-]"-” E ) on the top pane, to open the Ranger web UI.
3. Onthe Ranger Ul, click Access Manager Resource Based Policies.
4. Under the KAFKA group, select the policy of your Kafka cluster.

To select it, click on the policy hame, and not on the icons.
5. Click Add New Policy, to create a new one, and enter the following details:

* Policy Name: SMM Metrics topics

e Topic: __smm_consumer_metricsand __smm_producer_metrics

« Description: Streams Messaging Manager topics for end-to-end latency monitoring
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6. Under the Allow Conditions section, click on the empty Select Users box and select the Machine User you created
previously.

7. Click Add Permissions, select the Publish and Describe permissions, and click the tick mark.

add/edit permissions

Publish
Consume
Configure

Describe
Create
Delete
Describe Configs
Alter Configs

Select/Deselect All

= -

8. Scrall to the bottom of the page and click Add to save the palicy.

Learn how to enable end-to-end latency monitoring of Kafka topics using Streams Messaging Manager. Y ou need
to edit the consumer.property and producer.property files, start the producer in one terminal and the consumer on
another, and then open the Streams Messaging Manager web Ul for monitoring end-to-end latency.

To enable the application start logging end-to-end latency metrics you use an interceptor for the Kafka client, which
can be set through the configuration file.

Perform the following steps to enable the monitoring for the sample Java application and verify the latency in Streams
Messaging Manager.

Y ou must have set Ranger authorization policies.

1. Edit the consumer.properties file and uncomment the following line:

i nterceptor.classes=com hortonworks. smm kaf ka. nonitoring.interceptors
. Moni t ori ngConsuner | nt er cept or
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2. Edit the producer.properties file and uncomment the following line:

i nterceptor. classes=com hortonworks. smm kaf ka. noni toring.interceptors
. Moni t ori ngProducer | nt er cept or

3. Start the producer on one terminal window with the following command:

java \
-cp ./target/kafka-client-avro-1.0- SNAPSHOT. j ar \
com cl ouder a. exanpl es. Machi neDat aPr oducer \
./ producer. properties \
./ src/ mai n/ avr o/ Machi neDat a. v1. avsc

4. Start the consumer on another terminal window with the following command:

java \
-cp ./target/kafka-client-avro-1.0- SNAPSHOT. jar \
com cl ouder a. exanpl es. Machi neDat aConsuner \
./ consumner . properties

5. Navigateto Cloudera Management Console Environments, and select the environment where your Kafka cluster
is running.

6. On the Data Hubs tab of your environment, select the Kafka cluster you created.

7. Click Streams Messaging Manager on the Services pane to open the Streams Messaging Manager web UI.

On the Streams Messaging Manager Ul, click Overview (E).

Click on the profileicon ( E ) for the machine-data-avro topic to open the topic page.

Y ou see data in the charts Messages Consumed and End-to-end latency. Y ou may have to wait afew seconds until
the charts appear.

Messages Consumed

End-to-end Latency

ncy (ms)

Refresh the page after some time to view the updated data.

Y ou can update the schemato keep track of the type of operating system (OS) from the host(s) you are collecting
data. After you update the schema, you need to reconfigure the consumer and producer to enable them to use the
updated schema.
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Y ou have the application producing and consuming data and being monitored successfully, you identified a new
reguirement for your application and now you want to keep track of the type of OS from the host(s) you are collecting
data.

For this, you must add the following field to your schema:

{
"nane": "os_type",
"doc": "OS type of the source nachine",
"type": "string",
"defaul t": " UNKNOMN'
}

Because thisis anew field in the schema, you need to specify a default value, as shown above, so that you can
maintain backward compatibility, which is being enforced by Schema Registry. If you do not do this, Schema
Registry does not alow the new schemato be used. Y ou can check the complete modified schemain the https://gith
ub.com/asdaraujo/cdp-exampl es/bl ob/master/src/main/avro/M achineData.v2.avsc file.

This section covers the modification of the schema and verification of what changed in Schema Registry and Streams
Messaging Manager.

After you update a schema stored in the Schema Registry, you must reconfigure the consumer to use the new schema.

Because the latest schemaversion is backward compatible, it can be used to deserialize messages produced with the
older versions of the schema. Hence, if you first reconfigure the consumer to use the new version of the schema, it
can continue handling messages serialized with the old schema. Furthermore, it can also handle the new message
format as soon as the producer starts sending them. By reconfiguring the consumersfirst, you avoid incompatibility
between producers and consumers.

Perform the following stepsto get the consumer to use the new schema:

1. Navigate to Cloudera Management Console Environments, and select the environment where your Kafka cluster
isrunning.

On the Data Hubs tab of your environment, select the Kafka cluster you created.

Click Schema Registry on the Services pane to open the Schema Registry web UI.

Click on the machine-data-avro schemato expand it, and then click the pencil icon to edit the schema.

In the DESCRIPTION field enter a description for this modification: Add os_type field.

Inthe SCHEMA TEXT field, click CLEAR.

This displays the BROWSE button.

7. Click BROWSE and select the schema definition file for the new version of the schema, located at cdp-examples/
kafka-client-avro/src/main/avro/MachineData.v2.avsc, and then click SAVE.

Schema Registry performs compatibility validations on the new schema and if the outcome is positive, it savesthe
schema and displays a success message: Schema validated successfully.

Y ou can view both versions of the schemain Schema Registry.

o 0k~ WD
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= S
2% SCHEMA All Schemas

# REGISTRY

Q Sort: Last Updated «

machine-data-avro . 5 ’ ~
avro kafka 1=

BRANCH BRANCH: MASTER
-
MASTER 4 .
.cloudera.examples D
Enabled # ¥

15h 38m 255 ago

=)

COMPARE VERSIONS

Now that you have the new version of the schema stored in Schema Registry, you need to reconfigure the
consumer to useit.

8. If the consumer application is still running, stop it.

9. Edit the consumer.properties file, uncomment the following line and ensure it refers to the correct version number
for the schema, as shown in the previous screenshot.

schemar egi stry. reader. schena. ver si ons={" machi ne-dat a-avro": 2}

This property is a JSON representation of a Map, associating a topic name to the version of the schemathat the
consumer should use.
10. Start the consumer on one terminal window with the same command used earlier:

java \
-cp ./target/kafka-client-avro-1.0- SNAPSHOT. j ar \

com cl ouder a. exanpl es. Machi neDat aConsuner \
./ consumner. properties

The consumer displays messages which includes the new field, as shown in the following example:

.. INFO c.c.exanpl es. Machi neDat aConsuner - Received nessage: (null, {.
., "os_type": "UNKNOMWN', ...}) at partition ...

Note: The value shown for the field is UNKNOWN. Thisis because the producer is unaware of the new
schemaand is not producing messages with that field. When the consumer deserializes the message, it
uses the default value defined in the schema.

After you update a schema stored in the Schema Registry, you must reconfigure the producer to use the new schema.

Now that the consumer is already aware of the new schema, you can reconfigure the producer to send messages using
the new schema.
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Y our producer has been created in away that the schema file argument is optional. If that fileis not provided, the
producer tries to retrieve the latest version of the schema from Schema Registry with the topic name as the schema

key.

Because you already uploaded the new schema to the Schema Registry, you only need to restart the producer without
the schema file argument. Perform the following steps to get the producer to use the new schema:

Y ou must have reconfigured the consumer to use the new schema.

1. If the producer application is still running, stop it.
2. Start the producer with the following command using the new schema:

java \
-cp ./target/kafka-client-avro-1.0- SNAPSHOT. j ar \
com cl ouder a. exanpl es. Machi neDat aPr oducer \
./ producer. properties

The producer displays messages with the correct values assigned to the new os_type field, as shown in the
following example:

I NFO c. c. exanpl es. Machi neDat aConsuner - Received nessage: (null, {.
., "os_type": "mac", ...}) at partition ...

After you create your first streams messaging cluster in Cloudera on cloud, you can explore more about how Apache
Kafka, Schema Registry, and Streams Messaging Manager work in Cloudera on cloud.

For more information on Apache Kafkain Cloudera on cloud, see Apache Kafka.
For more information on Schema Registry in Cloudera on cloud, see Schema Registry.

For more information on Streams Messaging Manager in Cloudera on cloud, see Streams Messaging Manager.

Apache Kafka
Schema Registry
Streams Messaging Manager
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