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CDP One Configuring a site-to-site IPSec VPN to CDP One

Configuring a site-to-site IPSec VPN to CDP One

This guide describes how to establish a site-to-site IPSec VPN (Virtual Private Network) connection from your
firewall to CDP One. These steps are written for generic firewall configuration, so the concepts apply to all firewalls,
but the configuration may vary depending on your exact firewall.

About this task

This configuration consists of a single tunnel using static routes. If you have any issues with the settings below, please
create a case with Cloudera Support.

IPSec Tunnel Configuration

1. Internet Key Exchange (IKE) Configuration

Configure the IKE SA as follows:

• IKE version: IKEv2
• Authentication Method: Pre-Shared Key
• Pre-Shared Key: <xxxx >
• Authentication Algorithm: sha256
• Encryption Algorithm: aes-256-cbc
• Lifetime: 24 hours
• Phase 1 Negotiation Mode: main
• Diffie-Hellman: Group 14

2. IPSec Configuration

Configure the IPSec SA as follows:

• Protocol: esp
• Authentication Algorithm: sha256
• Encryption Algorithm: aes-256-cbc or aes-256-gcm
• Lifetime: 8 hours
• Mode: tunnel
• Perfect Forward Secrecy: Diffie-Hellman Group 14

3. Tunnel Interface Configuration

Outside IP Addresses:

• Cloudera VPN Gateway: <x.x.x.x>
• Customer Gateway: (customer provided)

4. Routing Configuration

Static routes will be used within the tunnel to send traffic between CDP One and your firewall.

Create a Security Policy Rule Set

1. Outbound Rule – This will allow customer enterprise access to CDP One.

a. Create a new policy, and for the following services:

1. Knox: Proxy gateway for access to cluster services (TCP 443)
2. SSH: (TCP 22)

b. Add a second outbound Policy for ping (testing only).
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2. Inbound Rule (optional) – This will allow CDP One to access specific enterprise resources.

• Create a new Security Policy and add services to allow CDP One to access specific enterprise data endpoints
for providing data into the service, or for the service to push data into.

Configuring gateway nodes

This guide describes how to configure gateway nodes to be compatible with CDP One automation.

About this task

Gateway nodes are the primary mechanism to interact with the command line utilities for CDP One endpoints.
The command line utilities are most commonly used when automating processes. They are commonly used for
orchestration purposes.

CDP One automation controls gateway nodes. It is important that the gateway nodes are used in a manner that does
not interfere with this automation.

Cloudera strongly recommends that Gateway Nodes are not used for any data persistence. All data should be persisted
to one of the core storage mechanisms that support redundancy and resilience.

Installing .cer certs

Copy certs to /opt/apps/customer/certs, and run the import_customer_certs command to add the cert to the default
truststore. Any .cer files in this location are preserved by automation. After upgrades, automation automatically
imports all .cer files from this location to the default truststore.

Installing additional OS packages

There are orchestration scenarios that require additional OS packages to be installed to enable an orchestration
process. In these scenarios;

• Install packages using yum, and be sure to record the package information (name and version) in the /opt/apps/cu
stomer/meta/yum_packages.txt** file.

• After upgrades, automation reads this metadata file and reinstalls all of the listed packages.

Installing Python packages

• Use venv to create a virtual environment under the /opt/apps/customer/ directory, then install Python packages in
this virtual environment.

• For more information about venv, see Installing packages using pip and virtual environments.

Storing data files

Use the /opt/apps/, /home, or /data directories to store data files. Data stored outside these locations will not be
persisted through the upgrade process.

Using a DNS configuration file

Configure DNS forwarders using /etc/unbound/conf.d/customer_dns.conf. Automated backup and restore ensures that
this file is backed up before running the CDP OS upgrade, and restored after upgrade.

Using a sudoers configuration file

Configure customer sudoers groups using /etc/sudoers.d/customer_sudoers. Automated backup and restore ensures
that this file is backed up before running the CDP OS upgrade, and restored after upgrade.
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