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In CDP One, you can set up adata connection to the DataHub cluster. Y ou can set up a connection using the New
Connection dialog, or by using raw code inside your project. Both approaches are shown below.

Log into the CDP One console web Ul.

Depending on which connection you want to use, click on either Connect to Hive or Connect to Impalatile.
Ensure your Data Hub cluster name is correct in the popup.

Copy the JIDBC URL string.

Now click on the Build a Data Science Project tile to log into the the ML workspace.

In Site Administration Data Connections, select New Connection.

Return to the Machine Learning service. In Site Administration Data Connections, select New Connection.

Enter the connection name. Y ou cannot have duplicate names for data connections within aworkspace or within a
given project.

9. Select the connection type:

© N o ok~ wdpRE

a. Hive Virtual Warehouse
b. ImpalaVirtua Warehouse

10. Paste the JIDBC URL for the data connection.
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11. (Optional) Enter the Virtual Warehouse Name. Thisis the name of the warehouse in Cloudera Data Warehouse.

New Data Connection X

* Name

‘ MyDefaultHiveConnection ’

*Type ©

‘ o Hive Virtual Warehouse ’

*JDBCURL ®

‘ jdbc:hive2://hs2-eng-ml-hive.dw-eng-ml-dev-env-aws.xcu2-8y8x.dev.cldr.w ’

Virtual Warehouse Name

@ Available O

Cancel Create
Results

The data connection is available to users by default. To change availability, click the Available switch. This switch
determines if the data connection is displayed in Projects created within the workspace.

Set up a CDP One data connection using raw code

It is recommended to use the New Connection dialog to create a new data connection. If needed, you can aso set up a
data connection in your project code by using and adapting the following code snippet.

Example

from i npal a. dbapi inport connect

#Exanpl e connection string:
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# jdbc: hive2://ny-test-master0.eng-m -i.svbr-nqgvp.int.cldr.work/;ssl=true;
transport Mode=ht t p; htt pPat h=ny-t est/ cdp- pr oxy- api / hi ve

conn = connect (

host = "my-test-master0.eng-m -i.svbr-nqvp.int.cldr.work",
port = 443,

aut h_nmechani sm = " LDAP",

use_ssl = True,

use_http_transport = True,
http_path = "my-test/cdp-proxy-api/hive"
user = "csso_ne",
password = "Test @23")
cursor = conn. cursor ()
cursor.execute("select * from 3yearpop")

for rowin cursor:
print(row)

cursor.cl ose()

conn. cl ose()

There are two general methods to access data with Spark, with various benefits and disadvantages, depending on how
the datais managed. The two methods are Direct Reader and JDBC.

1. JDBC: Usein thefollowing cases:

a. Use JDBC connections when you have fine-grained access.
b. If the scale of data sent over the wire is on the order of tens of thousands of rows of data.
2. Direct Reader: Usein the following cases:

a. Your data has table-level access control, and does not have row-level security or column level masking (fine-
grained access.)

For both methods, add the Python or R code, as described below, in the Session where you want to utilize the data,
and update the code with the data | ocation information.

In addition, check with the Administrator that you have the correct permissions to access the data lake. Y ou will need
arolethat has read access only. For more information, see -link-.

In the CDP home page, select Management Console.

In Environments, select the Environment you are using.

In the tabbed section, select Cloud Storage.

Choose the location where your datais stored.

For managed data tables, copy the location shown by Hive Metastore Warehouse.

For external unmanaged data tables, copy the location shown by Hive Metastore External Warehouse

Paste the location into the script in line 9. If you are using AWS, the location starts with s3:, and if you are using
Azure, it starts with abfs.. If you are using a different location in the data lake, the default path is shown by Hbase
Root.

No oA~ wDdN P

Thisjar file name may need to be updated with the correct version number.




Machine Learning Accessing data with Spark

1. Click Terminal Access, and run: Is/ust/lib/hive_warehouse _connector/
2. Check the file name and version number of the jar file.

When using a JDBC connection, you read through a virtual warehouse that has Hive or Impalainstalled. Y ou need to
obtain the JDBC connection string, and paste it into the script in your session.

1. In CDW, go to the Hive database containing your data.

2. From the kebab menu, click Copy JDBC URL.

3. Pasteit into the script in your session.

4. You also have to enter your user name and password in the script. Y ou should set up environmental variablesto
store these values, instead of hardcoding them in the script.

1. Inyour session, open the workbench and add the following code.

2. Obtain the JIDBC connection string, as described above, and paste it into the script where the “jdbc” string is
shown. You will aso need to insert your user name and password, or create environment variables for holding
those values.

from pyspark.sql inmport SparkSession
from pyspark_| I ap. sql . session inport H veWar ehouseSessi on

spark = SparkSessi on\

. bui | der\

. appName(" CDW CML- JDBC- I nt egrati on")\
.config("spark.security.credential s. hi veserver 2. enabl ed", "fal se")\
.config("spark. dat asour ce. hi ve. war ehouse. read. j dbc. node", "client")\
.config("spark. sql . hive. hiveserver2.jdbc.url",

"jdbc: hive2://hs2-aws- 2- hive-vi z.env-j 2l n9x. dw. yl cu-atm . cl ouder a. si t e/ def
aul t; transport Mbde=htt p; htt pPat h=cl i servi ce; ssl =true; retri es=3; user =<user nam
e>; passwor d=<passwor d>")\

.getOrCreate()

hi ve = H veWar ehouseSessi on. sessi on(spar k). bui | d()
hi ve. showbDat abases() . show()

hi ve. set Dat abase("default")

hi ve. showTabl es() . show()

hi ve. sqgl ("select * fromfo0").show()

Obtain the JDBC connection string, as described above, and paste it into the script where the “jdbc” string is shown.
Y ou will also need to insert your user name and password, or create environment variables for holding those values.
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In your session, open the workbench and add the following code.

# Run this once

#instal | . packages("sparklyr")
i brary(sparklyr)

config <- spark_config()

confi g$spark. security.credential s. hi veserver 2. enabl ed="f al se"

confi g$spar k. dat asour ce. hi ve. war ehouse. read. vi a. | | ap="fal se"

confi g$spar k. dat asour ce. hi ve. war ehouse. r ead. j dbc. nbde="cl i ent"

confi g$spark. sql . hi ve. hi veserver 2. jdbc. url ="jdbc: hive2://hs2-aws- 2-hive-viz
.env-j 2l n9x. dw. yl cu-at nm . cl oudera. site/ defaul t;transport Mde=htt p; htt pPat h=c
| iservice;ssl=true;retries=3;user=<user nane>; passwor d=<passwor d>"

sc <- spark_connect(config = config)

ss <- spark_session(sc)
hive <- invoke_ static(sc,"com hortonworks. hwc. H veWar ehouseSessi on", "sessi o
n", ss) %% nvoke(" buil d")

df <- invoke(hive,"execute","select * fromdefault.foo")
spar kl yr::sdf _col | ect (df)

spar k_di sconnect (sc)

Make sure to update the following parameters in the code sample below:

1. spark.yarn.access.hadoopFileSystems: Enter the location where your datais stored.
2. spark.jars: Update the Hive Warehouse Connector .jar file, if necessary.

from pyspark.sqgl inport SparkSession

spark = SparkSessi on\

. bui | der\

. appName(" CDW CM_- Spar k-Di rect ")\
.config("spark. sql . hive. hwc. executi on. node", "spark")\

.config("spark. sql . ext ensi ons", "com qubol e. spar k. hi veaci d. H veAci dAut oConv
ert Ext ensi on")\
.config("spark.kryo.registrator","com qubol e. spark. hiveacid. util.H veAci dKyr
ORegi strator”)\
.config("spark.yarn. access. hadoopFi | eSyst ens", "s3a://denp- aws- 2/ ")\
.config("spark.jars", "/usr/lib/hive warehouse_connect or/ hi ve-war ehouse-conn
ector-assenbly-1.0.0.7.2.2.0-244.jar")\

.getOrCreate()

### The foll owi ng commands test the connection
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spark. sql ("show dat abases"). show()
spark. sql ("describe formatted test nanaged"). show()
spark.sqgl ("select * fromtest nanaged"). show()
spark.sql ("describe formatted test external").show)
spark.sqgl ("select * fromtest_external").show)

Y ou need to add the location of your data tables in the example below.

In your session, open the workbench and add the following code.

#Run this once
#i nstal | . packages(“sparklyr")

l'i brary(sparklyr)
config <- spark_config()

confi g$spark. security.credential s. hi veserver 2. enabl ed="f al se"
confi g$spar k. dat asour ce. hi ve. war ehouse. read. vi a. | | ap="f al se"
confi g$spark. sql . hi ve. hwc. execut i on. node="spar k"

#confi g$spar k. dat asour ce. hi ve. war ehouse. r ead. j dbc. nrode="spar k"

# Required setting for HWC-direct reader - the hiveacid sql extensi on does
the automatic

# switch between reading through HWC (for nanaged tables) or spark-native
(for external)

# dependi ng on table type.

confi g$spark. sql . ext ensi ons="com qubol e. spar k. hi veaci d. H veAci dAut oConver

t Ext ensi on"

confi g$spark. kryo. regi st rat or="com qubol e. spark. hi veaci d. util.Hi veAci dKyr oRe

gi strator"

# Pick the correct jar location by using Term nal Access

# to file the exact file path/nane of the hwc jar under /usr/lib/hive ware
house_connect or

config$sparklyr.jars.default <- "/usr/lib/hive warehouse connector/hive-ware
house- connect or-assenbl y-1.0.0.7.2.2.0-244.jar"

# File systemread access - this s3a patha is available fromthe environnent
Cl oud St orage.

# To read fromthis |location go to Environnent->Vanage Access->| dBroker Map

pi ngs

# ensure that the user (or group) has been assigned an AWS | AM rol e t hat
can

#. read this |ocation.

#confi g$spar k. yarn. access. hadoopFi | eSyst ens="s3a: // denp- aws- 2/ "
confi g$spark. yarn. access. hadoopFi | eSyst ens="s3a: // denp- aws- 2/ dat al ake/ war
ehouse/ t abl espace/ managed/ hi ve"

sc <- spark_connect(config = config)
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intDf1 <- sparklyr::spark_read_table(sc, 'foo')
spar kl yr::sdf _col | ect (i ntDf 1)

intDf 1 <- sparklyr::spark read _table(sc, 'foo_ext')
sparkl yr::sdf _collect(intDf1)

spar k_di sconnect (sc)

# Optional configuration - only needed if the table is in a private Data Ca
tal og of CDW

#confi g$spark. sqgl . hi ve. hi veserver2.jdbc. url ="j dbc: hive2://hs2-aws- 2- hi ve- vi
z.env-j 2l n9x. dw. yl cu-atm . cl oudera. si te/ defaul t;transport Mode=htt p; httpPat h=
cliservice;ssl=true;retries=3; user=priyankp; passwor d=! Passwor d1"

#ss <- spark_session(sc)

#hi ve <- invoke static(sc,"com hortonworks. hwe. H veWar ehouseSessi on", "ses
sion", ss) %% nvoke("buil d")

#df <- invoke(hive, "execute","select * fromdefault.foo Iimt 199")
#sparkl yr::sdf _col | ect (df)

Thistopic includes code samples that demonstrate how to access local datafor CML workloads.

If you want to perform analytics operations on existing data files (.csv, .txt, etc.) from your computer, you can upload
these files directly to your Cloudera Machine Learning project. Go to the project's Overview page. Under the Files
section, click Upload and select the relevant data files to be uploaded.

The following sections use the tips.csv dataset to demonstrate how to work with local data stored within your project.
Upload this dataset to the data folder in your project before you run these examples.

i mport pandas as pd
tips = pd.read_csv('data/tips.csv')

tips \
.query('sex == "Female"') \
. groupby('day') \
.agg({'tip" : '"nean'}) \
.renane(colums={"tip': "avg_tip_dinner'}) \

.sort_values('avg tip_dinner', ascendi ng=Fal se)

I'i brary(readr)
I'i brary(dplyr)

# load data from.csv file in project
tips <- read _csv("data/tips.csv")

# query using dplyr

tips %%
filter(sex == "Femal e") %%
group_by(day) %%

10
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summari se(
avg_tip = nean(tip, na.rm= TRUE)
) %%

arrange(desc(avg_tip))

There are many ways to access HDFS data from R, Python, and Scala libraries. The following code samples
demonstrate how to count the number of occurrences of each word in asimple text filein HDFS.

Navigate to your project and click Open Workbench. Create afile called sample text file.txt and saveit to your
project in the data folder. Now write this file to HDFS. Y ou can do this in one of the following ways:

e Click Termina above the Cloudera Machine Learning console and enter the following command to write the file
to HDFS:
hdf s dfs -put data/sample_text file.txt /tnp
OR
» Usethe workbench command prompt:

Python Session
Ihdfs dfs -put data/sanple_text file.txt /tnp
R Session
system("hdfs dfs -put data/tips.csv /user/hivel/warehouse/tips/")

The following examples use Python and Scalato read sample _text file.txt from HDFS (written above) and perform
the count operation on it.

Python

from__future_
i mport sys, re
from operator inport add

from pyspar k. sql inport SparkSession

i mport print_function

spark = SparkSessi on\
. bui | der\
. appName(" Pyt honWor dCount ")\
.getOrCreate()

# Access the file
lines = spark.read.text("/tnp/sanple_ text file.txt").rdd. map(lanbda r: r[0])
counts = lines.flatMap(lanbda x: x.split(" ")) \
.map(l anmbda x: (x, 1)) \
. reduceByKey(add) \
.sortBy(lanbda x: x[1], False)
out put = counts. collect()
for (word, count) in output:
print("%: %" % (word, count))

spark. stop()

Scala

// count | ower bound

11
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val threshold = 2

/1 read the file added to hdfs
val tokenized = sc.textFile("/tnp/sanple text file.txt").flatMap(_.split("

"))

/'l count the occurrence of each word
val wordCounts = tokenized. map((_ , 1)).reduceByKey(_ + _)

[/ filter out words with fewer than threshold occurrences
val filtered = wordCounts.filter(_._ 2 >= threshol d)

Systemout.printlin(filtered.collect().nkString(","))

The following code sample demonstrates how to establish a connection with the Hive metastore and access data from
tablesin Hive.

Python

i mport os

i mport pandas

frominpal a. dbapi inport connect
frominpala.util inmport as_pandas

# Specify H VE_HVMS_HOST as an environment variable in your project settings
H VE_HMS_HOST = os. getenv(' H VE_HS2_HOST', '<hiveserver2_host name>')

# This connection string depends on your cluster setup and authentication nme
chani sm
conn = connect (host =H VE_HS2_ HOST,
port='10000",
aut h_mechani sm=' GSSAPI ',
ker ber os_servi ce_nane=' hive')
cursor = conn. cursor ()
cursor. execut e(' SHOW TABLES' )
tabl es = as_pandas(cursor)
t abl es

In this section, we take some sample datain the form of a CSV file, save the contents of thisfile to atable in Impala,
and then use some common Python and R libraries to run simple queries on this data.

For this demonstration, we will be using the tips.csv dataset. Use the following stepsto save thisfileto aproject in
Cloudera Machine Learning, and then load it into atable in Apache Impala

1. Create anew Cloudera Machine Learning project.
2. Create afolder called data and upload tips.csv to thisfolder. For detailed instructions, see Managing Project Files.

12
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3. The next steps require access to services on the CDH cluster. If Kerberos has been enabled on the cluster, enter
your credentials (username, password/keytab) in Cloudera Machine Learning to enable access.

4. Navigate back to the project Overview page and click Open Workbench.
Launch anew session (Python or R).
6. Open the Terminal.

o

a. Run thefollowing command to create an empty table in Impala called tips. Replace

<impala_daemon_hostname> with the hostname for your Impala daemon.

i mpal a-shell -i <inpal a_daenon_host nane>: 21000 -q '
CREATE TABLE default.tips (
“total _bill® FLQOAT,
“tip> FLOAT,
“sex’ STRI NG
“snmoker” STRI NG
“day” STRI NG

“tinme’ STRING

“size® TINYINT)
ROW FORVAT DELI M TED FI ELDS TERM NATED BY ", "
LOCATI ON "hdfs:///user/ hivel war ehouse/tips/";"

b. Run the following command to load data from the /data/tips.csv file into the Impalatable.

hdf s dfs -put data/tips.csv /user/hive/warehouse/tips/

This section demonstrates how to run queries on the tips table created in the previous section using some common
Python and R libraries such as Pandas, Impyla, Sparklyr and so on. All the examplesin this section run the same

query, but use different libraries to do so.

from pyspark.sql inport SparkSession

spark = SparkSession. buil der.master('yarn').getO Create()

# load data from.csv file in HDFS
# tips = spark.read.csv("/user/hive/warehouse/tips/",
ma=Tr ue)

# OR load data fromtable in H ve netastore
tips = spark.table('tips')

from pyspark. sql . functions inmport col, lit, mean

# query usi ng DataFranme AP

tips \
.filter(col ("sex").like("%emale¥%)) \
.groupBy('day') \
.agg(nmean('tip').alias('avg_tip')) \
.orderBy('avg_tip', ascendi ng=Fal se) \

. show()

# query using SCQL

spark.sql ("""
SELECT day, AVEtip) AS avg_tip \
FROM ti ps \
VWHERE sex LI KE "%-enal e% \
GROUP BY day \

header =True, i nferSche

13
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ORDER BY avg_tip DESC '').show()

spark. st op()

Due to an incompatibility with the thrift_sasl package, Impyla has been known to fail with Python 3.
Python 2

# (Required) Install the inpyla package
# !pip install inpyla
# !pip install thrift_sasl
i mport os
i nport pandas
frominpal a. dbapi inport connect
frominpala.util inmport as_pandas
# Connect to Inpala using | npyla
# Secure clusters will require additional parameters to connect to I npal a.
# Reconmended: Specify | MPALA HOST as an environnent variable in your proje
ct settings
| MPALA HOST = os. getenv('l MPALA HOST', ' <inpal a_daenon_host name>')
conn = connect (host =1 MPALA_HOST, port=21050)
# Execute using SQ
cursor = conn. cursor ()
cursor. execut e(' SELECT day, AV tip) AS avg tip \
FROM tips \
VWHERE sex | LIKE "%-enal e% \
GROUP BY day \
ORDER BY avg_tip DESC )

# Pretty output using Pandas
tabl es = as_pandas(cursor)
t abl es

# (Required) Install the ibis-framework[inpala] package
# !pip3 install ibis-framework[inpal a]

i mport ibis

i mport os

i bis.options.interactive = True
i bi s.options.verbose = True

# Connection to Inpala

# Secure clusters will require additional parameters to connect to I npal a.
# Reconmended: Specify | MPALA HOST as an environnent variable in your proje
ct settings

| MPALA HOST = os. getenv(' |l MPALA_HOST', ' <i npal a_daenon_host name>")

con = ibis.inpal a.connect (host =1 MPALA HOST, port=21050, database='default"')
con. list_tables()

tips = con.table('tips")

tips \
filter(tips.sex.like(['%emale¥%])) \
.group_by('day') \
.aggregate( \
avg_tip=tips.tip.nean() \
)\

14
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.sort_by(ibis.desc('avg_tip')) \
. execut e()

# (Required) Install the sparklyr package
# install.packages("sparklyr")

library(stringr)

I'i brary(sparklyr)

I'i brary(dplyr)

spark <- spark_connect(master = "yarn")

# load data fromfile in HDFS
tips <- spark_read_csv(
sc = spark,
nane = "tips",
path = "/user/ hive/warehouse/tips/"

# OR |l oad data fromtable
tips <- tbl(spark, "tips")

# query using dplyr
tips %%
filter(sex %Wike%"%emal e®%) %%
group_by(day) %%
sunmari se(
avg_tip = mean(tip, na.rm = TRUE)
) %%
arrange(desc(avg_tip))

# query using SQL

t bl (spark, sql ("
SELECT day, AVEtip) AS avg tip \
FROM ti ps \
VWHERE sex LI KE ' %-enual e% \
GROUP BY day \
ORDER BY avg_tip DESC'))

spar k_di sconnect ( spar k)

Every language in Cloudera Machine Learning has libraries available for uploading to and downloading from
Amazon S3.

To work with S3:

1. Add your Amazon Web Services access keys to your project's environment variablesas AWS _ACCESS KEY_ID
and AWS _SECRET_ACCESS KEY.

2. Pick your favorite language from the code samples below. Each one downloads the R 'Old Faithful' dataset from
S3.

R

I'ibrary("devtools")
install _github("arnstrtw AWS. t ool s")

15
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Sys. set env( " AWSACCESSKEY" =Sys. get env(" AW5_ACCESS KEY_I| D"))
Sys. set env (" AWSSECRETKEY" =Sys. get env(" AW5s_SECRET ACCESS KEY"))
l'ibrary("AWS. t ool s")

s3.get("s3://sense-files/faithful.csv")
Python

# Install Boto to the project

Ipip install boto

# Create the Boto S3 connection object.
from bot 0. s3. connection inport S3Connection
aws_connecti on = S3Connecti on()

# Downl oad the dataset to file 'faithful.csv'.

bucket = aws_connecti on. get bucket (' sense-files")

key = bucket.get key('faithful.csv')

key.get _contents to filename('/hone/cdsw faithful.csv')

Every language in Cloudera Machine Learning has multiple client libraries available for SQL databases.

If your database is behind a firewall or on a secure server, you can connect to it by creating an SSH tunnel to the
server, then connecting to the database on localhost.

If the database is password-protected, consider storing the password in an environmental variable to avoid displaying
it in your code or in consoles. The examples below show how to retrieve the password from an environment variable
and use it to connect.

Y ou can access data using pyodbc or SQLAIchemy

# pyodbc |l ets you make direct SQL queri es.

Iwget https://pyodbc. googl ecode. coni fil es/ pyodbc-3.0.7.zip
lunzi p pyodbc-3.0.7.zip

I'cd pyodbc-3.0.7; python setup.py install --prefix /home/cdsw
i mport os

# See http://ww. connectionstrings.conm for information on how to construct
ODBC connection strings.

db = pyodbc. connect (" DRI VER={ Post gr eSQL Uni code} ; SERVER=I| ocal host ; PORT=54

32; DATABASE=t est _db; USER=cdswuser ; OPTI ON=3; PASSWORD=%" % 0s. envi r on[ " POSTGR

ESQL_PASSWORD'] )

cursor = cnxn. cursor ()

cursor. execute("sel ect user_id, user_nane from users")

# sqgl al cheny is an object relational database client that |ets you nake data
base queries in a nore Pythonic way.

Ipip install sqlal cheny

i mport os

i mport sql al cheny
from sql al cheny. orm i nport sessi onnaker
from sql al cheny i nport create_engine
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db = create_engi ne("postgresql://cdswiser: %@ ocal host: 5432/test _db" % o0s. en
Vi ron[ " POSTGRESQ._PASSWORD"'] )

sessi on = sessi onnaker ( bi nd=db)

user = session.query(User).filter_by(name="ed").first()

# dplyr lets you programthe sane way with | ocal data franes and renpte SQ
dat abases.

i nstal |l . packages("dplyr")

library("dplyr")

db <- src_postgres(dbname="test _db", host="Iocal host", port=5432, user="cd

swuser", passwor d=Sys. get env(" POSTGRESQL_PASSWORD") )

flights_table <- thbl(db, "flights")

select(flights_table, year:day, dep_delay, arr_del ay)

CML can access data tables stored in an AWS or Microsoft Azure Data Lake. AsaCML Admin, follow this
procedure to set up the necessary permissions.

Theinstructions apply to Data L akes on both AWS and Microsoft Azure. Follow the instructions that apply to your
environment.

1. Cloud Provider Setup

Make sure the prerequisites for AWS or Azure are satisfied (see the Related Topics for AWS environments and
Azure environments). Then, create a CDP environment as follows.

a) For environment logs, create an S3 bucket or ADLS Gen2 container.

Note: For ADLS Gen2, create a dedicated container for logs, and a dedicated container for data,
within the same account.

b) For environment storage, create an S3 bucket or ADLS Gen2 container.

¢) For AWS, create AWS policies for each S3 bucket, and create IAM roles (simple and instance profiles) for
these policies.

d) For Azure, create managed identities for each of the personas, and create roles to map the identities to the
ADLS permissions.

For detailed information on S3 or ADLS, see Related information.
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2. Environment Setup
In CDP, set up paths for logs and native data access to the S3 bucket or ADLS Gen2 container.

In the Environment Creation wizard, set the following:

B Logs Storage and Audits

Provide an existing location where log files will be stored.

Select an Instance Profile™

Click here to refresh instance profiles from the cloud provider.

MLX_DEV_DATALAKE_LOG_ROLE * | @

Logs Location Base™

s3a:// | fooenv/logs (7]

Ranger Audit Role®

arn:aws:iam:886883559913:role/mlix-dev-prod-env_RANGER_AUD | @

a) Logs Storage and Audits

1. Instance Profile- The lAM role or Azure identity that is attached to the master node of the Data L ake
cluster. The Instance Profile enables unauthenticated access to the S3 bucket or ADLS container for logs.

2. Logs Location Base - The location in S3 or ADL S where environment logs are saved.

Note: Theinstance profile or Azure identity must refer to the same logs location basein S3 or
ADLS.

3. Ranger Audit Role - ThelAM role or Azure identity that has S3 or ADL S access to write Ranger audit
events. Ranger uses Hadoop authentication, therefore it uses IDBroker to access the S3 bucket or ADLS
container, rather than using Instance profiles or Azure identities directly.

b) DataAccess
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S Data Access

Provide an existing location where workload data will be stored.

Select an Instance Profile™®

Click here to refresh instance profiles from the cloud provider.

mix-dev-prod-env_IDBROKER_ROLE v | @

Storage Location Base™

s3a:// | fooenv/storage (2}

Data Access Role*

arn:aws:iam::886883559913:role/mix-dev-prod-env_DATALAKE_Al | @

ID Broker Mappings

User or Group: | ml-data-scientists v Role Arn:| arn:aws:iam::886883559913:ro

User or Group:| ml-data-engineers v Role Arn:| arn:aws:iam::886883559913:ro

User or Group: | ml-dl-admins v Role Arn:| arn:aws:iam::886883559913:ro Remove
Add

1. Instance Profile- The IAM role or Azure identity that is attached to the IDBroker node of the Data Lake
cluster. IDBroker uses this profile to assume roles on behalf of users and get temporary credentials to
access S3 buckets or ADLS containers.

2. Storage Location Base - The S3 or ADLS location where data pertaining to the environment is saved.

3. DataAccess Role- The lAM role or Azure identity that has access to read or write environment data.
For example, Hive creates external tables by default in the CDP environments, where metadatais
stored in HMS running in the Data Lake. The dataitself is stored in S3 or ADLS. As Hive uses Hadoop
authentication, it uses IDBroker to access S3 or ADLS, rather than using Instance profiles or Azure
identities. Hive uses the data access role for storage access.

E Note: The data access role must have permissions to access the S3 or ADL S storage location.

4. 1D Broker Mappings - These specify the mappings between the CDP user or groups to the AWS IAM roles
or Azurerolesthat have appropriate S3 or ADL S access. This setting enables IDBroker to get appropriate
S3 or ADLS credentials for the users based on the role mappings defined.

Note: Thereisno limit to the number of mappings that one can define but each user can only be
assigned to one of the role mappings.

This completesinstallation of the environment.
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3. User Group Mappings

In CDP, you can assign users to groups to simplify permissions management. For example, you could create a
group called ml-data-scientists, and assign two individual usersto it, as shown here. For instructions, see link.

CLOUD=RA Croaling - — i
Management Console Groups  ml-data-scientists
Name mi-data-scientists
CRN @ crn:altus:iam:us-west-1:12a0079b-1591-4ca0-b721-a446bda74e67:group:... O
Creation Date 09/04/2019 11:50 AM PDT Actions v
Syne Membership On User Login ~ Yes
Members 2
Members Roles Resources Admins
c
Type Name = Email
Nagaram Prasad Addepally ram@cloudera.com
Vamsee Yarlagadda vamsee(@cloudera.com

a. Syncusers

Whenever you make changes to user and group mappings, make sure to sync the mappings with the
authentication layer. In User Management > Actions, click Sync Users, and select the environment.

CLOUDERA
= Management Console User Management

Users Groups Identity Providers
User Management . .
Q Type All Identity Provider All
Data Hub Clusters
Create Machine User
Type Name 4 Email Identity Provider Workload User Name
Upload Users
=] 1202d322-4530-4078-934¢-4d7a8ea587ce srv_1e02d3a2-4530-4078-9
Sync Users
adarsh Ja "l loud i
Aadarsh Jajodia com csso_jajodia Update Account Messages
Aaditya Gurura @ om loud: €S50_agururaj
Aaron Myers atm@cloudera.com cloudera-okta-preduction  atm 1 active
Aaron T. Myers atm@cloudera.com cloudera-sso csso_atm 1 active
Aaron Wiebe awiebe@cloudera.com cloudera-okta-production  awiebe
Aaron Wiebe awiebe@cloudera.com cloudera-sso csso_awiebe
Aasha Medhi com loud: csse_amedhi
Aasha Medhi i com loud kts duction  amedhi

4. |DBroker

IDBroker allows an authenticated and authorized user to exchange a set of credentials or atoken for cloud vendor
access tokens. You can also view and update the IDBroker mappings at this location. IDBroker mappings can be
accessed through Environments > Manage Access. Click on the IDBroker Mappings tab. Click Edit to edit or add
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mappings. When finished, sync the mappings to push the settings from CDP to the IDBroker instance running
inside the Data L ake of the environment.

B Nonsaoment Gansole Environments | sense-prod-env / Clusters

sense-prod-env
aws Actions =
@ Us East (Ohio) - us-east-2

Change Credential
a DATA LAKE NAME DATA LAKE STATUS REASON Delete Environment
sense-prod-env-d| @ Running Datalake is running
Get FreelPA Certificate

Data Hub Clusters  Data Lake Cluster ~ Summary Synchronize Users to FreelPA

Reset Password for User
o Data Hub Clusters &

There are no Data Hub Clusters to display

Q

Manage Access

Terminate Data Lake

At this point, CDP resources can access the AWS S3 buckets or Azure ADLS storage.
5. Ranger
To get admin access to Ranger, users need the EnvironmentAdmin role, and that role must be synced with the
environment.
a. Click Environments > Env > Actions > Manage Access > Add User
b. Select EnvironmentAdmin resource role.

Click Update Roles
d. On the Environments page for the environment, in Actions, select Synchronize Usersto Freel PA.

o

The permissions are now synchronized to the Data L ake, and you have admin access to Ranger.
Update permissionsin Ranger

a. InEnvironments > Env > Data L ake Cluster, click Ranger.

b. Select the Hadoop SQL service, and check that the users and groups have sufficient permissions to access
databases, tables, columns, and urls.

For example, auser can be part of these policies:

« dl - database,table,column
e dl-url

This completes all configuration needed for CML to communicate with the Data L ake.
6. CML User Setup

Now, CML isable to communicate with the Data L ake. There are two steps to get the user ready to work.

a. In Environments > Environment name > Actions > Manage Access > Add user, the Admin selects ML User
resource role for the user.

b. The User logsinto the workspace in ML Workspaces > Workspace name, click Launch Workspace.

The user can now access the workspace.

AWS environments
Azure environments
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After the Admin sets up the correct permissions, you can access the Data L ake from your project, as this example
shows.

Make sure you have access to a Data L ake containing your data.

1. Create aproject in your ML Workspace.
2. Create afile named spark-defaults.conf, or update the existing file with the property:

« For S3: spark.yarn.access.hadoopFileSystems=s3a://STORAGE LOCATION OF ENV>

e For ADLS: spark.yarn.access.hadoopFileSystems=abfs.//STORAGE CONTAINER OF ENV>@STORAGE
ACCOUNT OF ENV>

Use the same location you defined in Data Access.
3. Start asession (Python or Spark) and start a Spark session.

Setting up the project looks like this:

CML / SDX Interaction @  Running
By Vamsee Yarlagadda — Python 3 Session — 1 vCPU / 2 GiB Memory — 6 minutes ago

Session Logs Spark Ul

> from pyspark.sql import SparkSession
> spark = SparkSession)\
.builder\
.appName ("} nPi")\
.getOrCreate()

SLF4J: Class path contains multiple SLF4J bindings.

SLF4J: Found binding in [jar:file:/etc/spark/jars/slf4j-log4j12-1.7.16.jar!/org/slf4j/impl/StaticLoggerBinder.class]
SLF4J: Found binding in [jar:file:/usr/lib/hadoop/lib/s1f4j-log4j12.jar!/org/slf4j/impl/StaticLoggerBinder.class]

SLF4J: Found binding in [jar:file:/usr/lib/hive/lib/log4j-s1f4j-impl-2.10.8.jar!/org/s1f4j/impl/StaticLoggerBinder.class]
SLF4J: See http://www.slf4j.org/codes.html#multiple_bindings for an explanation.

SLF4J: Actual binding is of type [org.slf4j.impl.Log4jLoggerFactory]

Setting spark.hadoop.yarn.resourcemanager.principal to csso_vamsee

> spark.sql( | as ) . show()

Hive Session ID = 160ecf56-971b-4ebf-9a62-6b37ebc7192d

oo m o +

| databaseName|

o +

default|

information_schema|

sys|

tpeds_bin_partiti...|

|
|
|
| test_alphal|
|
| vamsee |

Now you can run Spark SQL commands. For example, you can:
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* Create adatabase f oodb.

CML / SDX Interaction @  Running
By Vamsee Yarlagadda — Python 3 Session — 1 vCPU / 2 GiB Memory — 6 minutes ago

Session Logs Spark Ul

> spark.sql("create database foodb").show()

++

++
++

* List databases and tables.

CML / SDX Interaction @  Running
By Vamsee Yarlagadda — Python 3 Session — 1 vCPU / 2 GiB Memory — 6 minutes ago

Session Logs Spark Ul

> spark.sql("use foodbh").show()

++

++
++

> spark.sql("show tables").show()

to——-———- e it B +
|database|tableName|isTemporary|
R e e +
to——-———- e it B +
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* Createatablebart abl e.

CML / SDX Interaction @  Running
By Vamsee Yarlagadda — Python 3 Session — 1 vCPU / 2 GiB Memory — 6 minutes ago

Session Logs Spark Ul

> spark.sql("create table bartable(id int)").show()

++

++
++

> spark.sql("show tables").show()

Fomm - T R +
|database|tableName|isTemporary|
e o e +
| foodb| bartable| false|
Fomm - R R +

¢ |nsert datainto the table.

CML / SDX Interaction Z  Running
By Vamsee Yarlagadda — Python 3 Session — 1 vCPU / 2 GiB Memory — just now

Session Logs Spark Ul

> spark.sql("insert into bartable values(1)").show()

++

++
++
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e Query the data from the table.

CML / SDX Interaction (2  Running
By Vamsee Yarlagadda — Python 3 Session — 1 vCPU / 2 GiB Memory — just now

Session Logs Spark Ul

spark.sql( ) . show()

+-——+
| id|
+-——+
| 11
+--—+

If you want to access data stored in a Cloudera Data Warehouse cluster from a CML workspace, you need to set up a
connection. The CML and CDW instances must be within the same environment.

Y ou need to add the following connection code to your project to establish the connection, and set the Spark
properties described below. The properties can be set in the spark=defaults.conf file in the project, or in the Spark
session itself.

E Note: This connection requires engine image version 11-cml-2020.04-1 or higher.

Set the following properties in the following code sample to enable the connection.

» gpark.security.credentials.hiveserver2.enabled : FALSE
» gpark.datasource.hive.warehouse.read.viallap : FALSE
» gpark.datasource.hive.warehouse.read.jdbc.mode : client
* gpark.sgl.hive.hiveserver2.jdbc.url : <JDBC_URL>;user=<username>;password=<password>

Where:
» JDBC_URL : JDBC URL fetched from the CDW virtual warehouse user interface.

¢ Username : Username of the user.
* Password : Password of the user.

Enter this code in your project file, and run it in a session.

from pyspark.sqgl inport SparkSession
from pyspark |l ap.sql.session inport H veWar ehouseSessi on

spark = SparkSession \
. bui I der \
. appName(" Pyspark Test") \

25



Machine Learning Accessing Ozone from Spark

.config("spark.security.credentials. hiveserver2. enabl ed", "fal se")\
.config("spark. dat asour ce. hi ve. war ehouse.read. via. |l ap", "fal se")\
.config("spark. datasource. hi ve. war ehouse. read. j dbc. node", "client")\
.config("spark.sql.hive. hiveserver2.jdbc.url",
" <JDBC_URL>; user =<User nanme>; passwor d=<Passwor d>")\

.getOrCreate()

hi ve = H veWar ehouseSessi on. sessi on(spar k). bui | d()
hi ve. showbDat abases() . show()

Follow this procedure to enable this connection.

1. In CML workspace, create a Project.

2. Inthe Project, create a Python script and add the connection code.

3. In CDW, select Option menu > Copy JDBC String .

4. Paste the JDBC string into the following code. Append the user and password.

IE Note: The use of environmental variables is recommended for storing the user and password values.

Run the connection code in your session. Y ou can then test the connection with the following commands:

» Show the available databases: hi ve. showDat abases() . show()

* Setadatabaseto useinthesession: hi ve. set Dat abase(“ defaul t”)

« Listthetablesin aspecific database: hi ve. showTabl es() . show()

« RunaSQL query: hi ve. sqgl (“sel ect * from <tabl e-nanme>"). show()

In CML, you can connect Spark to the Ozone abject store with a script. The following example demonstrates how to
do this.

This script, in Scala, counts the number of word occurrencesin atext file. The key point in this example isto use the
following string to refer to the text file: 03fs://hivetest.s3v.o03servicel/spark/jedi_wisdom.txt

Word counting example in Scala

i mport sys. process. _

/1 Put the input file into Ozone

/[1"hdfs dfs -put data/jedi w sdomtxt o3fs://hivetest.s3v.o03servicel/ spark

"o

/1l Set the followi ng spark setting in the file "spark-defaults.conf" on the
CM. session using term nal

/I spark. yarn. access. hadoopFi | eSyst ens=03f s:// hi vet est. s3v. 03servi cel. nept une

e01. ol ynpus. cl ouder a. com 9862

/ / count | ower bound

val threshold = 2

/1 this file nmust already exist in hdfs, add a

/1 local version by dropping into the term nal

val tokenized = sc.textFile("o3fs://hivetest.s3v.o3servicell/spark/jedi_w sdo
mtxt").flatMap(_.split(" "))

/'l count the occurrence of each word

val wordCounts = tokenized. map((_ , 1)).reduceByKey(_+ )
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/1 filter out words with fewer than threshold occurrences
val filtered = wordCounts.filter(_._2 >= threshol d)
Systemout.printin(filtered.collect().nkString(","))
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