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CDP One About running SQL queries

Y ou can use CDP One to query data using the Hive and Impala SQL engines.

Y ou follow step-by-step instructions to register a Secure Shell (ssh) key pair for logging into the cluster. In afew
simple steps, you connect to the cluster gateway. From the command line of the cluster, you start the SQL engine, and
run SQL queries.

Y ou can use SSH to connect to CDP One gateway nodes. This enables you to access the command line utilities of the
analytic componentsin your CDP cluster and perform client tasks, such as querying Hive or Impala remotely from the
command line. Y ou use the Secure Shell (SSH) protocol to connect to a node from aterminal utility. Using SSH, you
log into the node using a key pair for authentication instead of a user name and password.

» Set aworkload password. See Setting a workload password on page 10.
* Register your SSH key pair for authentication. See Registering SSH keys on page 13.

IE Note: You can only SSH into gateway nodes.

1. Loginto CDP One.
2. Inthe Environment drop-down list, accept the default environment or select another environment.

3. Click All Services.
4. Under Command Lineinthe Ul, click SSH for Gateway.

Connect to Impala
th Impala

Command Line

SSH

5. Copy the SSH command.
T, SSH for Gateway X

CLUSTER
cdpsaasdemo-edge v

Commands

ssH
ssh khahn@cdpsaasdemo-edge-
edge0.cdpsaasd.eus5-rsdu.cloudera.site &




CDP One Setting up Ranger to run SQL queries

6. Open aterminal, and paste the command.

$ ssh nynane@dpsaasdenn- edge- edge0. cdpsaasd. eu55-rsdu. cl oudera. site

7. At the password prompt, enter your workload password.
The connection to the gateway succeeds. The output looks something like this;

Last |ogin: Mon Jun 27 21:12:10 2022 from 10. 19.9. 93
| | I

S I I

A N VA

G I B O B

\ \__/

Registering SSH keys

Setting a workload password

As administrator, you set up authorization in Ranger for users to connect to Hive or Impala, and run queries.

* You obtained the administrator role that allows you to set up Ranger policies.
* Youlogged into CDP One, and accepted the default or selected another environment.

1. In Security, click Manage Policies.
The Ranger Service Manager appears.

%/ Ranger  UAccessManager [) Audit (DSecurityZone  # Settings

Last Response Time : 06/20/2022 04:45:32 PM
Service Manager Security Zone: v @impot | @Bt
= HDFS + @ (= HBASE +m8 (= HADOOP SQL +m8
cm_hfs BiE - IE BiE - S - |

2. Click Hadoop SQL.
In Hadoop SQL Palicies, in Allow Conditions, edit the all - database, table, column.
4. In Select User, in All permissions, select your user name.

w

Select User Permissions

rangertagsync

{USER) s
hdfs

rangerraz [ Read | select Ji0G
e @ -
5. Click Save.




CDP One Running Hive queries

Y ou learn how to query Hive tables from the command line of your cluster. Before attempting to run queries, you
must meet afew prerequisites.

e You have SSH access to the command line of the cluster.
e Asadministrator, you set up a Ranger policy for running SQL queries.

1. In Environment, accept the default environment or select another environment.

2. Click All Services.
3. Click Connect to Hive.

Third Party Connections

-«

4. Copy the IDBC String URL.

g Connect to Hive X

JDBC String

URL
Jdbe:hive2://demodh-manager0.copsaasd.euss-
rsdu.cloudera. nsportMode=htip:http
Path=demodh/cdp-proxy-api/hive &

5. Connect to the gateway node of the cluster using SSH.

6. Onthe command line of the cluster, start Beeline.
For example:

$ beeline

7. At the Beeline prompt, enter ! connect, a space, and then paste the JDBC String URL.

I connect jdbc: hive2://denodh- manager 0. cdpsaasd. eu55-rsdu. cl oudera. site/
; ssl =true; transport Mode=htt p; ht t pPat h=denodh/ cdp- pr oxy- api / hi ve

8. At the username prompt enter your workload user name, and then enter your workload password.
The Hive prompt appears when the connection succeeds:

Connected to: Apache Hive (version 3.1.3000.7.2.12.4-1)
Driver: H ve JDBC (version 3.1.3000.7.2.12.4-1)
Transaction isol ati on: TRANSACTI ON_REPEATABLE_READ

0: jdbc: hive2://denodh- manager 0. cdpsaasd. eu55>




CDP One

Running Hive queries

9. Run Hive queries.

For example:
show dat abases;

The output looks something like this:

feccoccococoococccocoococcooocococoooococooo +
| dat abase_nane |
feccocococoocococcooccoccoocoococooocoocoooooo +
| airlines_deno |
| default |
| informati on_schem [
| sys I
fccoccococoococccocoococcooocococoooococooo +

10. Query the airlines_demo data:

For example:

USE airlines_deno;

SELECT f.nonth, a.iata, a.airport, a.city, a.state, a.country

FROM flights f,
airports a

WHERE f.origin = a.iata
GROUP BY

. mont h,

i ata,

.airport,

.City,

.state,

.country

HAVI NG COUNT(*) > 10000
ORDER BY AV f . DepDel ay) DESC
LIMT 10;

PP

The output looks something like this:

foocococooccoos foococooocoo foccocoocococcocccooccoccoocoocoodfoooocoocoocoocoo
cocodfmcocococoooo +
| f.nonth | a.iata | a. airport a.city
| a.country |
fococococooo feccoococo feccoccoccoccoccococooccococoocodmooococcooooocs
codfmoooooocooas +
| 12 | ORD | Chicago O Hare Chi cago
| USA |
| 6 | EWR | Newark Intl Newar k
| USA |
| 7 | JFK | John F Kennedy Intl New Yor k
| USA I
| 6 | I'AD | Washi ngton Dul | es Chantilly
| USA |
| 7 | EWR | Newark Intl Newar k
| USA |
| 6 | PHL | Phil adel phia Intl Phi | adel phi a
| USA I
| 1 | ORD | Chicago O Hare Chi cago
| USA |
| 6 | ORD | Chicago O Hare Chi cago
| USA |
| 7 | ATL | WiliamB Hartsfield-Atlanta | Atlanta
ULL | USA [

| a.state

| NULL
| NULL
| NULL
| NULL
| NULL
| NULL
| NULL
| NULL




CDP One

Running Impala queries

| 12 | MDW | Chicago M dway

10 rows sel ected (103.812 seconds)

Using SSH to access gateway nodes
Setting up Ranger to run SQL queries

Y ou have SSH access to the command line of the cluster.
As administrator, you set up a Ranger policy for running SQL queries.

. In Environment, accept the default environment or select another environment.

. Click All Services.
. Click Connect to Impala.

Third Party Connections

Connect to Impala
th Impala

. Copy the host name.

S; Connect to Impala X

JDBC String

URL
Jdbe:impala:/idemodh-manager0.cdpsaasd.euss-
rsdu.cloudera.site:443/:ssl=

pi
=]

HOST
demodh-manager0.cdpsaasd.euss-
rsdu.cloud ite 10

5. Connect to the gateway node of the cluster using SSH.

Chi cago | NULL

Y ou learn how to query Impalatables from the command line of your cluster. Before attempting to run queries, you
must meet afew prerequisites.




CDP One

Running Impala queries

6. On the command line of the cluster, type the connection string to connect to Impala, substituting your JDBC

String URL.
For example:

i mpal a-shell -i denodh- manager 0. cdpsaasd. eu55-rsdu. cl oudera. site: 443 --ssl
--ldap --http_pat h=denodh/ cdp- proxy-api/inpal a --protocol =hs2-http

Output looks something like this:

Starting Inpala Shell using LDAP-based authentication

SSL is enabled. Inpala server certificates will NOT be verified (set --ca_
cert to change)

LDAP password for max:

7. Atthe LDAP password prompt, enter your workload password.

Starting Inpala Shell using LDAP-based authentication

SSL is enabled. Inpala server certificates will NOT be verified (set --ca_
cert to change)

LDAP password for max:

EE R R I I I I O I I R I S O I R I R R I R I R I I I R O I

*kkkkkkxk

Wel come to the Inpala shell.
(I'mpal a Shell v4.0.0-SNAPSHOT (f4b9678) built on Wed Jan 26 04:52: 34 UTC
2022)

To see a sunmary of a query's progress that updates in real-tine, run 'set
LI VE_PROGRESS=1; ' .
EIE I R Sk S S O Sk I I I I I I kI S Sk I I O S kS I kO I Sk S
kkkkkkhkkkkhkk*k
[ denodh- manager 0. cdpsaasd. eu55-r sdu. cl ouder a. site: 443] defaul t>
8. Run Impalaqueries.
For example:
show dat abases;
The output looks something like this:
Query: show dat abases
feccoococcoccoococococoococococoocococooooooo feccoocococcoococcocoococcooococcooooo
----------- +
| nane | comrent
|
FocococcococococoocoocoCcoCcoCoCoCooooooooo Focococcococococoocoocoocoocoocoocooooooo
............. +
| _inpala builtins | System dat abase for Inpala builtin
functions |

| adaptertest |

| airlines_deno |

9. Query the airlines_demo data.

For example:

USE airlines_deno;

SELECT f.nmonth, a.iata, a.airport, a.city, a.state, a.country

9



CDP One Setting aworkload password

FROM flights f,
airports a
WHERE f.origin = a.iata
GROUP BY
nmont h,
i at a,
.airport,
city,
. state,
.country
HAVI NG COUNT(*) > 10000
ORDER BY AVG(f. DepDel ay) DESC
LIMT 10;

R

Output looks something like this:

Query progress can be nonitored at: https://denodh-coordi nat or0. cdpsaasd
. eub55-rsdu. cl ouder a. si te: 25000/ query_pl an?query_i d=624836910191f e2e: c195

d9dd00000000
Feccoooo Focoooe fococccoccoccoccccccccocoooooooooooooooo Focococococoooo Feccoooo
ooocooococoo +
| month | iata | airport | city | state

| country |
feccoooo Focoooo feccoocococcoococcocoocococooocococooooo feoccoococcooooo feccoooo
Feoccocoooo +
| 12 | ORD | Chicago O Hare International | Chicago | NULL

| USA |

6 | EWR | Newark Intl | Newar k | NULL

| USA |
| 7 | JFK | John F Kennedy Intl | New York | NULL

| USA I
| 6 | TAD | Washington Dulles International | Chantilly | NULL
| USA |

7 | EWR | Newark Intl | Newar k | NULL

| USA |
| 6 | PHL | Philadel phia Intl | Phil adel phia | NULL
| USA I
| 1 | ORD | Chicago O Hare International | Chicago | NULL

| USA |
| 6 | ORD | Chicago O Hare International | Chicago | NULL
| USA |
| 7 | ATL | WIlliamB Hartsfield-Atlanta Intl | Atlanta | NULL

| USA |
| 12 | MDW | Chicago M dway | Chicago | NULL
| USA |
feccoooo fecoooo feccoococcococoococcocoocococooocoooooooo feccoococcooooo feccoooo
feccoococs +

Fetched 10 row(s) in 21.06s

Using SSH to access gateway nodes
Setting up Ranger to run SQL queries

Y ou can use your user profile page to set aworkload password. Y our workload password is used as the SSH
password when accessing the gateway node CLI. Y ou must perform a user sync after setting a workload password.

10



CDP One Setting aworkload password

1. Onthe CDP One console, move the pointer over the user icon at the top right of the page, then click Profile.

Data Platform

Environment:

Welcome,

. What would you like to work on?

INGEST PREPARE ([ ANALYZE || |( PuBLISH ||

Ingest Query & Notebooks

* =

Monitor & Operate Third Party Connections

Manage Topics

Query & Upload
with HUE

Develop in R & Python

Monitor Workload

Jera Mal

Connect to Hive

Connect to Impala

Analyze YARN Jobs

with RStudio Workbench with Resourc ager with Impala

CLOUD=RA
Management Console Users
Dashboard
Name
Environments Email . a.com

Workload User Name ® ¢

CRN ©® crn:altus:iam:us-west 58ce...
TenantID ® 669 6c

Data Hub Clusters Actions
Identity Provider ® cdy wwedp ! M

Data Warehouses

Last Interactive Login 07/12/2022 12:21 PM EDT

ML Workspaces Profile Management View profile

Workload Password ® Set Workload Password |(Workload password is currently not set)

B Classic Clusters
Azure Object ID ® Not available

> [E1 Shared Resourc

{8+ Global Settings

Access Keys Roles Resources Groups SSH Keys

No access keys found.

Generate Access Key

11



CDP One Setting aworkload password

3. On the Workload Password page, type in and confirm aworkload password, then click Set Workload Password.

The password must be aminimum of eight characters, and must include at |east one upper case character, one
lowercase character, one number, and one specia character. Supported specia charactersare"#', "&", "*","$",
"%"! "@"1 "/\"’ "-"1 "_"1 and " ' " .

fﬂ';g:g"efni‘;monso'e Users /[ ~ > Workload Password
(?) Dashboard
* Password

& Environments [ | l

[ Data Lakes

* Confirm Password

\ l

Data Hub Clusters

If you use keytabs, you need to regenerate them after changing your workload password. You can do this from your user profile > Actions > Get
Data Warehouses o Keytab.

Set Workload Password

ML Workspaces
Classic Clusters
> &1 Shared Resources

{8} Global Settings

4. Click User Management, then select Actions > Synchronize Users.

CLOUD=RA

Management Console User Management

(?) Dashboard Users Groups Identity Providers Workload Password Policies

& Environments
Q Type All Identity Provider ~ All €

(2 Data Lakes

Create Machine User

Type Name + Email Idenflty Workload User Name
Provider
Upload Users
Data Hub Clusters R . PR a- L
A I Synchronize Users
Data Warehouses
a- Update Account Messages

ML Workspaces

> [¥1 Shared Resources

{3} Global Settings

12



CDP One Registering SSH keys

5. On the Synchronize Users page, al environments are selected by default. Y ou can synchronize usersin all
environments, or select a specific environment. Click Synchronize Users to synchronize users in the specified
environments.

CLOUD=RA

e Users ' Synchronize Users

(?) Dashboard
Environment

& Environments ‘

Select environments to synchronize users. Leave blank to synchronize users to all environments.

Synchronize Users

(2 Data Lakes

o Data Hub Clusters

&2 Classic Clusters

> [E1 Shared Resources

{8 Global Settings

You learn how to register an existing Secure Shell (SSH) key pair. Registering the key pair of a user allows the user
to access the cluster from the command line. RSA or ED25519 keys are supported.

Y ou must have one of the following roles to complete this task:

¢ EnvironmentAdmin
+ DataSteward
e PowerUser

1. Gototheroot directory on your computer.
For example, on Linux enter the change directory command:

$ cd

2. List hidden directories and files and look for the .ssh directory.
For example, on Linux enter the following command:

$1s -ailg

3. If youfind an .ssh directory, list thefilesinit.

$ cd .ssh
$1s

Output might include a private and public key pair, such as the following pair:

idrsa
i d_rsa. pub

4. If you do not find a .ssh directory, skip the next step, and perform stepsin the next topic, “ Creating a new key
pair”.

13



CDP One

Registering SSH keys

Copy your SSH public key to the clipboard.
For example, on Linux, enter the following command:

pbcopy < ~/.ssh/id_rsa. pub
In CDP One, click Profile.

ahn

In Users, on the SSH tab, click Add SSH key.

Profile Management View profile

Workload Password @

Access Keys Roles Resources

Add SSH key

Fingerprint

Set Workload Password (Workload password is currently set)

Groups SSH Keys

14



CDP One Creating an SSH key pair

8. In Add SSH Public Key, click the SSH public key text box, and paste the contents of your clipboard.
Add SSH Public Key %

Description

* SSH Public Key
ssh—rsa

e L nAARASACANC] SSxUyvBOdAl./IRFK/Q6R6IGAZMWS XNILXIPNIXEXWZWIG

1AGXIG7VUND/cYIEfexVK KB SpaXhmaRGIZZINZthdXuc SI0Y 59XDa0ZsyCUQBNLIKaRs UG4S 2P+
D34ROIKHIWMINWALZGYhGICHIR 2 0 4 maT Senin a0 in Aok tuslin =it Vh T TgSItFkQz SmFmQuk7 aa

stUDTot0jyAhes3avIRkdaHzwEGpAzG2Z0m NQACy‘I STc:DPS 9C0aYq9CIrBBaPoi6 JIGFrYCTWNX T pdwl2
HpWKSwywJPBJEmtgFhOH6Wk7GPmnC>"2T = - e e T EGUTK L BhIRGTIe9g

YRfol hl$+ﬂu§§u}'€lsﬁb2H§u2de&$DMQFanghBFE mﬁm?'FZﬁh&uZPEDDxﬁQﬂSrz+AqHLEiLJHmuYIM
RRE=S aue a0 AL aw5GTGYUEVIL ZBQs+kLe8PkztxFROCPSC2tV06e4

5mvJbWGjzNVhoSWKOGYCB1 EYBKF‘tpr‘u’?Gr‘u’rnI 18LWtEJEipHR8D5BBTp8SI ‘(ﬁklonEmquemEpr
wODUEGIruO+Y4VNhreGhZO+EQiGemArBBAUKDJak Ty Y IxU3at4hX 1IfUTznlcuch] smdCBY.Jw=

mulehaofsmamail com A

Once the SSH key is added, the environment will need to be synced before it can be used for SSH
access.

o

9. Click Save.
10. Synchronize users to the environment.

Creating an SSH key pair

Before you begin
OpenSSH isinstalled on your machine.
Y ou checked for a pre-existing key pair as described in "Registering SSH keys' above, and found none.

Procedure

1. Open aterminal window, and on the command line, type the key generation command: ssh-keygen

$ ssh-keygen
2. Accept the default location for the keys ~/.ssh (recommended) and file name id_rsa or specify another location
and name.
3. At the passphrase prompt, create a password for the key pair.
4. Follow stepsin "Registering SSH keys' above to register the keysin CDP.

15
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