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Cloudera Runtime Audit Overview

Apache Ranger provides a centralized framework for collecting access audit history and reporting data, including
filtering on various parameters. Ranger enhances audit information obtained from Hadoop components and provides
insights through this centralized reporting capability.

To explore options for auditing policiesin Ranger, click Audit in the top menu.

Ranger UAccess Manager O Audit Security Zone £+ Settings .?‘ admin

Access Admin Login Sessions Plugins Plugin Status User Sync
Q START DATE: 07/21/2019 o
Exclude Service Users : Entries : EEEPEITEY0) Last Updated Time : (77577 LR PR ENT] o
Service Resource
Policy ID Policy Version Event Time ¥ Application User Name/Type Name/Type Access Type Result Access Enforcer Agent Host Name ClientIP C
cm_hbase Fe——
3 1 07/21/2019 12:21:35 PM  hbaseMaster hbase hb. - balance AUEIEEN  ranger-acl dhoyle-7-1-1.vpc.cloudera.com C
ase
cm_hbase -
3 1 07/21/2019 12:16:30 PM hbaseMaster hbase b - balance (OUEEH  ranger-acl dhoyle-7-1-1.vpc.cloudera.com C
ase
cm_hbase -
3 1 07/21/2019 12:11:30 PM  hbaseMaster hbase ho. - balance LN ranger-acl dhoyle-7-1-1.vpc.cloudera.com C
ase
cm_hbase - -
3 1 07/21/2019 12:06:30 PM hbaseMaster hbase ho. - balance SEUEEN  ranger-acl dhoyle-7-1-1.vpc.cloudera.com C
ase

There are six tabs on the Audit page:

* Access

e Admin

e Login ons
e Plugins

e Plugin Status

e User Sync

How to view operation detailsin Ranger audits.

To view details for a particular operation, click any tab, then Policy ID, Operation name, or Session ID.
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Audit > Access: HBase Table

UAccess Manage! Security Zone % Settings
. . . . . Policy Details
Access Admin Login Sessions Plugins Plugin Status User Sync
——— Sorvice Name : cm_hbase Service Type : hbase
Policy Details :
Policy Typo [Acooss |
Q START DATE: 07/21/2019 Policy ID a
Version ]
Policy Name al - table, column-famiy, column
Exclude Service Users : Entries : Hoase Table
HBase Column-family
Service Resource oase olumn
Description Policy fora - table, column-family, column
Policy ID Policy Version Event Time ¥ Application User Name/Type Name/Type AccessType Result Accesfl AuitLogging =
Policy Labels
cm_hbase
3 1 07/21/2019 12:51:30 PM  hbaseMaster hbase hb - balance rangerfl  Allow Condition :
ase
Version 1
cm_hbase . e m
3 1 07/21/2019 12:46:30 PM  hbaseMaster hbase - balance ‘Allowed BT
hbase
cm_hbase T
3 1 07/21/2019 12:41:30 PM  hbaseMaster hbase hb. - balance L ragfiger-acl dhoyle-7-1-1.vpc.cloudera.com C
ase
cm_hbase
3 1 07/21/2019 12:36:30 PM hbaseMaster hbase i - balance ranger-acl dhoyle-7-1-1.vpc.cloudera.com (o]
ase
cm_hbase -
3 1 07/21/2019 12:31:31 PM  hbaseMaster hbase hb. - balance ranger-acl dhoyle-7-1-1.vpc.cloudera.com C
ase
cm_hbase -
3 1 07/21/2019 12:26:30 PM  hbaseMaster hbase hb - balance ranger-acl dhoyle-7-1-1.vpc.cloudera.com C
ase

~m hhaca

Audit > Access: HadoopSQL

Note: The Hive plugin audit handler now logs UPDATE operations as INSERT, UPDATE, DELETE, and
TRUNCATE specificaly.

D) Audit  (D)Security Zone  # Settings
Access  Admin  LoginSessions  Plugns  PluginStas  UserSync
Q0 sevce NAE: Hadoop SQL °
Exclude Service Users: @ Lest Updated Time: (CYETZTEEETT) | Envies: (IEERD)  ©  Colrms~
PolcylD  Polioy Version  Event Time fpplication User  Service (Name /Type)  esource (Name / Type) . Permission Result  Access Enforcer Agent Host Name Glent P ClusterName  ZoneName  EventCount  Tags
— test_db_dixawnftest table
- 08022022 12:4802PM hiveSever2 it d ®  WseAr O D e quasariowyd-1 quasarliowydr... 172275369 Guster 1 '
Hadoop SQL e
Hedonn SQL test db_clxauntest tabl.
o 1 O8022022 124732PM  hiveServer2  hrtca P ©  seAr D 3 e quasariowyd-2 quasariiowydr... 172273068 Ciuster 1 1
Hadoop SQL
@table
Hadoop QL. test_db_dixavnftest tabe..
- - OBOR022 ZATOTPM hheSenerz T et oo ©  TRUNOATE 0 3 e quasar-iowyd-1 quasariiowydr.. 172273369 Cluster 1 1
g @table
Hadoon S0 test_db_dixawnftest table
B ' R S S i ® uvowe 3 0 O rencerao quasariowyd-2 quasariiowydr. . 172273369 Gustor1 '
o0 @table
— test db_clxaundtest tabl.
- - 08102/2022 12:46:12 PM hiveSenverz bt n B UPDATE [ upaate | ED  engeraol quasar-iiowyd-1.quasar-iowydr... | 172.27.3369  Gluster 1 1
iadoop
@coumn
Madoop SQL test_db_dixavniftest table..
s 1 oncRR2 2SS PM hesonwz  haa et SO ®  upowre N 0 e quasariowyd-2 quasariiowydr.. 172075363 Giuster 1 '
oop
@coumn
acoon SOL tost db clxaund/test tadl.
B 1 08022022 124546 PM  hiveServer2  hrtqa ® seeor ranger.aci uasar iowyd-2.quasar-fowydr... 172273369 Cluster 1 1
B adoopSQL ot} CEZ) o a ya-2.quasar-iowye
uable
testdb_dixawniftest table..
Hadoop SQL
- - ono0z SIS PM  heenerz T et oo ®  oeere O D e quesar-iowyc-1.quasar-fowydr.. | 172273369 Cluster 1 1
tadoop @table
iacoon SOL tost_db,dixawnftast tabie.
B 1 08022022 124446 PM  hiveServer2  hriqa ®  omere ranger.aci uasar-iowyd-2quasar-fowydr... 172273369 Cluster 1 1
L9 oop SOL D EX e a a2 quasariowy
bl
adoon SOL tost. db_dixavniftest tabe..
s 1 B0z RIS PM  heenez  hrisa et oo ©  seweor [oiect] ) rongeract quasar-iowyd-2.quasar-fowydr.. | 17227.3369  Cluster 1 1
iadoop
atable
I tost_db_dixawnftest table
- 08022022 124416 PM hiveSever2 it d ®  WseAr O D e quasariowyd-1 quasariiowydr... 172075369 Guster 1 '
Hadoop SQL table
Hedoon SQL test db_clxauntest tabl.
s 1 oB2R02 2SI M wesenz TLaa et S ©  seAr D 3 e quasariowyd-2 quasariiowydr... 172273068 Ciuster 1 1
oop
auable
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Audit > Admin: Create

Access Aamin Login >essions Fiugins Fiugin Status user sync

Q Search for your access logs...

Entries : X “7)|Last Updated Time : i+
Operation Audit Type User Date ( Eastern Daylight Time ) Actions Session Id
Service updated tag_service2 Ranger Service admin 07/21/2019 01:09:34 PM 40
Group created temp_employees Ranger Group admin 07/20/2019 02:15:05 PM | Create 38
Group created audit Ranger Group admin 07/18/2019 04:18:42 PM EE3 35
Exported policies Ranger Policy admin 07/17/2019 03:06:22 PM Export Json 32
Service updated tag_service1 Ranger Service 07/15/2019 04:11:25 PM
Policy created EXPIRES_ON Ranger Policy 07/15/2019 04:11:25 PM
Service created tag_tag Ranger Service 07/15/2019 04:11:25 PM
Policy created EXPIRES_ON Ranger Policy admin 07/15/2019 04:11:24 PM 29
Service created tag_service1 Ranger Service admin 07/15/2019 04:11:24 PM 29
Security Zone created security-zone2 Ranger Security Zone admin 07/14/2019 05:24:36 PM 27
Policy created all - database, udf Ranger Policy admin 07/14/2019 05:24:36 PM 27
Policy created all - database, table, column Ranger Policy admin 07/14/2019 05:24:36 PM 27
Policy created all - url Ranger Policy admin 07/14/2019 05:24:36 PM 27
Ral tadall alohal Rangar Pl acimin 07/14/2010 05:24:36 P\ 27
Operation : create 27
Name : security-zone2 27
Date :07/14/2019 05:24:36 PM Eastern Daylight Time
Created By : admin 27
Zone Details : 27
Fields : New Value 27
Zone Description -
Zone Audit User Groups - o
Zone Audit Users auditor! 27
Zone Admin User Groups -
27
Zone Admin Users admin
Zone Tag Services om_tag
Zone Name security-zone2 =
Zone Service Details :
Service Name Zone Service Resources
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Ranger UAccess Manager [ Audit Security Zone & Settings

Access Admin Login Sessions Plugins Plugin Status User Sync

Q START DATE: 07/21/2019

SR TCH 10 25 0f 803 [N VT EIC iy P 07/21/2019 01:23:45 PM &)
{ Number Of New Number Of Modified
User Name Sync Source Users Groups Users Groups Event Time ¥ Sync Details
rangerusersync Unix 0 0 0 0 07/21/2019 01:22:48 PM @
rangerusersync Unix 0 0 0 0 07/21/2019 01:21:48 PM
rangerusersync Unix 0 0 0 0 07/21/2019 01:20:48 PM @
rangerusersync Unix 0 0 0 0 07/21/2019 01:19:48 PM @
rangerusersync Unix 0 0 0 0 07/21/2019 01:18:48 PM @
rangerusersync Unix 0 0 0 0 07/21/2019 01:17:48, @
rangerusersync Unix 0 0 0 0 07/21/2019 01:48: @
rangerusersync Unix sync Details :15:48 PM @
rangerusersync Unix :14:48 PM @
rangerusersync Unix Name Value :13:48 PM @
rangerusersync Unix Unix nss :12:48 PM ®
— File Name /etc/passwd
rangerusersyn — Sync time 07/21/2019 10:21:48 AM 1148 PM @
rangerusersyno — Last modified time 12/31/1969 04:00:00 PM 10:48 PM e
rangerusersync Unix Minimum user id 500 :09:48 PM @
rangerusersync Unix Minimum group id 0 :08:48 PM @
rangerusersync Unix Total number of users synced 35 .07:48 PM P
S Total number of groups synced 39

rangerusersync Unix :06:48 PM @
rangerusersync Unix :05:48 PM @®
rangerusersync Unix m :04:48 PM @
rangerusersync Unix :03:48 PM @

| rangerusersync Unix 0 0 0 0 07/21/2019 01:02:48 PM @
rangerusersync Unix 0 0 0 0 07/21/2019 01:01:48 PM @
rannanicaraun~ Unix n n n n N7/91/901Q N1:0N-47 DM S

Creating aread-only Admin user (Auditor) enables compliance activities because this user can monitor policies and
audit events, but cannot make changes.

When a user with the Auditor rolelogsin, they see aread-only view of Ranger policies and audit events. An Auditor
can search and filter on access audit events, and access and view al tabs under Audit to understand access events.
They cannot edit users or groups, export/import policies, or make changes of any kind.

1. Select Settings > Users/Groups/Roles.
2. Click Add New User.
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3. Complete the User Detail section, selecting Auditor astherole:

Ranger UAccess Manager O Audit Security Zone £* Settings ‘v.‘ admin
User Detail
UserName * | auditor1 o
New Password * | eeeeeees [
! Password Confirm * | eseeeeee (i)
First Name * | Audrey (i)
Last Name e
Email Address (i)
Select Role * [ Auditor
[T audit | +

4. Click Save.

Y ou can use Ranger audit filters to control the amount of audit log data collected and stored on your cluster.

Ranger audit filters allow you to control the amount of audit log data for each Ranger service. Audit filters are defined
using a JSON string that is added to each service configuration. The audit filter JSON string is a simplified form of
the Ranger policy JSON. Audit filters appear as rowsin the Audit Filter section of the Edit Service view for each
service. The set of audit filter rows defines the audit log policy for the service. For example, the default audit log
policy for the Hadoop SQL service appears in the in the Ranger Admin web Ul Service Manager Edit Service when
you scroll down to Audit Filter. Audit filter is checked (visible) by default. In this example, the top row defines an
audit filter that causes all instances of "access denied” to appear in audit logs. The lower row defines afilter that
causes no metadata operations to appear in audit logs. These two filters comprise the default audit filter policy for the
Hadoop SQL service.
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U Access Manager ecurity Zone & Se

%) Ranger

Last Response Time : 05/26/2021 02:07:31 PM

Audit Filter :

Is Audited Access Result Resources Operations Permissions Users Groups Roles
Yes v DENIED x Type Action Name Select User Select Group Select Role n
-
- Add Permissions
No v Select Value v % METADATA OPERATION T selectUser Select Group Select Role
&=

Test Connection

Save

canc

Licensed under the Apache License, Version 2.0

Default audit filters

Default audit filters for the following Ranger service appear in the Edit Services and can then be modified as needed
by Admin users.

HDFS service:

Audit Filter :
p— p— p—— — —— p— — P
o v PETTI— P [~ ]
(- ]
o v P e . —— oot o [~ ]
 imiona] (s gomaric
s
e
N v = Sr—- ot o [~ ]
K iCompRB
=
o) (x e
pathuserfoozieisnarenio [racursio ]
N v pomern a
pathusersparapplicationHistory [ocursvn)
N v P Cmp—— astromssons| # | | |[apa Sr— St o [~ ]
[-[ ]
pathuseriue [ ecuravee |
(- ]
i e (o]
as
saertisory ==
No v ActonName pespomissns |+ | | manmd . —— B
as
No v  Value * getfleinfo Add Permissions | 4 " Role n
- ]
Audit Filter :
e p— p— cperne e p— — o
= [ f spmssns 4 st oo a
ol ROOT,“META'," oL, Hoasemea hasra,dfal, ase
o v - R — e . o
(- ]
et e, ATLAS_ENTITY AUDIT.EVENTS
——
Vo v - petpomssins + | || (o) (ezmame oo Fiom o
as
N v P e = o [~ ]
ae

Hadoop SQL service:
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‘Audit Fitter
s Aucited Access Resut Resources Operations Permissions Users Groups Roles
Yes v oENED «[s - Typo Acton Nam s pemissions + Soloct U lect Grou Soloct Aol [~ ]
No v Seloct vl - -  METADATA OPERATION 4 Pormissions + lactGrou oot oo [ ]
Audit Fitter
1s Aucitod Access Rosut Resources Operations Pormissions Users aroups Roles
v FTa— - E— raspomsons[ ] |[Somoem FS— S o
No v - fdPermissions + ok Seloct Fole B
s Autited Aocess Resut Resources Operations Pormissions Users aroups Roles
Yes v oENED «[s - Soloct Usor SoloctGrou Soloct ol B
xive) [ hte] [ hatka
o v S . S s (V) | A S - S o
X o] [ atas
Is Audited Access Result Resources Operations Permissions Users Groups Roles
Add
Yes v DENIED on Name _Permissions || seject User Select Group n
[ *
topic:ATLAS_ENTITIES, e
ATLAS_HOOK, % describe | | % publish N
No v Select Value ATLAS_SPARK_HOOK _Permissions [ atias Select Role n
* consume ry
topic:ATLAS_HOOK % hive | [% hbase | [ impala
No v Select Value * publish | [ % describe Select Group ct Role n
@  nifi
topic:ATLAS_ENTITIES
No v o e o
consumergroup:* Add
No v * consume permissions || (i atias) [ Select Group n
+
Add
No ction Nam _Permissions | [ kafka Select Group Select Role n
+
Is Auited Access Result Resources Operations Permissions Users Groups Roles
Yes v DENIED x = Ypo Acton Nam + || [soloct User Soloct Group Soloct Rolo [« ]
o v : = v [ -]
Is Audited Access Result Resources Operations Permissions Users Groups Roles
Add P
Yes v DENIED Type Action Name T Select User Select Group Select Role n
- Add Permissions
No v Select Value Action Name N o * atlas Select Group Select Role n
(-] ] !
1o Audited Access Resut Resources Operations Pormissions Users Groups Roles
e v oENED <[ = Typo Acton Narmo scdpermissons| # || Soloct Use SaloctGroup Saloct ol [ « ]
No v - = Typo Acton Narmo “om SaloctGroun Seloct ol [ « ]

Tag-based service

10
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Default audit filter policies do not exist for Yarn, NiFi, NiFi Registry, Kudu, or schemaregistry services.

To configure an audit filter policy, click the Edit icon for either aresource-, or tag-based service in the Ranger Admin
web Ul. You configure a Ranger audit filter policy by adding (+), deleting (X), or modifying each audit filter row for
the service. The preceding example shows the Add and Delete icons for each filter row. To configure each filter in the
policy, use the controls in the filter row to edit filter properties. For example, you can configure:

IsAudited: choose Yesor No

to include or not include afilter in the audit logs for a service
Access Result: choose DENIED, ALLOWED, or NOT_DETERMINED
to include that access result in the audit log filter
Resour ces. Add or Delete aresourceitem
to include or remove the resource from the audit log filter
Operations: Add or Remove an action name
to include the action/operation in the audit log filter
(click x to remove an existing operation)
Permissions: Add or Remove permissions

1. Click + in Permissions to open the Add dialog.
2. Select/Unselect required permissions.

For example, in HDFS service select read, write, execute, or All permissions.

Users: click Select User to seealist of defined users
to include one or multiple usersin the audit log filter

Groups: click Select Group to seealist of defined groups
to include one or multiple groupsin the audit log filter

Roles: click Select Roleto see alist of defined roles
to include one or multiple rolesin the audit log filter

Audit filter details

* When you save the Ul selections described in the preceding list, audit filters are defined asa JSON list. Each
service references aunique list.
« For example, ranger.plugin.audit.filters for the HDFS service includes:

[

"accessResul t": " DEN ED",
"i sAudi ted":true

},

"users": [
"unaudi t ed- user 1"

]

, roups": [
"unaudi t ed- gr oup1"

]

"roles": [
"unaudi t ed-rol el"

11
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| sAudi ted": f al se

},

"actions":[
"listStatus",
"getfil einfo"

]

"accessTypes": [
"execute"

"i sAudited": fal se
}1

{

"resources": {
"path": {

"val ues": [

"/ audi t ed"

]

"i sRecursive":true

}

| sAudi ted": true
}l
{

"resources": {
"pat h": {

"val ues": [

"/ unaudi t ed”

]

"i sRecursive":true

}

| sAudi ted": fal se

}
]

e Eachvaueinthelistisan audit filter, which takes the format of a simplified Ranger policy, along with access
resultsfields.
« Audit filters are defined with rules on Ranger policy attributes and access result attributes.

« Policy attributes: resources, users, groups, roles, accessTypes
» Access result attributes: isAudited, actions, accessResult
» Thefollowing audit filter specifies that accessResult=DENIED will be audited.

TheisAudited flag specifies whether or not to audit.

{"accessResul t":"DEN ED', "i sAudi ted": t rue}
» Thefollowing audit filter specifies that “resource => /unaudited” will not be audited.

{"resources":{"path":{"val ues":["/
unaudi ted"], "i sRecursive":true}}, "isAudited":fal se}

» Thefollowing audit filter specifies that access to resource database=> sys table=> dump by user “use2” will not
be audited.

{"resources":{"dat abase": {"val ues":["sys"]}, "tabl e":{"val ues":
["dunp"]}},"users":["user2"],"isAudited": fal se}

« Thefollowing audit filter specifies that access result in actions => listStatus, getfilelnfo and accessType =>
execute will not be audited.

{"actions":["listStatus","getfileinfo"],"accessTypes":
["execute"],"isAudited": fal se}

12
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» Thefollowing audit filter specifies that access by user "superuser1" and group "supergroupl” will not be audited.

{"users":["superuser1"], "groups":["supergroupl"],"isAudited":fal se}
« Thefollowing audit filter specifies that access to any resource tagged as NO_AUDIT will not be audited.

{"resources":{"tag": {"values":["NO AUDI T"]}}, "i sAudi ted": f al se}

13
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