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Ranger Usersync

How to configure Ranger Usersync to sync users and groups from AD/LDAP

The Ranger usersync service syncs users, groups, and group memberships from various sources, such as Unix, File,
or AD/LDAP into Ranger. Ranger usersync provides a set of rich and flexible configuration properties to sync users,
groups, and group memberships from AD/LDAP supporting awide variety of use cases.

AsaRanger administrator, you will work with users and groups to configure policies in Ranger and administer access
to the Ranger Ul. Y ou will use group memberships only to administer access to the Ranger Ul.

Note: Group memberships stored in Ranger are not used during authorization. Instead, individual

B components compute the group memberships for a given user on-demand, using utilitieslikeid or group
mappings, during authorization. The authority on thisisthe output of the id or groups command on the Linux
OS, which is populated by SSSD from AD (or whichever LDAP provider is used).

For example:

#idsp_testl

uid=40002(sp_test1) gid=40006(sp_test1)

groups=40006(sp_test1),40003(cdf _puas),40005(cdf_policy_admins)

#id sp_auditor

Ui d=40003(sp_auditor) gid=40007(sp_auditor)groups=40007(sp_auditor),40003(cdf_puas)

usesid to show that users sp_test 1 and user sp_auditor each belong to three groups, also

#groups sp_test1l

Sp_testl : sp_testl cdf_puas cdf_policy_admins
# groups sp_auditor

sp_auditor : sp_auditor cdf _puas

uses groups to show the groups that users sp_test1 and sp_auditor belong to.

Y ou must first understand the specific use-case before syncing users, groups, and group memberships from AD/
LDAP. For example, if you want to configure only group-level policies, then you must sync groups to Ranger, but
syncing users and group memberships to Ranger is not required.

Determining the users and groups to sync to Ranger:

Typically, you must complete a three-step process to define the complete set of users and groups that you will sync to
Ranger:

1. Define the customer use-case.
3 common use Cases.

¢ A customer Admin or Data Admin wants to configure only group-level policies and restrict access to the
Ranger Ul to only afew users.

e A customer’s Admin or Data Admin wants to configure only group-level policies and restrict access to the
Ranger Ul to only members of a group.
e A customer’'s Admin or Data Admin wants to configure mostly group-level policies and afew user- level
policies.
2. Defineall relevant sync source details. For every use-case, at least four key questions must by answered:

e What groups will sync to Ranger?

« Which organizationa units (OUs) in AD/LDAP contain these groups?
e What userswill sync to Ranger?

*  Which organizationa units (OUs) in AD/LDAP contain these users?
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3. Configure Usersync properties.

This topic describes an example set of Usersync configuration properties and values, based on a simple use-case
and example AD source repository.

Example Use Case:
First, consider the following use-case, in order to better understand how to configure Usersync properties:

A customers Admin or Data Admin wants to configure only group-level policies and restrict access to the Ranger Ul
to only members of a group.

Example AD environment:

Configuring Ranger Usersync with AD/LDAP depends highly on the customer environment. Y ou must understand
the organization of users and groups in the customer environment. Thisillustration shows users and groups organized
in an Active Directory environment.
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Answering the key user and group questions, based on the example AD structure:

In this example, the customer wants to configure group-level policies for groups cdp_testing and cdp_prod and wants
to provide admin access to the Ranger Ul only for usersin the dev_ops group.

Based on the example Active Directory structure, answers to the four key user/group questions are:
Q1: What groups will be synced to Ranger ?

A1: cdp_testing, cdp_prod, and dev_ops
Q2: What OUs contain these groupsin AD?

A2: hadoop groups and security groups
Q3: What userswill be synced to Ranger ?

A3: asmith and acaroll (these users are dev_ops group members)
Q4: What OUscontain theseusersin AD?

A4: vendors and service accounts
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To find the specific answers to these questions in a particular environment, use atool such as Ldapsearch, as shown in
the following examples.

» Example: Ldapsearch command to search a particular group cdp_testing and determine what attributes are
available for the group.

Figure 2: Using Ldapsearch to find a specific group

Idapsearch -x -LLL -h 10.10.10.10:389 -D ‘cn=administrator, CN=Users,dc=cloudera,dc=com' -W
-b 'ou=Hadoop Groups,dc=cloudera,dc=com' 'cn=cdp_testing’

Enter LDAP Password:

dn: CN=cdp_testing.ou=Hadoop Groups,dc=cloudera.dc=com

objectClass: top

objectClass: group

cn: cdp_testing

member: CN=ASmith,ou=Hadoop Users,dc=cloudera,dc=com

member: CN=BHall,ou=Hadoop Users,dc=cloudera,dc=com

member: CN=JDoe,ou=Hadoop Users,dc=cloudera,dc=com
distinguishedName: CN=cdp_testing,ou=Hadoop Groups.dc=cloudera,dc=com
instanceType: 4

name: cdp_testing

sAMAccountName: cdp_testing

Above output shows al the available attributes for cn=cdp_testing. The highlighted attributes are those of interest
for usersync configuration. In this case, cdp_testing has three “member” attributes: ASmith, BHall, and JDoe.
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Example: Ldapsearch command to search a particular user ASmith and determine what attributes are available for

the user.

Figure 3: Using Ldapsearch to find a specific user

Enter LDAP Password:

dn: CN=ASmith,ou=Hadoop Users,dc=cloudera,dc=com

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: user

cn: ASmith

sn: Smith

givenName: Andy

distinguishedName: CN=ASmith,ou=Hadoop Users,dc=cloudera,dc=com
instanceTvpe: 4

memberOf: CN=cdp_testing.ou=Hadoop Groups,dc=cloudera,dc=com
memberOf: CN=dev_ops,ou=Hadoop Groups,dc=cloudera,dc=com
memberOf: CN=cdp_prod,ou=Hadoop Groups,dc=cloudera,dc=com
primaryGroupID: 513

logonCount: 0

sAMAccountName: ASmith

Idapsearch -x -LLL -h 10.10.10.10:389 -D 'cn=administrator, CN=Users.dc=cloudera,dc=com’
-W -b ‘ou=Hadoop Users.dc=cloudera,de=com’ "samaccountname=ASmith

Above output shows all the available attributes for a user. The highlighted attributes are those of interest for
usersync configuration. In this case, ASmith isa“memberof” 3 groups - cdp_testing, dev_ops, and cdp_prod.

How to configure Usersync, based on the illustrated AD environment example;

In Cloudera Manager Ranger Configuration select the Ranger Usersync filter scope.

Figure 4: Filtering the Ranger Configuration Properties for Usersync
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Filters (1)

SCOPE

RANGER-1 (Service-Wide)
Ranger Admin

Ranger Tagsync

Ranger Usersync

Filtering narrows the list to 87 configuration properties specific to Usersync.
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1. To define the common configuration properties that control LDAP URL and bind credentials, scroll to Source
for Syncing Users and Groups, then define the configurations properties appropriate for the environment.
Configurations shown here match the Example AD environment.

Figure 5: Ranger Usersync common configuration settings

Source for Syncing User and Groups Ranger Usersync Default Group 'O Undo 6]

ranger.usersync_source.impl.class

& ranger.usersync.source.impl class (O org.apache.ranger.unixusersync.process.UnixUserGroupBuilder
E:} org.apache.ranger.unixusersync.process.FileSourceUserGroupBuilder

I O] org.apache.ranger.Idapusersync.process.LdapUserGroupBuiIderI

Usersync LDAP/AD URL Ranger Usersync Default Group "D Undo o

ranger.usersync.ldap.url
g y P Idap://ad01.cloudera.com:389 ‘
&f ranger.usersync_Idap.url

Usersync Bind User Ranger Usersync Default Group 'O Undo 6]

ranger.usersync._ldap binddn

€ ranger.usersync Idap. binddn I cn=administrator,ou=service accounts,dc=cloudera,dc=com ‘

Usersync Bind User Password Ranger Usersync Default Group 'O Undo ®

rangerusersync.ldap ldapbindpassword Q| |
©f ranger_usersync_ldap_ldapbindpassword

Usersync Incremental Sync Ranger Usersync Default Group ®

ranger.usersync.ldap.deltasync
&5 ranger.usersync.ldap.deltasync

Bind credentials are for the user to query Ldap service for users and groups. Bind credentials contain two
configuration properties:

e Usersync Bind User (or bind dn) - specify the username as complete DN (Distinguished Name)
e Usersync Bind User Password
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2. Todefinethe required configuration properties that control group synchronization from AD, scroll to Usersync
Enable User Search, then define the configurations properties appropriate for the environment. Configurations
shown here match the Example AD environment.

Figure 6: Ranger Usersync group configuration settings

Usersync Groupname Case Conversion Ranger Usersync Default Group 'O Undo ®
ranger.usersymc.ldap.groupname.caseconversmn‘ O none
45 ranger.usersync.ldap.groupname.caseconversion
| ® lower |
O upper
Usersync Enable User Search ﬂ?anger Usersync Default Group ®
ranger.usersync.user.searchenabled
4% ranger.usersync.user.searchenabled
Usersync Group Search Base Ranger Usersync Default Group 'O Undo ®

ranger.usersync.group.searchbase
& ranger.usersync.group.searchbase

ou=hadoop groups,dc=cloudera,dc=com,ou=security groups,dc=cloudera,dc=com

Usersync Group Search Scope Ranger Usersync Default Group ®
ranger.usersync.group.searchscope
445 ranger.usersync.group.searchscope :m

O base

O one
Usersync Group Object Class Ranger Usersync Default Group 'O Undo ®
ranger.usersync.group.objectclass rou
4% ranger.usersync.group.objectclass group
Usersync Group Search Filter Ranger Usersync Default Group 'O Undo ®
ranger.usersync.group.searchfilter _ . _
& ranger.usersync.group.searchfilter (I(Cn_Cdp )(Cn dev‘OPS))

Usersync Group Name Attribute Ranger Usersync Default Group 'O Undo ®
ranger.usersync.group.nameattribute I cn I
4 ranger.usersync.group.nameattribute

Usersync Group Member Attribute Ranger Usersync Default Group 'O Undo ®

ranger.usersync.group.memberattributename

member
&} ranger.usersync.group.memberattributename

A few specific pointsto consider about group config settings:

e ranger.usersync.ldap.groupname.caseconversion - Used for converting the case of the groupname. Three
possible options are:

* None - Group names are synced to ranger asisfrom AD/LDAP. Thisisthe default setting.

e Lower - All the group names are converted to lowercase while syncing to ranger. Thisis the recommended
setting.

»  Upper - All the group names are converted to uppercase while syncing to ranger

Note: Policy authorization is case sensitive. Therefore, usernames and groups names synced to ranger
must match the exact case of the users and groups resolved by the services such as hdfs, hive, hbase,
etc. For example, consider dev_ops (all in lower case). Ranger does not treat this as the same value as
Dev_Ops which may have been synced from AD and applied to some policies.

ranger.usersync.group.searchbase - Used to search a particular OU in AD for groups. Multiple OUs can be
specified with ; separated. For example, the example AD shows two OUs that must be searched for groups:

» ou=hadoop groups,dc=cloudera,dc=com (complete DN for ou=hadoop groups)
» ou=security groups,dc=cloudera,dc=com (complete DN for ou=security groups)
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ranger.usersync.group.searchfilter - In this example, since only 3 groups exist in hadoop groups OU and
security groups OU and since al 3 require sync to Ranger, you can specify the filter ascn=* . The value for
this property follows standard |dap search query filter format.

Note: Later, if anew group isadded in AD under these OUs and if the customer wants those groups to
be sync’d to ranger, no configuration change to usersync is required.

ranger.usersync.user.searchenabled - In this example, since the customer wants to sync users from dev_ops
groups to provide admin access to Ranger Ul, this property is set to true.

11
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3. To definethe required configuration properties that control user synchronization from AD, scroll to Usersync User
Search Base, then define the configurations properties appropriate for the environment. Configurations shown
here match the Example AD environment.

Figure 7: Ranger Usersync user configuration settings

Usersync User Search Base Ranger Usersync Default Group D Undo ®
ranger.usersync.ldap.user.searchbase ou=vendors,dc=cloudera,dc=com,ou=service accounts,dc=cloudera,dc=com
& ranger.usersync.ldap.user.searchbase
Usersync User Search Scope Ranger Usersync Default Group ®
ranger.usersync.ldap.user.searchscope
sub

& ranger.usersync.|dap.user.searchscope

() base

) one
Usersync User Object Class Ranger Usersync Default Group D Undo ®
ranger.usersync.ldap.user.objectclass

) user
& ranger.usersync.ldap.user.objectclass
Usersync User Search Filter Ranger Usersync Default Group D Undo ®
ranger.usersync.ldap.user.searchfilter (memberof=cn=dev_ops,ou=security groups,dc=cloudera,dc=com)
& ranger.usersync.|dap.user.searchfilter
Usersync User Name Attribute Ranger Usersync Default Group 'O Undo (6]
ranger.usersync.ldap.user.nameattribute
) sameaccountname

&} ranger.usersync.ldap.user.nameattribute
Usersync Referral Ranger Usersync Default Group 0]
ranger.usersync.ldap.referral I© ignore
&} ranger.usersync.|dap.referral J

() follow

) throw
Usersync Username Case Conversion Ranger Usersync Default Group 'O Undo (6]
ranger.usersync‘Idap.username,caseconversmn_ O none
2} ranger.usersync./dap.username.caseconversion

lower I
O upper

A few specific pointsto consider about user config settings:

e ranger.usersync.ldap.user.searchbase - This configuration is used to search a particular location in AD for
users. Specify multiple OUs with ; separated.

Note: If users are distributed across several OUs, specifying a base directory, for example,
dc=cloudera,dc=com might be convenient and is highly recommended to restrict the search with
proper filters.
e ranger.usersync.ldap.user.searchfilter - In this example, since the customer wants to sync only the
users that belong to dev_ops, the value for this property is (memberof=cn=dev_ops,ou=security
groups,dc=cloudera,dc=com) .

Note: Wildcards are not supported only when the memberof attribute is used for searching. If you
E use attributes such as cn or samaccountname for filtering, you can specify wildcards. For example, (|
(cn=asm*)(samaccountname=acar*))
 ranger.usersync.ldap.username.caseconversion - Used for converting the case of the username. Three possible
options are;

* None - Usernames are synced to ranger asis from AD/LDAP. Thisisthe default setting.

* Lower - All the usernames are converted to lowercase while syncing to ranger. Thisis the recommended
Setting.

« Upper - All the usernames are converted to uppercase while syncing to ranger

12



Configure Usersync assignment of Admin users

Note: Policy authorization is case sensitive. Therefore, usernames and groups names synced to ranger
E must match the exact case of the users and groups resolved by the services such as hdfs, hive, hbase,

etc. For example, consider asmith (all in lower case). Ranger does not treat this as the same value as

A Smith which may have been synced from AD and applied to some policies.

How to automatically assign Admin and Key Admin roles for external users

Ranger provides configuration for defining roles for external users.

Usersync pulls in users/groups from your external user repository, such as LDAP/AD, and populates the Ranger
database with these users/groups. Use this procedure to automatically assign roles to specific users/groups. The
example properties shown in this topic automatically assign the ADMIN/KEY ADMIN roleto external users.

Currently, Ranger supports various roles (or privileges) to be assigned to a user:

ROLE_SYS ADMIN

Has permission to create users, group, roles, services, and policies, run reports, and perform other
administrative tasks. Admin users can also create child policies based on the original policy.

ROLE_KEY_ADMIN

Has permission to manage (create, update, or delete) access policies and keys for Ranger KMS.
ROLE_USER

Has least privilege (and default role) assigned to a user. All users are assigned this default role.
ROLE_ADMIN_AUDITOR

An Admin user with read-only permission.
ROLE_KEY_ADMIN_AUDITOR

An Admin user with read-only permission for Ranger KMS.

Auditor and KM S Auditor roles have been introduced in Ranger Admin. Users with these roles have read-only access
to al the services, policies, user/groups,audits and reports.

* TheAuditor role allows a user with Auditor role to view all information that a user with Admin role can see. A
user with Auditor role will have aread-only view of auser with Admin role. In other words, a user with Auditor
role user will be blocked from the create/update/del ete/import/exportJson of all APl in the Ranger Ul and curl
command.

e TheKMS Auditor role allows a user with KM S Auditor role to view all information that a user with Keyadmin
role can see on the Ranger Ul. A user with KM S Auditor role will have aread-only view of a user with Keyadmin
role. In other words, a user with KMS Auditor role will be blocked from create/update/del ete/import/exportJson of
al API in the Ranger Ul and curl command.

* Userswith the Auditor or KMSAuditor role, even if delegated as admin in any policies of any services, will be
restricted from create/update/del ete/import/exportJson. In other words, users with Auditor or KM S Auditor role
have view-only access based on their role.

e A user with KMS Auditor role cannot get keys, even if that user is added in policy.
e Userswith Auditor or KM S Auditor role can change their password.
* No user has Auditor or KMS Auditor role by default.

e Userswith Auditor or KM S Auditor role can export policiesto excel and csv file formats.

13



Configure Ranger Usersync for Deleted Users and Groups

A user can have only onerole, and that roleis determined by the last role assigned, depending in part on group
membership.

For example, if the role assignment rules are configured as follows:

ROLE_SYS ADMIN:u:Userl, User2& ROLE_SYS ADMIN:g:Groupl, Group2& ROLE_AUDITOR:g:Group3,
Group4& ROLE_USER:g:Group5

and if auser belongsto Groupl & Group5, then the role assigned to that user isSROLE_USER.
Similarly, if auser belongsto Group2 & Group3, then the role assigned to that user isROLE_AUDITOR.

If the user does not belong to any of these groups (Groupl, Group2, Group3, Group4, or Group5), then the default
role assigned to the user isROLE_USER.

If the user belongs to only Groupl, then the role assigned to the user isROLE_SYS ADMIN.
To automatically assign the ADMIN/KEY ADMIN role to external users:

1. In Ranger Configuration Search , type role.assignment.
2. In Ranger Usersync Default Group: verify that the following default delimiter values appear for each property:

ranger.usersync.role.assignment.list.delimiter &
ranger.usersync.users.groups.assignment.list.delimiter
ranger.usersync.username.groupname.assignment.list.delimiter
ranger.usersync.group.based.role.assignment.rules

3. InRanger UserSync Group Based Role Assignment Rules, type the following value as one string:
ROLE_SYS ADMIN:u:Userl,User2& ROLE_SYS_ADMIN:g:Groupl,Group2&
ROLE_KEY_ADMIN:u:kmsUser& ROLE_KEY_ADMIN:g:kmsGroup&
ROLE_USER:u:User3,User4& ROLE_USER:g:Group3,Group4&

ROLE_ADMIN_AUDITOR:u:auditorUsers,auditors&
ROLE_ADMIN_AUDITOR:g:adminAuditorGroup,rangerAuditors&

ROLE_KEY_ADMIN_AUDITOR:u:kmsAuditors& ROLE_KEY_ADMIN_AUDITOR:g:kmsAuditorGroup
where "u" indicates user and "g" indicates group

4. Click Save Changes (CTRL+S).

5. If Usersync requires no other changes, choose Actions Restart Usersync .

How to configure Ranger Usersync for users and groups that have been deleted from the sync source.

Y ou can configure Ranger Usersync to update Ranger when users and groups have been deleted from the sync source
(UNIX, LDAP, AD or PAM). This ensures that users and groups — and their associated access permissions — do not
remain in Ranger when they are deleted from sync source.

14



Configure Ranger Usersync for Deleted Users and Groups

1. In Cloudera Manager, select Ranger > Configuration, then use the Search box to search for Ranger Usersync
Advanced Configuration Snippet (Safety Valve) for conf/ranger-ugsync-site.xml. Use the Add (+) icons to add the
following properties, then click Save Changes.

ranger.usersync.del etes.enabled true Enables deleted users and groups synchronization. The default setting is false
(disabled).
ranger.usersync.del etes.frequency 10 Sets the frequency of delete synchronization. The default setting is 10, or

once every 10 Usersync cycles. Delete synchronization consumes cluster
resources, so alower (more frequent) setting may affect performance.

- T Proy 24 ]
o] feouzes Cluster 1
@ RANGER-1 Actions ~ Jun 4, 8:57 PM UTC
Clusters . .
Status  Instances  Configuration ~Commands  Charts Library ~ Audits ~ Ranger Admin Web UIZ'  Quick Links +
Hosts
Diagnostics [ Q ranger-ugsync-site.xml @Filters (1)  Role Groups History & Rollback
o Audits
Filters (1 Clear All
Charts ( ) Show All Descriptions
SCOPE Clear Ranger Usersync Advanced Ranger Usersync Default Group 'O Undo ®
Replication Configuration Snippet (Safety View as XML
Valve) for conf/ranger-
£ Administration ugsyne-site.xm Name [ ranger.usersync.deletes.enabled | w ®
4 conf/ranger-ugsync-
& Private Cloud CZ3 Ranger Usersync 1 site.xml_role_safety_valve Value [ true
CATEGORY
Description [
Advanced 1
() Final
Name [ ranger.usersync.deletes.frequen | T ®
Value ’ 10
Description ’
STATUS
() () Final
£ Parcels A
(£ Edited 1
X Running Commands sk Non-Default 1

1-10f1

& Support

o admin

7.4.2 1 Edited Value Reason for change: | Modified Ranger Usersync Advanced Configuration Snippet (Safety Valve) for c¢ ‘ Save Changes(CTRL+S)
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Configure Ranger Usersync for Deleted Users and Groups

2. Click the Ranger Restart icon.

_ [ CUCr UEpIOyTENT IO ZUZ Viay-TU 1257
CTODDERA Cluster 1
Manager
_ @ RANGER‘1 Actions ~ - Jun 4, 8:58 PM UTC
= Clusters Stale Configuration: Restart
= Status  Instances  Configuratio needed y  Audits  Ranger Admin Web UIZ'  Quick Links v
00 Hosts
LA Diagnostics [ Q ranger-ugsync-site.xml @Filters (1) Role Groups History & Rollback
@B Audits
Filters (1 Clear All
|~ Charts ( ) Show All Descriptions
- SCOPE Clear Ranger Us‘ersync>Advanced Ranger Usersync Default Group ®
21 Replication Configuration Snippet (Safety View as XML
Valve) for conf/ranger-
& Administration ugsync-site.xml Name [ ranger.usersync.deletes.enabled ‘ oW ®
 conf/ranger-ugsync- )
& Private Cloud (D Ranger Usersync 1 site.xml_role_safety_valve Value ‘ e ‘
CATEGORY
Description \ }
Advanced 1
[ Final
Name ‘ ranger.usersync.deletes.frequen: ‘ o ®
Value \ 10 }
Description [ ‘
STATUS ¢
(] () Final
& Parc A
Z Running Commands % Non-Default 1
PRV
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3. On the Stale Configurations page, click Restart Stale Services.

[ CDEP DEPIOYMENT IO ZUZT-VIay-TU TZ:

crou Cluster 1
Manager
I Stale Configurations
& Clusters
File: conf/ranger-ugsync-site.xml RANGER-1(1) = Show
Hosts i
° Filters Clear Al ... ... ee -197,6 +197,14 ee
197 197 <property>
E Diagnostics FILE 198 198 <name>ranger .usersync.kerberos.principal</name>
199 199 <value>rangerusersync/_HOST@ROOT .HWX.SITE</value>
7o Audits 248 ig? </property>
+ <property>
) 202 + <name>ranger .usersync.deletes.enabled</name>
Charts 203 + <value>true</value>
File: conf/ranger-ugsync-site.x... 1 ;g‘; P Spreperye
A1 Replication ile: i * <property>
= P File: conf/rangeradmin.propert... 2 206 + <name>ranger.usersync.deletes.frequency </name>
207 + <value>10</value>
{6 Administration 208 + </property>
201 209 </configuration>
& Private Cloud CEI ZE2R R0
File: conf/rangeradmin.properties RANGER-1(1) ' Show

. @@ -1,5 +1,9 @@

1 1 dhoyle717-1.dhoyle717.root.hwx.site:ranger.externalurl=
2 2 dhoyle717-1.dhoyle717.root.hwx.site:ranger.service.http.port=6088
3 3  dhoyle717-1.dhoyle717.root.hwx.site:ranger.service.https.attrib.ssl.enabled=fa
SERVICE Clear 4 4 dhoyle717-1.dhoyle717.root.hwx.site:ranger.service.https.port=6182
5 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.externalurl=
6 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.service.http.port=6080
J ATLAS-1 1 7 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.service.https.attrib.ssl.enabled=fa
4 HBASE-1 1 8 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.service.https.port=6182
@ HDFS-1 1 5 9
& HIVE-1 1
© HIVE_ON_TEZ-1 1 File: conf/rangeradmin.properties RANGER-1(2) | Show
4 IMPALA-1 1 . @@ -2,5 +2,10 @@
% KAFKA-1 2 2 2 dhoyle717-1.dhoyle717.root.hwx.site:ranger.externalurl=
KNOX-1 1 3 3  dhoyle717-1.dhoyle717.root.hwx.site:ranger.service.http.port=6080
4 4 dhoyle717-1.dhoyle717.root.hwx.site:ranger.service.https.attrib.ssl.enabled=fa
& KUDU-1 2 5 5 dhoyle717-1.dhoyle717.root.hwx.site:ranger.service.https.port=6182
@ RANGER-1 3 6 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.authentication.method=PAM
Parcels SCHEMAREGISTRY-1 2 7 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.externalurl=
~ 8 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.service.http.port=6080
Running Commands ?: STREAMS_MESSAGING_M... 2 9 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.service.https.attrib.ssl.enabled=fa
= YARN-1 1 10 +dhoyle717-2.dhoyle717.root.hwx.site:ranger.service.https.port=6182
Support 8 L
ROLE TYPE

admin

Restart Stale Services

[ UULT UTpIUyTITET TN ZUZ TVIAy TU T2 7]

CLOUD=RA

Manager Restart Stale Services

@ Review Changes
Review Changes

2 Command Details
All services running with outdated configurations in the cluster and their dependencies will be restarted.

Re-deploy client configuration
Parce

Running Commands

Support

admin

Back Restart Now

5. A progressindicator page appears while the services are being restarted. When the services have restarted, click
Continue.
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Configure Ranger Usersync for Deleted Users and Groups

6. Usersthat have been deleted in sync source are not automatically deleted in Ranger — they are marked as Hidden
and must be manually deleted by the Ranger Admin user, and then Ranger Usersync must be restarted.

In the Ranger Admin Web Ul, select Settings > Users/Groups/Roles. Click in the User List text box, then select
Vidibility > Hidden.

"7}" Ranger U Access Manager [ Audit Security Zone £+ Settings ‘v.‘ admin v
Last Response Time : 06/08/2021 03:58:33 PM
Users Groups Roles
User List
p— e e | saveni - 6
Hidden |
O \iifi.l.)l.e._...- ——eeAddress Role User Source Groups Visibility
O amin [ acmio
D rangerusersync m m rangerusersync m
O rangertagsync m m rangertagsync m
O b (U] [hadoop [
O e (ser [hive] (Vi
@] cloudera-scm m m m
O s (ser 1o (Vi

7. To delete ahidden user or group manually, select the applicable check boxes, then click the red Deleteicon, as
shown in the following example.

‘ﬁ ) Ranger U Access Manager [ Audit (%) security Zone % Settings lv.‘ admin ~
Last Response Time : 06/08/2021 04:04:05 PM
Users Groups Roles
User List
Q VISIBILITY: Hidden m
User Name Email Address Role User Source Groups Visibility

Y ou can delete multiple users or groups by running a "delete" script on the command line interface.

For example:

Sanmpl e command to del ete users:
pyt hon del et eUser G oupUtil.py -users <user file path> -adnin <ranger admin
user> -url <rangerhosturl> [-force] [-sslCertPath <cert path>] [-debug]

Sanpl e command to del ete groups:

pyt hon del et eUser GroupUtil.py -groups <group file path> -adm n <ranger
adm n user> -url <rangerhosturl> [-force] [-sslCertPath <cert path>] [-d
ebug]

Note: The deleteUserGroupUtil.py script installs as part of the Ranger installation on the node where
Ranger Admin runs, in the following location: /opt/cloudera/parcel SCDH/lib/ranger-admin/ .
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Configure Ranger Usersync for invalid usernames

8. In Cloudera Manager, select Ranger > Ranger Usersync, then select Actions > Restart this Ranger Usersync.

[ CDEPT Trom ZUZT-M@y-T0 1237 |

m CLOSDERA Cluster 1 / RANGER-1 / dhoyle717-1

Manager

[searcn | @ Ranger Usersync e OIS L

=
Clusters Status  Configuration  Processes  Comr Log Files v Stacks Logs v Quick Links ~

Stop this Ranger Usersync

Ui Hosts
Restart this Ranger Usersync

Diagnostics Health Tests narts 30m 1h 2h 6h 12h 1d 7d 30d &~
Enter Maintenance Mode
Show 4 Good 'he query returned partial results. Exceeded the time series stream
mit for the query of 248 stream(s). Query: 'select service_time,
\wait_time, await_read_time, await_write_time where
lostld="99199adb-e4ef-4749-a982-6db48e6f2728" and category =
List Open Files (Isof) lisk and logicalPartition = false'. The limit is configurable under

. \dministration>Settings>Maximum Number Of Time-Series Streams
{6+ Administration Health Histo ry Collect Stack Traces (jstack)  eturned Per Line-Based Chart.

fp Audits

Charts Show 2 Disabled Refresh Ranger Usersync

2! Replication

& Private Cloud CED > 2 Became Good Heap Dump (jmap) Show 2 more...

Heap Histogram (jmap -histo)
~VM Heap Memory Usage ©

> 2 Became Disabled Jun49:09:47PM
M|
File Descriptors Good Jun49:00:42 PM ¢ e
> 1 Became Good =
File Descriptors Unknown Jun49:08:52PM  *

> 1 Became Unknown ranger_usersyn... 1023M  =ranger_usersync... 320M

Note:

E ¢ Sync sourceistracked when processing Ranger users and groups for deletion. If the same user name
for a separate sync source already exists in Ranger DB, that user will not be updated or marked as
hidden.

e For AD/LDAP sync:

e After marking auser or group as deleted/hidden in Ranger, the user or group status does not change
automatically. The user or group must be manually deleted (or deleted using the cli "delete” script).
Usersync must be restarted to reflect any changes to the same user name in the source.

* For example, a user (Bob) from one OU (say Engineering) is deleted from the source and is marked
as deleted in Ranger admin. If the same user name (Bab) is subsequently added back to the same
OU, the user status will not be automatically enabled. The user must be manually deleted and
Usersync must be restarted to implement the changes.

e If anidentical user name (say Bob) is deleted from one OU (say Engineering) and added to a
different OU (say Finance) between the sync cycles, user Bob is marked as hidden/del eted only
when the delete cycle istriggered. Until then there is a security risk that user Bob from Finance
will be granted the permissions for Bob from Engineering.

How to configure Ranger Usersync to manage usernames containing invalid characters.

Ranger Usersync pullsin users/groups from your external user repository, such as LDAP/AD, and populates the
Ranger database with these users/groups.

Aninvalid username contains at least one invalid character. Ranger fails to create a set of usersif an invalid username
exists within that set of users. Usersync perpetually tries to recreate this user set without creating Ranger or Cloudera
Manager alerts. This error appearsin both Usersync and admin logs, but the log output lacks necessary details such as
the invalid username. By adding the following configuration, you cause Usersync to recognizeinvalid charactersin a
user/group name and then skip synchronization for any names that contain invalid characters.
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Adding default service users and roles for Ranger

1. In Cloudera Manager Ranger Configuration, type Ranger Usersync Advanced Configuration Snippet (Safety
Valve) in Search.

2. Inthe Ranger Usersync Advanced Configuration Snippet (Safety Valve) for conf/ranger-ugsync-site.xml

+

configuration, select to include the following property:

« In Name, type: ranger.usersync.name.validation.enabled
e InValue, type: true

3. Click Save Changes.

4. Restart Ranger.

E Note: This configuration property is set to false by default.

Ranger Usersync now successfully synchronizes al valid usernames from the external user repository and skips any
usernames containing invalid characters.

Cloudera Manager creates default Ranger Admin roles for the minimum set of service users by default.
Runtime releases 7.1.8 and 7.2.16 introduce a new configuration property:

Name
usersyncranger.usersync.whitelist.users.role.assignment.rules

Default Value
&ROLE_SYS ADMIN:u:admin,rangerusersync,rangertagsync,ranger,rangeradmin,rangerraz,rangerrms& ROLE_KEY _.

This property uses same format as ranger.usersync.group.based.role.assignment.rules. It is populated by Cloudera
Manager with default service usernames. For custom principals, this configuration must be updated accordingly for
the role assignments rules to be applied appropriately by Ranger usersync. Any change to these configuration values
reguires arestart of Ranger usersync. Ranger usersync applies these rules during restart and every sync cycle, if
changed. If the same service user existsin:

* ranger.usersync.whitelist.users.role.assignment.rules, and
e ranger.usersync.group.based.role.assignment.rules

with different role assignments, then the role assignment from ranger.usersync.whitelist.users takes priority. Thisis

true even if ranger.usersync.group.based.role.assignment.rules has role assignment rules for a group that has service
users as members. Any changes to the role assignments made to these service users from Ranger Ul or rest APl are

temporary and will reset in the next Ranger usersync sync cycle.

How to set the keystore file location and password for Ranger Usersync

Ranger Usersync role creates a default keystore file, ranger.usersync.keystore.file during restart. UNIX
authentication in Ranger Admin requires this keystore file. The keystore file takes a password from the
ranger.usersync.keystore.password configuration, exposed in Cloudera Manager supporting CDP 7.1.6 and higher.
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Ranger user management

Setting custom keystore credentials for Ranger Usersync overrides the default credentials.

Note: Setting custom keystore credentials addresses the issue of using the default, self-signed certificate
E created for usersync for port 5151. After performing this procedure, you can use your custom, CA-signed
certificate.

To set Ranger Usersync custom keystore credentials:

1. In Cloudera Manager Ranger Configuration , type Ranger Usersync Advanced Configuration Snippet in the
search field.

2. In Ranger Usersync Advanced Configuration Snippet (Safety Valve) for conf/ranger-ugsync-site.xml , enter the
following:

a) In Name, type: ranger.usersync.keystorefile

b) InVaue, type: <keystore file path>

In Cloudera Manager Ranger Configuration , type Usersync Keystore Password in the search field.
In ranger.usersync.keystore.password, type a new password.

Click Save Changes.

Restart Ranger Usersync.

S

Ranger uses the custom keystore file location and password values instead of the default values.

Reference information on Ranger user management, when configuring Ranger AD integration.

To delete a user, select the check box for the user in the User Name list, then click the red Delete button. Ranger
removes the user from al policies.
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Ranger user management

Ranger UAccess Manager [ Audit Security Zone $ Settings
Users Groups Roles
User List

Q Search for your users...

O) User Name Email Address Role User Source Groups Visibility
hate [Usor] (Exiomal] [hacoop ] s
rangerlookup [ User | m -
livy =  Extornal livy |

o ohrony (User] (Estoma] [ervony [Vsie]
ania (uoer] (Ectomal [hdoop ] i

O kafka ser] [ Extornal  visisie
knoxui (oer] (Extomal cz=m

o yam = [Extomal] [hacoop ] yarn [V
hue =  External |  hue |

7 | sqoop User | [ External sqoop [visiole |
(ser] (Extomal [5ystemaounai | wheel L am] contos
storm [sor] [Eccomal] -
knox =  External [ hadoop | nox

) mapred =  External

o [usr] [Exomal -

0 e (U] [Extomal =

7 auditor [ Auditor | = -

) new-userl [ Admin | [ internal | -

[ Admin == [ pubic
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