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Cloudera Runtime Searching overview

Searching overview

Search using any metadata text, by entity type, entity and system attribute value, classification, or glossary term.
Y ou can search for entities using four search modes:

» Freetext from all string-type metadata, including classifications, |abels, Business M etadata attributes, and user-
defined properties

* By entity type, with refinements by system attribute, entity attribute, Business Metadata attribute, classification,
term, label, or user-defined property

» By classification

e By glossary term

Search by Entity Type Free Text Search

@ Apachle Atlas L‘ Q Lol (7] &

™ CLASSIFICATION & GLOSSARY

Results for: Type: impala_process

Advanced (@

Exclude sub-types Exclude sub-classifications Show historical entities
— Search by Classification
[+ hpache Atlas Gwner s Description & Types Classifications Term
Q, SEARCH e hd *
n
@ Apache Atlas _
PIRE x|+ Airbag EAIE
Q SEARCH W CLASSIFICATION

Page Limit: | 2 -

AUTO_INSURANCE
Terms Category

BANKING

CONSUMER_BANKING

Favorite Searches

contact sources » (O Automotive

4 [J Finance
.

current customer

DATA_QUALITY

Related Information

Using Free-text Search

Using Basic Search

Using Search filters

Searching for entities using classifications

Searching for entities using Business M etadata attributes
Searching for entities using terms

Using advanced search

Saving searches
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Search using an entity type in Basic Search.
With Basic Search, Atlasreturns all of the entities of the type you select.

There are many ways you can define a Basic Search. Setting a value in more than one search field builds alogical

AND condition for the search. To repeat the same search, click the Refresh button. B
Search By Type

e Choose an entity typeto limit the search.
e Choose_ALL_ENTITY_TYPESto apply an attribute filter across al entity types.

T
Search By Type and specify attribute values using the Filter .

The Attribute Filter dialog box lists all the attributes that correspond to the selected entity type,
including:

» Technical attributes specific to the entity type

» System attributes, including classifications, labels, and user-defined properties

» Business Metadata attributes

e Terms

Note: When searching on classificationsin the Search By Type filter, use "contains'

IE rather than "=" for thefilter operator. If there is more than one classification assigned
to an entity, "contains’ matches a single classification name; equal only matches the
entirelist of classifications names.

Sear ch By Classification

» Choose an existing classification; the search returns al entities that have that classification
assigned to them.

e Choose ALL_CLASSIFICATION_TYPESto apply an attribute filter across all classifications.

e Choose _CLASSIFIED or _NOT_CLASSIFIED with an entity type selected to find entities of
that type with any or no classifications assigned.

Search By Classification and specify attribute values using the Filter n

The Attribute Filter dialog box lists al the attributes for the selected classification; set avalueto one
or more attributes to define the search. Y ou can choose to match partial strings using the "contains’,
"begins with", and "ends with" operators.

Search by Term

Choose an existing glossary term. Y ou can enter the first few lettersto select aterm from alist of
matching terms. Thisfilter is case-sensitive.

Search by Text

Search on string values for technical, system, Business Metadata, and classification attribute values.
Labels and terms are also included. This search is the same as the Free-Text search; note that when
you enter text in the Free-Text search box, it fillsin this Search By Text field also.

Y ou can also save these searches when they are useful to run more than once.
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Related Information

Using Free-text Search

Searching for entities using Business M etadata attributes
Searching for entities using terms

Searching for entities using classifications

Saving searches

Apache Atlas metadata attributes

Using Search filters

Using Search filters

The Basic Search panel includesfilter iconsthat allow you to search for entities based on one or more attribute
values.

In afilter row, the attribute data type determines which of the following operators can be used to define your search
criteria

Strings Enumerations Numerics

Boolean

> > >
< < <
isnull isnull isnull isnull
isnot null isnot null isnot null isnot null
contains
begins with
ends with

All classification attributes are string values; numerics include byte, short, int, float, double, and long attribute data
types.

Note: If the attribute you are searching for could include multiple values, use "contains' rather than "=" to
make sure the search finds the individual value out of thelist.
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F
Attribute Filter

OR + Add filter | @ Add filter group

0

Ak

ProcessingStage (string)

contains
begins with

ends with ( y
is null Cancel m Search
is not null .

To search on values for more than one attribute, add another filter row to the search filter (click Add filter). The
search can find entities matching either filter criteria (logical OR) or matching both criteria (logical AND). Set the
logic using the AND / OR buttons at the top-left of the filter rows.

Y ou can combine logical AND and OR criteria using filter groups. The logic is the same within afilter group; use
more than one filter group to produce both AND and OR logic. For example, the following Classification attribute
filter searches for entitiesthat are at "new" or "acknowledged" stagesin their processing and are owned by the
Finance business team.

Attribute Filter

.+ Add filter [ © Add filter group |

BusinessOwner (string) = = Finance n
AND [+ Add filter | © Add filter group | x Z}L-IL-tr:\_
ProcessingStage (string) +  contains : New u
ProcessingStage (string) ¥ contains = Acknowledged u

C e Apply
[ o

If you wanted to further limit the search results to the entities that were created in Atlasin the last 24 hours,
you would open the attribute filter for Search by Entity Type and set the system attribute "Created Timestamp"
less than 24 hours. To open the Search by Entity Type filter, you would need to select an entity type or

" ALL_ENTITY_TYPES'.
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Using Free-text Search

Attribute Filter

Created Timestamp (dati ¥ || >

Using Free-text Search

j + Add filter | € Add filter group

05/05/2020 12:00 AM

- m o

Apache Atlas builds aranked index of metadata values so you can search for values across all metadata.

The search field in the top of the dashboard lets you search for entities, classifications, or terms by entering any full or
partial text to match any entity metadata values. Atlas searches all metadata fields that have string data types, so you
can use this search tool to find entities by their labels, descriptions, locations, or other metadata.

Free Text Search

@ Apache Atlz

W CLASSIFICATION = GLOSSARY

Favorite Searches

Q empl

& admin

—

G fraw_zonehremployees (hdfs_path)

@ creats external table if not exists hr.emplof,
phene string , email string , dateafbirth date , reg
fiedds terminated by ', stored as texifile location ')
tniproperties("skip. header line.count™="1") {hive

ees_masked| id int, name atring , age int
n string , salary int ) row format delimited
aw_zonehrlemployees’

rocess)

creale external table if nol exists br.
phene siring , email string , datecfbirth datg
fiedds terminated by ', stored as textfile loc;

Top Results |

ik ma string , age int ,
w format delimited

55 _axecution)

tiproperties("skip header ine.count™="17):
employess_masked (hive_table)

@ create external table if not exists hr.amplog:
, emall string , dateofbirth date , region siring , &
by ' stored as ftextfile location raw_zone/hriemg
iblproperties|"skip header line.count™=" 1°): 15840

3

ees| id int, name siring , age int , phone siring
fary it | row format delimited fields terminated
loyees'

0182653 (hive_process_execution)

employess
Suggestions
employess_masked
consent_... hive Rive_sble [ REFERENCE. | +|
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Searches are case insensitive. Searches automatically append the asterisk (*) wildcard to the search term or terms so
that the search behavior isto find partial strings anywhere they occur in the metadata value. The following single and
double characters have special meaning:

t-&& [ L) {2
If your search string includes one of these characters, surround the string in double quotation marks or escape the

special character with a backslash.

Y ou can see that the search terms you use in the search at the top of the dashboard are a'so inserted into the free text
search field in the left Search panel: you can combine the free text search with other selections to narrow the search
results. The combination acts asan “AND” with other search criteria.

Search result ordering: The search results are ranked by how well they match the search terms, with entities that
match on more than one metadata val ue being ranked higher.

Different metadata have different scores, where the highest scoring metadata fields are entity names, including Kafka
topic names. Descriptions, usersowners, query text, and comments rank next. Locations, namespaces, domains, etc.
come next. Search results are not ordered in any specific way among results that have the same search ranking.

Suggestions: Asyou enter your search text, you see the five highest-ranked matching items and as many asfive
suggestions.

The matching items are ranked in the same way as the general search results, case-sensitive (at the moment) terms
that “contain” the search terms; If there are more than five search results with the same search ranking, the five shown
are randomly ordered from the highest scoring results.

The suggested items are chosen from search results that match with a*“ starts with” behavior.

When you perform search operations in Atlas, note some of the new changes that arein effect.

First use case

Performing freetext / quick search does not require pre-fixing the attribute name in the search text query.
Y ou can directly search for the entities by searching with its value.

For example:

To search entity having:

qualifiedName="default.avbzi_random_table@cm"

Y ou can directly add "default.avbzi_random_table@cm" in the search bar.
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(&) Apache = Q ail & admi
W CLASSIFICATION & GLOSSARY
Results for: ( Type: _ALL_ENTITY_TYPES ) AND ( Query: default.avbzi_random_table )
If you do not find the entity in search result below then you can tit
Advanced @
(] Exclude sub-types [] Exclude sub-classifications [] Show historical entities -
-ALL_ENTITY_TYPES Name ¢ Owner 2 Description ¢ Type s Classifications Term

O - + +

Showing 1 record m Page Limi 25

default.avbzi_random_table

Favorite Searches

Second use case

While using the basic / quick search in Atlas, the characters which are not alphabetic and numeric are considered as
special characters except for the following characters:

L, anand!
Note: Whenusing ., :, and ‘ characters, if the prefix or suffix does not contain alphabet character, it is
E considered a special character.
For example:
default.1marketing > . will be considered as a special character because suffix is numeric not alphabetic
default.marketing > . will not be considered as a special character because prefix and suffix are al phabetic

Additionally, while performing the search operation, when the search string has special characters, SOLR tokenizes
the string enabling the search result query to provide OR condition of each tokenized string.

For example: if search string is provided as default.avbzi_random_table@cm

resultsin, picking up all the matching documents or attributes, where, attribute contains default.avbzi_random_table
OR cm.

10
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Q Apache = | Q default.avbzi_random_table@cm)| x [shl & admin
W CLASSIFICATION % GLOSSARY
o avbzi_random_table (hdfs_path)
Ad 4d® o /warehouse/tablespace/external/hive (hdfs_path)
vance: :

No suggestions found

Favorite Searches

If astring is enclosed with double quotes, SOLR does not tokenize and behave as a single string.
For example: if search string is like "default.avbzi_random_table@cm”

resultsin, picking up all the matching documents or attributes, where, attribute contains default.avbzi_random_table

AND cm.
: ) Apache = Q ‘bs—fuul! avbzi_random_table@cm" x [shl & admin
W CLASSIFICATION & GLOSSARY
o avbzi_random_table (hdfs_path)
Advanced @
Sea

No suggestions found

Favorite Searches

Third use case

In Atlas, name and qualifiedName attributes are different in the way they operate in Atlas Properties. The
qualifiedName is a text-based attribute while the name is a string-based attribute. SOL R does not tokenize any string
type attribute and does tokenize the text-based attribute.

When you search for 'STRING' type attribute called: ‘'name’, the following conditions must be met:

» Client hasto escape 'space’
» For the partial search, client hasto append "{*}

11
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<\ Apache Atlas = Q namefield_having@specialC’| x Wl & adn

W CLASSIFICATION & GLOSSARY
o namefield_having@specialChar (hdfs_path)

Advanced @

No suggestions found

Search

Favorite Searches

For example: While searching for string with name = finance  department@axis, user hasto search like finance\
department*

Whenever you search for a ' TEXT' type attribute called: 'qualifiedName, the following conditions must be met:

* No Need of escape 'space’. If it is escaped partial search will not work
» For partia search, no need of appending "{*}

For example: While searching for string with qualifiedName = finance  department@axis, user has to search like
finance department or finance\ department@axis

Atlas supports metadata and lineage updates from services like HBase, Hive, Impala, and Spark.

These updates are in the form of messages that are posted by these services. The messages contain Atlas entities
specific to the service. The notification processing module within Atlas processes these messages.

Typically, most of the metadatais tracked. Sometimes, a part of the schema changes more often than not and tracking
these frequent changes creates metadata that is insignificant. The Atlas notification processing system gets overloaded
with the frequently changing schema updates. The resultant outcome might be that the low-value messages are
processed at the expense of messages that contain critical schema updates.

To overcome such a pattern within a data processing pipeline, you can employ a couple of options:

* Ignore schema updates.
* Preserve an abbreviated form of the entity.

The Ignore and Prune feature within Atlas addresses this scenario for Hive Metastore and Hive Server2 (HS2) hooks.
This feature is a mechanism to specify which Hive tables should be ignored and which ones should be pruned. This
feature helps regulate data that is posted to Atlas. The user is able to choose data that is important for metadata
management and lineage capture.

E Note: This mechanism does not exist for other hooks.

Attention: Thelgnore/ Prune configurations feature is not supported when the configurations are provided
& in upper case or mixed case. Y ou must use the lower case while setting up the Ignore / Prune configurations.

12
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Tableswhose lifecycleis of no consequence are targeted for being ignored. Tables whose lifecycle need not be
tracked closely or for garnering minute details are targeted for pruning.

Attention: Atlastracks the table and table-level lineage; however, columns of pruned table and their column
& level lineage are not tracked in Atlas.

Asapart of the Extract/Transform/Load (ETL) data pipeline, services such as Hive use a number of temporary and/or
staging tables that are short-lived. These temporary and/or staging tables are generally employed during the extract or
transform phase before the data is loaded. Once the processing is complete, these tables are not used anymore and are
deleted.

With Atlas Hive Hook enabled, Atlas captures metadata events, lifecycle, and lineage of all the Hive entities.

Temporary tables that are created only to aid the devel opment process are safe to be ignored. Metadata for these
tables are not generated or reported into Atlas.

For staging tables, tracking details like columns and column-lineage in Atlas may not be useful. By not tracking
theinformation in Atlas, it can significantly reduce the time it takes to process notification and can help the overall
performance of Atlas.

Y ou can ignore temporary tables completely. Just the minimum details of these staging tables can be stored in Atlas,
to capture data lineage from source to target table through all the intermediate staging tables.

Theignore and prune configuration properties can be set both at Atlas server-side and Hive hooks configuration.
Setting it at Hive Hook side prevents Atlas’ metadata from being generated.

If the metadata for ignored and pruned elements is generated and posted on Atlas' Kafka topic, setting this property
on Atlas' server side handles these elements before they get stored within Atlas.

Both these properties accept Java regex expressions. For more information, see documentation.

The configurations are matched against the Hive table€’ s qualifiedName attribute.

Within the Hive hook, qualifiedName attribute value has this format: database.table@namespace

The namespace is the value specified by the atlas.metadata.namespace property.

For example, for a Hive hook, the property atlas.metadata.namespace is set to glv.

On that server, for atable tl which isa part of database dbl, the qualifiedName valueis. dbl.tb1@glv

Hook-side
atlas.hook.hive.hive_table.ignore.pattern
Atlas server side

atlas.notification.consumer.preprocess.hive_table.ignore.pattern

Hook-side

atlas.hook.hive.hive_table.prune.pattern

13
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Atlas server side

atlas.notification.consumer.preprocess.hive_table.prune.pattern

Y ou can configure both Ignore and Prune patterns to manage your data.

Atlas ignores temporary managed tables by default. But an external temporary table is captured because the table uses
the HDFS path for storage and Atlas creates alineage in between.

To disregard the temporary table and avoid Atlas processing it, you can set up appropriate configurations in Hive and
Atlas and later restart the services.

For example, if al tablesin the ‘sales’ database and the tables that contain *_tmp’ in the ‘finance’ database should be
ignored, the property can be set as follows in your Cloudera Manager instance.

Hive Metastore Server and Hive settings:

& HlVE-‘] Actions = Sep 15, 6:04 PM UTC
Status Instance Configuration Commands Charts Library
Q atlas| @ Filters Role Groups  History & Rollback
Filters
how All I
Atlas Service HIVE-1 (Service-Wide) *
SCOPE
ot atlas_se
e L ! Atlas
Hive Service Advanced HIVE-1 (Service-Wide) *

Configuration Snippet (Safety
atlas.hook hive.hive_table.ignore. pattern=finance\..*_tmp.* sales\..*
Valve) for atlas-

application.properties

CATEGORY o
| tion_properties_safety_valv
Advanced

Atlas Kafka Messages Spool  HIVE-1 (Service-Wide
Directory

k r
) atlas_message_spool_path

atlas.hook.hive.hive_table.ignore.pattern=finance\..* _tmp.* ,sales\..* issetin Cloudera Manager Hive Service
Advanced Configuration Snippet (Safety Valve) for atlas-application propertiesin Hive(HMS) and Hiveserver?2.

Atlas server
atlas.notification.consumer.preprocess.hive_table.ignore.pattern=finance\..* _tmp.*
With the above configurations, tables having _tmp in their names, in the finance database are ignored.

B Note: The"." isaspecial regular expression character, hence had to be escaped with a backslash (V).

Staging tables are created to hold data temporarily during a query execution and are manually dropped once the
processing is completed. It might be insignificant to track the details of the staging tables.

14
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For example, in the below images, the finance table contains 333 columns (column names blurred) and the staging
tables are created frequently by running an “INSERT OVERWRITE TABLE” query on the finance table. Processing
is executed on the data in staging tables and later the staging tables are deleted as observed in the table level lineage
diagram.

Table-level Lineage

finance (hive_table)

Classifications: ‘+
Terms: | 4
Properties ineage Relationships Classifications Audits Schema Tasks
Oty Hurgs =tos =i FEEDEEEE

\ 4

\& 4

oy 4 :@'

v [= v =
@ @

9
y
(2]
v

o

Q
Cl
Q

o
y ]
o ;
v

‘o

Every time you run a query to create lineage between tables, column-level lineage is also created along with table-
level lineage.

Note: If the query involvesall the columns, 333 hive_column_lineage entities are created and pushed to the
ATLAS HOOK Kafkatopic.

Saving searches

Saving a search saves the search criteria with a name that will help you remember what the search returns.

After you run a search, you can save it under aname in the list of Favorites. Here'swhat you can do to save a search
and to use a search you've already saved:

15
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Using advanced search

[rrree.

Select Classification

Search Term v

Save a search: Click
Save As after running
the search.

Modify an existing search:
Make changes to the search

criteria, then click Save. Favorite Searches

Run a saved search:
Click the name in the Table

Favorite Searches list.
Q, Search

# Rename
@ Delete

Open the menu to:
- Run a search,
- Rename it,
- Delete it.

Using advanced search

Apache Atlas advanced search lets you use a query language to combine criteria and refine search resullts.

Advanced search gives you more control over search criteria through the Atlas domain-specific query language.

In the left navigator pane, Search tab, switch to Advanced search mode by dliding the green toggle button from Basic

to Advanced.

16
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[:\ Apache Atlas Q

1 SEARCH W& CLASSIFICATION & GLOSSARY

Basic Search

Search Atlas for existing entities or

Basic @ Advanced &

Select an entity type if appropriate, then add your query to refine the search results. Here are some examples of
advanced search queries:

e Search for partial names

fromhive table where nane LIKE '* dim
e Searchin date ranges

Note that the entity attributes may contain date fields that are populated from the source while the system
attributes contain date fields that are populated when the entity is created in Atlas. The values can be different.

Entity attribute createTime
fromhiv
e table
where cr
eat eTi me
> ' 2019
-01-01'
and crea
teTime <
'2019-0
1-03'

System attribute Create  Timestamp
fromhiv
e table
where
ti mestam
p > '201
9-01- 01"
and _t
i mest anp
< '2019
-01-03'

* Search for deleted entities

System attributes (with two underscores before the name) are available on all entity types.

fromhive table where _ state = DELETED

17



Cloudera Runtime Using advanced search

e Search for multiple criteria

from hdfs_path where isFile = true and nane = "Il nvoi ce"

* Return specific metadata

fromhive_table where nane = 'custoner_dim sel ect owner, nane,
qual i fi edNane, createTinme

* Search for entities with classifications

fromhive_table where hive table isa D nmension select owner, nane, quali
fi edNane

See the advanced search reference for information about the query language and for more examples.

In Atlas, while using the Advanced Search feature, you can now search for entities based on the glossary term, by
using the newly introduced hasTerm keyword that allows users to search the entities which are tagged with them. You
can also search the entities based on relationship attributes using the where clause.

In order to search for those entities having a specific glossary term, you must add afully qualified name. For
example: {termName} @{ glossaryName} . This term gets compared with the qualifiedName attribute of glossary type.

Where as, when you add only the term name, the resultant output will be the available entities with the specific term
name. Thisisirrespective of what type of glossary it isin and would compare with the name attribute of the glossary

type.
Additionally, to search for entities related to the referenced entities, you must add the relationship attribute and value

to search for in thewhere clause. For example: To search for tables under a specific database. For example: {relatio
nshipName} { attributeName} = {value}

Examples of Glossary term filtering:

e Table hasTerm savingAccount1234

e Table hasTerm “savingAccount1234@Banking"

e Table hasTerm “savingAccount1234@Banking" where Table.name = "customer_dim" and tableType = "externa"
e Table hasTerm “savingAccount1234@Banking" select name orderby name desc

e Table hasTerm “savingAccount1234@Banking” limit 2

e Table hasTerm “savingAccount1234@Banking" or Table hasTerm "salesTerm@sal esGlossary"

* Table hasTerm “savingAccount1234@Banking" and Table isA Dimension

e Table hasTerm “savingAccounl1234t@Banking" and db.name = “Sales" or (Table.qualifiedName like "customer")
e Table where Table hasTerm “ savingAccount1234@Banking"”

e Table where (name = "customer_dim" and Table hasTerm “ savingAccount1234@Banking")

e Table hasTerm "savingAccount1234@Banking" select count() as terms

Examples of Relationship attributes filtering:

e Table where db.name = “ Sales4321"

e Table where name = “customer_dim” select columns

» Table where columns.name like “sales” and TableisA Dimension
e Table where db.name = “Sales4321” limit 2

e Table where db.name = “Sales4321" orderby name asc

e Table where db.name = “Sales4321" and columns.name like “sales’” and Table hasTerm
“salesTerm@salesGlossary” - (Combination of both where and hasTerm attribute and keyword respectively.)

Atlas Advanced Search language reference
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Cloudera Runtime

Atlasindex repair configuration

Apache Atlas Advanced Search (atlas.apache.org)

Y ou can use reindexing to troubleshoot Atlas basic search inconsistency.

Inyour instance running the Atlas service, add the following in Atlas Server Advanced Configuration Snippet
(Safety Valve) for conf/atlas-application.properties.

atlas.rebuild.index=true

atlas.patch.numwWorkers=3
atlas.patch.batchSize=300
Later, restart the Atlas Service.

PO

Attention:

* You must revert back this configuration once the reindexing is completed, else the reindexing takes place
on every restart.

* Thereindexing process will be done during Atlas restart, so Atlas will not be reachable till reindexing
process is completed.

« Thetime taken for reindexing depends upon the amount of data.

Incorrect search results related to a particular GUID can be repaired by limiting the reindex to that element.

atlas-index-repair/repair_index.py [-g <***GUID***>]

K

K

Note:

Atlas will use REST APIsto fetch the entity, which will need the correct authentication mechanism to be
specified based on the installation.

For an Atlas installation with username and password use the following:

atlas-index-repair/repair_index.py [-g <***GUID***>] [-u <***USER***>] [-p <***PASSWORD***>] *
guid: [optional]

Example:

atlas-index-repair/repair_index.py -u admin -p admin123-g  13d77457-2a45-4€92-ad53-al72c7ch70a5
For Atlasinstallations using Kerberos as authentication mode, use the following:

kinit -kt /etc/security/keytabs/atlas.service.keytab atlas/fgdn@DOMAIN

Example:

kinit -kt /etc/security/keytabs/atlas.service.keytab  atlas/fqdn@EXAMPLE.com
atlas-index-repair/repair_index.py -g  13d77457-2a45-4€92-ad53-al72c7ch70a5

Note: In case of many affected entities, it is recommended to rebuild the whole index instead.
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