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Migrating from Sentry to Ranger

Before deciding to migrate from Sentry to Ranger, read the Sentry to Ranger Concise Guide and the topicsin this

guide.

The Sentry to Ranger Concise Guide blog post describes fundamental differences between Sentry and Ranger,
compares the two products, and provides additional information that helps prepare you for your migration.

Read the topicsin this section for information about preparing to migrate Sentry permssions to Ranger policies and

topics that describe how to migrate once you are ready.

Sentry (CDH) had an object ownership feature, which added ownership permissions for all the databases/tables
created. This feature was added in CDH-5.16 and supported through CDH-6.2. After enabling the ownership feature
Sentry would grant owner permission for all the databases/tables created after enablment.

Policy Name User Permissions

all - database, table, column {OWNER} al permissions
all - database, table { OWNER} al permissions
all - database, udf {OWNER} all permissions
all - database {OWNER} all permissions

After migration from Sentry:

* All the users who have { OWNER} permissions on objects, such as databases/tables, will get All the permissions
from above default Ranger policies.

« Above Ranger policies will be applicable only to objects for whom they are the owner.

* Evenif Sentry does not have owner mapping, in other words, the ownership feature is disabled, this scenario holds

true.

Note: If you are using MySQL as the Ranger database and seeing the following error while migrating from

IE Sentry to Ranger:
Error:

com nysql . cj . jdbc. excepti ons. MySQLTr ansact i onRol | bac

kExcepti on:
transacti on

Resolution

o s wnN

Lock wait tineout exceeded; try restarting

In Cloudera Manager Configuration Search , type core-site.xml, then click

Search.

In CORE_SETTINGS-1 (Service-Wide), in Name, type ranger.client.pool.size.

InVaue, type 1.

Click Save Changes (CTRL+S).
Onthe Cluster Actions, click Restart.
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Before migrating a MySQL database for CDH Sentry to CDP Ranger, you must check and set isolation configuration
to READ-COMMITTED.

CDP Ranger MySQL database must have isolation set to READ-COMMITTED.

Y ou must check the isolation configuration of the MySQL database used for CDH Sentry before migrating to Ranger.
IF theisolation configuration for CDH Sentry setting is REPEATABLE-READ, you must change the isolation setting
to READ-COMMITTED.

1. Loginto MySQL server.
2. Runthefollowing query:

SELECT @@L OBAL.tx _isolation, @@x_isolation, @®ession.tx_isolation;

a) If the query output is:

REPEATABLE- READ | REPEATABLE- READ | REPEATABLE- READ
b) Then, set theisolation to READ-COMMITTED,using the following query:

mysqgl > SET tx_isolation = ' READ- COWM TTED ;
Query OK, 0 rows affected (0.00 sec)

mysqgl > SET GLOBAL tx_isolation = ' READ- COW TTED ;
Query OK, 0 rows affected (0.00 sec)

See the following link to the current version of the Ranger Audit Schema:

Ranger Audit Schema: https://cwiki.apache.org/confluence/display/RANGER/Ranger+Audit
+Schema#tRangerAuditSchema-AudittoHDFS

See the following links to versions of the Ranger Database Schema:
Ranger v2.0.0 : https://cwiki.apache.org/confluence/display/RANGER/Ranger+2.0.0+Database+Schema
Ranger v2.1.0 : https://cwiki.apache.org/confluence/display/RANGER/Ranger+2.1.0+Database+Schema
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Ranger v2.2.0 : https://cwiki.apache.org/confluence/display/RANGER/Ranger+2.2.0+Database+Schema

Ranger policies allowing create privilege for Hadoop_ SQL
databases

Users with authorized access through Ranger policiesin Hadoop SQL with at |least one of the following permissions
can create databases.

In CDP, an authorized user can create Hadoop_SQL databases with or without specifying location. If you do not
specify location, then the database is created in the default HDFS location used by Hadoop SQL. If you specify
location, then the database is created in the HDFS location you specify.

« A user creating databases with location clauses requires one of the following additional access:

* direct read and write access to the HDFS location
» aRanger Hadoop_SQL URL policy that provides the user al permissions on the HDFS location

* A hive user creating databases with location clauses must have all permissions on the HDFS location using one of
the following:

* an appropriate HDFS POSIX permission
« HDFSACL
« HDFS Ranger policy

Note: If you choose to use an HDFS Ranger policy for this purpose, make sure to refer to the HDFS
E location in the Ranger policy using a path, such as: /databases/sample/username, not a URL, such as:
hdfs://nameservicel/databases/sample/username .

Table 1: Permissions allowing a user to create a database

Permission Database Table Column UDF

hive and impala all (database=*)

all (database=*) all (table=*)

al (database=*) al (table=*) al (column=*)

all (database=*) udf=*
hive and impala create al (database=*)

all (database=*) al (table=*)

all (database=*) all (table=*) all (column=*)

all (database=*) udf=*

Note:

E » For use-cases where only create accessis provided and drop accessis not provided explicitly, the user
might implicitly get afew other permissions through the default policies added (unless the default policies
are modified).

¢ Thedefault al database and all database, table policy usually would list { OWNER} as an authorized user.

* Removing { OWNER} from these default policies would restrict access to users with specific permissions
listed explicitly in policies. Removing { OWNERY} is not recommended. Proceed with caution when
considering such an action.

Related Information
Resource-based Services and Policies



https://cwiki.apache.org/confluence/display/RANGER/Ranger+2.2.0+Database+Schema
https://docs.cloudera.com/cdp-private-cloud-base/7.1.8/security-ranger-authorization/topics/security-ranger-resource-based-services-and-policies.html

Cloudera Runtime Ranger policies allowing create privilege for Hadoop_SQL tables

Ranger policies allowing create privilege for Hadoop_ SQL
tables

Users with authorized access through Ranger policiesin Hadoop SQL with at least one of the following permissions
can create extermal or managed tables on the corresponding database(s) listed in the policy.

« A user creating external tables with location clauses requires one of the following additional access:

* direct read and write access to the HDFS | ocation
» aRanger Hadoop_SQL URL policy that provides the user read and write permissions on the HDFS location

* A user creating external tables with location clauses must have read and write permissions on the HDFS |ocation
using one of the following:

* an appropriate HDFS POSIX permission
- HDFSACL
« HDFS Ranger policy
Note: If you choose to use an HDFS Ranger policy for this purpose, make sure to refer to the HDFS
E location in the Ranger policy using a path, such as: /databases/sample/username, not a URL, such as:

hdfs://nameservicel/databases/sample/username . Make sure that the URL defined in Ranger does not
have atrailing /.

Table 2: Permissions allowing a user to create a table

Permission Database Table Column UDF

hive and impala database=* or
<database name>

database=* or all (table=*)
<database name>

database=* or al (table=*) al (column=*)
<database name>

database=* or udf=*
<database name>

hive and impala create database=* or
<database name>

database=* or al (table=*)
<database name>

database=* or all (table=*) all (column=*)
<database name>

database=* or udf=*
<database name>
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Note:

E » For use-cases where only create access is provided and drop access is not provided explicitly, the user
might implicitly get afew other permissions through the default policies added (unless the default policies
are modified).

e Thedefault al database and all database, table policy usually would list { OWNER} as an authorized user.

« For these use-cases where only permissions were provided at the database and udf levels, the user may
still be able to create tables due to the reasons specified above.

* Removing { OWNER} from these default policies would restrict access to users with specific permissions
listed explicitly in policies. Removing { OWNERY} is not recommended. Proceed with caution when
considering such an action.

* Any managed table creation using an external location would fail with the following error: A managed
table's location should be located within managed warehouse root directory or within its database's
managedL ocationUri.

Resource-based Services and Policies

Users with authorized access through Ranger policiesin Hadoop SQL with at least one of the following permissions
can read and write to extermal or managed Hadoop_ SQL tables using SQL syntax.

* Any user who created a managed or an external table { owner} can select and insert datain the table, provided the
permissions for database, table and columns are present in Hadoop_SQL service within Ranger.

* Any user with select privileges on columns, tables and databases in Hadoop_SQL service within Ranger can read
data from managed or external tables by executing SQL statements.

* Any user with update privileges on columns, tables and databases in Hadoop_SQL service within Ranger can
write datainto Managed or External Tables by executing SQL statements.

Resource-based Services and Policies

Use the mapping reference table to create Ranger policies that reflect the privileges defined for Solr in your Sentry
permissions.

Sentry has the following objects for Solr:

e admin

« collection
» config

e schema

The admin object type controls access to administrative actions through the following privilege objects:

e collection
e cores

e security

e metrics
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» autoscaling

Ranger has only one object right now, which is collection. Permissions for collections are of type:
e SolrAdmin

* Query

e Update

o Other

Table 3: Ranger policies required to set equivalent access that Sentry privileges allowed

Sentry privilege Ranger policy

Collections
admin=collections - action=UPDATE All collections - permission SolrAdmin
collection=<aliasName> - action=UPDATE
admin=collections - action=UPDATE Policy for <collectionName>, permissions: SolrAdmin
collection=<collectionName> - action=UPDATE
admin=collections - action=UPDATE All collections - permissions: SolrAdmin
admin=collections - action=QUERY Policy for <collectionName> - permissions: SolrAdmin
collection=<collectionName> - action=QUERY
Cores
admin=cores - action=UPDATE All collections - permission: SolrAdmin
collection=<coreName> - action=UPDATE
admin=cores - action=QUERY All collections - permission: SolrAdmin
collection=<coreName> - action=QUERY
Configs
config=<configName> - action=* All collections = permission: SolrAdmin
Non-Administrative
collection=<collectionName> - action=QUERY Poalicy for <collectionName> - permissions: Query, Others
collection=<collectionName> - action=UPDATE Policy for <collectionName> - permissions: Update
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