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Cloudera Runtime Introduction to Ranger RAZ in Cloudera Base on premises clusters

Learn how to support Amazon S3-compatible object stores through the Ranger Remote Authorization Service (RAZ).

Cloudera Base on premises defaults to HDFS and natively supports the Ozone object store. There was limited support
for Amazon S3-compatible object stores with respect to executing workloads like Hive and Spark. Not all workloads
were supported from an authorization perspective on Amazon S3-compatible object stores. The inconsistent policy
framework created challenges for the Policy Administrator in terms of applying corporate policies to secure sensitive
data. Managing data access across teams and individuals was an architectural challenge.

The Ranger RAZ resolves this challenge by using Apache Ranger policies to authorize access to Amazon S3-
compatible object storage, similar to HDFS files.

Ranger RAZ allows Ranger access control policies to be applied to external object stores. This removes the need to
maintain a separate set of policies for the external object stores. Currently, this appliesto the following components:

» Hive or Impala executors
e Spark executors
« DataExplorer for accessing the users home and other accessible directories or transferring files.

RAZ server obtains cloud credentials from IDBroker during initialization. RAZ provides client tokensto access a
cloud storage object, afile or directory. RAZ enforces access control using Cloudera cluster identities through Ranger
policies. The following architectural diagram shows how RAZ integrates and interacts with other componentsin a
RAZ-enabled Amazon S3 environment:

Cloudera Data Platform

Access S3 with signed requests

Policies/tags

- A ____ aws
Cloudera Workloads | - - --- o ---- Ranger RAZ o .
Signed S3 request Get signer credentials :
° IdBroker

Authz and sign S3 request
AssumeRole

AWS IAM

Audit Store

Performed during initialization, — Request data ---» Return data Ranger RAZ = Ranger Remote Authorization Server
refreshed asynchronously

RAZ supports use cases that require access control on files or directories, including the following examples:

e Per-user home directories.
« Dataengineering (Spark) efforts that require access to cloud storage objects and directories.
« Datawarehouse queries (Hive, Impala, or |ceberg) that use external tables.
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Cloudera Runtime Prerequisites for RAZ

» Accessto Ranger's rich access control policies, such as date-based access revocation and user, group, or role-
based controls, along with corresponding audits.
» Tag-based access control using the classification propagation feature that originates from directories.

Before you enable RAZ in your environment, you must ensure that Cloudera has access to the Amazon S3 resources
in your AWS account and that your account contains all the resources Cloudera requires.

Prepare your Amazon S3 cloud storage for access by creating an |AM user, generating access keys, setting up a
bucket and folder, and configuring IAM policies.

Important: The following steps are specific for accessing Amazon S3. Apply similar procedures to your
Amazon S3-compatible object storage solution.

1. Create an AWSIAM user.

For instructions, see Creating |AM usersin the IAM documentation.
2. Generate an access key and a secret access key for this user.

For instructions, see Create new access keys for an IAM user in the AWS documentation.
3. Create abucket and a storage folder.

Note: The bucket is configured as a general -purpose type with versioning disabled, default encryption set
IE to server-side encryption with Amazon S3-managed keys (SSE-S3), and all public access blocked.

The storage folder is created without specifying an encryption key.

s3a: / /| <BUCKET- NAME>/ st or age/

4. Create an AWSIAM attached policy named S3RazPolicy by using the following permissions:
For instructions, see Creating IAM policiesin the IAM documentation.

B Note: Modify the bucket name according to your use case.

"Version": "2012-10-17",
"Statenent": |

"Sid": "AccessToBucket Obj ects",
"Effect": "All ow',
"Action": [
"s3: Abort Mul ti part Upl oad",
"s3: Del et enj ect”,
"s3: Del et e(bj ect Ver si on",
"s3: Get Obj ect ",
"s3: Get Obj ect Acl ",
"s3: Get Obj ect Ver si on",
"s3: Get Obj ect Ver si onAcl ",



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/keyspaces/latest/devguide/create.keypair.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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"s3: Put bj ect",
"s3:ListMiltipartUpl oadParts"

] il
"Resource": "arn:aws: s3::: <BUCKET- NAME>/ **"

"Sid": "AccessToBucket",
"Effect": "All ow',
"Action": [
"s3: Get Bucket Acl ",
"s3: Get Bucket Locat i on",
"s3: Get Bucket Ver si oni ng",
"s3: Get Encrypti onConfi guration",
"s3: Li st Bucket",
"s3: Li st Bucket Mul ti part Upl oads"

] L]
"Resource": "arn:aws: s3::: <BUCKET- NAME>"
}

]
}

5. Createan AWSIAM role named S3RazRole by using the following trust policy, and then attach the previously
created S3RazPolicy AWSIAM policy:

For instructions, see Creating arole to delegate permissions to an IAM user in the IAM documentation.

Note: Modify the Amazon Resource Name (ARN) of the IAM user name in the trust policy according to
your use case. Thistrust policy alows the newly created IAM user to assume S3RazRole.

"Version": "2012-10-17",
"Statenent": |

"Effect": "Alow',
"Principal": {

"AWE": "arn:aws:iam : <ARN>: user/ <| AM USER- NAMVE>"
}

ction": "sts: AssuneRol e"

Distribute Amazon certificates to the required truststores to enable secure communication with Amazon S3 endpoints.
This process requires importing necessary certificatesinto the Cloudera Manager global truststore and in Java cacerts
filesto ensure TL S handshake success across the environment.

Note: The following steps are specific to accessing the Amazon S3 endpoint. Please follow similar
IE procedures using the certificate file for your Amazon S3-compatible object storage endpoint.

Perform the following steps to add Amazon certificates to the required truststores, including the Java cacertsfile:



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
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1. Add Amazon certificates into the truststore.
a) Download Amazon Trust Services certificates from https.//www.amazontrust.com/repository/ to the truststore

filesin both JKS and PEM formats.
Note: If you are using the Cloudera Manager Auto-TL S feature, you need to follow step b. If you are
managing TL S manually, you need to follow step c.

Note: For an Amazon S3-compatible object storage endpoint, generate a certificate in PEM format
E using OpenSSL as follows:

openssl s _client -connect s3.nyobjstore.com443 <<<'' |
openssl x509 -out /tnp/s3-endpoint.pem
b) If you are using a Cloudera Manager managed truststore, you need to update the cm-auto-global _truststore.jks
and cm-auto-global_cacerts.pem files.
1. Create acombined certificate file of AmazonRootCA 1.pem, AmazonRootCA2.pem, AmazonRootCA
3.pem, AmazonRootCA4.pem, and SFSRootCAG2.pem files:

cat AmazonRoot CAl. pem AmazonRoot CA2. pem AmazonRoot CA3. pem AmazonRoot
CA4. pem SFSRoot CAR. pem >> AmazonConbi neCacerts. pem

2. Goto ClouderaManager Administration Security .
3. Click Update Auto-TLS Truststore.

o CLOUDZRA SeCUﬂty

Manager

Status  Kerberos Credentials

TLS
This page allows user to enable TLS (Transport Layer Security), Kerberos and HDFS Data At Rest Encryption. After Kerberos is enabled for a cluster, you can also vi|
the wizard
Rotate Auto-TLS Certificates Update Auto-TLS Truststore TLS Settings
Q
Cluster TLS Kerberos HDFS Data At Rest Encryption
lus! © Enabled Disable TLS © Enabled @ Disabled  Set up HOFS Data At Rest Encryption

4. Upload the combined AmazonCombineCacerts.pem certificate file, and click Save.

Update Auto-TLS Truststore X

This page updates the Auto-TLS truststore. The update process also deploys the truststore to the existing hosts and replaces existing
certificates in the truststore. The new certificate should be in PEM encoded format.

Note: You can provide either Certificate Location or Certificate File

Certificate Location

Certificate File Choose File AmazonCombineCacerts.pen

Cloudera Manager will start the Updat e The @ obal Trust st or e commandson all the managed
hosts. These commands update the cm-auto-global _truststore.jks and cm-auto-global_cacerts.pem files

containing the required Amazon Trust Services certificates.



https://www.amazontrust.com/repository/

Cloudera Runtime

Adding Knox IDBroker role

Note: If you are using the Auto-TL S feature, you need to upload the certificate into the Cloudera
Manager managed truststore for an Amazon S3-compatible object storage endpoint. To do so,
follow step b described above.

If you have multiple certificates to upload, create a single PEM format certificate by combining all
the individua certificates, and upload it from Cloudera Manager.
¢) If you are managing TL S settings manually, update the managed truststore files in the cluster manually by
using the Java keytool command.

Add the Amazon Trust Services certificates into the java cacerts keystore.
If you are using Java 17, you can skip this step.

Note: For an Amazon S3-compatible object storage endpoint, you must add the required endpoint
IE certificate to the Java cacerts keystore. If multiple certificates are needed for your endpoint, add each
certificate individually.

Export the Cloudera Manager CA global truststore into Java cacertsif you are using Cloudera Manager Auto-
TLS.

Note: If you are managing TLS settings manually, then update the Java cacerts to include the CA
Ij certificate used for creating the manual keystore.

a) Run the following command on the Cloudera Manager server host:

${JAVA HOVE}/ bi n/ keyt ool -exportcert -keystore /var/lib/cloudera-scm age
nt/agent-cert/cm auto-gl obal truststore.jks -storepass <TRUSTSTORE- PASSW
ORD> -alias cnrootca-0 -file /tnp/cmtruststore.cer

${JAVA HOVE}/ bi n/ keyt ool -inport -file /tnp/cmtruststore.cer -alias cm

truststore -keystore <JAVA- CACERTS- PATH> - storepass changeit

b) Copy the updated Java cacerts to the other Cloudera M anager-managed hosts.

When accessing cloud storage in Cloudera, credentials are provided by Knox IDBroker, an identity federation
solution that exchanges cluster authentication for temporary cloud credentials. Add the Knox IDBroker role to your
cluster.

IDBroker isaREST API built as part of Apache Knox's authentication services. It allows an authenticated and
authorized user to exchange a set of credentials or atoken for cloud vendor access tokens.

Perform the following steps to add the Knox IDBroker role to your cluster:

1
2.
3.

Log in to Cloudera Manager with admin credentials.
Go to the Knox service page.
Select the Instances tab.




Cloudera Runtime Adding RAZ service

4. Addthe IDBroker roleto the installed Knox service.

K KNOX-T  sctons-

Status nstances  Configuration ~Commands Charts Library  Audits  Knox Gateway Home &  Quick Links ~ Click on Add Role Instances to add Knox IDBroker Role

QEr ] T 3 - - e, ra E @ Filters \ Last Updated: Nov 6, 12:50:01 PMUTC =

_ Actions for Selected ~ Add Role Instances [ [BGIEERINE
Filters

[ Status Role Type Tags State Hostname Commission State Role Group

v STATUS

Good Health ( Knox Gateway Started ccycloud-1.0s-mv-raz root.comops.site.  Commissioned Knox Gateway Default Group

> COMMISSION STATE

5. Assign ahost for the Knox IDBroker role.

Add Role Instances to KNOX-1

1) Assign Roles

Asswgn Roles Assign a host for Knox IDBroker

2 Review Changes
You can specify the role assignments for your new roles here

You can also view the role assignments.by110st. [T EEY

Knox IDBroker x 1 New Gateway Knox Gateway x 1

Select hosts Select hosts

6. Select ahost other than the Knox Gateway role and click Continue.

1 Hosts Selected X

Select hosts for a new or existing role. The host list is filtered to remove hosts that are not valid candidates; these include hosts that are unhealthy, members of other clusters, or have an incompatible version of the software
installed on them

Ql
)  Hostname 1P Address Rack Cores Physical Memary Existing Roles Added Roles
ceycloud-1.0s-mv- 10.140.33.23  /default 96 1007168 (JAS 4G M HB. AM 5B 6 HNN @ NF. @SNN 6
faz.ro0t.comops. site “HMS kke kkc KK @AP @ES GHM @RM @OsM @RA
@RT QR @RS ®ss ®s
ccycloud-2.0s-mv- 10.140.88.8 /default 32 503.3GiB 4 RS @ DN o] | ) & KC KIDB

raz.root.comops.site

ceyeloud-3.0s-mv- 10.140.33.129  /default 96 1007.1 GIB 4 RS » DN $G ko ke ¥ KC

1az.ro0t.comops. site

7. Onthe Review Changes page, update the IDBroker Master Secret password configuration to start the service.

8. Click Continue.

9. Restart only the Knox service from Knox Actions Restart .

10. Deploy the client configuration for Knox from Cloudera Manager Knox Actions Deploy Client Configuration .

Learn how to add Ranger Remote Authorization Service (RAZ) service to your cluster.

Note: If you are an upgraded user from Cloudera Runtime 7.1.9 or 7.1.7 to Cloudera Runtime 7.3.2.0, then

E before adding the RAZ service, ensure that you have the default cm_s3 service available in the Ranger Admin
Ul. If it isnot available, you must create the default cm_s3 service in the Ranger Admin Ul. To create this
default service, you can runthe Set up Ranger Pl ugi n Ser vi ce command from Cloudera Manager
Ranger Actions Setup Ranger Plugin Service . This command will create the missing default cm_s3 service,
or you can manually create the service by logging in to the Ranger Admin Ul using admin user credentials.

9



Cloudera Runtime Configuring Knox IDBroker role for S3 object stores

Perform the following stepsto add the RAZ service to your cluster:

1. On the Cloudera Manager home page, go to the Status tab.
Click the Actionsicon beside the cluster name, and select the Add a Service action.

N

A list of service types appears. Y ou can select only one type of service from thelist at atime.

Select the Ranger RAZ service, and click Continue.

On the Select Dependencies page, select a combination that includes at least the Ranger and ZooK eeper services.
Assign ahost for the Ranger RAZ Server role on the Assign Roles page.

Restart only the RAZ service from Ranger RAZ Actions Restart .

Create the RAZ plugin by running the Create Ranger RAZ Plugin Audit Directory command from Cloudera
Manager Ranger RAZ Actions.

N o g s~ ®

To ensure optimal performance, you must set the Java heap size to aminimum of 2GB for the Ranger RAZ service
from Cloudera Manager. Update the Ranger Raz Max Heapsize property to 2GB from Ranger RAZ Configuration .

Ranger Raz Max Heapsize Ranger Raz Server Default Group *

=‘||—|, 1z_max_heap_size " GiBr
€ ranger_raz_max_heap_size

Y ou can configure the Knox IDBroker role for S3 object stores either by using a Knox Alias or by using HashiCorp
Vault.

Configure the Knox IDBroker role for S3 object stores using a Knox Alias. This process requires setting AWS IAM
user credentials, configuring alternative STS endpoints for S3-compatible storage, and managing user or group

mappings.

10



Cloudera Runtime Configuring Knox IDBroker role for S3 object stores

1. Providethe AWS user access key and secret access key to the Knox IDBroker role.

a) Goto ClouderaManager Clusters Knox Configuration .

b) Search for the Save Alias Command Input - IDBroker property to set the AWS IAM user credentials access
key alias.

C) Enter aws-cab.aws.credentials.key=<AWS user Access key>, and click Save Changes.

d) Click Actionsand run the Save Alias - IDBroker command.

€) Again, search for the Save Alias Command Input - IDBroker property to set the AWS IAM user credential
secret access key alias.

f) Enter aws-cab.aws.credentials.secret=<AWS user Secret access key>, and click Save Changes.

g) Click Actionsand run the Save Alias - IDBroker command.

h) Set the Save Alias Command Input - IDBroker property to empty.

i) Click Save Changes.

Note: You must perform the above steps again whenever access keys are rotated. Then restart Knox and
Ranger RAZ services from Cloudera Manager.

2. If using an S3-compatible alternative to Amazon storage, configure the IDBroker topology to reference the
aternative STS endpoint.

a) Goto ClouderaManager Clusters Knox Configuration .
b) Add the following configuration to the Knox IDBroker Advanced Configuration Snippet (Safety Valve) for
conf/cdp-resources.xml advanced configuration snippet:

Name: aws-cab

Val ue: provi der Confi gRef =cab- provi der s# | DBROKER: cl oud. policy.config.p
rovi der =def aul t # | DBROKER: cl oud. cl i ent . provi der =AW5# | DBROKER: aws. r egi on
. hame=us- east - 1# | DBROKER: or g. apache. knox. i dbr oker . endpoi nt. overri de=htt
ps://s3. myobj ectore. com #

E Note: Update the region name and endpoint in the above value as per your setup.
¢) Click Save Changes.

3. Provide user or group mapping administration.
a) Set the Knox IDBroker AWS User Mapping configuration property to the following value:

rangerraz=arn: aws: i am : <ARN>: r ol e/ S3RazRol e

B Note: Modify the Amazon Resource Name (ARN) of the IAM role created earlier.

b) Click Save Changes.

Configure Knox IDBroker with HashiCorp Vault to securely manage AWS credentials. This process requires
retrieving short-lived tokens, enhancing security, and eliminating long-term credential storage.

Knox IDBroker can be configured with HashiCorp Vault to enhance AWS credentials management. HashiCorp Vault
enables Knox to retrieve short-lived AWS credentials from HashiCorp Vault, improving security and eliminating the
need for long-term credential storage.

11



Cloudera Runtime Configuring Knox IDBroker role for S3 object stores

e HashiCorp Vault must be installed and properly configured.
e An AWS account must be available with the required IAM roles.
» Network connectivity must be established between Knox and the HashiCorp Vault server.

1. Goto ClouderaManager Knox Configuration .
2. Search for the Save Alias Command Input - IDBroker property.
3. Enter the following parameter:

[***TOPOLOGY NAME***].vaul t TokenAl i as=[ ***VAULT TOKEN***]

Note: Replace[***TOPOLOGY NAME***] with the name of your topology, and [***VAULT TO
KEN***] with the specific token for the vault.

4. Click Save Changes(CTRL+S).
5. Select the Save Alias - IDBroker action from the Actions drop-down list.

6. Search for the Knox IDBroker Advanced Configuration Snippet (Safety Valve) for conf/cdp-resources.xml
advanced configuration snippet.

7. Click the + icon and add the following entries:

e Name=[***TOPOLOGY NAME***]
e Vaue=

provi der Conf i gRef =cab- pr ovi der s\ #| DBROKER: cl oud. pol i cy. confi g. provi der=d
ef aul t\ #1 DBROKER: cl oud. cl i ent . provi der =AWS\ #| DBROKER: hashi cor p. vaul t . ena
bl ed=t r ue\ #1 DBROKER: hashi cor p. vaul t . addr ess=[ ***VAULT ADDRESS***]\ #| DBRO
KER: hashi cor p. vaul t . pat h=aws/ st s\ #| DBROKER: hashi cor p. vaul t . server.cert.p
at h=[ ***VAULT CERTI FI CATE PATH***]

The value string includes the following parameters:

 hashicorp.vault.enabled=true — Enables the vault integration for that specific topology.

e hashicorp.vault.address=[***VAULT ADDRESS***] — Replace [***VAULT ADDRES
S***] with the actual address of the vault.

 hashicorp.vault.path=aws/sts —Specifies the path for the STS credentials.
e (Optional) hashicorp.vault.server.cert.path=[***VAULT CERTIFICATE PATH***] — Adds

the path for the vault certificate. Required in case of self-signed certificates. Replace [***VAULT CERTIF
ICATE PATH***] with the path to the certificate.

8. Click Save Changes(CTRL+S).
9. Search for the Knox IDBroker AWS User Mapping property.
10. Enter the following parameter:

rangerraz=arn: aws: i am : <ARN>: r ol e/ S3RazRol e

Ij Note: Modify the Amazon Resource Name (ARN) of the IAM role created earlier.

11. Refresh the Knox instance configuration by clicking the Stale Configuration: Refresh needed indicator and wait
until the refresh process compl etes.

12. Verify that the vault integration was successful by running the following command in the Command Line
Interface (CLI):

kinit rangerraz

12



Cloudera Runtime Configuring RAZ service for S3 object stores

hdfs dfs -Is s3a://[***RESOURCE** *]

B Note: Replace [***RESOURCE***] with the name of your S3 bucket.

After you add the Ranger Remote Authorization Service (RAZ) service and configure the Knox IDBroker role for S3
object stores, you must configure the RAZ service for S3 object stores.

1. Goto ClouderaManager Ranger RAZ Configuration .

2. Add thefollowing configurations in the Ranger Raz Server Advanced Configuration Snippet (Safety Valve) for
ranger-raz-conf/ranger-raz-site.xml advanced configuration snippet:

« Key: ranger.raz.bootstrap.servicetypes

Vaue: s3
» Key: ranger.raz.force.s3.region.lookup

Value: FALLBACK

Configure the endpoint for an S3 bucket in the HDFS cluster-wide configuration to manage bucket-specific settings
and regional endpoints.

1. Goto ClouderaManager HDFS Configuration .

2. Add the following configuration in the Cluster-wide Advanced Configuration Snippet (Safety Valve) for core-
site.xml advanced configuration snippet:

Key: fs.s3a.bucket.<BUCKET- NAVE>. endpoi nt

13



Cloudera Runtime Restarting all services

Val ue: s3. <REGA ON- NAME>. amazonaws. com

The configuration setting described above is used to specify a bucket-specific endpoint for Amazon S3. This
configuration is also used in case where multiple buckets are managed in different regions. There are also global
configuration settings that control the default behavior for all S3 buckets:

» fs.sBa.endpoint: Sets the default endpoint for all S3 buckets.

« fs.s3a.endpoint.region: Specifies the region used for signing when combined with fs.s3a.endpoint, and al S3
buckets point to the same region.

Example values for these configurations:

» f3.s3a.endpoint: s3.amazonaws.com
« f3.s3a.endpoint.region: us-east-1/us-east-2/us-west-1/us-west-2/eu-west-1/..

For more information on the endpoints and regions supported, refer to Amazon Simple Storage Service
endpoints and quotas.

For detailed information on configuration behavior and how to connect to an Amazon S3 bucket using the S3A
Connector, please refer to Connecting to an Amazon S3 Bucket through the S3A Connector.

You must restart al servicesin the cluster, including the Re-deployClientConfig, to ensure that IDBroker and Ranger
RAZ services are functional for supporting S3 object stores.

After you restart all services, you must perform post-installation tasks, including updating the cm_s3 palicies,
creating policies for Hive and Impala, verifying authorization for RAZ, and updating a Spark property.

1. Loginto Ranger Admin Ul using admin user credentials.
2. After asuccessful login, go to the cm_s3 policy listing page.

14
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Cloudera Runtime Post-installation tasks

3. Updatethe all - bucket, path default policy with the bucket being used.

Edit Policy

Service Manager » cm_s3 Policies > Edit Policy

Policy Details :

Policy Type (D
Policy ID* m
Policy Name* all - bucket, path Li ] Enabled . . Normsl

Policy Label Add Policy Labels

Description Policy for all - bucket, path

Audit Logging® @'

Resources :

S3 Bucket”
cdp-cc01-env X

4. Disableal the other policiesin cm_s3 except for al - bucket, path.

Edit Policy

Service Manager > cm_s3 Policies > Edit Policy

Policy Details :
Policy Type m
Palicy ID* m
Policy Name* Default: Hive warehouse locations Li] . e . Nosmal
Policy Label

5. Todisablethe policies, edit theindividual policy and click the Enabled toggle next to the policy name.
6. Createapolicy for Hive and Impala users to have read and write access on the S3 bucket and path or storage.

Policy Type (D © Add Validity Period
Policy Name® Policy for hive & impala user o Enabled ) @ Noma Palicy Conditions : n
No Conditions
Palicy Label
Description
Audit Logging' (R
Resources :
59 Bucket cdpcom-env x
P e =TI
storage % J
Aliow Conditions:
Select Roles Selact Groups Selact Users. Policy Conditions Permissions Delegate Admin
Add Conaiiions [ Read ] wie |
hive % o conatens
= R ; [~ |
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7. Verify that RAZ authorization is working by executing the following command:

a) SSH to the node where Ranger RAZ Server isinstalled from Cloudera Manager and run the following
commands:

ps -ef | grep rangerraz | awk '{split($0, array,"classpath"); print arra
y[2]}' | cut -d: -fl #Note down RAZ CONF_DIR directory

klist -kt <RAZ CONF_DIR>/../ranger _raz.keytab #Note down RAZ PRI NCl PAL,
it nust starts with rangerraz

kinit -kt <RAZ CONF DI R>/../ranger _raz. keytab <RAZ PRI NCl PAL>
b) List al items available under the S3 storage path by running the following HDFS command:

hdf s dfs -1s s3a://<BUCKET- NAME>/ st or age/

¢) Logintothe Ranger Admin Ul Audits Plugins tab.
d) Usethe Service Name filter to get the result for cm_s3.

A successful 200 response record for the cm_s3 service appears.
8. Update the Spark service property.

Spark 3 Client Advanced Configuration Snippet (Safety Valve) for |« spark kerberos.access hadoopFileSystems=s3a://<BUCK ET-NA
spark3-conf/spark-defaults.conf ME>

commarseparated list, but this action requires a
restart. For example, spark.kerberos.access.hadoop
FileSystems=s3a://<BUCKET_FIRST>,s3a//<
BUCKET_SECOND>.,.....
¢ gpark.hadoop.fs.s3a.ssl.channel.mode=default
¢ spark.hadoop.mapreduce.fileoutputcommitter.algorithm.version
=1

E Note: You can specify multiple buckets using a

9. Restart cluster services for their staleness.

Hive allows you to create tables based on existing or new files and directories within a storage location. To use the
storage location, the end user must have authorized access to that location. If the storage location is an S3 cloud
object, there are two primary options for granting permissions via Ranger.

Use thisoption if you want fine-grained access control specifically managed through the Ranger RAZ S3 plugin
policy.
1. Configure Hive.

a. Goto ClouderaManager Hive Configuration.

b. Search for the Ranger Plugin URL Auth Filesystem Schemes configuration.
¢. Append s3a: to the existing values.

Permissible values are hdfs;,file:,wasbh:,adl:,s3a.
d. Restart the Hive service.
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2. Configure Ranger.

a. Log in tothe Ranger Admin Ul.
b. Navigateto Resource Policies cm_s3 and click Add New Policy.
c. Definethe policy for your specific S3 location.

E Note: Repeat these steps for the Hive On Tez and Impala services if they require S3 access.

S3 Plugin Policy give access to resource bucket and path:

S3 Bucket - cdp-cc01-env
Path - /cdp-storage/data

No Conditions
Policy Label

Description

Audit Logging® ﬁ,)

Resources :

S3 Bucket™

Path* Recursive b}
cdp-ctorageidata X

Allow Conditions:

Select Roles Select Groups Select Users Policy Conditions Permissions Delegate Admin

Add Conditions

+ s

Use this option to authorize access requests against standard Hive URL policies rather than the RAZ S3 plugin.
1. Configure Hive.

a. Goto ClouderaManager Hive Configuration .
b. Search for the Ranger Plugin URL Auth Filesystem Schemes configuration.
¢. Remove s3a: from the configuration.

This ensures authorization is handled by the Hive URL policy and bypasses the Ranger RAZ S3 plugin.
d. Restart the Hive service.
2. Configure Ranger.

a. Loginto the Ranger Admin Ul.
b. Navigateto Resource Policies Hadoop SQL and click Add New Policy.
c. Defineanew Hive policy using the URL resource type to authorize the specific S3 location.

E Note: Repeat these steps for the Hive On Tez and Impala services if they require S3 access.

Hive URL Policy giving accessto S3 url full path:

URL - s3a://cdp-ccOl-env/cdp-storage/ data
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Cloudera Runtime Accessing multiple buckets managed by the same cloud account

credential
doop SQL Polic » Create Policy
Poiicy Name®  Policy for systest user for 53 URL o GEEEN ® Mo Palicy Conditions :
No Conditions
Policy Labsl
Description
Audit Logging” @ )
Resources :
. -isi! E:ﬂ b
URL s3auicdp-co0l -envicdp-storage/data X /
Allow Conditions:
Select Roles Select Groups Select Users Policy Conditions Permissions Delegate Admin
Add Conditions
. a8
+ ’

Y ou can also access multiple buckets present in your Amazon S3 or Amazon S3-compatible object stores.

1. Assign at least the following set of AWS permissionsto an AWS 1AM role used by IDBroker for Ranger RAZ
support in a multiple buckets scenario:

{
"Version": "2012-10-17",

"Statenent": |

"Sid": "AccessToBucket Obj ects",
"Effect": "Allow',
"Action": [

"s3: Abort Mul ti part Upl oad",

"s3: Del ete(oj ect”,

"s3: Del et evj ect Ver si on",

"s3: Get vj ect ",

"s3: Get Obj ect Acl ",

"s3: Get Obj ect Ver si on",

"s3: Get Obj ect Ver si onAcl ",

"s3: Put bj ect",

"s3: ListMil tipartUpl oadParts"
]

Resource": [
"arn:aws: s3::: ${ BUCKET- 01}/ *",
"arn: aws: s3: : : ${ BUCKET- 02}/ *",
"arn: aws: s3: :: ${ BUCKET- 03}/ *"

"Sid": "AccessToBucket",
"Effect": "All ow',
"Action": [

"s3: Get Bucket Acl ",
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"s3: Get Bucket Locati on",

"s3: Get Bucket Ver si oni ng",

"s3: Get Encrypti onConfi guration",
"s3: Li st Bucket ",

"s3: Li st Bucket Mul ti part Upl oads”

]

Resource": [
"arn:aws: s3::: ${ BUCKET- 01} ",
"arn: aws: s3: :: ${ BUCKET- 02} ",
"arn:aws: s3::: ${ BUCKET- 03} ",

}

2. In ClouderaManager HDFS Configuration , add the following S3 endpoint and region configurations to the
Cluster-wide Advanced Configuration Snippet (Safety Valve) for core-site.xml advanced configuration snippet for
the buckets you defined in your AWS IAM policy:

Key : fs.s3a. bucket.<BUCKET- 01- NAME>. endpoi nt
Val ue : s3. <BUCKET- 01- REG ON- NAME>. anazonaws. com

Key : fs.s3a. bucket.<BUCKET- 02- NAME>. endpoi nt
Val ue : s3. <BUCKET- 02- REG ON- NAME>. amazonaws. com

This topic describes the limitations of using Ranger RAZ to authorize access to Amazon S3-compatible object stores.

In amultiple Kerberos realm/domain setup (for example, a Cloudera hybrid setup), the RAZ service fails to process
reguests coming from any realm/domain other than the one in which the RAZ service is deployed. The root cause
of thisissueisthe hard-coded DEFAULT value of the ranger.raz.auth.method.dt.params.kerberos.name.rules
configuration in the ranger-raz-site.xml file, which does not reflect the actual auth-to-local rules.

Workaround:

1. Loginto Cloudera Manager with admin access.
2. Goto HDFS Instances NameNode Processes.

3. Search for the hadoop.security.auth_to_local property in the core-sitexml file and copy the
value.

Example

This example shows a sample configuration and value.

<property>

<name>hadoop. security. auth _to | ocal </ name>

<val ue>RULE: [ 2: $1@0] (r anger adm n@ROOT. COMOPS. SI TE) s/ (. *) @ROOT
. COMOPS. SI TE/ r anger /

RULE: [ 2: $1@0] (r angert agsync@QOOT. COMOPS. S| TE) s/ (. *) @GROOT. C
OMOPS. SI TE/ ranger t agsync/

RULE: [ 2: $1@0] (r anger user sync@OOT. COMOPS. Sl TE) s/ (. *) @ROOT. COM
OPS. SI TE/ r anger user sync/

RULE: [ 2: $1@0] (r anger kns @ROOT. COMOPS. Sl TE) s/ (. *) @ROOT. COMOP

S. SI TE/ keyadni n/

RULE: [ 2: $1@0] (at | as@OOT. COMOPS. Sl TE) s/ (. *) @GROOT. COMOPS. S| TE/
atl as/

DEFAULT</ val ue>

</ property>

4. Goto Ranger RAZ Configuration .
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5. Search for the ranger.raz.auth.method.dt.params.kerberos.name.rules property, and add the same
value you entered for the hadoop.security.auth_to_local property.

6. Save and restart the cluster to remove stale configurations.

Note: If the custom principle is used for a user who has a Ranger policy, you
must update those Ranger policies as well.
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