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Cloudera Runtime Introduction to Ranger RMS

Ranger Resource Mapping Server (RMS) enables automatic trandation of access policies from HIVE to HDFS.

Ranger Resource Mapping Server (RMS) enables automatic translation of access policies from HIVE to HDFS.

It is common to have different workloads use the same data— some require authorizations at the table level (Apache
Hive queries) and others at the underlying files (Apache Spark jobs). Unfortunately, in such instances you would have
to create and maintain separate Ranger policies for both Hive and HDFS, that correspond to each other.

Asaresult, whenever a change is made on a Hive table policy, the data admin should make a consistent change in
the corresponding HDFS policy. Failure to do so could result in security and/or data exposure issues. |dedlly the data
admin would set a single table policy, and the corresponding file access policies would automatically be kept in sync
along with access audits, referring to the table policy that enforced it.

Legacy CDH users had afeature called the Hive-HDFS ACL sync which had Hive policiesin Apache Sentry that
automatically linked Hive permissions with HDFS ACL s. Thiswas especially convenient for external table data used
by Spark or Hive.

Prior to Cloudera Runtime 7.1.6, Ranger only supported manually managing Hive and HDFS policies separately.
Ranger RM S (Resource Mapping Server) allows you to authorize access to HDFS directories and files using policies
defined for Hive tables. RMSis the service that enables Hive-HDFS Policy Sync.

RMS periodically connects to the Hive Metastore and pulls Hive metadata (database-name, table-name) to HDFS
file-name mapping. The Ranger HDFS Plugin (running in the NameNode) has been extended with an additional
HivePolicyEnforcer module. The HDFS plugin downloads Hive policies from Ranger Admin, along with the
mappings from Ranger RMS. HDFS access is determined by both HDFS policies and Hive policies.
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Phase | (items 1-3 above)

Ranger RM S periodically connects to the HIVE Metastore and pulls HIVE metadata (database-name, table-name) to
HDFS file-name mapping.

Phase Il (items 4-9 above)

The Ranger HDFS Plugin (running in the NameNode) periodically pulls HDFS policies from Ranger Admin. With
the introduction of Ranger RM S, the Ranger HDFS Plugin (running in the NameNode) that has been extended with an
additional HIVEPolicyEnforcer module. It now pulls down the HIV E-HDFS mappings from RMS and HIVE Policies
from Ranger Admin.

After phase |l completes, the requested HDFS access is determined in the NameNode by the HDFS and HIVE
policies defined by the Ranger Administrator.

Currently, Ranger performs authorization of the HDFS commands which require access to the hierarchy of files/
directory rooted at the argument passed to the HDFS command as described below. Some examples of such
commands are :

hdfs dfs -count -q -h -v <directory>, hdfs dfs -R <directory>

HDFS Authorization I nterface




Cloudera Runtime Introduction to Ranger RMS

When these commands are invoked, HDFS Namenode builds atree of i-nodes corresponding to <directory>,
and passesiit to the authorizer with a flag indicating that subAccess (access to the directory hierarchy rooted at
<directory>) isto be checked.

Legacy CDH users used HIVE policies in Apache Sentry that automatically linked HIVE permissions with HDFS
ACLs. Thiswas especially convenient for external table data used by Spark or HIVE. Specifically, using Sentry, you
could make grants at the HIVE database level and HDFS permissions would propagate to the database directory, and
to al tables and partitions under it.

Previously, Ranger only supported managing HIVE and HDFS policies separately. Ranger Resource Mapping Server
(RMS) now allows you to create a database level policy in HIVE and have these permissions propagate to the HDFS
locations and al tables under it. RMSis the service that enables HIVE-HDFS ACL Sync.

RMS captures database metadata from the HIVE Meta Store (HMS). After the first, full-synchronization run, RMS
downloads mappings for tables and databases present in the HMS.

Whenever you create a new database, RM S synchronizes metadata information from HM S and uses it to update the
resource mapping file linking HIV E database resources to their corresponding HDFS location. Any user with access
permissions on a HIV E database automatically receives similar HDFS file-level access permissions on the database’s
datafiles. Select/ Read access for any user in the database location is allowed through default HIVE policy for all-
databases. This behavior istreated as_any access, which is similar to the HIVE command show t abl es. If auser
has no HIVE policy which allows access on the database, then the user is denied access to the corresponding HDFS
location of that database. Previously, users were not allowed to access the HDFS location of a database even if the
user had permission to access the database through a HIVE policy. The HDFS to HIVE access type mappings follow:

Access Type mapping for HDFS to HIVE for Database:

« _any=[_any]

* read=[_any]

e write=[drop, alter]
e execute=[_any]

Access Type mapping for HDFSto HIVE for Table:

« _any=[_any]

» read=[select]

e write=[update, alter]
e execute=[_any]

If you create tables under a database but the HDFS location of the corresponding table does not reside under the
HDFS location of that database (for example: table locations are external locations), the HIVE policies (database-
name, table = *, column= *) transdate into HDFS access rules and allow the HDFS NameNaode to enforce them. If the
policy is created only for the database resource, the same access trand ates to the HDFS |ocation of that database only;
not for the tables residing under that database.

« All partitions of atable are assumed to be under the location specified for the table. Therefore, table permissions
will not authorize access to partitions that store data outside the location specified for the table. For example, if a
tableislocated in a/warehouse/foo HDFS directory, all partitions of the table must have locations that are under
the /warehouse/foo directory.

» TheRanger RMS service is not set up automatically when a Cloudera Base on premises cluster is deployed. You
must install and configure Ranger RM S separately.

» Ranger policies should be configured (with rangerrms user access) before RMS is started and runs the first sync
from the HIVE Metastore (HMS).

» The Ranger RMS ACL-sync feature supports asingle logical HMS, to evaluate HDFS access viaHIVE
permissions. Thisis aligned with the Sentry implementation in CDH.
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» Permissions granted on views (traditional and materialized) do not extend to HDFS access. Thisis aligned with
the Sentry implementation in CDH.

» Default services (a so known as Repos) for Hive, HDFS, Ozone, and S3 must be present in the Ranger Admin DB
for RMSto function correctly. Check Configuring Ranger RMSfor the default values of these services.

« |f aCloudera Base on premises deployment supports multiple logical HM S with a single Ranger, Ranger RMS
(Hive-HDFS ACL-Sync) works with only one logical HM S. Permissions granted on databases/tables in other
logical HM S instances will not be considered to authorize HDFS access.

« Namenode memory requirements must be increased, based on the number of HIVE table mappings downloaded
to HDFS Ranger plugin. Additionally, maintaining HIVE policiesin memory cache will also require additional
memory.

» Expect Namenode CPU load to increase, due to additional access evaluation performed to enforce HIVE policies
and periodic downloading and processing of the HIVE table mappings. The latter increase is proportional to the
number of table mappings downloaded to HDFS Ranger plugin.

*  When multiple databases are mapped to single HDFS location, and if aHIVE policy allows a user to access one
database. Then, users will be able to access its HDFS location and all other files & directories under it. This may
include table or database directories of other databases and tables. However, users will not be able to access other
databases or tables under it through Hive queries.

For example,
music_a, music_b, music_c are created at HDFS path'/data.
Policy-A to alow 'sam' user 'all' access on resource = { database=music_a; table=* ; column="* ; }

Now, 'sam' user will get all access on hdfs path /data and files, directories under it. Therefore, 'sam' user will
be able to access hdfs location of tables under music_b and music_c databases as long as those locations reside
under /data directory.

However, 'sam' user will not be able to access music_b and music_c databases or any tables under these databases
through Hive queries.

Note: Thisisthe expected behaviour when the hdfs location for different database/tables are designed in
such away that these entities share the same hdfs path or HIVE database/table locations fall under another
database hdfs location.

The Ranger RM S (Hive-HDFS ACL-Sync) feature resembles the Sentry HDFS ACL Sync feature in the way it
downloads and keeps track of the HIVE table to HDFS |l ocation mapping.

It differs from Sentry in the way it completely and transparently supports all features that Ranger policies express.
Therefore, support for tag-based policies, security-zones, masking and row-filtering and audit logging isincluded
with this implementation.

Also, the feature is enabled or disabled by a simple configuration on the HDFS side, allowing each installation the
option of turning this feature on or off.

Prior to Cloudera Runtime 7.1.7, Ranger RM S synchronizes only table metadata. Database metadata mappings were
not downloaded from HMS. After migrating from Cloudera Runtime versions <7.1.7 to CDP 7.1.8+, only pre-existing
table mappings will be available. Any newly created tables or database mappings will be synchronized in RMS. Any
pre-existing database mappings will not be present. To ensure the pre-existing databases are mapped correctly, you
must perform a full-sync after completing the upgrade.

If you configured RM S for HDFS/Ozone before Cloudera Runtime version 7.3.2.0 and also stored external table data
in S3, then you need afull synchronization after upgrading. This ensures that any databases and tables created prior to
the upgrade, and whose dataresides in S3, are correctly mapped. Any newly created tables or database mappings will

be synchronized in RM S post upgrade. For specific steps, see How to full sync the Ranger RM S database.
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Cloudera Runtime About Ranger RMS for Ozone

Installing Ranger RMS
What's New in Apache Ranger
Configuring Ranger RMS

Ranger RM S supports authorization for Ozone storage locations. RMS for Ozone coexists with Hive-HDFS ACL
sync and provide authorization for both HDFS and Ozone file systems.

RMS periodically connects to the Hive Metastore (HMS), pulls the following Hive metadata

+ database-name
* table-name
* location

and stores it into the Ranger database. The Ranger Ozone plugin (running in the OzoneManager) has been extended
with an additional RangerOzoneHiveChainedPlugin module. After enabling RM S for Ozone authorization, it
downloads Hive policies, Tags and Roles from Ranger Admin, along with the resource-mappings from Ranger RMS.
Both Ozone policies and Hive policies determine Ozone access.

Previoudly, Ranger only supported managing Hive and Ozone policies separately. Ranger Resource Mapping Server
(RMS) now allows you to create a database/table level policy in HIVE and have these permissions propagate to the
Ozone storage locations of these databases/tables and all files and directories under it. Users can use Ozone as a
storage technology to create databases/tables along with the existing HDFS filesystem and RM S is the service that
enables HIVE-OZONE ACL Sync along with the HIVE-HDFS ACL Sync. (Prior to Cloudera Runtime 7.1.9 only
HIVE-HDFS ACL sync was supported).

After thefirst, full-synchronization run, RMS downloads mappings for tables and databases present in the HMS.
These tables/databases could be located in both OZONE and HDFS file systems. RM S will map the tables and
databases with their respective storage locations and store them into the Ranger database with its associated service-
id (cm_ozone or cm_hdfs). When ranger-ozone-plugin or ranger-hdfs-plugin requests mappings, it only fetches the
requested service mappings. In other words, ranger-ozone-plugin will download mappings only for tables/databases
whose storage location is Ozone. Similarly, ranger-hdfs-plugin will download mappings only for tables/databases
whose storage location is HDFS. Read access for any user in the database location is allowed through the default
HIVE policy for all-databases. This behavior istreated as _any access, which is similar to the HIVE command
show t abl es. If auser has no HIVE policy which allows access to the database, then the accessiis denied to the
corresponding Ozone location of that database. This access evaluation aligns with the HDFS db-level grants feature.

Learn about the assumptions and limitations for Ranger RMS.

* RMSfor Ozone does not support semantics enforced by Sentry for HDFS ACLs. Thisimplies that even when
ranger.plugin.ozone.mapping.hive.authorize.with.only.chained.policies is set to true, to access o0zone locations
when RMSis enabled; READ access must be given for the user on bucket and volume where Hive Tables and
Databases are located.

* Inaddition to Ozone policies, Ranger RM S will authorize access only for "key" resources which are the database/
table locations in 0zone. To access volumes and buckets, user should have appropriate access through policies of
Ozone service configured Ranger Admin.

e The Ranger RMS ACL-sync feature supports asingle logical HMS, to evaluate OZONE/HDFS access through
HIVE permissions.

e RMSACL syncisdesigned to work on a specific pair of HDFS<->Hive and OZONE<->Hive Ranger services. It
will support only one pair of “HDFS and HIVE" services and one pair of “OZONE and HIVE" services.
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« By default, all external tables are stored into HDFS. To create an external table in Ozone, please specify the
location clause by providing the Ozone location at the time of creating atable or configure Hive External
Warehouse Directory in HMS.

« The default Hive Warehouse directory is configured in HiveMetaStore (HM S) to store managed tablesinto HDFS.
To store managed tables into Ozone, please configure the Hive Warehouse directory or update the database
managed location as an Ozone storage location. Please check with the Ozone/Hive support members to know
more about creating Hive Tables/Databases into Ozone.

Learn how to verify Ozone configurations for Ranger RMS.
Manual stepsto verify RMS for Ozone setup:

1. Verify if Ranger RMS Url is configured in Ozone ranger-ozone-security.xml file.

a) Goto ClouderaManager Ozone Configuration Ozone Manager Advanced Configuration Snippet (Saf ety
Valve) for 0zone-conf/ranger-ozone-security.xml .

b) Addthe Ranger RMS url to the following property:
ranger .plugin.ozone.mapping.sour ce.ur| =
<rms-url>
After configuring this property with appropriate Ranger RMS URL, ranger-ozone-plugin will be able to
communicate with RM S (Resource Mapping Server) for downloading files.
2. Veify if the Ozone service name is correctly configured.

a) Goto ClouderaManager Ranger RMS Configuration , and search for the property
ranger_ rms_hms_source _service_name_ozone.

b) Verify the following property and value:
ranger -rms.HM S.sour ce.ser vice.name.ozone =

cm_ozone

Note: The value cm_ozone is the name of the OZONE service configured in the Ranger admin. If this
E configuration is changed after Ranger RMSis started and has synchronized with Hive Metastore, the only

way to have Ranger RM S use a new configuration is by performing a RMS Full Sync. Please refer to the
related topic, "How to full sync the Ranger RM S database” for specific steps.

3. Verify whether ozone schema's are configured.
a) Goto ClouderaManager Ranger RM S Configuration Ranger RM S Supported Uri Scheme .
b) Verify the following property and value:
ranger-rms.supported.uri.scheme =
hdfs,03fs,ofs
4. Loginto Ranger Admin Web UI.
5. On Service Manager, in Hadoop SQL service, click Edit.
6. Verify that “om” user has been added to the Policy Download Users and Tag Download Users configurations.
Otherwise, add the following valuesto the cm_hive service configuration:
a) Policy Download Users = hive,hdfs,impala,om
b) Tag Download Users = hive hdfs,impala,om
Note: This ozone service user can also be found in the ranger-admin-site.xml file with the following

property key: ranger.plugins.ozone.serviceuser=om or in the service-usernames.csv file generated by
Cloudera Manager.
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Y ou must grant necessary permissions and update policies to access Ozone.

When Ranger is enabled in the cluster, any user other than the default admin user, om requires the necessary Ranger
permissions and policy updates to access the Ozone file system. To create a Hive external table that pointsto the
Ozone file system, the hive user should have the required permissionsin Ranger. Give al accessesto hive user by
updating default policy al - volume, bucket, key in cm_ozone service.

1. Loginto Ranger Admin Web Ul.
a) Goto ClouderaManager Clusters Ranger Ranger Admin Web Ul .
b) Type your username and password.
c) Click Signin.
The Service Manager for Resource-based Policies page displays.
2. In Service Manager cm_ozone service, click Edit.
3. In cm_ozone policies al - volume, bucket, key policy, click Edit.
4. In Allow Conditions, add the hive user, choose necessary permissions, then click Save, as shown in:

Policy _
Select User . Permissions
Conditions

. ocooeD
' | Read ACL
¥ Oom * hive Conditions m %m

+
"4

5. Grant Read access to users only on volumes and buckets where Hive tables and databases are located.
(Recommended)

a) create anew policy in Ozone service (cm_ozone) for volumes and buckets where Hive tables/databases are
located.
b) In Allow Conditions, add the users, groups, and roles and give Read permission.
or else, to grant Read access to everyone on all volumes and buckets, in Ozone service (cm_ozone) policies page,
a) edittheall - volume, bucket policy
b) add the public group to the group list
¢) give Read permission
Note: For all databases and tables whose storage location isin Ozone; these locations will be mapped
E to ozone resource type Key and after enabling RM S for OZONE authorization; ranger-ozone-plugin will

evaluate access on a Key based on Hive policies. If no applicable Hive policy exists, then the Ozone
policies will determine access. Otherwise, access is denied.

10
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6. Add chained properties to the ranger-ozone-security.xml file.
a) Goto ClouderaManager Ozone Configuration Ozone Manager Advanced Configuration Snippet (Saf ety
Valve) for ozone-conf/ranger-ozone-security.xml .
b) Click +Add to add the following properties and values:
ranger .plugin.ozone.chained.services =
cm_hive
ranger .plugin.ozone.chained.services.cm_hive.impl =
org.apache.ranger.chainedpl ugin.ozone.hive.RangerOzoneHiveChainedPlugin

B Note: Thevalue cm_hive isthe name of the Hive/Hadoop SQL service configured in the Ranger admin.

7. Restart the Ozone service.

If everything is correctly configured as explained above, the ranger-ozone-plugin automatically

communicates with RM S, downl oads Hive-Ozone mappings and stores them into policy-cache directory as a
ozone_cm_hive_resource_mapping.json file. It will also communicate with the Ranger admin and download Hive
policies, Hive tags and Hiveroles.

The following files download into the policy-cache directory
(default configured value: /var/lib/ranger/ozone/policy-cache/)
after enabling RM S for Ozone authorization:

e 0zone _cm_hive resource_mapping.json
e 0zone_cm_hivejson

* o0zone_cm_hive tag.json

e 0zone_cm_hive roles.json

Ranger Resource Mapping Server (RMS) enables automatic translation of access policies from HIVE to S3. This
featureis available on Cloudera Base on premises from the 7.3.2.0 release onwards, where RAZ on premises for
Amazon S3 compatible object store installation is supported. This feature co-exists with RM S support for HDFS and
Ozone file systems on Cloudera Base on premises.

Ranger RM S allows you to authorize access to S3 locations using policies defined for Hive tables and database
resources. The permissions defined in these hive policies are propagated to the S3 locations of those databases/tables
and al files and directories under them.

RMS periodically connects to the Hive Metastore and pulls Hive metadata (database name, table name) to S3 file-
name mapping. Thisis done by a RAZ-chained plugin (running in the Ranger RAZ service) which has an additional
HivePolicyEnforcer module. After enabling RM S for S3 authorization, the RAZ-chained plugin downloads Hive
policies, tags, and roles from Ranger Admin, along with the mappings from Ranger RMS. S3 accessis determined by
both S3 policies and Hive policies.

11
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Phase | (items 1-3 above)

Ranger RM S periodically connects to the HIVE Metastore and pulls HIVE metadata (database name, table name) to
S3 file-name mapping.
Phase Il (items 4-9 above)

The Ranger RAZ S3 Chained Plugin (running in the RAZ service) periodically pulls S3 policies from Ranger Admin.
With the introduction of Ranger RMS, the Ranger RAZ S3 Chained Plugin (running in the RAZ service) has been
extended with an additional HIV EPolicyEnforcer module. It now pulls down the HIVE-S3 mappings from RMS and
HIVE policies from Ranger Admin.

After phase Il completes, the requested S3 access is determined in the RAZ service by the S3 and HIVE policies
defined by the Ranger Administrator.

The S3 to HIVE access type mappings follow:

e Access Type mapping for S3 to HIVE for Database:
« _any=[_any]
*  read=[_any]
e write=[create, drop, ater]

12
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» Access Type mapping for S3to HIVE for Table:

« _any=[_any]
» read=[select]
e write=[update, alter]

If you create tables under a database but the S3 location of the corresponding table does not reside under the S3
location of that database (for example, table locations are external locations), the HIVE policies (database name, table
=*, column=*) translate into S3 access rules and allow the RAZ S3 chained plugin to enforce them. If the policy is
created only for the database resource, the same access trandates to the S3 location of that database only, not for the
tables residing under that database.

Read access for any user in the database |ocation is allowed through the default HIVE policy for al databases. This
behavior istreated as _any access, which is similar to the HIVE command show tables. If auser has no HIVE policy
which allows access to the database, then the access is denied to the corresponding Ozone location of that database.
This access evaluation aligns with the HDFS db-level grants feature.

« All partitions of atable are assumed to be under the location specified for the table. Therefore, table permissions
will not authorize access to partitions that store data outside the location specified for the table. For example, if a
tableislocated in a/warehouse/foo S3 directory, all partitions of the table must have locations that are under the /
warehouse/foo directory.

» TheRanger RMS ACL-sync feature supports asingle logical HM S to evaluate S3 access through HIVE
permissions. Thisis aligned with the Sentry implementation in CDH.

e When Ranger RAZ and RM S services areinstalled in Cloudera Manager, the RMS HIVE-S3 ACL Sync feature to
authorize S3 locations is enabled by default, asit is pre-configured with chained plugin settings.

e Permissions granted on views (traditional and materialized) do not extend to S3 access. Thisis aligned with the
Sentry implementation in CDH.

* RMSACL-syncisdesigned to work on a specific pair of S3<->Hive Ranger services. Ranger RM S supports only
one pair of Hive and S3 services. By default, cm_s3 is configured as the source service and cm_hive as the target
service.

« |f aClouderaBase on premises deployment supports multiple logical HM S with a single Ranger, Ranger RMS
(Hive-S3 ACL-Sync) works with only one logical HMS. Permissions granted on databases/tables in other logical
HMS instances will not be considered to authorize S3 access.

* Ranger RAZ memory requirements must be increased based on the number of HIVE table mappings downloaded
to the S3 Ranger plugin. Additionally, maintaining HIVVE policies in the memory cache will also require additional
memory.

« Ranger RMS service will use the same database as Ranger Admin to store mappings downloaded from HMS.

* Ranger RAZ service will have an S3 chained plugin, and it will perform authorization based on the policies and
mappings downloaded and stored in the policy-cache directory of the RAZ service. Even if the RMS serviceis
stopped, authorization will continue to work based on the files available in the policy-cache directory.

» Expect Ranger RAZ CPU load to increase due to additional access evaluation performed to enforce HIVE policies
and periodic downloading and processing of the HIVE table mappings. The latter increaseis proportional to the
number of table mappings downloaded to the RAZ S3 chained plugin.

*  When multiple databases are mapped to asingle S3 location, and if aHIVE policy allows a user to access one
database, then users will be able to access its S3 location and all other files and directories under it. This may
include table or database directories of other databases and tables. However, users will not be able to access other
databases or tables under it through Hive queries.

For example,

music_a, music_b, and music_c are created at S3 path '/data’. Policy-A alowsthe 'sam' user 'all' access on
resource = { database=music_g; table=* ; column=* ; }. Now, the 'sam’ user will get all accessto the S3 path '/
data’ and files and directories under it. Therefore, the 'sam’ user will be able to access S3 location of tables under
the music_b and music_c databases as long as those locations reside under the '/data’ directory. However, the 'sam'
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user will not be able to access the music_b and music_c databases or any tables under these databases through
Hive queries.

Note: Thisisthe expected behavior when the S3 location for different database/tablesis designed in
such away that these entities share the same S3 path or HIVE database/table locations fall under another
database's S3 location.

The Ranger RMS (Hive-S3 ACL-Sync) feature resembles the Sentry HDFS ACL-Sync feature in the way it
downloads and keeps track of the HIVE table-to-S3 location mapping.

It differs from Sentry in the way it completely and transparently supports all features that Ranger policies express.
Therefore, support for tag-based policies, security zones, masking, row-filtering, and audit logging is included with
thisimplementation.

Also, the feature is enabled or disabled by a simple configuration on the Ranger RAZ side, allowing each installation
the option of turning this feature on or off.

At ahigh level, the Ranger RM S for HDFS access evaluation workflow is as follows:

» Ranger policies for the HDFS service are evaluated. If any policy explicitly denies access, accessis denied.
* Ranger checksto see if the accessed |ocation maps to a Hive table.
< |f it does, Hive policies are evaluated for the mapped Hive table. If thereisan HDFS policy allowing access,
accessis alowed. Otherwise, the default HDFS ACL s determine the access.
Requested HDFS permission is mapped to Hive permissions as follows:

HDFS ‘read’ ==> Hive ‘select’
HDFS ‘write' ==> Hive 'update’ or ‘alter’
HDFS ‘execute’ ==> Any Hive permission

« If thereisno Hive policy that explicitly allows access to the mapped table, accessis denied, otherwise accessis
allowed.

Appropriate tag policies are considered both during HDFS access evaluation and if needed, during Hive access
evaluation phases. Also, one or more log records are generated to indicate which policy, if any, made the access
decision.

The following scenariosillustrate how the access permissions are determined. All scenarios assume that the HDFS
location is NOT explicitly denied access by a Ranger HDFS policy.

L ocation does not correspond to a Hive table.

In this case, access will be granted only if a Ranger HDFS policy allows access or HDFS native
ACLsallow access. The audit log will show which policy (or Hadoop-acl) made the decision.

L ocation correspondsto a Hive table.

A Ranger Hive policy explicitly denied access to the mapped table for any of the accesses derived
from the origina HDFS request.

e Accesswill bedenied by Hive policy.

There is no matching Ranger Hive poalicy.

e Accesswill bedenied. Audit log will not specify the policy.
Ranger policy masks some columns in the mapped table.
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» Accesswill bedenied. Audit log will show Hive masking policy.
Mapped Hive table has a row-filter policy
* Accesswill bedenied. Audit log will show Hive Row-filter policy.

A Ranger Hive policy alows access to the mapped table for the access derived from the original
HDFS access request.

» Accesswill be granted. If the access was originally granted by HDFS policy, the audit log will
show HDFS policy.

At ahigh level, the Ranger RM S for Ozone access evaluation workflow is as follows:

For every “key” access request made to ranger-ozone-plugin, there are three separate requests are received for
authorization as follows:

¢ To check READ access on volume
* To check READ access on bucket
» To check access made originally for akey

First two accesses on volume and buckets are determined by Ozone policiesin Ranger Admin. RMS will only
evaluate access for the key resource.

Further for the key access evaluation, Ranger policies for the Ozone service are evauated. If any policy explicitly
denies access, accessis denied.

Ranger checksto seeif the accessed location (key) mapsto aHive table.

If it does, Hive policies are evaluated for the mapped Hive table. If there isan OZONE policy allowing access,
access is alowed. Otherwise, the access will be denied.

Requested OZONE permission is mapped to Hive permissions as follows:

Ozone ACL Should trandglateinto Hive ACL Should trandglateinto Hive ACL
For Table For Database

read select _any

write update update

create create create

list select select

delete drop drop

read acl select select

write_acl update update

If thereis no Hive policy that explicitly allows access to the mapped table, access is denied, otherwise accessis

alowed.

Appropriate tag policies are considered both during OZONE access evaluation and if needed, during Hive access
evaluation phases.

One or more log records are generated to indicate which policy, if any, made the access decision.

At ahigh level, the Ranger RMS for S3 access evaluation workflow is as follows:

Ranger policies for the S3 service are evaluated. If any policy explicitly denies access, accessis denied.
Ranger checks to seeif the accessed location maps to a Hive table.
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« If it does, Hive policies are evaluated for the mapped Hive table. Otherwise, if there isan S3 policy alowing
access, then the access is allowed.
Requested S3 permission is mapped to Hive permissions as follows:

S3 ‘read’ ==> Hive ‘select’
S3 ‘write€' ==> Hive ‘update’ or ‘ater’

« |f thereisno Hive policy that explicitly allows access to the mapped table, access is denied; otherwise, accessis
allowed.

Appropriate tag policies are considered both during S3 access evaluation and, if needed, during Hive access
evaluation phases. Also, one or more log records are generated to indicate which policy, if any, made the access
decision.

The following scenarios illustrate how the access permissions are determined. All scenarios assume that the S3
location is NOT explicitly denied access by a Ranger S3 palicy.

L ocation does not correspond to a Hive table

In this case, access will be granted only if a Ranger S3 policy allows access. The audit log will show
which policy made the decision.

L ocation correspondsto a Hive table

A Ranger Hive policy explicitly denied access to the mapped table for any of the accesses derived
from the original S3 reguest.

» Accesswill bedenied by Hive policy.

There is no matching Ranger Hive policy.

* Accesswill be denied. Audit log will not specify the policy.
Ranger policy masks some columns in the mapped table.

» Accesswill be denied. Audit log will show Hive masking policy.
Mapped Hive table has arow-filter policy.

» Accesswill be denied. Audit log will show Hive Row-filter policy.

A Ranger Hive policy allows access to the mapped table for the access derived from the original
RAZ-S3 access request.

» Accesswill be granted. If the access was originaly granted by S3 policy, the audit log will show
Hive policy.

Y ou must perform afull-sync of the Ranger RM S database after upgrading RM S to Cloudera Runtime 7.1.8 or above.

Performing afull-sync in Ranger RM S truncates all the existing datafrom RMS tables in the Ranger database. The
sync process initiates a fresh synchronization from the Hive Metastore (HMS). All available tables and database
metadata download from HM S and persist into the Ranger database.

Prior to Cloudera Runtime 7.1.7, Ranger RM S synchronizes only table metadata. Database metadata mappings were
not downloaded from HMS. After migrating from Cloudera versions before Cloudera Runtime 7.1.7 to Cloudera
Runtime 7.1.8+, only pre-existing table mappings will be available. Any newly created tables or database mappings
will be synchronized in RMS. Any pre-existing database mappings will not be present.

Important: To ensure the pre-existing databases are mapped correctly, you must perform a full-sync after
& upgrading RM S to Cloudera Runtime 7.1.8 or above versions.
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Have a cluster with Ranger and Ranger RM S service up and running.

In Cloudera Manager Ranger RMS Actions, click Stop.

Ensure that all Ranger RM S roles are in a stopped state before proceeding with the next steps.
In Ranger_RMS Actions, click Ranger RM S Database Full Sync.

Confirm that the command completed successfully, as shown in the following example:

A w DN PR

Ranger RMS Database Full Sync X

Status Finished Context RANGER_RMS-1(' & Aug16,8:51:53 AM ® 931s

Command Ranger RMS Database Full Sync finished successfully on service RANGER_RMS-1.
+ Completed 1 of 1 step(s).
@ Show All Steps _) Show Only Failed Steps _) Show Only Running Steps

v Execute command Ranger RMS Database Full Sync on role Ranger RMS Ranger RMS Server (os-mv-test-3) (' Aug 16, 8:51:53 AM 9.31s

Server (os-mv-test-3)
Command (Ranger RMS Database Full Sync (1546335788)) has completed

successfully
v Ranger RMS Database Full Sync 7 Ranger RMS Server (os-mv-test-3) Aug 16, 8:51:53 AM 9.26s
Ranger RMS Database Full Sync finished successfully on Ranger -

Note: You can aso confirm the text - ‘[1] Truncate operation executed successfully on Ranger RMS
E tables’ from the stderr log of the command from Cloudera Manager Ul.

5. In Cloudera Manager Ranger RMS, click Start.

Use the following steps to configure high availability for the Ranger Resource Mapping Server (RMS) and Hive-
HDFSACL Sync.
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Configuring High Availability for Ranger RMS (Hive-HDFS ACL -
Sync)

1. In Cloudera Manager, select Ranger RM S, then select Actions > Add Role Instances.
= || VUL USPIUYHISII VI £UAUSOSET 11 UUY |
CLOUD=RA
Manager Cluster 1
_ Q @ Ra n g er R M S 44 30 minutes preceding Sep 28, 2:42 PM UTC [
& Clusters
Status  Instances  Configuration y  Audits  Quick Links v
£ Hosts Restart
Diagnostics Stop
4 Audits Health Tests rigger 30m 1h 2h 6h 12h 1d 7d 30d &'~
.l Add Role Instances Charts
pans © Ranger RMS Server Health
€8] Replication Healthy RANGER_RMS_SERVER: 1. C¢ Rename 0. Informational Events @
& Administration Total RANGER_RMS_SERVER: 1. Perc [thy
or concerning: 100.00%. .
& Private Cloud [New Enter Maintenance Mode @
£
3
Status SUmmary 02:15 02:30
Ranger RMS, Informational Events 0
Ranger RMS Server @ 1 Good Health
Important Events and Alerts @
Hosts @ 1 Good Health
2
5
3
Health History .
215
(V] Ranger RMS Server Health Good Sep 22 7:29:50 PM : Alerts 0 = Critical Events 0 sImportant Events 0
> 1 Became Good
Ranger RMS Server Health Disabled Sep 16 7:09:58 PM &
> 1 Became Disabled
(2] Ranger RMS Server Health Unknown Sep 16 7:09:53 PM
> 1 Became Unknown
2. Onthe Add Role Instances page, click Select hosts.
LULT USPIVY IS U £U£UosET i uuay

CLOUD=RA
Manager

Add Role Instances

%

(1) Assign Roles

2 Review Changes

to Féanger RMS

Assign Roles

You can specify the role assignments for your new roles here.

You can also view the role assignments by host. IVIEEIATEE

Select hosts
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3. On the selected hosts page, select a backup Ranger RM S host. A Ranger RM (RR) icon appearsin the Added
Roles column for the selected host. Click OK to continue.

2 Hosts Selected

Select hosts for a new or existing role. The host list is filtered to remove hosts that are not valid candidates; these include hosts that are unhealthy,
members of other clusters, or have an incompatible version of the software installed on them.

Tip: Click the first checkbox, hold down the Shift key and click the last checkbox to select a range.

O Hostname IP Address Rack Cores Physical Memory Existing Roles Added Roles

17757 9207 /default 80 2516GiB  (JAS  #fCCS QRR..

# RS BN
® G % 1D
K kG am
@RT
(@)¢]

© SR...

3 /default 251.6 GiB B8s B NF..
¢ G ¢ G
) KTR
& KC
@ AP

@& e

4. The Add Role Instances page is redisplayed with the new backup host. Click Continue.

UULF UEpIoyMment Irom £UZU-5ep-11 Uoiiu |
~ CLOUD=RA

C ous Add Role Instances to Ralnger RMS

@ Assign Roles
Assign Roles

2 Review Changes
You can specify the role assignments for your new roles here.

You can also view the role assignments by host. UEIEIATEE

@ Ranger RMS Server x (1+1 New)
dhoyle714-1.dhoyle714.root.hwx.site ~

&P

L8 Running Commands

® Support

o admin
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5. Review the settings on the Review Changes page, then click Continue.

UULF UEPIOYITIENL 1TV ZUZU-S€P- 1 1 U0, 1U

g Add Role Instances to Ranger RMS

Assign Roles

Review Changes

Review Changes

Ranger RMS Max Heapsize Ranger RMS Server Default Group ®
ranger_rms_max_heap_size [ 1 GiB v‘

RMS HTTP Port Ranger RMS Server Default Group ®
ranger-rms.service.http.port 8383

RMS HTTPS Port Ranger RMS Server Default Group ®
ranger-rms.service.https.port 8484

Ranger RMS Server TLS/SSL  Ranger RMS Server Default Group ®
Client Trust Store File \ ‘
ranger-rms.truststore.file

Ranger RMS Server TLS/SSL  Ranger RMS Server Default Group ®
Client Trust Store Password { }
ranger-rms truststore.password

Enable TLS/SSL for Ranger (3 Ranger RMS Server Default Group ®
RMS Server

ranger-

rms.service https.attrib.ssl.enabled

Ranger RMS Server TLS/SSL  Ranger RMS Server Default Group ®
Server JKS Keystore File

Location

ranger-

rms.service. https.attrib.keystore.fil

e

Ranger RMS Server TLS/SSL  Ranger RMS Server Default Group ®@

Server JKS Keystore File
Password

&8 “ommands ranger-
rms.service.https.attrib.keystore.p
ass
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6. The new role instance appears on the Ranger RM S page.

¢/~ CLOUDZRA
Manager

& Clusters

7.

| UUEF UEPIOYIIENUIUI ZULU-SEP-11 V01U |

Cluster 1
@ @ Ranger RMS  ctions -
Status  Instances  Configuration ~ Commands  Charts Library ~ Audits ~ Quick Links ~
i Q Search @ ilters Last Updated: Sep 28, 3:21:58 PMUTC
: Actions for Selected ~ PCCRGIEIRNEREE]  Role Groups
Filters
O status Role Type State Hostname Commission State Role Group
v STATUS
Good Health 1 O V] Ranger Started ¢ 0T Commissioned Ranger RMS
Stopped 1 RMS Server y e Server
Default
> COMMISSION STATE Group
>MAINTENANCE MODE O o Ranger Stopped ¢t T Commissioned Ranger RMS
>RACK ID RMS Server T i i e Server

>ROLE GROUP Default

Group
>ROLE TYPE

1-20f2
> STATE o

>HEALTH TEST

In Cloudera Manager, select Ranger RMSS, then click Configuration.

a) Select the Ranger RM S Server HA checkbox. In the Ranger RMS Server 1Ds box, add a comma-separated list
of IDsfor each RMS server.

Ranger RMS Server HA Ranger RMS Server Default Group 2 Undo

ranger-rms.server.ha.enabled

Ranger RMS Server HA
Zookeeper Zkroot

Ranger RMS Server Default Group

‘ /ranger-rms ’
ranger-

rms.server.ha.zookeeper.zkroot

Ranger RMS Server IDs

ranger-rms.server.ids

Ranger RMS Server Default Group O Undo

‘ id1,id2|

8. Click Save Changes, then Click the Restart icon.

9. On the Stale Configurations page, click Restart Stale Services.

10. On the Restart Stale Services page, select the Re-deploy client configuration checkbox, then click Restart Now.
11. A progress indicator page appears while the services are being restarted. When the services have restarted, click

Finish.
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ACL Sync)

Ranger Resource Mapping Server (RMS) should be fully configured after installation. This topic provides further
information about RM S configuration settings and workflows.

» Ranger RMS enables OZONE/HDFS/S3 access through Ranger Hive policies. Ranger RM S must be configured
with the names of OZONE, HDFS, S3 and Hive services (AKA Repos). In your installation, there may be multiple
Ranger services created for OZONE, HDFS, S3, and Hive. These can be seen from the Ranger Admin Web
Ul. RMS ACL syncisdesigned to work on a specific pair of HDFS<->Hive, OZONE<->Hive, and S3<->Hive
Ranger services. Therefore, it isimportant to identify those service names before Ranger RMSisinstalled. These
names should be configured during the installation of Ranger RMS. The default value for Ranger HDFS service
nameis cm_hdfs, for Ranger OZONE service name iscm_ozone, for Ranger S3 service nameiscm_s3, and for
the Ranger Hive service the default nameis cm_hive.

Note: Default services (also known as Repos) for Hive, HDFS, Ozone, and S3 must be present in the

B Ranger Admin DB for RM S to function correctly. If any serviceis missing in Ranger Admin, then
navigateto ClouderaManager Ranger Actions and runthe Set up Ranger Pl ugi n Service
command. Thiswill create the default services that are missing or have been del eted.

» Before starting the Ranger RM S installation, ensure that the Hive service identified in the installation above
allows the rangerrms user select accessto all tablesin all databases in default (no-zone), aswell asin all security-
zones for the Hive service.

* Incase of custom kerberos principal/user, ensure that the Hive service identified in the installation above alows
the rangerrmsfoo0 (custom) user select accessto all tablesin all databases in default (no-zone), aswell asin all
security-zones for the Hive service.

» By default, Ranger RMS tracks only external tablesin Hive. To configure Ranger RM S to al so track managed
Hive tables, add the following configuration setting to Ranger RMS:

ranger -rns. HVB. nap. nanaged. t abl es=t r ue

Note:
B L ocations behind managed tables are granted Read access only, even if the users have Write access at the
Hive table level. However, thisrestriction is not enforced for the hive and impala users.
e Toenable RMS for HDFS authorization, go to Cloudera Manager, select HDFS > Configuration > HDFS Service
Advanced Configuration Snippet (Safety Valve) for ranger-hdfs-security.xml, then confirm the following settings:

ranger . pl ugi n. hdf s. chai ned. services = cm hi ve
ranger . pl ugi n. hdf s. chai ned. servi ces.cm hi ve.inpl = org. apache. ranger. chain
edpl ugi n. hdf s. hi ve. Ranger Hdf sHi veChai nedPl ugi n

* Toenable RMSfor OZONE authorization, go to Cloudera Manager, select OZONE > Configuration > OZONE
Manager Advanced Configuration Snippet (Safety Valve) for ozone-conf/ranger-ozone-security.xml, then use
+Add to add the following properites:

ranger . pl ugi n. ozone. chai ned. servi ces = cm hi ve
ranger . pl ugi n. ozone. chai ned. servi ces.cm hive.inpl = org.apache. ranger.cha
i nedpl ugi n. ozone. hi ve. Ranger OzoneHi veChai nedPl ugi n
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e Todisable RMSfor S3 authorization, goto Cloudera Manager Ranger-Ranger RAZ Configuration Advanced
Configuration Snippet (Safety Valve) for ranger-raz-conf/ranger-raz-site.xml , then add empty valuesto the
following settings:

e ranger.raz.service-type.S3.chained.services =

Default valueis cm_hive.
e ranger.raz.service-type.S3.chained.services.cm_hive.impl =

Default value is org.apache.ranger.raz.chainedplugin.RazS3HiveChainedPlugin.

Note: If any of these configurations are changed after Ranger RM S is started and has synchronized with Hive
Metastore, the only way to have Ranger RM'S use anew configuration is by performing an “RMS Full Sync”.
Please refer to the related topic, "How to full sync the Ranger RM S database" for specific steps.

* ranger.plugin.hdfs.mapping.hive.authorize.with.only.chained.policies

» true: Enforce strict Sentry semantics.
» fase If thereisno applicable Hive policy, let HDFS determine access.
e Default setting: true

 ranger.plugin.hdfs.accesstype.mapping.read

* A comma-separated list of hive access types that HDFS "read” maps to.
« Default setting: select
 ranger.plugin.hdfs.accesstype.mapping.write

* A commarseparated list of hive access types that HDFS "write" maps to.
« Default setting: update,alter
 ranger.plugin.hdfs.accesstype.mapping.execute

* A comma-separated list of hive access types that HDFS "execute” maps to.
o Default setting: _any
* ranger.plugin.hdfs.mapping.source.download.interval

e Thetime in milliseconds between mappings download requests from the HDFS Ranger plugin to RMS.
» Default setting: 30 seconds

By default, the RMS plugin checks for new mapping downloads every 30 seconds, based on this configuration.
If you have mapping data (found in the hdfs_cm_hive resource_mapping.json file) of approximately 360MB
file size; then performing this operation every 30 seconds could cause an excessive load on the NameNode.
After enabling performance logs, we can observe that saveToCache takes 11 seconds and loadFromCache
operations take 7 seconds to complete. The cacheing process takes approximately 18~19 seconds to compl ete,
as shown in the following example performance logs:

DEBUG or g. apache. ranger. perf.resourcemappi ng.init: [PERF] Ranger Mappi ngR
ef resher. | oadFr onCache( servi ceName=cm hi ve): 7449

DEBUG or g. apache. ranger. perf.resourcemappi ng.init: [PERF] Ranger Mappin
gRef resher. saveToCache( servi ceName=cm hi ve): 11787

In this case, you should adjust the frequency of download RMS mappingsto at least 18* 2= 36 seconds. A
more conservative value = 45 seconds. In this way, you can tune RM S configurations to optimize performance
in the NameNode plugin.
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 ranger.plugin.hdfs.bypass.chained.plugin.evaluation.if.access.is.determined

» boolean valued configuration variable, default value = false

*  Whenitisset to true, the chained-plugin (in our case, RMS code for looking up and enforcing Hive policies)
isNOT executed if a matching Ranger HDFS policy was found for the accessed HDFS location and that policy
determined the access result (either ALLOW or DENY).

« ranger.plugin.audit.excluder.users

« Thisconfiguration, added in the Hive service-configs, lists the users whose access to Hive or Hive Metastore
does not generate audit records. There may be alarge number of audit records created when "rangerrms”
makes requests to the Hive Metastore when downloading Hive table data. By adding the "rangerrms" user to
the comma-separated list of usersin this configuration, such audit records will not be generated.

* ranger.plugin.ozone.mapping.source.download.interval

* Thetimein milliseconds between mappings download requests from the OZONE Ranger plugin to RMS.
« Default setting: 30 seconds
 ranger.plugin.ozone.privileged.user.names

» Default setting : admin,dpprofiler,hue,beacon,hive,impala
e ranger.plugin.ozone.service.names
» Default setting : hive,impala

Note: The comma-separated lists that you define for ozone privileged user names and service names are

E users that, based on default hive policies, have all access for all Hive resources. Therefore, for these users,
checking Hive policies when they access storage locations which map to Hive resources is unnecessary, and
may cause access violations if masking/row-filtering policies are configured for public group.

OZONE to HIVE access type mapping for Table and Database

Ozone ACL HIVE ACL For Table HIVE ACL For Database
read select _any

write update update

create Create Create

list select select

delete drop drop

read acl select select

write_acl update update

 ranger.plugin.ozone.accesstype.mapping.<ozone_acl>

e Thisconfig isused to map Ozone access types to Hive Table access types. Modify the config <ozone acl> as
per the ozone access mentioned “OZONE to HIVE access type mapping for Table and Database’

» Pleaserefer tothe “HIVE ACL for Table” column for default configuration with respect to Ozone ACL.

* For example:

ranger.plugin.ozone.accesstype.mapping.read = select
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 ranger.plugin.ozone.db.accesstype.mapping.<ozone_acl>

» Thisconfig is used to map Ozone access types to Hive database access types. Modify the config <ozone_acl>
as per the Ozone access mentioned “ OZONE to HIVE access type mapping for Table and Database”.

* Pleaserefer to the “HIVE ACL for Database” column for default configuration with respect to Ozone ACL.
e For example:

ranger.plugin.ozone.db.accesstype.mapping.read = _any

e ranger.raz.service-type.s3.mapping.hive.authorize.with.only.chained.policies

« true: Enforce strict Sentry semantics.
» fase If thereisno applicable Hive policy, let S3 determine access.
« Default setting: false

e ranger.raz.service-type.s3.accesstype.mapping.read

e A commarseparated list of Hive access types that S3 "read" maps to.
o Default setting: select
e ranger.raz.service-type.s3.accesstype.mapping.write

e A comma-separated list of Hive access types that S3 "write" mapsto.
« Default setting: update,alter
e ranger.raz.service-type.s3.privileged.user.names

» Default setting: admin,dpprofiler,hue,beacon,hive,impala

are users that, based on default Hive policies, have all access for all Hive resources. Therefore, for
these users, checking Hive policies when they access storage locations that map to Hive resources
is unnecessary and may cause access violations if masking/row-filtering policies are configured for
public group.

e ranger.raz.service-type.s3.mapping.source.download.interval

IE Note: The comma-separated lists that you define for S3 privileged user names and service names

« Thetime in milliseconds between mapping download requests from the S3 Ranger plugin to RMS.
« Default setting: 30 seconds

By default, the RMS plugin checks for new mapping downloads every 30 seconds, based on this configuration.
If you have mapping data (found in the raz_cm_hive_resource_mapping.json file) of approximately 360MB
file size, then performing this operation every 30 seconds could cause an excessive load on the NameNode.
After enabling performance logs, you can observe that saveToCache takes 11 seconds and loadFromCache
operations take 7 seconds to complete. The cacheing process takes approximately 18-19 seconds to compl ete,
as shown in the following example performance logs:

DEBUG or g. apache. ranger. perf.resourcemappi ng.init: [PERF] Ranger Mappi ngR
ef resher. | oadFronCache( servi ceNane=cm hi ve): 7449

DEBUG or g. apache. ranger. perf.resourcemappi ng.init: [PERF] Ranger Mappin
gRefresher. saveToCache(servi ceNane=cm hi ve): 11787

In this case, you should adjust the frequency of downloading RM'S mappings to at least 18* 2= 36 seconds. A
more conservative value = 45 seconds. In this way, you can tune RM S configurations to optimize performance
in the RAZ S3 chained plugin.

 ranger.plugin.hdfs.bypass.chained.plugin.evaluation.if.access.is.determined

» boolean valued configuration variable, default value = false

« Whenitisset to true, the chained-plugin (in our case, RMS code for looking up and enforcing Hive policies)
isNOT executed if amatching Ranger HDFS policy is found for the accessed HDFS location and that policy
determines the access result (either ALLOW or DENY).
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Note: Changesto any of these requires that RMSis stopped, all rows are deleted from RM S database table
E X_rms_mapping_provider and RMS s restarted. On restart, RM S downl oads compl ete table data from RMS,
which may take a significant amount of time depending on the number of tablesin HMS.

e ranger-rms.HMS.source.service.name

* The Ranger HDFS service name (default: cm_hdfs).
* ranger-rms.HM S.target.service.name

e The Ranger Hive service name (default: cm_hive).
* ranger-rms.HM S.map.managed.tables

e true— Track managed and external tables.

» fase—Track only external tables.

o Default setting: false
 ranger-rms.polling.notifications.frequency.ms

* Thetimein milliseconds between polls from RMS to HM S for changes to tables.
« Default setting: 30 seconds
e ranger-rms.HM S.source.service.name.ozone

e The Ranger OZONE service name
o Default setting : cm_ozone
* ranger-rms.HM S.source.service.name.s3

» TheRanger S3 service name (default: cm_s3)
e ranger-rms.supported.uri.scheme

e A commarseparated list of uri schemes supported by RMS
» Default setting: hdfs,s3a,03fs,ofs

Note: Ranger RMS supports RMS Hive-S3 Acl-Sync feature on Cloudera Base on premises from 7.3.2.0
IE release onwards. Therefore, s3afile scheme is now supported by RMS.

Y ou can configure the HDFS plugin to view user accees permissionsin amanner similar to the HDFS get f acl
command after migratng from CDH to Cloudera cluster.

Ranger RM S (Hive-HDFS ACL Sync) feature replaces a similar feature previously supported in Sentry. Ranger RMS
(Hive-HDFS ACL Sync) isimplemented through RM S module which consists of RM S server and chained-plugin

and corresponding storage plugin - HDFS/Ozone. Ranger RM S (Hive-HDFS ACL Sync) supports viewing access
permissions on storage locations across:

» Ranger policies for storage locations
* Ranger policies for Hive entities
e any native storage ACLs

Ranger RMS (Hive-HDFS ACL Sync) is considered essential for those customers migrating from CDH to Cloudera
clusters who also used Sentry ACL-sync feature.

Ranger RM S (Hive-HDFS ACL Sync) addresses the following customer requirements to support:

« an operational need for end-users with no access to Ranger-admin to check the permissions on a HDFS resource
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» atool-set that can verify if the Sentry access permissions are correctly migrated

Sentry implemented an HDFS command get f acl that provided access permissions on a given resource to the end-
user in a structured, easy-to-understand form. Ranger RM S (Hive-HDFS ACL Sync) is designed to offer the same
user experience to the end-users.

The Ranger policy-engine supports an API that, for aresource, returns a static view of the permissions allowed for
all users, groups and roles. The view of the access permissions s specific to the component’ s access model. In other
words, for Hive resource the permissions as defined in the Hive service definition, and for HDFS resource, the view
consists of read/write/execute permissions. This functionality is leveraged further, by extending it to chained plugins.

Ranger RM S (Hive-HDFS ACL Sync) internally chains HDFS plugin with Hive plugin to provide composite
evaluation of access for an HDFS location that maps to a Hive entity. With this extension, the static determination of
accesses for aresource considers any chained plugins (and corresponding policy-engine) in its computation. This also
reguires conversion between Hive access types and HDFS access types, and combining of accesses by multiple (in
this case HDFS and Hive) plugins.

The front-end for accessing this static permission map isthe get f acl command supported by HDFS. Using this
front-end obviates the need for any additional configuration set-up (other than one that enables/disables this feature).
It also gives Sentry users (almost) identical experience when interrogating accesses supported for aresource.

There are two new configuration parameters introduced for this feature. Both are specified using the safety valve
mechanism on HDFS (ranger-hdfs-security.xml).

1. Goto Cloudera Manager HDFS Configuration .

2. In Search, type ranger-hdfs-security.xml.

3. In HDFS Service Advanced Configuration Snippet (Safety Valve) for ranger-hdfs-security.xml, add the following
properties/values:
is.facl.inter ception.enabled=true

(Default:false): If true, thisfeatureis activated.

ranger .plugin.hdfs.policyengine.option.disable.role.r esolution=true
(Default:true) : If false, the roles are resolved to their constituent users and groups for reporting the
access permissions.
4. Click Save Changes (CTRL+S).
5. Restart services with stale configurations.

Ranger evaluates access based on static and dynamic (time-based, accessing | P-based, condition-based) policies. The
static view of the access permissions given only aresource, is hot a complete and always accurate picture. However,
for the customers moving from Sentry to Ranger, this may not be an issue.

Y ou can move the Ranger Resource Mapping Server (RMS) server role instance for an existing Ranger RM S service
from one host to another using Cloudera Manager.
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In some cases, for example, after upgrading your servers, you may want to migrate a Ranger RM S server role
instance to a new host. This procedure describes how to move a Ranger RM S server role instance from an existing
cluster host to another cluster host.

E Note: If you enabled manual SSL on this cluster, you must update the SSL configurations when adding a
new role.

1. Go to Cloudera Manager.
2. Back up your configurations using the host templates.
a) Goto ClouderaManager Hosts Host Templates.
b) Click Createinthe Host Templates page.
¢) Enter Template Name, and then select the Ranger RM S Server under the Ranger RM S service.
d) Click Create.

After atemplate is created for the Ranger RMS server, all the user configurations will be saved in that
template.

Note: Cloudera recommends saving the actual configuration files used on the host for the Ranger
RMS server. It is better to verify the configurations on the newly added role on the new host with the
saved old configuration files (for example, ranger-rms-sitexml )

Goto ClouderaManager Ranger_RMS service.

Go to the Instances tab.

Select the role that you want to migrate to a new host.

Select Stop from the Actions for Selected dropdown.

After the selected role stops, select Delete from the same Actions for Selected dropdown.
Click Add Role Instances.

The Assign Roles page appears.

9. Select anew host for the Ranger RMS server, and click OK to add therole.

10. Click Continue.

11. Review the settings on the Review Changes page, and click Finish.

© N o ok~ w

The new role instance appears on the Ranger RM S page.
12. Select the newly added role instance, and select Start from the same Actions for Selected dropdown.
13. Restart the cluster from the Actions dropdown.

Restarting the cluster removes the stale changes. Cloudera generally recommends running the Ranger RMS
Database Full Sync command. To do this, go to the Ranger RM S service page and select Ranger RM S Database
Full Sync. However, running this command is not always necessary.

If you want to add multiple rolesto the Ranger RM S server, then see Configuring High Availability for Ranger
RMS.

This topic presents afew common use cases for Ranger RM S (Hive-HDFS ACL-Sync).

Prerequisites:

28


https://docs.cloudera.com/cdp-private-cloud-base/7.3.2/security-ranger-rms-configuring-and-using/topics/security-ranger-rms-configure-ha.html
https://docs.cloudera.com/cdp-private-cloud-base/7.3.2/security-ranger-rms-configuring-and-using/topics/security-ranger-rms-configure-ha.html

Cloudera Runtime Ranger RM S (Hive-HDFS ACL-Sync) Use Cases

Create a"Customer” Hive table under the default database.

Create a"unixuserl" user.

User "unixuserl" does not have any policy to allow it access to table "Customer"”.
User "unixuserl" tries to access the Hive data through the hdfs command.

Before setting up RMS:

If HDFS ACLs alow access to the location for Customer table, access will be granted to "unixuserl". The audit log
will have "hadoop-acl" as the access enforcer.

After setting up RMS:

Access will not be granted to user "unixuserl". The audit log will not specify denying policy.

AW

Prerequisites:

1. Create a"Customer" Hive table under the default database.

2. Createa"unixuserl" user.

3. Thetag "SPECIAL_ACCESS' is associated with the "Customer" table.

4. A policy for thetag "SPECIAL_ACCESS" provides Hive select accessto "unixuserl".
5. User "unixuserl" triesto read the Hive data through the hdfs command.

Before setting up RMS:

If HDFS ACLs alow access to the location for "Customer” table, access will be granted to
log will have "hadoop-acl" as the access enforcer.

After setting up RMS:
Access will be granted by tag-based policy for "SPECIAL_ACCESS".

unixuserl". The audit

Prerequisites:

1. Create a"Customer" Hive table under the default database.

2. Createa"unixuserl" user.

3. Thetag "SPECIAL_ACCESS' is associated with the "Customer" table.

4. A policy for thetag "SPECIAL_ACCESS' provides Hive select accessto "unixuserl".

5. A masking policy for the "Customer" table is set up so that for "unixuserl" a column "SSN" is redacted.
6. User "unixuserl" triesto read the Hive data through the hdfs command.

Before setting up RMS:

If HDFS ACLs alow access to the location for Customer table, access will be granted to "unixuserl”. The audit log
will have "hadoop-acl" as the access enforcer.

After setting up RMS:
Access will be denied by the masking policy.

Prerequisites:
1. Create a"Customer" Hive table under the default database.
Create a"unixuserl" user.

User "unixuserl" has a HDFS policy allowing read access.
User "unixuserl" does not have any policy to allow it accessto the "Customer" table.

Hwbd
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5. User "unixuserl" triesto access the Hive data through the hdfs command.
Before setting up RMS:
Access will be granted by the Ranger HDFS policy.

After setting up RMS:
Access will not be granted to the "unixuser1" user. The audit log will not specify a denying policy.
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