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Cloudera Runtime How data sharing with Cloudera Iceberg REST Catalog works

Cloudera Iceberg REST Catalog enables your clients to run their workloads from data platforms, such as Databricks
or Snowflake to fetch data from Cloudera environments for analytical purposes.

Data sharing involves the creation of a Data Share with the necessary authorization and authentication mechanisms. A
Data Share is an organizational unit of data, a collection of data assets. Y ou can then share this data with your clients
so that they can access the I ceberg table data created within the Cloudera environment.

The following sections describe the high-level workflow of the processes:

The following tasks are part of the Data Share creation process.

« Asaresource owner, generate atoken by calling the client-1D service exposed by the cdp-share-management
Knox topology. This unique Token ID isreferred to asthe CLIENT _ID and the generated passcode isthe CLIE
NT_SECRET.

* You then create a Ranger group named after the CLIENT _ID and a Ranger role for the client, and add the group
to therole. Thisrole represents the client with whom the data is shared.

» Create and maintain policies for the set of databases and tables to be shared for the Ranger role and group and
thereby create a Data Share.

* Maintain the SELECT permission for the databases or tablesto allow  READ-only access.

e You can then sharethe CLIENT _ID and the CLIENT_SECRET with your clients so that they can access the
shared data in the Cloudera environment.

After you have created a Data Share, which includes creating tokens, authoring a read-only policy within Ranger, and
shared the CLIENT _ID and CLIENT_SECRET with your client, the client makes use of these credentialsin their
workloads to establish a handshake with Cloudera and to access the shared data. In exchange for the CLIENT_ID
and the CLIENT_SECRET, Knox can return an Access Token, that can be used in requests to Iceberg REST Catalog
(Hive MetaStore).

When the shared data resides on Cloudera Object Store (powered by Apache Ozone) storage, Cloudera lceberg REST
Catalog also vends temporary Ozone S3 credentials to the client through the Knox IDBroker, which obtains them
from the Ozone Security Token Service (STS).

Enabling data sharing with Cloudera lceberg REST Catalog
Creating a Data Share
Introduction to Ozone

Learn how to perform the preparatory configurationsin Clouderato enable data sharing. These configurations are
required for the creation of a data share in Cloudera and allow your clients to access datain Cloudera environments.
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Note:
E * Inthefollowing processes, run all commands within the network of your Cloudera Runtime or through a
VPN.

Different versions of Cloudera Runtime and Data L akes require different steps to enable data sharing.

* Fresh 7.3.2.20000 or Higher Cloudera Base on premises Installation on page 5

» Upgrade from alower version of Cloudera Base on premises to a 7.3.2.20000 or Higher version of Cloudera Base
on premises on page 6

Complete the following steps after a fresh installation ofa 7.3.2.20000 or higher version of Cloudera Base on premises
to enable data sharing.

E Note: For more information on installing Cloudera Base on premises, see:

¢ Version and Download Information
¢ ClouderaBase on premises Installation Guide
¢ Production Installation

1. Installing the Metering V2 Service

Install and configure the Metering V2 service. Thisis a prerequisite for Cloudera Data Sharing on Ozone storage.
If Metering V2 is TLS-enabled, also import the Metering V2 certificate authority into the Hive Metastore
truststore.

2. HMSREST Catalog configuration for Ozone storage

Enable the Iceberg REST Catalog in the Hive Metastore and point it at your Ozone Object Manager and S3
Gateway so Cloudera Data Sharing can vend temporary S3 credentials through the gateway. Only Iceberg tables
whose storage locations use s3a:// paths are shareable; tables registered with ofs:// locations only cannot be shared
thisway.

3. Installing the Knox IDBroker

Add the IDBroker role to the Knox service. On premises deployments do not provision the IDBroker
automatically, so you must install it manually before you can configure it for Ozone S3 credential vending.

4. Configuring Ozone STS for on premises Data Sharing

Enable the Ozone Security Token Service (STS) and the Ranger action-matcher condition, and then complete
the Ranger role, Knox IDBroker, certificate, and topology configuration required so that REST Catalog can vend
temporary Ozone S3 credentials.

5. Creating the Ranger role for Ozone STS

Create the sts-assume-role Ranger role and grant the hive user Assume Role access so that Ozone STS can
generate session credentials for the REST Catalog.

6. Configuring the Knox IDBroker for Ozone S3 environments

Configure the Knox IDBroker STS endpoint override, session policy template, and AWS user mapping so that
IDBroker can vend temporary Ozone S3 credentials to external clients.
7. Trusting the Ozone STS certificate in the Knox IDBroker truststore

Import the cluster's SCM Loca CA into the Knox IDBroker truststore so that IDBroker can call the Ozone STS
and S3 Gateway endpoint over HTTPS.
8. Declaring Knox topologies for on premises Data Sharing

Declare the cdp-datashare-access and cdp-share-management Knox topologies so external clients can reach REST
Catal og through Knox and administrators can generate the CLIENT_ID and CLIENT_SECRET used by external
clients.

9. Registering external clients for on premises deployments
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Generate a CLIENT_ID and CLIENT_SECRET for the external client through the cdp-share-management Knox
topology, create the Ranger group and role that represent the client, and then create the Data Share policy in
Managing Ranger policiesto grant that role SELECT access to the shared Iceberg tables.

Complete the following configurations to enable Cloudera Data Sharing when upgrading Cloudera Base on premises
from a supported version to a 7.3.2.20000 or higher versionthe Data L ake from 7.2.18.x with no REST Catalog or
Cloudera Data Sharing configured in that version.

B Note: For more information on upgradingCloudera Base on premises, see the following:

» Cloudera Upgrade and Migrations Paths
» Supported in-place upgrade paths

1. Installing the Metering V2 Service

Install and configure the Metering V2 service. Thisis a prerequisite for Cloudera Data Sharing on Ozone storage.
If Metering V2 is TLS-enabled, also import the Metering V2 certificate authority into the Hive Metastore
truststore.

2. HMSREST Catalog configuration for Ozone storage

Enable the Iceberg REST Catalog in the Hive Metastore and point it at your Ozone Object Manager and S3
Gateway so Data Sharing can vend temporary S3 credentials through the gateway. Only Iceberg tables whose
storage locations use s3a:// paths are shareabl e; tables registered with ofs:// locations only cannot be shared this
way.

3. Installing the Knox IDBroker

Add the IDBroker role to the Knox service. On premises deployments do not provision the IDBroker
automatically, so you must install it manually before you can configure it for Ozone S3 credentia vending.

4. Configuring Ozone STS for on premises Data Sharing

Enable the Ozone Security Token Service (STS) and the Ranger action-matcher condition, and then complete
the Ranger role, Knox IDBroker, certificate, and topology configuration required so that REST Catalog can vend
temporary Ozone S3 credentials.

5. Creating the Ranger role for Ozone STS

Create the sts-assume-role Ranger role and grant the hive user Assume Role access so that Ozone STS can
generate session credentials for the REST Catalog.

6. Configuring the Knox IDBroker for Ozone S3 environments

Configure the Knox IDBroker STS endpoint override, session policy template, and AWS user mapping so that
IDBroker can vend temporary Ozone S3 credentials to external clients.

7. Trusting the Ozone STS certificate in the Knox IDBroker truststore

Import the cluster's SCM Loca CA into the Knox IDBroker truststore so that IDBroker can call the Ozone STS
and S3 Gateway endpoint over HTTPS.
8. Declaring Knox topologies for on premises Data Sharing

Declare the cdp-datashare-access and cdp-share-management Knox topologies so external clients can reach REST
Catal og through Knox and administrators can generate the CLIENT _ID and CLIENT_SECRET used by external
clients.

9. Registering external clients for on premises deployments
Generate a CLIENT_ID and CLIENT_SECRET for the external client through the cdp-share-management Knox

topology, create the Ranger group and role that represent the client, and then create the Data Share policy in
Managing Ranger policies to grant that role SELECT access to the shared I ceberg tables.
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To share Iceberg tables on Cloudera Object Store (powered by Apache Ozone) through the S3 Gateway and vended
credentials, enable Cloudera Iceberg REST Catalog in Hive Metastore and point it at your Ozone Object Manager and
S3 Gateway. Only tables whose storage |ocations use s3a:// paths are shareable; tables registered with ofs:// locations
only cannot be shared this way.

This procedure applies to Cloudera on premises deployments where the Hive Metastore stores | ceberg metadata on
Cloudera Object Store (powered by Apache Ozone) (ofs.//) on a Kerberized cluster.

Ensure that your Cloudera Runtime is of 7.3.2.20000 version or later.

1. Loginto ClouderaManager and goto Clusters HDFS-1 Configuration and search for HDFS Cluster-wide
Advanced Configuration Snippet (Safety Valve) for core-sitexml.

2. Add the Ozone Object Manager (OM) service and file system properties so that HDFS clients can resolve ofs://
paths:

<pr opert y><nane>o0zone. om servi ce. i ds</ nane><val u

e>[ ***OZONE_OM SERVI CE | D***] </ val ue></ property>

<pr operty><nanme>ozone. om nodes. [ *** QZONE_OM SERVI CE_| D***] </ name><val ue>om
1, on?2, onB</ val ue></ property>

<property><nanme>ozone. om addr ess. [ *** OZONE_OM SERVI CE_| D***] . onll</ name><
val ue>[ *** OML_HOST***] : 9862</ val ue></ pr operty>

<pr opert y><nane>ozone. om addr ess. [ *** OZONE_OM SERVI CE_| D***] . on2</ nanme><
val ue>[ *** OMR_HOST***] : 9862</ val ue></ pr operty>

<pr operty><nanme>ozone. om addr ess. [ *** OQZONE_OM SERVI CE_| D***] . onB</ nanme><
val ue>[ *** OVB_HOST***] : 9862</ val ue></ pr operty>

<property><nanme>fs. of s. i npl </ name><val ue>or g. apache. hadoop. f s. 0zone. Roo

t edOzoneFi | eSyst enx/ val ue></ property>

<pr operty><nane>fs. Abstract Fi | eSyst em of s. i npl </ nane><val ue>or g. apache. had
oop. fs. ozone. Root edOzoneFs</ val ue></ property>

Note: You can find the value for ozone.om.service.iidsin Clusters Ozone | nstances Ozone Manager
Processes, in conf/ozone-site.xml under the 0zone.om.service.ids property. Use the same service ID to fill
in the remaining node and address properties.

3. Click Save Changes, and then run Actions Deploy Client Configuration and restart the affected services.
4. Loginto ClouderaManager and click Clusters Hive Metastore Configuration .
5. Search for Enable REST Catalog Service and enable it to set up the REST Catalog Service in Hive Metastore.

CLOUDZRA
Manager

EXN & Hive Metastore  sctons~ Apr 14, 12:26 AMUTC

Q Enabl talo i @ Filters Group: History & Rollback

Filters
Enable REST Catalog Service Meta: ervice-Wide) *
+ SCOPE

6. Goto Clusters HIVE-1 Configuration and search for Hive Service Advanced Configuration Snippet (Safety
Valve) for hive-site.xml.
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7. Addthe REST Catalog, Ozone data sharing, and Knox IDBroker credential-vending properties:

<property><nanme>hi ve. rest. cat al og. enabl ed</ name><val ue>t r ue</ val ue></ pro
perty>

<pr opert y><nane>hi ve. net ast or e. cat al og. ozone. enabl ed</ nane><val ue>true</v
al ue></ property>

<pr operty><nanme>hi ve. net ast or e. cat al og. ozone. om addr ess</ name><val u

e>[ ***QZONE_OM SERVI CE_| D***] </ val ue></ property>

<property><nanme>hi ve. met ast or e. cat al og. ozone. s3. gat eway</ name><val ue>ht t
ps://[***OZONE_S3_GATEWAY_HOST***]:9879</ val ue></ property>

<pr operty><nane>r est . cat al og. env. cl oud. provi der </ nane><val ue>o0zone</ va
ue></ property>

<pr opert y><nane>hi ve. net ast or e. cat al og. i dbr oker . url </ name><val ue>http
s://[***KNOX_| DBROKER _HOST***] : 8444/ gat eway</ val ue></ pr operty>

If clients read or write tables using s3a:// locations instead of ofs://, also add the following properties on both the
HIVE and HIVE_ON_TEZ services:

<property><nanme>fs. s3a. endpoi nt </ name><val ue>ht t
ps://[***OZONE_S3_GATEWAY_HOST***]: 9879</ val ue></ property>

<pr opert y><nane>fs. s3a. bucket . pr obe</ nane><val ue>0</ val ue></ property>

<pr operty><nane>fs. s3a. pat h. styl e. access</ nanme><val ue>t r ue</ val ue></ pr ope
rty>

<pr opert y><nanme>f s. s3a. change. det ecti on. node</ nane><val ue>none</ val ue></
property>
<property><name>fs. s3a. change. det ecti on. versi on. r equi r ed</ nane><val ue>f a
se</ val ue></ property>

8. Click Save Changes, and then run Actions Deploy Client Configuration and restart the Hive Metastore service.

Continue with Installing the Knox |DBroker.

Add the IDBroker role to the Knox service so that Cloudera | ceberg REST Catalog can vend temporary Ozone S3
credentials to external clients.

In Cloudera on cloud environments, the Knox IDBroker is provisioned automatically. In on premises environments,
you must add the IDBroker role to the Knox service manually before you can configure it for Ozone S3 credential
vending.

1. Login to Cloudera Manager as Administrator.
2. Go Clusters KNOX-1, then select the I nstances tab.
3. Add the IDBroker role to the Knox service.

Click Add Role Instances, and assign the IDBroker role to the host running Knox. Continue through the wizard.
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CDEP Deployment from 2026-Sep-1512:18 N

CLOUDZRA Manager

Add Role Instances to KNOX-1

(1) Assign Roles
Assign Roles

2 Review Changes
You can specify the role assignments for your new roles here.

You can also view the role assignments by host. RUEIIEERES

Knox IDBroker x 1 New Gateway Knox Gateway x 2

coycloud-1.nightly732sp2-gz.root.comops.site ~ ‘ [ Select hosts Select hosts

£ Parcels

E Running Commands

@ Support
© admin
8 Pl

4. Onthe Review Changes page, set the IDBroker master secret.
a) Provideavauefor IDBroker Master Secret (idbroker_master_secret)

Figure 2: IDBroker master secret on the Review Changes page

CDEP Deployment from 2026-Sep-15 12:18
Add Role Instances to KNOX-1

CLOUDZRA Manager
@ Assign Roles

Review Changes
Review Changes

Knox IDBroker Configuration Directory Knox IDBroker Default Group » [}
idbroker_conf_dir

a8 idbroker_conf_dir l /var/lib/knox/idbroker/conf l
Knox IDBroker Data Directory Knox IDBroker Default Group @
idbroker_data_dir

e [ arib/iqox/idbroker/cata J
IDBroker Master Secret Knox IDBroker Default Group 'O Undo (o]
idbroker_master_secret l ] l

o dbroker_master_secret

Save Cloud Vendor Specific Configs in core- Knox IDBroker Default Group [}

site.xml

idbroker_save_core._site_configs
8 idbroker_save_core_site_configs

Knox IDBroker Security Directory Knox IDBroker Default Group 0]
e [ arnio/kaox/idbrokercatersecurty ]
Knox IDBroker TLS/SSL Trust Store File Knox IDBroker Default Group (0]
et s oemion [emavro.risy |
Knox IDBroker TLS/SSL Trust Store Password Knox IDBroker Default Group o
8 ssl_clienttruststore_password ‘ ‘

£ Parcels Enable TLS/SSL for Knox IDBroker Knox IDBroker Default Group (0]

X Running Commands e

@ support Knox IDBroker TLS/SSL Server Keystore File Knox IDBroker Default Group (o]

© admin

«
L

b) Click Finish.

Location

oatewav1ls kevstore.nath

Cancel

5. Restart all affected services from Cloudera Manager.

{CM_AUTO_TLS))

\

Figure 3: Restarting affected services after adding IDBroker
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CDEP Deployment from 2026-Sep-15 12:18

Cluster 1
8
KNOX-1  actions~ L
Stale Configuration: Client
Status  Instances  Configuratio| configuration redeployment ry  Audits  WebUl v  Quick Links +
needed
[ This entity is currently running with an outdated configuration. Restart the service (or the instance) for the changes to take effect. ]
l Q Enter search terms (hostname, host ID, IP address, cluster name, rack, health status, or CDH version) separ @ Filters Last Updated: Sep 18, 4:22:37 PMUTC
Actions for Selected ~ Add Role Instances Role Groups
Filters
[J status Role Type Tags State Hostname Commission State Role Group
v STATUS
O [=] Knox IDBroker Stopped Commissioned Knox IDBroker Default
Stopped 1
Good Health 2 Group

> COMMISSION STATE O Knox Gateway Started with Outdated Commissioned Knox Gateway Default

Configuration Group
> MAINTENANCE MODE

S RACK ID ] Knox Gateway Started with Outdated - Commissioned Knox Gateway Default

Configuration Group
> ROLE GROUP

1-30f3
> ROLE TYPE

> STATE

Continue with Configuring Ozone STS for on premises Data Sharing.

Enable the Ozone Security Token Service (STS) and Ranger action-matcher support so that REST Catalog can vend
temporary Ozone S3 credentials for on premises Data Sharing.

Data sharing on Cloudera Object Store (powered by Apache Ozone) storage requires Ozone to issue AWS STS-
compatible, short-lived credentials (AssumeRole) that the Knox IDBroker exchanges for external clients. This
configuration applies only when the data being shared is stored on Ozone S3 in a Cloudera on premises deployment.

« Complete Configuring Hive Metastore as a REST Catalog for Ozone storage, including the Ozone safety-valve
properties.
e Complete Installing the Metering V2 Service.

e |f Metering V2 is TLS-enabled, import the Metering V 2 certificate authority (metering-scm-ca) into the Hive
Metastore truststore.
» Ranger and Ozone must support the ASSUME_ROLE access type and inline-policy grants. Thisisavailablein
Cloudera Runtime 7.3.2.20000 and later service packs.
» Ozone STS and the Ranger action-matcher condition for Ozone service definitions must be availablein your
build.

1. Enablethe S3 STS (AssumeRole) feature.

A single Cloudera Manager setting turns on both the Ozone STS feature flag (ozone.s3g.sts.http.enabled) and the
Ranger action-matcher condition for Ozone service definitions (ranger.servicedef.ozone.enableActionMatcherl
nPoaliciesCondition) at the same time. The action-matcher condition lets Ranger evaluate the ASSUME_ROLE
access type when the Ozone S3 Gateway requests a session policy during STS token generation.

a) In ClouderaManager, goto Clusters OZONE-1 Configuration and search for the word assumeRole.
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b) Select Enable S3 STS (AssumeRole), then click Save Changes.
Figure 4: Enable S3 STS (AssumeRole) in Ozone configuration

CLOUDERA Manager
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B Home
I B Clusters
Y Hosts
A Diagnostics
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[~ Charts
7 Replication
{8 Administration

& Data Services

5 Parcels
X Running Commands
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© admin

.

«
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COEP Deployment rom 2026 Sep-151218 |
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v SCOPE
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0
0
0
B
0
0
0
0
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Resource Management 0
Security 0
Stacks Collection 0

v STATUS
QError 0
A Warning 0
7 Edite: 0
* Non-Default 0

Enable S3 STS (AssumeR

ozone.sag.sts.hitp.enabled

% ozone s3g.sts hitp enabled

Show All Descriptions
ole) (] OZONE-1 (Service-Wide) o)

1-10f1

Save Changes(cTrLss

¢) Wait about 30 seconds until the stale configuration indicator appears next to the Actions dropdown, and then
click the Stale Configuration: Restart needed icon.

Figure 5: Stale configuration restart needed after enabling AssumeRole
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0
0
0
v CATEGORY
Main 1
Advanced 0
Logs 0
Monitoring 0
0
0
0
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© Error 0
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1-10f1

d) Click Restart Stale Services, ensure Regular Restart is selected, and then click Continue.
€) When the restart completes, click Finish.

2. Create the Ranger role that Ozone STS uses to generate session credentials for the REST Catalog, as described in
Creating the Ranger role for Ozone STS.
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3. Configure the Knox IDBroker for the Ozone S3 Gateway, as described in Configuring the Knox IDBroker for
Ozone S3 environments.

4. Declare the cdp-datashare-access and cdp-share-management Knox topologies for Ozone data sharing, as
described in Declaring Knox topologies for on premises Data Sharing.

5. Trust the Ozone STS and S3 Gateway certificate in the IDBroker truststore, as described in Trusting the Ozone
STS certificate in the Knox IDBroker truststore.

REST Catalog can how vend temporary Ozone S3 credentials to externa clients. For atable stored on Ozone, the
[credentials response returns an s3.endpoint for the Ozone S3 Gateway and temporary s3.access-key-id, s3.secret-
access-key, and s3.session-token values. Clients use those credential s against the gateway; the vended storage path
prefix is s3a:// and matches the translated Ozone link bucket name, not the original ofs:// table location. For aworking
example, see Supported REST Catalog APIs for accessing the data.

Continue with Creating the Ranger role for Ozone STS.

Create the Ranger role that Ozone STS uses to generate session credentials (access key and secret) for Cloudera
Iceberg REST Catalog.

hive isthe identity that Cloudera lceberg REST Catalog usesto obtain short-lived credentials from IDBroker on
behalf of external clients, so the Ranger role that Ozone STS uses to generate session credentials must grant that
identity Assume Role access.

1. InRanger, goto Settings Roles, then click Add New Role to create the sts-assume-role role.
Select the hive user when creating the role.
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Last Response Time

@ Role Detail 09/21/2026 02:13:21 PM
y
Users/Groups/Roles > Role Create
@ Role Name *
G sts-assume-role (i)
Now Policy
Description  panger role used by Ozone STS to assume roles and generate temporary
(o4 credentials for Iceberg REST Catalog access. .
Resource -
Polcios
Users:
P User Name Is Role Admin Action
E No users found

Select Users Add Users

©

@ Groups:
Seaurty
sore
5:"’;3 Group Name Is Role Admin Action
Settings. No groups found

Select Groups Add Groups

Roles:

Role Name Is Role Admin Action

No roles found

Select Roles Add Roles

Save [ENeEITT]

Licensed under the Apache License, Version 2.0 You last logged in on, Friday, Sep 18, 2026, 10:14:52 PM | 4
d

2. Goto Resource Policiescm_ozone service and create the Assume Role Policy.
a) Add the sts-assume-role as role under Resour ces.
3. Grant the hive user Assume Role access on the sts-assume-role role.

Figure 7: Creating the Assume Role policy

) Last Response Time
@ Create Policy 09/21/2026 02:18:08 PM

Service Manager > cm_ozone Policies > Create Policy
@ Policy Details :
Create x
New Polcy
Policy Type
C=
Resource Policy Name*  Policy Name o Enabled ) @  Normal Policy Conditions :

Policies

0 Policy Label  Add Policy Labels No Gonditions

T
Polcies ’
Description

Audit Logging*

Resources :

Role sts-assume-role X

Setings + Add Resource

Allow Rules: Hide +
Delegate
Select Roles Select Groups Select Users Rule Conditions Permissions Admin
Add Conditions
Select Roles Select Groups nive x . u] n
4

Q)

admin

A Exclude from Allow Rules:
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4. Grant the sts-assume-role role read access on the Cloudera Object Store (powered by Apache Ozone) volume,
bucket, and key resources that back the shared tables.

» Thisgrant requires the Ranger action-matcher condition for the Ozone service definition to be enabled.

« When you author resource paths for a policy that covers atable stored on Ozone, use the trandated s3a:// link
bucket path (for example, s3a://[***VOLUME***]-[*** BUCKET***]/...), not the original ofs:// location.
Cloudera Iceberg REST Catalog derives IDBroker policy paths and inline loadTable credential prefixes from
thistranglated link bucket, so a policy written against the raw ofs:// path does not match.

a) Edit your Ozone volume policy (for example, the default al - volume policy) and add the sts-assume-role role
to the Allow Rules with read permissions.

it Poli Last Response Time
Edit Policy Cdlom New Form 00/21/2026 08:42:49 PM

Service Manager > cm_ozone Policies > Edit Policy

Poicy 0 €3 Policy Conditions :
Policy Name*  all - volume o El) @ toma No Conditions

Policy Label | Add Policy Labels

Polices.

Description Policy for all - volume

Audit Logging €&

Resources :

None Add policy Resources

+ Add Resource

Allow Rules: hide

Select Roles Select Groups Select Users Rule Conditions Permissi

sts-assume-role X Select Groups hdfs X om x

.....

b) Edit your Ozone bucket policy (for example, the default all - volume, bucket policy) and add the sts-assume-
rolerole to the Allow Rules with read permissions.
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Last Response Time

Edit Policy 09/21/2026 08:44:44 PM
Service Manager > om_ozone Policies > Edit Policy ¥
Policy Name* all - volume, bucket Y Enabled (@ VSR No Conditions
Policy Label | Add Policy Labels
Description  Policy for all - volume, bucket
4
Audit Logging' €28 )
Resources :
Ozone Volume x [_ouce @)
Ozone Bucket ‘x [ _cuce @)
None Add policy Resources
Allow Rules: hide
Delegate
Select Roles. Select Groups Select Users Rule Conditions Permissions Admin
A Conciions 4 ] Road ] wie ] croate ] it
———————————————— Read_ACL
mm . T ol o
4
»
4

¢) Edit your Ozone key policy (for example, the default all - volume, bucket, key policy) and add the sts-assume-
role role to the Allow Rules with read permissions.

Edit Policy
Service Manager > om_ozone Policies
Policy ID*

Policy Name*

Policy Label

Description

> Edit Policy
all - volume, bucket, key ;) Enabled ® Noma
Add Policy Labels
Policy for all - volume, bucket, key

Last Response Time
09/21/2026 08:46:25 PM

0ld Form New Form

X
Policy Conditions : °

No Conditions

Ozone Key

+ Add Resource

Allow Rules:

Audit Logging® €8
Resources :
B [ Fecisio @)

Select Roles

sts-assume-role X

Select Groups Select Users

Add Conditions

Select Groups hdfs X om x

5. Generate the Ozone S3 access key and secret for the hive user.

These credentials belong to the identity that was granted Assume Role access. Save them into the Knox |DBroker
aliasesin Configuring the Knox IDBroker for Ozone S3 environments.

Authenticate as the hive Kerberos principal by using the Hive Metastore keytab present on the host you are
configuring, and then retrieve the secret:

Ki ni t

Rule Conditions

Delegate
Permissions Admin
[ 4 ] Road ] wie ] create ] List
,,,,, EDEEDTm | [« |
’
Py

-kt [***H VE_KEYTAB_PATH‘**] hive/[***HVS_HOST***] @ *** REALM * *]
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ozone s3 getsecret

Note: Cloudera Manager writes the keytab under a process directory whose numeric prefix (for example,
B .../process/142-hive-HIVEMETA STORE/hive keytab) changes on each restart. Use the path currently
present on the host.

The ozone s3 getsecret command returns the Ozone S3 access key (the Kerberos principal) and secret:

awsAccessKey=hi ve/ [ ***HV5_HOST***] @ * * * REALM * *]
awsSecret =[ *** QZONE_S3_SECRET KEY***]

Continue with Configuring the Knox IDBroker for Ozone S3 environments.

Configure the Knox IDBroker STS endpoint, session policy, and AWS user mapping to vend temporary Ozone S3
credentials to external clients.

For Cloudera Object Store (powered by Apache Ozone) environments, you must manually configure the IDBroker
STS endpoint, session policy, and AWS user mapping. Complete this procedure after Installing the Knox IDBroker.

The sts-assume-role role must already exist in Ranger and be granted read access to the shared Ozone volume, bucket,
and key resources, as described in Creating the Ranger role for Ozone STS.

1. Goto Cloudera Manager Knox Configuration and search for Save Alias Command Input - IDBroker.

2. Enter the S3-compatible storage credentia access key dlias, click Save Changes, and then run Actions Save Alias
- IDBroker .
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CDEP Deployment from 2026-Sep-1512:18

CLOUDZRA Manager Cluster 1
Search o K KNOX-1 Actions v Sep21,1:23 PMUTC
[N
@ Home
Status Instances  Configuration ~ Commands  Charts Library ~ Audits ~ WebUl +  Quick Links ~
| B Clusters
1 —

98 Hosts Q Save Alias Command Input - IDBroker

~ Sample API
LA Diagnostics

i Filters @
@ Audits Save Alias Command Input - IDBrok | "UT Japi/v31/clusters/Cluster%2@1/services/KNOX-1/roleConfigGroups/KNOX-1-IDBROKER-BASE/config
|~ Charts v SCOPE idbroker_save_alias_command_input “items: [
% idbroker_save_alias_command_input
KNOX-1 (Service-Wide) 0 {

2 Replication idbroker_save_alias_command_input",

“aws-cab.aws.credentials.key=<AlS user Access key>"

o Knox Gateway 0
{8 Administration Knox IDBroker 1 )
Data Services (Rew] )
o ()  CATEGORY
Main 1
Advanced 0
Logs 0
Monitoring 0
Performance 0
Ports and Addresses 0
Resource Management 0
Security 0
Stacks Collection 0
v STATUS
O Error 0
& Parcels A Wamning 0
(# Edited 1
¥ Running Commands * Non-Default !
@ Include Overrides 0

@ Support

© admin

7132 & 1 Edited Value Reason for change: [ Modified Save Alias Command Input - IDBroker l

aws- cab. aws. credenti al s. key=[ *** QZONE_S3_ACCESS_KEY***]

3. Search for Save Alias Command Input - IDBroker again, enter the S3-compatible storage credential secret access
key dlias, click Save Changes, and then run Actions Save Alias - IDBroker again.

Figure 12: Save Alias - IDBroker action

CDEP Deployment from 2026-Sep-1512:18

CLOUDZRA Manager Cluster 1
Search @ K KNOX-T [Aactons~ Sep21,1:27 PMUTC
@ Home Start
Status Instances Confiy fits  WebUl ~  Quick Links +

Restart

| £ Clusters
Rolling Restart

08 Hosts Save Alias C¢ d I Filters Role Groups  History & Rollback
Q Save Alias Command INPU g, rjas - Knox Gateway < e o

A Diagnostics

Save Alias - IDBroker &
& Audt Filters Stop Save the value defined in Show All Descriptions
% Audits i
A (D5 oker Default Group ' Undo ®
 SCOPE
o
2 Charts Add Role Instances Tinput
KNOX-1 (Ser
) (
&7 Replication Gatoway s
= Knox Gateway Rename
{8} Administration Knox IDBroker
& Data Services (Tew)  CATEGORY Delete
Main Enter Maintenance Mode
Advanced
Logs
Create Ranger Knox Plugin Audit Directory
Monitoring
Performance Deploy Client Configuration
Ports and Add
Resource Management
Securty Download Client Configuration
Stacks Collection 0
v STATUS
© Error 0
A Warning 0
£ Parcels @ Edited 1
% Non-Default 1
X Running Commands D Include Overrides 0
& Support
© admin
« 1 Edited Value_Reason for change: | Modified Save Alias Command Input - IDBroker

aws- cab. aws. credenti al s. secret =[ *** QZONE_S3_SECRET KEY***]
4. Set the Save Alias Command Input - IDBroker property back to empty, and click Save Changes.
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Note: Clearing the property prevents the plaintext secret from remaining in the Cloudera Manager
E configuration.

5. Goto ClouderaManager Knox Configuration and search for Knox |DBroker Advanced Configuration Snippet
(Safety Valve) for conf/cdp-resources.xml.

6. Add the following entry to override the IDBroker STS endpoint to point at the Ozone S3 Gateway:

¢ Name:

aws- cab

 Vaue

provi der Conf i gRef =cab- pr ovi der s#l DBROKER: cl oud. pol i cy. confi g. provi der =de
faul t #1 DBROKER: cl oud. cl i ent . provi der =AWS#| DBROKER: aws. r egi on. name=us- eas
t - 1#1 DBROKER: or g. apache. knox. i dbr oker . endpoi nt. overri de=
https://[***QZONE_S3_GATEWAY_HOST***]: [ *** SECURE OZONE S3 GATEWAY API
PORT (TLS/ SSL) ***]

Name:

Note: The Secure Ozone S3 Gateway APl Port

HTTPS

(TLS/SSL) and the Secure Ozone S3 Gateway STS

Port can be found under Cloudera Manager Clusters OZONE-1 Configuration

7. Add the read-only session IDBroker policy template to the Knox IDBroker Advanced Configuration Snippet
(Safety Valve) for conf/cdp-resources.xmil:

CLOUDZRA Manager

Search

@ Home
B Clusters

00 Hosts

LR Diagnostics
[B Audits

|~ Charts

1 Replication
{8 Administration

& Data Services [New

£ Parcels
® Running Commands

& support

@ admin

«

Cluster 1

K KNOX-1  Actions~

Status  Instances  Configuration

GDEP Deployment from 2026-Sep-21 10:41

Sep 21,2:20 PMUTC

Commands  Charts Library ~ Audits ~ WebUl ~  Quick Links +

Q cdp-resources.xml

©fFilters  Role Groups  History & Rollback

Filters Show All Descriptions
Knox Simplified Topology Management - Knox Gateway Default Group [}
v SCOPE Monitoring Interval
) ‘ 10 H second(s)
ager descriptors.mo erv
KNOX-1 (Service-Wide) 1 poy ; °
Gateway 0 gateway_cloudera_manager_descriptors_monitor_interval
Knox Gateway 2
Knox IDBroker 1 Knox Service Advanced Configuration Snippet  KNOX-1 (Service-Wide) o]
(safety Valve) for conf/cdp-resources.xml View a8 XML
v CATEGORY ©§ conf/cdp-resources.xml_service_safety_valve @
Main 1
Advanced 3 Knox Gateway Advanced Configuration Snippet  Knox Gateway Default Group ®
Logs (Safety Valve) for conf/cdp-resources.xml View as XML
Monitoring 8 conf/cdp-resources.xml_role_safety_valve ®
Performance
Ports and Knox IDBroker Advanced Configuration Snippet  Knox IDBroker Default Group ' Undo o]
agement (Safety Valve) for conf/cdp-resources.xml View as XML
stacks Collection & conf/cdp-resources. xml_role_safety_valve Name I aws-cab l Te
v STATUS
Value ‘ providerConfigRef=cab-providers#IDBROKER:cloud.policy.config.provider=default#IDBR ]
© Error
A waming 0
@ Edited 1 Description [ ‘
* Non-Default 1
) Include Overrides 0 DFW{!\
Name l sessionPolicyTemplate:read-only ‘ we
Value l {'Version"2012-10-17",'Statement"[{'Sid"-"AllowListingOfDataL akeFolderOnly" Effect":" ‘
Description ‘ ]
Final
140t
1 Edited Value Reason for change: | Modified Knox IDBroker Advanced Configuration Snippet (Safety Valve) for conf/cdp-resources.xml Save Changes(CTRL+s
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« Name:

sessi onPol i cyTenpl at e: read-only

« Vaue

{"Version":"2012-10-17","Statement": [ {"Sid":"Al | owLi sti ngCf Dat aLakeFol de
ronly","Effect":"Allow',"Action":["s3:List*"],"Resource":"arn: aws:s3::: %
{bucket}","Condition":{"StringEqual s":{"s3:prefix":["${prefix}","${prefi
x}/"]1}3},{"Sid":"A | owAccessToDat aLakeFol der","Effect":"Al |l ow', "Acti on":
["s3:Get"], "Resource":"arn: aws: s3::: ${bucket}/ ${prefix}/*"}]}

8. In ClouderaManager Knox Configuration , search for Knox IDBroker AWS User Mapping, set the mapping for
the hive user to the Ranger role created for Ozone STS (for example, sts-assume-role), and click Save Changes.

Map the hive Kerberos user to the STS role ARN. Use the Ranger role name from Creating the Ranger role for
Ozone STS; change only the account ID and role name in the ARN to match your environment.

hi ve=arn: aws:iam :[***ACCOUNT_| D***] :rol e/ [ *** RANGER_ROLE_NANE* * *]

9. Click Save Changes, and then restart the Knox service.

Note: Without these cdp-resources.xml entries, the Cloudera I ceberg REST Catalog credentials AP

B cannot obtain Ozone S3 STS credentials for external clients. This restart is separate from the Save Alias
- IDBroker command used earlier for the credential aliases, which does not persist these safety valve
entries.

Continue with Declaring Knox topologies for on premises Data Sharing.

Configuring cloud credentials using Knox Alias

Declare the cdp-datashare-access and cdp-share-management Knox topologies so external clients can reach Cloudera
Iceberg REST Catalog and administrators can generate client |Ds and secrets.

e |dentify the share-administrative users who generate CLIENT _ID and CLIENT_SECRET values and who must be
Knox proxy users and Ranger administrators.

« Identify the Hive Metastore hosts where Cloudera I ceberg REST Catalog is enabled and the Ranger Admin hosts
that cdp-share-management proxies to.

The cdp-datashare-access topology proxies external REST Catalog and OAuth token requests to the Hive Metastore
Iceberg REST servlet and issues bearer tokens for the IDBroker audience. The cdp-share-management topology
exposes the Knox token service and Ranger Admin APIs that you use to generate CLIENT _ID and CLIENT_S
ECRET pairs and register external clients. Declaring the topologies does not create a client; it provides the endpoints
you cal later.

Add al four propertiesin this procedure to the same Knox Gateway Advanced Configuration Snippet (Safety Valve)
for conf/cdp-resources.xml.
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1. InClouderaManager, goto Clusters Knox Configuration and search for Knox Gateway Advanced Configuration
Snippet (Safety Valve) for conf/cdp-resources.xml.

2. Add the cdp-datashare-access provider configuration. Enter the following values:

¢ Name:

provi der Confi gs: cdp- dat ashar e- access- provi der

 Value

rol e=f eder ati on#f eder ati on. name=JWI'Pr ovi der #f eder ati on. enabl ed=t r ue#f ede
ration. param knox. t oken. exp. server - managed=t r ue#r ol e=i denti ty- asserti on#
i dentity-assertion. name=Def aul t #i dentity-assertion. enabl ed=true#i dentity
-assertion. param group. mappi ng. $PRI MARY_GROUP=( not (menber usernane))#ro
| e=ha#ha. nane=HaPr ovi der #ha. par am | CEBERG REST=enabl ed=t r ue; maxFai | over A
ttenpt s=3; fail over Sl eep=1000

3. Add the cdp-datashare-access topology descriptor. Set the following:

¢ Name:

cdp- dat ashar e- access

« Value

provi der Conf i gRef =cdp- dat ashar e- access- provi der #KNOXTCKEN: knox. t oken. tt |
=36000000#KNOXTOKEN: knox. t oken. exp. ser ver - managed=t r ue#KNOXTOKEN: knox. t o
ken. audi ences=i dbr oker #KNOXTOKEN: gat eway. knox. t oken. i mi t. per. user=-1#I C
EBERG REST: ur | =http://[***HVS_HOST***] : [ *** REST_CATALOG_PORT***] /i cecli#
| CEBERG REST: ur | =htt p: //[***HVS_HOST_2***]: [ ***REST_CATALOG PORT***] /i ce
cli#

Note: The default Iceberg REST Catalog servlet port is 18090 and the servlet path isicecli. If you run
IE Hive Metastore on asingle host, set [***HMS HOST _2***] to the samevaue as[***HMS HOST***]

so the HA provider has two backend entries. For multiple Hive Metastore hosts, add one ICEBERG-REST

:url=http://[[***HMS_HOST***]:[***REST_CATALOG_PORT***]/icecli# fragment per host.

Note: The value 36000000 for knox.token.ttl sets a 10-hour token lifetime. Adjust this value on both
IE topologiesif you need a different duration.

4. Add the cdp-share-management provider configuration. Enter the following values:

* Name:

provi der Conf i gs: cdp- shar e- managemnent - pr ovi der s

« Value

r ol e=aut henti cati on#aut henti cati on. nane=Shi r oPr ovi der #aut hent i cati on. par
am mai n. i nval i dRequest =or g. apache. shiro. web.filter.Invali dRequestFilter#
aut henti cati on. param mai n. i nval i dRequest . bl ockBacksl ash=f al se#aut henti ca
tion. param mai n. i nval i dRequest . bl ockNonAsci i =f al se#aut henti cati on. par am

mai n. i nval i dRequest . bl ockSeni col on=f al se#aut henti cati on. param nai n. panRe
al mror g. apache. knox. gat eway. shi r or eal m KnoxPanReal m#aut henti cati on. param
. mai n. knoxAnonFi | t er =or g. apache. knox. gat eway. filt er. AnonynousAut hFi | t er #
aut henti cati on. param url s. / knoxt oken/ api / vl/jwks. j son=knoxAnonFi | t er #aut
henti cati on. param mai n. panReal m ser vi ce=l ogi n#aut henti cati on. param sess

onTi meout =30#aut hent i cati on. param urls./**=aut hcBasi c#rol e=i denti ty-asse
rtion#identity-assertion. name=HadoopG oupProvi der #i denti ty-assertion. par
am hadoop. proxyuser. i nper sonati on. enabl ed=t rue#i dentity-asserti on. param

hadoop. pr oxyuser. [ *** KNOX- ADM N- USER***] . user s=*#i denti ty-asserti on. para

20



Cloudera Runtime

Setting up Cloudera | ceberg REST Catalog for data sharing

7.

8.

K

If additional share-administrative users need access, duplicate the three identity-assertion.param.hadoop.proxyuse
r.[***KNOX-ADMIN-USER***].* fragments in the providerConfigs:cdp-share-management-providers value for
each user.

Add the cdp-share-management topology descriptor. Set the following:

m hadoop. proxyuser. [ ***KNOX- ADM N- USER***] . gr oups=*#i denti ty- assertion.p
ar am hadoop. proxyuser. [ *** KNOX- ADM N- USER***] . host s=*#i denti ty-assertion
. par am CENTRAL GROUP_CONFI G_PREFI X=gat eway. gr oup. conf i g. #r ol e=aut hori zat
i on#aut hori zat i on. name=XASecur ePDPKnox#aut hori zat i on. enabl ed=f al se#r ol e=
ha#ha. name=HaPr ovi der #ha. enabl ed=t r ue#ha. par am RANGER=enabl eSt i ckySessi o
n=f al se; noFal | back=f al se; enabl eLoadBal anci ng=true

Note: Replace [***KNOX-ADMIN-USER***] with a share-administrative user that generates external
client IDs and secrets. This user must be configured as a proxy user (impersonation) and as a Ranger
administrator.

Name:

cdp- shar e- nanagenent

Value

provi der Conf i gRef =cdp- shar e- nanagenent - pr ovi der s#RANGER: ur | =ht t p

s: /[ /[ *** RANGER- HOST* **] : [ *** RANGER- PORT* * * | #KNOXTOKEN: knox. t oken. tt | =36

000000#KNOXTOKEN: knox. t oken. t ype=JWI#KNOXTCOKEN: knox. t oken. t arget . url =cdp
- pr oxy-t oken#KNOXTOKEN: knox. t oken. audi ences=cdp- pr oxy-t oken#KNOXTOKEN: kn
ox. t oken. cl i ent. dat a=honmepage_ur | =honmepage/ horme?pr of i | e=t okené&t opol ogi es
=cdp- pr oxy-t oken#KNOXTOKEN: knox. t oken. exp. t okengen. al | owed. t ss. backends=
JDBCTokensSt at eSer vi ce, Al i asBasedTokenSt at eSer vi ce#KNOXTOKEN: knox. t oken. |
i f espan. i nput. enabl ed=t r ue#KNOXTOKEN: knox. t oken. user.linit. exceeded. acti
on=RETURN_ERROR#KNOXTCOKEN: knox. t oken. exp. ser ver - managed=t r ue#KNOXTOKEN: g
at eway. knox. token. i mi t. per. user =- 1#KNOXTCKEN: knox. t oken. r enewer . whi t el i
st =[ *** SHARE_ADM N_USERS* * * ]

port of each Ranger Admin host (repeat RANGER:url=https://[*** RANGER-HOST* **] :[ *** RANGER-
PORT***]# for high availahility). By default, the Ranger HTTPS port is 6182.

E Note: Replace [***RANGER-HOST***] and [*** RANGER-PORT***] with the hostname and HTTPS

Ij Note: Set [***SHARE_ADMIN_USERS***] to a comma-separated list of share-administrative users (for

example, knoxui,hrt_ga,om,systest). The list must match the proxy users configured in providerConfigs:
cdp-share-management-providers.

In the same Knox service, search for Knox Gateway Advanced Configuration Snippet (Safety Valve) for conf/

gateway-site.xml and add the following properties:

<pr operty><nanme>gat eway. knox. adm n. user s</ name><val u

e>[ ***SHARE_ADM N_USERS***] </ val ue></ property>

<property><nanme>gat eway. knox. t oken. i mt. per. user </ name><val ue>- 1</ val ue
></ property>

Use the same comma-separated share-administrative user list asin knox.token.renewer.whitelist.
Click Save Changes, deploy client configuration if your environment requires it, and restart the Knox service.

Continue with Trusting the Ozone STS certificate in the Knox IDBroker truststore.
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Import the cluster's SCM Local CA into the Knox IDBroker VM truststore so that the IDBroker can call the Ozone
STS and S3 Gateway endpoint over HTTPS when vending temporary credentials to external clients.

The Knox IDBroker calls the Cloudera Object Store (powered by Apache Ozone) STS endpoint over HTTPS. If the
certificate authority that signs the Ozone S3 Gateway and STS certificate is not trusted by the IDBroker VM, the call
failswith a PKIX path building failed: unableto find valid certification pathto  requested target error.

To prevent this error, import the cluster's SCM Local CA (which signs the Ozone S3 Gateway and STS certificate)
into the cacerts truststore that the IDBroker AWS SDK uses. Complete this procedure after Configuring the Knox
IDBroker for Ozone S3 environments.

Retrieve the SCM Local CA certificate, import it under the ozone-scm-ca alias, and verify the import.

Replace [*** OZONE_S3 GATEWAY_HOST***] with the host running the Ozone S3 Gateway, and adjust the JDK
path if your cluster uses a different VM. The awk c==2 selector keeps the second certificate in the chain, whichis
the SCM Local CA that signsthe S3 Gateway and STS certificate.

export S3G=[*** OZONE_S3_GATEWAY_HOST* **]
export JHOVE=/usr/lib/jvnjdkl.17.0.11. 0- openj dk-cl ouder a

# Grab the full chain and keep the CA (second cert in the chain)
echo | openssl s_client -connect "${S3G:9881" -showcerts 2>/dev/null \
| awk '/BEA N CERT/{c++} c==2,/END CERT/' > /tnp/sts-ca.pem

# Verify that the extracted certificate is the SCM Local CA
openssl x509 -in /tnp/sts-ca.pem -noout -subject -issuer

sudo "$JHOVE/ bi n/ keyt ool " -inportcert -nopronpt \
-alias ozone-scmca \
-file /tnp/sts-ca. pem\
-keystore "$JHOVE/ i b/ security/cacerts" \
- storepass changeit
"$JIJHOVE/ bi n/ keytool " -list \
-alias ozone-scmca \
-keystore "$JHOVE/ |i b/ security/cacerts" \
- st orepass changeit

E Note: Run these stepson all hostsin the cluster, and then restart the cluster.

Continue with Creating a Data Share.

Learn how resource owners or Data Share administrators can share I ceberg tablesin the by registering external clients
and creating Data Shares using Knox and Ranger APl commands.

Resource owners or Data Share administrators who want to share their | ceberg tablesin Cloudera with external clients
must first register the external client (Data Consumer) in the Cloudera on cloud environment. This provisionsa CLIE
NT_ID and CLIENT_SECRET for the external user.
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After registering the external user, the resource owner creates a Data Share. A Data Share packages specified data
assets (Iceberg tables) into a shareable unit and optionally grants access to registered external users at creation time.

For more information, see Registering external clients for on premises deployments.

For more information, see Managing Ranger policies.

Note:
E The CDP CLI aso provides commands to manage the full Data Share lifecycle, including listing, updating,
activating, deactivating, and deleting shares, as well as managing asset membership and external user access.

For Cloudera on premises deployments, generate a CLIENT _ID and CLIENT_SECRET for an external client through
the cdp-share-management Knox topology, and then create the Ranger group and role that represent the externa
client.

In Cloudera on premises deployments, external clients are registered directly against the cdp-share-management Knox
topology gateway rather than a Cloudera on cloud Data Lake. The registration provisionsa CLIENT _ID and CLIE
NT_SECRET, which the external client later usesin an OAuth client credentials flow to authenticate to Cloudera
Iceberg REST Catalog. Y ou then create a Ranger group named after the CLIENT _ID and add it to a Ranger role.

To grant that role SELECT access to the | ceberg tables you want to share, create a Data Share policy as described in
Managing Ranger policiesfor Data Shares.

» Declare the cdp-datashare-access and cdp-share-management Knox topologies, as described in Declaring Knox
topologies for on premises Data Sharing.

e The user that runs the following commands:

e Must exist in the cluster
e Must be configured as a Knox proxy (impersonation) user in the cdp-share-management topol ogy
e Must be granted the Ranger administrator role

* Run al commands within the network of your Cloudera Runtime deployment or through a VVPN.

1. Generatethe CLIENT_ID and CLIENT_SECRET by calling the cdp-share-management Knox token service on
the Knox Gateway:

This CLIENT _ID acts as the unique principal identity for the external client (such as Snowflake or EMR) when it
requests an OAuth token. The CLIENT_SECRET is the password that the external client usesto authenticate.

curl -k -u [***RANGER- ADM N- USER***] : [ *** PASSWORD***] "https://[*** KNOX-
GATEWAY- HOST* * *] : 8443/ gat eway/ cdp- shar e- managenent / knoxt oken/ api /

v1/t oken?doAs=ext er nal . user & onment =[ *** ADDI TI ONAL- | NFO***] &rd_cont
act=[***EMAIL_I D***] &md_rol e=[ ***ROLE_OF_THE_CLI ENT***] &vd_t ype=CLI| ENT _
ID" | jg -r ""CLIENT_ID: \(.token_id) SECRET: \(.passcode)"'

e doAs=external.user - Setsthe value of the external.user.

e comment - Additional comments on the CLIENT.

¢ md_contact - Client contact metadata, for example, an email address.
« md_role- [***ROLE FOR THE CLIENT [D***].
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md_type - Token metadata type; set to CLIENT_ID for external client credentials.
E Note: Replace [*** KNOX-GATEWAY-HOST***] with the hosthname of the Knox Gateway node.

curl -k -u systest:[***PASSWORD***] "https://nmy-knox-gat eway- host.root.
conops. si t e: 8443/ gat eway/ cdp- shar e- managenent / knoxt oken/ api / v1/t oken?doA
s=ext ernal . user &onment =carri er s&rd_cont act =cl i ent _name@onpany. com&nd_r

ol e=Uni t edAi rl i nesRol e&nd_type=CLIENT_ID"' | jq -r ""CLIENT_ID: \(.token_
i d) SECRET: \(.passcode)"'

2. Create aRanger group whose nameisthe CLIENT_ID generated in the previous step:

When the external client authenticates viathe REST Catalog, Ranger evaluates its permissions based on its CLIE

NT_ID. By creating a Ranger group that exactly matches the UUID string of the CLIENT _ID, you can manage its
access in the Ranger ecosystem.

curl -k -u [***RANGER- ADM N- USER***] : [ *** PASSWORD***] -H "Accept: applica
tion/json" -H "Content-Type: application/json" -X POST "https://[***KNOX-
GATEWAY- HOST** *] : 8443/ gat eway/ cdp- shar e- managenent / r anger/ servi ce/ xusers
[groups/" -d '{"nanme": "[***CLIENT_ID***]", "description": "group represe
nting a share for a CLIENT_ID"}'

Note: Apache Ranger provides the following public API to create the group. For more information, see
IE the Apache Ranger API documentation (POST / xuser s/ gr oups).

curl -k -u systest:[***PASSWORD***] -H "Accept: application/json" -H"C
ont ent - Type: application/json" -X POST "https://ny-knox-gateway-host.roo
t. conops. sit e: 8443/ gat eway/ cdp- shar e- nanagenent / r anger/ servi ce/ xusers/ gr

oups/" -d '{"name": "9al8e3le-c70d- 4f 84- 8aba-22d7fbce6124", "description":
"group representing a share for a CLIENT_ID'}'

3. Create anew Ranger role for the external client, and add the group (the CLIENT_ID) toit.

Instead of assigning table permissions directly to the unreadable CLIENT _ID group, best practiceisto assign

permissions to a human-readable role (such as SalesDeptRole). This step creates that role and links the external
client to it so that it inherits the role€'s access.

curl -k -u [***RANGER- ADM N- USER***] : [ *** PASSWORD***] -H " Accept:
application/json" -H "Content-Type: application/json" -X POST "http

s: /[ /[ *** KNOX- GATEWAY- HOST* * *] : 8443/ gat eway/ cdp- shar e- managenent / r ange

r/servicel/public/v2/api/roles/" -d '{"nanme": "[***CLI ENT_ROLE***]", "

description": "[***CLI ENT_ROLE DESCRI PTI ON***]", "groups": [ { "nane":
"[***CLIENT_ID***]", "isAdnmin": false } ] }'

Note: Apache Ranger provides the following public API to create arole. For more information, see the
Apache Ranger API documentation (POST /r ol es/ r ol es).

curl -k -u systest:[***PASSWORD***] -H "Accept: application/json" -H"C
ont ent - Type: application/json" -X POST "https://ny-knox-gateway-host.roo
t. conops. site: 8443/ gat eway/ cdp- shar e- nanagenent / r anger/ servi ce/ public/v2
lapi/roles/" -d '{"nane": "Sal esDeptRol e", "description": "Sal esRole des

cription", "groups": [ { "name": "9al8e3le-c70d-4f 84-8ab5a-22d7fbce6124",
"isAdmn": false } ] }'

4. Alternatively, if you already have an existing Ranger role that manages access for this Data Share, add the group
to that existing role instead.

Use this alternative if you do not want to create anew role.
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* Get the Roleld for the role name:

curl -k -u [***RANGER- ADM N- USER***] : [ *** PASSWORD***] -H "Accept:
application/json" -H "Content-Type: application/json" -X GET "https

o[ *** KNOX- GATEWAY- HOST* * *] : 8443/ gat eway/ cdp- shar e- managenent / r anger/ se

rvi cel/ public/v2/api/rol es/ name/[***CLI ENT_ROLE***]" | jq -r '"Roleld:

\(.id)"™!

« Add the group to the role by using the Roleld:

curl -k -u [***RANGER- ADM N- USER***] : [ *** PASSWORD***] -H
"Accept: application/json" -H "Content-Type: application/

json" -X PUT "https://[***KNOX- GATEWAY- HOST***] : 8443/ gat ewa

y/ cdp- shar e- managenent / ranger/ servi ce/ public/v2/ api/rol e
s/[***ROLE_ID***]" -d '{"name": "[***CLIENT_ROLE***]", "descri pt
ion": "[***CLI ENT_ROLE DESCRI PTI ON***]", "groups": [ { "nane":
"[***CLI ENT_I D***]", "isAdmn": false } ] }'

The external client isregistered witha CLIENT _ID and CLIENT_SECRET, and a Ranger role that contains the CLIE
NT_ID group represents the Data Share. The client usesthe CLIENT _ID and CLIENT_SECRET in an OAuth client
credentials flow to authenticate to Cloudera I ceberg REST Catal og.

Create the Data Share policy that grants the Ranger role SELECT access to the shared | ceberg tables, as described in
Managing Ranger palicies.

Learn how to manage your Ranger policies to authenticate your external users.

The Ranger Administrator must maintain policies for the set of databases and tables for the Ranger role and group to
enable read access for these assets.

E Note: Run al commands within the network of your Cloudera Runtime or through a VPN.

Create a Data Share policy in Ranger that grants the Ranger role SELECT access to the databases and tables you want
to share.

Create the policy for the role created in Registering external clients and creating a Data Share for on premises
deployments:

curl -k -u [***RANGER- ADM N- USER***] : [ *** PASSWORD***] -H "Accept: applica
tion/json" -H "Content-Type: application/json" -X POST "https://[***KNOX-
GATEWAY- HOST* * *] : 8443/ gat eway/ cdp- shar e- managenent / r anger/ servi ce/ pu

blic/v2/api/policy/" -d '{"service":"cm hive", "policyType": 0, "nane":
"[***DATA SHARE NAME***]", "description": "Policy for SELECT access
to the shared Iceberg tables", "isEnabled": true, "resources": { "da

tabase": { "values": ["[***DATABASE NAME***]"] }, "table": { "val ues":
["[***TABLE_NAME***]"] }, "colum": { "values": ["*"] } }, "policyltems":
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[ { "accesses": [ { "type": "select" } ], "users": [], "groups": [], "role
s": ["[***CLIENT_ROLE***]"], "conditions": [] } ] }'

Instead of managing access separately for every shared table, you define a central Ranger policy that groups the
relevant tables together into a unified Data Share. This policy grants the required read access to the Ranger role you
previously created, ensuring that any external client linked to that role can query the shared data.

Note: For more information about creating Ranger policies, see the Apache Ranger APl documentation
Ij (PCST [/ public/v2/api/policy).

The following policy grants the SalesDeptRole role SELECT access to the employees, departments, and dept_emp
| ceberg tables, which together form the datasharel Data Share:

curl -k -u systest:[***PASSWORD***] -H "Accept: application/json" -H "Conte
nt - Type: application/json" -X POST "https://ny-knox-gateway-host.root.conops
. Si te: 8443/ gat eway/ cdp- shar e- nanagenent / r anger/ servi ce/ publ i c/v2/ api/policy/

-d "{"service":"cmhive", "policyType": 0, "name": "datasharel"”, "descript
ion": "Policy for SELECT access to the shared |ceberg tables”, "isEnabled":
true, "resources": { "database": { "values": ["enp_data"] }, "table": { "val
ues": ["enpl oyees", "departnents", "dept_enmp"] }, "colum": { "values": ["*"
1 } 3}, "policyltems": [ { "accesses": [ { "type": "select" } ], "users": [],

"groups": [], "roles": ["Sal esDeptRole"], "conditions": [] }

Ranger Policies Overview

To use the | ceberg data sharing in Cloudera, you must employ the REST client to perform specific operations.

The REST APIsfrom the specification defined by Apache Iceberg are available in the REST Catalog open API
specification. Cloudera currently supportsthe REST APIsthat allow read operations on | ceberg tables:

For Cloudera on premises deployments, external clients and administrators reach the data-sharing gateway paths
through the Knox topology instead of a cloud load balancer:

e https://[***KNOX-GATEWAY-HOST* * *]/[ *** DATALAKE-NAME?* * *] /cdp-datashare-access/iceberg-rest/vl/
namespaces — client ID and client secret generation.

 https//[***KNOX-GATEWAY-HOST* **]/[ *** DATALAKE-NAME* * *] /cdp-datashare-access/iceberg-rest/... —
REST Catalog namespace, table, and credentials endpoints.

When atable is stored on Cloudera Object Store (powered by Apache Ozone) S3, |oad the table and confirm that the
response contains a s3a:// credential prefix that matches the translated Ozone link bucket, along with a session token:

curl -ivk -X GET -H "Content-Type: application/x-ww-formurlencoded" -H
"Aut hori zati on: Bearer $[***My- TOKEN- NAME***]" https://[*** KNOX- GATEWAY-
HOST***] / [ *** DATALAKE- NAMVE* **] / cdp- dat ashar e- access/ i ceberg-rest/v1l/ nanesp

aces/ <nanespace>/t abl es/ <t abl e>

A successful response includes a config block similar to the following:

{
"s3.access-key-id": "ASIA ..",

"s3.secret-access-key": "...",
"s3.session-token": ;
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"s3.endpoint": "https://[***OZONE_S3_GATEWAY_ HOST***]:9879",
"s3. pat h-styl e-access": "true",
"s3. renot e-si gni ng- enabl ed": "fal se"

}

Note: The credentia prefix aways matches the s3a:// link bucket name
E ([***VOLUME***]-[***BUCKET***]), not the original ofs:// table location. For the setup this verification
depends on, see Configuring Ozone STS for on premises data sharing.

Retrieving the access token works the same for all supported endpoints:

[ ***MY- TOKEN- NAME***] =$(curl -k -X POST -H "Content-Type: applicatio

n/ x- ww«+ f ormurl encoded" -d "client id=[***CLIENT | D***] &cl i ent _secr

et =[ ***CLI ENT SECRET***] &grant _type=client credential s" "https://[***KNOX-
GATEWAY- HOST***] / [ *** DATALAKE- NAME* * *] / cdp- dat ashar e- access/ knoxt oken/ api /
v2/token" | jq -r '.access_token')

Using the endpoints must be always preceded by retrieving the access token.

List all namespaces at a certain level, optionally starting from a given parent namespace.

curl -ivk -X GET -H "Content-Type: application/x-ww-formurlencoded" -H
"Aut hori zation: Bearer $[***My- TOKEN- NAME***]" https://[***KNOX- GATEWAY-
HOST***] / [ *** DATALAKE- NAME* **] / cdp- dat ashar e- access/ i ceberg-rest/v1l/ nanesp

aces

My-t oken- name=$(curl -k -X POST -H "Content-Type: application/x-wwformur

| encoded"” -d "client _id=b9efc3dd-3695-4867-9e4c-523389c8a78b&client _secret =W
WosbFpt TXpaR1LFOTXpZNUSTMDBPRFkz TFRs bESHTXROVEl 6 TXpnNVI 6aGhCermhpQ pNRG 5Tnpne

E1HUXRZak 00Tk wMFpqTXhM/Gecz TTJ ZdFpt TXhCekl 6 TnpVNFI gazl =&gr ant _t ype=cl i ent _cr

edential s" "https://ny-cluster-gateway. exanpl e. cl dr. wor k/ my-cl ust er/ cdp-data
shar e- access/ knoxt oken/ api /v2/token" | jqgq -r '.access_token')

curl -ivk -X GET -H "Content-Type: application/x-ww-formurlencoded" -H "Au
thorization: Bearer $M-token-nane" https://ny-cluster-gateway. exanpl e. cl dr.
wor k/ ny-cl ust er/ cdp- dat ashar e- access/ i ceber g-rest/vl/ nanespaces

List al tableidentifiers under the specified namespace.

curl -ivk -X GET -H "Content-Type: application/x-ww-formurlencoded" -H
"Aut hori zati on: Bearer $[***My- TOKEN- NAME***]" https://[***KNOX- GATEWAY-
HOST***] / [ *** DATALAKE- NAME* **] / cdp- dat ashar e- access/ i ceberg-rest/v1l/ nanesp

aces/ <nanmespace>/t abl es

Example:

My-t oken- name=$(curl -k -X POST -H "Content-Type: application/x-ww-formur

| encoded" -d "client_id=b9efc3dd-3695-4867-9e4c-523389c8a78b&client _secret =W
WosbFpt TXpaR1LFOTXpZNUSTMDBPRFkz TFRsbESHTXROVElI 6 TXpnNVI 6aGhCermhpQ pNRG 5Tnpne
E1HUXRZak 00Tk wiVFpqTXhMVGcz TTIJZdFpt TXhCekl 6 TnpVNFI gazl =&gr ant _t ype=cl i ent _cr

edential s" "https://ny-cluster-gateway. exanpl e. cl dr. wor k/ my-cl ust er/ cdp-data
shar e- access/ knoxt oken/ api /v2/token" | jqgq -r '.access_token')
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curl -ivk -X CET -H "Content-Type: application/x-ww-formurlencoded" -H "Au
thorizati on: Bearer $M/-token-nanme" https://ny-cluster-gateway. exanple.cldr.
wor k/ my- cl ust er/ cdp- dat ashar e- access/ i ceberg-rest/v1l/ nanespaces/ hi ve_rest_ai
rline_orc/tables

Load atable from the catalog.

curl -ivk -X CGET -H "Content-Type: application/x-ww-formurlencoded" -H
"Aut hori zation: Bearer $[***My-TOKEN- NAME***]" https://[*** KNOX- GATEWAY-
HOST***] / [ *** DATALAKE- NAME* **] / cdp- dat ashar e- access/ i ceber g-rest/v1l/ nanesp

aces/ <nanespace>/t abl es/ i ceber gt abl e

Example:

My-t oken- name=$(curl -k -X POST -H "Content-Type: application/x-ww-formur

| encoded"” -d "client_id=b9efc3dd-3695-4867-9e4c-523389c8a78b&client_secret =W
WpsbFpt TXpaR1FOTXpZNU5 TMDBPRFkz TFRs bE5SHTXROVEI 6 TXpnNVI 6aGhCenhpQ pNRG 5Tnpne
E1HUXRZak 00Tk wiVFpqTXhMVGecz TTJ ZdFpt TXhCekl 6 TnpVNFI gazl =&gr ant _t ype=cl i ent _cr

edential s" "https://ny-cluster-gateway. exanpl e. cl dr. wor k/ my-cl ust er/ cdp-data
shar e- access/ knoxt oken/ api /v2/token" | jq -r '.access_token')

curl -ivk -X CET -H "Content-Type: application/x-ww-formurlencoded" -H "Au
thori zati on: Bearer $M/-token-nanme" https://ny-cluster-gateway. exanple.cldr.
wor k/ my- cl ust er/ cdp- dat ashar e- access/ i ceberg-rest/vl/ nanespaces/ hi ve_rest_ai
rline_orc/tabl es/airport_iceberg external

Iceberg REST Catalog APl specification
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