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Cloudera Runtime Working with Atlas classifications and labels

Working with Atlas classifications and labels

Add metadata to Atlas entities using labels and classifications.

Y ou can add metadata to Atlas entities to help your organization find, organize, and share your understanding of the
data assets that drive business processes. Atlas provides two mechanisms for adding metadata to entities: labels and
classifications. Both labels and classifications can be applied to entities to help describe the entity's content, status, or
other business-driven value.

Personally

IDentifiable
Information

National ID customer
Column: L
Customer_SSN r(|jod_|d

periono

ner id

email address
creditcart_no
loyalty_id

Labels

Labels are words or phrases (strings) that you can associate with an entity and reuse for other
entities. They are alight-weight way to add information to an entity so you can find it easily and
share your knowledge about the entity with others.

Anyone can create labels and associate label s with entities.

Classifications
Classifications are strings like labels, with added complexity and structure:

» Atlasincludes precise search tools for finding entities using classifications.

» Classifications can automatically propagate to additional entities through lineage relationships.

* You can use classifications to drive access control policiesin Ranger.

* You can enrich a classification with attributes in the form of key-value pairs and set the value to
describe a particular entity.

Administrators can control who can create and assign classifications through Atlas policiesin
Ranger.

In short, use labels for annotating entities; use classifications to involve entities in processes inside and outside Atlas.

More about classifications: attributes

Y ou can add key-value pairs, or attributes to the definition of a classification. A typical use for classification
attributes would be to refine the meaning of a general category. Data assets identified with a classification of “Pll”

or Personally Identifiable Information can have classification attributes that indicate the nature of the information to
drive data masking or expiration policies. Columns tagged with “PI1” might be further separated into phone numbers,
credit card numbers, and “other.” A Ranger policy based on the classification can use the attribute values to identify
masks for the phone and credit card numbers and to block columns tagged as “ PIl” with attribute “ Other.”
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National ID

Pl

UseRule: US

Mask: phone

Column: Column:
Customer_SSN phone_number

Here are some questions to help you think about how you define classifications and labels in your system:

*  Will you use the metadata to drive aworkflow outside of Atlas? If so, use a classification. If not, alabel may work
fine.

» Do you need the text of the metadata to be exact values? Y ou can limit who has the ability to create
classifications: you can manage asingle list for an organization. The ability to apply aclassification to an entity
can be controlled separately from defining classifications, which let's you potentially allow more users to applying
the "official" classifications. Any users can create and add |abels to entities, so it may be more difficult to
standardize the content of 1abels.

» What types of entities do you expect the metadata to apply to? Labels can be added to any entity type;
classifications can be defined to apply to a specific entity type. If you define a classification to only to apply to
certain entity types, such as table columns, make sure that the name and description helps data stewards use the
classification correctly.

» Areyou adding metadata to make Atlas searches easier? Consider using classifications with attributes to allow
refinement of search results. If your Atlas users are more likely to search using terms, you might consider
connecting the classification to a glossary term so searches from either mechanism return the correct results.
(Assigning the term to an entity automatically assigns the classification to the same entity.) For both labels and
classifications, consider setting guidelines so everyone creating metadata uses the same conventions: underscores
or hyphens? detail first or last? table-level metadata or column-level?

» Do youwant aclassification to follow lineage rel ationships and be assigned automatically as datais used in other
entities? If not, you can use the classification description to help data stewards understand that they should turn off
propagation when assigning this classification to entities or terms. Labels do not propagate.

In Atlas, while creating Classification, Glossary, and Business metadata, a new text editor is available, which can also
be used for adding and customizing string attribute values of Business metadata on the Entity details page.

On the Atlas entities details page, when you add the business metadata and select the attribute type as“ String”, you
can view atext editor with which you can customize content / description that is entered.

Important: While adding a Business metadata attribute, you MUST select the “Type” as“ String”. If you
do nat fulfill this criteria, you cannot add formatting to the value of the attribute using the text-editor on the
Entity details page under the Business metadata tab.
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Create Business Metadata

]
A

Classifications:

Terms:

Name* Test

Description

< Add Busines

Metadata attribute

LogData % “+

Term2@Gl %X ‘ +‘

t Lineage Relationships Classifications Audits Schema
v Technical properties
createTime 1667278439138
description log fact daily materialized view

lastAccessTime

name

owner

qualifiedName

retention

tableType

temporary

typeName

1667278439138
log_fact_daily_mv
TimETL
log_fact_daily_mv@cl1
1667278439138
Managed

false

Table

o\

& = IS Plain Text
o ‘
[l & admi
Tasks
> User-defined properties
> Labels
v Business Metadata Ca
Add New Attribute
Demo
stringType (string) x
String Test
B/ US&S & ==

Note that while creating and editing Glossary, Term, and Category, the text editor is available only for the Long
Description field. For creating and editing Business Metadata and Classification, text editor is available only for the
Description field.
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Create Glossary

Name* Gl
Short Short Description
Description

Long

Description

1 B ! u s & = = Plain Text

Create a new classification

Name* Test
Description*
Tesd
L B / u & S | E OB Plain Text

Select classification to inherit attributes(optional)

Attributes define additional properties for the classification

Search Classification

Creating classifications

Create classifications from the tab in the left navigation bar.

Create classifications from the Classifications tab in the left navigation pane.
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@ Apache Atlas

Lahil [2] & admin

H W CLASSIFICATION & GLOSSARY

Basic Search

Basic Advanced ® - -
> Search Atlas for existing entities or

Favorite Searches

Insurance DataSets

Names can be 255 characters and contain ASCII characters and spaces. Descriptions can be 1024 characters and
contain any characters.

When creating a classification, you can choose an existing classification to reuse its attribute definitions.

Y ou can view and search for Atlas entities by using the assigned name for the classification / term.

When you create an entity and assign a classification or term to the entity, the immediate parent of the assigned
classification / term is displayed when you hover over the classification/term. The parent-child relationship
lineage appearsin the “assigned @parentl, parent2, parent3” format, depending upon the number of parent-child
relationships. Click the assigned classification and term to view the details.

As an example, assume that thereis an entity called hdfs_path for which a classification named “ Classificationl 1"
isassigned. Under the “ Classification” tab on the Atlas Ul, you can search for the list of classifications > child
classifications > child classifications > and so on.

The following image provides an example of how a classificationislisted in Atlas.
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Apache

Q SEARCH & GLOSSARY

Flat

» Classificationl
» Classificationl_1
Classificationl_2
> Dimension
» Classificationl_1
> ETL
Fact
JdbcAccess
Log Data
Metric

Pll

The classification named Classificationl 1 has parent classifications named Classification1 and Dimension
respectively.

In the following image, the parent classifications are displayed on an entity for which Classification1_1 is assigned.
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Q @ ﬁ admin

Results for: Type: hdfs_path

If you do not find the entity in search result below then you can create new entit

[J Exclude sub-types [ Exclude sub-classifications [] Show historical entities -
O Name % Owner 2 Description = Type s Classifications Term
O o-,;.;r; hdfs_path m‘ +H | g2 t1@g1 x”-g.‘
= - 5 )
Classificationl_1@(Classificationl,Dimension ETL)

Showing 1 records From 1- 25 PageLimit: | 25 v
Note that hovering over the assigned classification displays the parent-child relationship. In this example:
Classificationl 1@(Classificationl,Dimension,ETL)

Clicking on the assigned classification navigates to the classification details page.
Apache = Q bl & admir
Q SEARCH & GLOSSARY ‘ P ‘

Classificationl_1
Flat Descriptior Formatted (@) ia

> Classificationl

> Classificationl_1

Direct super-classifications:
Classificationl_2

> Dimension Direct sub-classifications:

Classification1_1
> Classificationl_ Attributes: | +

> ETL

The following image provides an example of how Glossary > Terms are listed in Atlas.
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Apache

Q SEARCH W CLASSIFICATION

Terms Category

The term named g2_t1 has a parent term named g1, which is displayed on an entity for which g2_t1 is assigned.
The parent term is visible for the assigned term in the “assigned term@parent Glossary” format. In this example:
g2_t1@gl. Clicking on the assigned term navigates to the Term details page.

Apache = Q il & admi

W CLASSIFICATION & GLOSSARY
Results for: Type: hdfs_path

If you do not find the entity in search result below then you can

Advanced @
[ Exclude sub-types [ Exclude sub-classifications [J] Show historical entities -
O Name 2 Owner ¢ Description ¢ Type Classifications Term
(] 9 testl hdfs_path lassifi x| | - g2_t1@gl 3 \ +
-
g2_ti@gl
Showing 1 records From 1- 25 Page Limit 25

The respective entity pages for classification and term are as shown in the following images:
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Creating classifications

-

€ Back To Results Q Search entities

o testl (hdfs_path)
Classification1_l@(Classificat... xl

Classifications:

g2_ti@gl
Propagateu viassnieauOns:

Properties Lineage Relationships Classifications Audits Tasks

w Technical properties > User-defined properties

SIEn

createTime 10/11/2022 12:00:00 AM (IST)
> Labels
fileSize 0
isFile false > Business Metadata
isSymlink false

modifiedTime 10/11/2022 12:00:00 AM (IST)

name testl

€ Back To Results Q, Search entities

o testl (hdfs_path)
SERSUIE MR | csification] 1@(Classificat... n

Classiﬁcalion1_1@(Clas;ﬁcalion1‘Dimension.ETL)
Terms: g2 ti@gl X EJ

Propagated Classifications:

Relationships

Properties Lineage Classifications Audits Tasks

w Technical properties > User-defined properties

SIcn

createTime 10/11/2022 12:00:00 AM (IST)
> Labels
fileSize 0
isFile false > Business Metadata
isSymlink false

modifiedTime 10/11/2022 12:00:00 AM (IST)

name testl

[stel & admin

Add

Add

Add

[atal & admin

Add

Add

Add
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Note: Onthe Term details page, you can assign termsto “Relation Types’ on the “Related Terms’ tab. The
assigned term can be related to other terms. When you hover over the term, the assigned term displays in the
“termname@glossaryname” format.

Apache = Q [stal & admi

Q SEARCH W CLASSIFICATION Categories: |4
Terms Category Entities Properties Classifications

Relation Types Related Terms Attributes

s g1 veg! K ® | ¢
-
gl 2@gl —
synonyms ol 2@l X‘ + @ r
antonyms +

preferredTerms +

preferredToTerms +

translationTerms

|+

translatedTerms +

H

isA

Creating labels

Create and assign alabel from the detail page for an entity.

From the detail page for an entity, the Properties tab includes a section for labels:
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= Q. Search entities [ahal (2] & admin

Results for: Type: hive_table
If you do not find the entity in search result below then you can create new entity

Showing 4 records From 1 - 25 | Exclude sub-classifications [ Show historical entities | Columns » |

_| Exclude sub-types

™| Name Owner 2 Description £ Type s Classifications Term

O custom... admin hive_table : }E:
web_logs admin hive_table E |E
sample... admin hive_table E |E:
sample... admin L3 hive_table E |E'

L abels can be 50 characters and contain ASCI| characters, hyphens (-) and underscores (). You can search for
entities using the text from labels assigned to the entities.

Related Information
Using Free-text Search

Adding attributes to classifications

Attributes are key-value pairs defined for a classification that you can set to a value when you assign the classification
to an entity

For anew classification, you can add attributes as part of the classification definition.
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Add a new classification...

@ Apache Atlas = |dsl & admin
LI ghtiaall AlITO _INCIIDANCE 7]
Flat AUTC  Create a new classification
Dire
Artr
AUTO_INSURANCE
Description 1Ds for all countries, including US Social Security Nurnbers|
BANKING
CONSUMER_BANKING Select classification to inherit attributes(optional)
DATA_QUALITY Attributes define additional properties for the classification
EXPIRES_OM Search Classification

Finance Attributes(optional)

FINANCE_PiI <+ Add New Attributes

FinanceQnly

HEALTH_INSURANCE As part of creating a new

classification, add attributes . ﬂ
INSURANCE Cane

LIFE_INSURANCE

Maskasld

You can a'so add attributes to an existing classification. Select the classification in the list, then click the plus button
next to Attributes.

From an existing classification...

Natjonal ID

IDs for all. gguntries, including US Social Security Numbers

Attributes
Add Attribute
| + Add New Attributes

Use Rules From string

e

15



Cloudera Runtime Support for validating the AttributeName in parent and child
TypeDef

The Apache Atlas service validates the attribute names of the entity types for those attributes having identical names
astheir parents attributes.

Previoudly, until the Cloudera Runtime 7.1.6 release, Apache Atlas service did not validate the attributes of entity
types which led to unpredictable situations, such as being unable to update attribute values or to assign valid valuesto
those attributes in child types.

The checks or the validation of the attributes are performed for multiple use cases pertaining to
Entity and Classification type attribute names. Some of the common scenarios include:

1. Creating Entity or Classification type having attribute name which is same as one of the attributes from its Parent
type

2. Updating the existing type to make it as a child of some other type, Atlas validates for the attribute names in both
the types.

3. Updating the existing child type by adding an attribute , enables Atlas to validate if that attribute name is already
present in its parent-type attributes.

i Attention: These validations are also applicable for the Classification types.

Use case 1: If the user attempts to create an Entity or Classification type having an attribute name same as one of the
attributes from its parent type, the Atlas service does not allow to create a child type and throws an exception.

Asan example:

Consider thereisa Type "ParentType" which has attributes "attributeA", "attributeB", and "attributeC". The user
wants to create a child type of this"ParentType", say "ChildType". Note that the child type should not have any of the
above attributes that are indicated. If any of these attributes are included at the time of "ChildType" creation, the Atlas
service does not alow the creation of "ChildType".

Use case 2: If the user attempts to update the existing type and tries to change this type as a child to another type,
Atlas service verifies the attribute names in both the types. If Atlas reports that the parent and child type have the
same name attributes, Atlas does not allow updating the type and raises an exception.

Asan example:

Consider there are 2 types "MyType01" having attribute "attributeA" and "MyType02" also having "attributeA".
Atlas does not allow updating "My Type02" to become the child type of "MyType01" (and vice versa).

Use case 3: If auser attempts to update the existing child type and tries to add any attribute in child type, the Atlas
service checks if that attribute name is already present in its parent-type attributes. If the attribute is present, Atlas
service does not allow adding the attribute in child type and raises an exception.

Asan example:

Suppose there are 2 types. "ParentType" having attribute "attributeA" and "ChildType" which is a child of
"ParentType" and having attribute "attributeB". If a user triesto update the "ChildType" by adding an attribute
"attributeA" in it, Atlas service does not allow adding the attribute in the "ChildType".

In Atlas, validations for scenarios where multiple parent types are involved for both entity types as well as
Classifications.

16
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E Note: These validations are also applicable for the Classification types.

Use case 1: When there are two types having same name attributes, these two types cannot be assigned as parent-
typesto achild type. If auser tries to create such a child type, Atlas service does not allow it to create child type and
raises an exception.

Asan example;
Suppose two types "MyType0l" and "MyType02" have acommon attribute "attributeA".

A user triesto create a"ChildType" type by assigning both types "My Type01" and "MyType02" asits parents. Atlas
service does not allow creation of "ChildType" because both parent types have the same name attribute.

Use case 2: A child type cannot be updated as a child of two parent types which have the same name attribute. If a
user tries to update such achild type, Atlas service does not allow that and raises an exception.

Asan example;

Suppose atype "ParentType0l1" has attribute "attributeA" and its child type is "ChildType". Also, another
independent type "MyType02" which has the attribute "attributeA". The user wants to update the "ChildType" and
triesto make it achild of "MyType02". Atlas service does not allow updating "ChildType", because both parent types
have the same name attribute.

When users of older versions want to upgrade their Apache Atlas versions to the latest one, they might face an issue
because of certain validation checksin Atlas.

Existing types with attributes violating the attribute name rules (which were added in later Atlas versions) may have
been added to the system.

All the existing types get populated at the time of Atlas startup and they all get validated.

If the users have Entity types or Classifications in the system that violate the naming rule, then Atlasraises an
exception at the time of the service startup if the users have upgraded their environment to the latest version.

Asaresult of this exception that results at the time of Atlas startup, the typedef registry does not get populated. Even
though users can log in to Atlas Ul, they cannot view or use any types or Entities.

When users having data with such types try to upgrade their environment to the latest bits, they encounter issues as
discussed earlier in this section.

Also, in their application.log they see an exception with a system output:

Error code: "ATLAS-400-00-09E" and Error message: "Invalid attribute name: <type name>.<attribute name>.
Attribute already existsin another parent type: <parent type name>"

The backward compatibility feature is built to avoid these scenarios for such Entity types and Classifications.

The backward compatibility feature is provided to skip exceptions coming from the attribute name rule.

From your Cloudera Manager instance > Configuration tab, a property must be added in your CM Safety Valve
configuration.

atlas.skip.check.for.parent.child.attribute.name=true

Later, restart the Atlas service to apply this configuration.

When Atlas starts, no exceptions are raised and al the typedefs and Entities are displayed and available for use.
What Next:
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After adding the backward compatibility configuration, all the validations and checks are disabled. Y ou can create/
update the types which have the same name attributes as their parent type attributes. The Atlas service operatesin the
same way as it was behaving prior to the Cloudera Runtime 7.1.7 version.

Note: When thisfeature is disabled, there will be corresponding Warning logs generated against those entity
E types, which may contain the information like this example.

Error code: "ATLAS-400-00-09E" and Error message: "Invalid attribute name; <type name>.<attribute name>.

Attribute already existsin another parent type: <parent type name>"

If the user does not want any of their migrated existing types (which violate the name rule) to be present in the current
environment, the user can delete these types using the Atlas REST APIs and later remove the configuration from the
Cloudera Manager Safety Valve. Finally, restart the Atlas service.

Caution: Before deleting the typedefs, if there are any entities belonging to those typesin the system, then
the user must first delete and then purge those entities.

Assign classifications to entities in the entity detail page or in the search results.
There are two ways to associate a classification with an entity:

* Add the classification to the entity in the entity detail page.

ww_customers (hive_table)

Classifications: n

» Addthe classification to the entity in the search results.

Results for: ( Type: hive_table ) AND { Query: where db.name="hortoniabank" )
If you do not find the entity in search result below then you can create new entity

Showing 3 records From 1-25

Name 3 Owner % Description Type Classifications

eu_countries hive live_table | REFERE... x|[+ +

WW_customers hive hive_table +

us_customers hive hive_table EXPIRES % || 4 Airbags % ||+

PageLimit: | 25 -

When you associate a classification with an entity, you can set the classification’ s behavior with these controls:
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Add Classification

-- Select a Classification from the dropdown list -

¥ Propagate Apply Validity Period

Remove propagation on entity delete

« Propagate: Any entitiesin the impact chain of this entity will automatically be tagged with this classification. The
classification can’t be removed from the “ downstream” entities without being removed from this source entity.
See more at Propagate classifications to derived entities.

» Apply vaidity period: Y ou can set atime period after which this classification is removed from the entity. Set the
start time or end time or both. If you do not choose atime zone, the local time of the Atlas server is used.

« Remove propagation on entity delete: When an entity is deleted in the source and marked as deleted in Atlas, you
can choose to maintain the propagation path, or to break propagation at the deleted entity.

Y ou can change the behavior of classifications after they are assigned: go to the Classifications tab for an entity.

Y ou can remove classifications from an entity using the X button on search results or entity detail page. Don't see an
X on the classification name? That classification was assigned through propagation; to remove it, you have to turn off
propagation for the source entity or term.

Propagating classifications through lineage

Classifications on table columns can automatically apply to other tables where the same data is found when the data
transformations are captured in lineage.

When you look at the classifications assign to an entity, you can see which classifications where originally assigned to
this entity and which were propagated here through lineage. From the Classifications tab, you can:

« Show or hide propagated classifications (Show Propagated Classifications button)
« Navigate to the origina entity where a classification was assigned (Propagated From button)

Navigate to the source of the classification

19



Cloudera Runtime Propagating classifications through lineage

claims_view (hive_table)

Classifications: | + |

Term: | Claim x | |+ Toggle the view of classifications
associated with this entity
Propagated Classifications: | DATA_QUALITY || INSURANCE by propagation
\

|
Properties Lineage Relationships Classifications Audits Schema |

,

[ Show Propagated Classifications ]

Showing1-2

Classification Attributes Action

DATA_QUALITY | Propagated From | Name Value

score 0.51

INSURANCH | Propagated From | ~ NA

T
™ Click to go to the entity that was
first marked with this classification

Setting propagation behavior
Y ou can set propagation for a classification when you create the classification or in the lineage for an entity where the
classification is assigned:

Set propagation at the time when the classification is associated with an entity or term.

claims_view (hive_table)

Clickto add a
classification

Classifications:

Term: [Claim x | |

Propagated Classifications: WU&LIT\’ | INSURANCE ]

P rti Li
opere eses Add Classification

This classification is

. . CONSUMER_BANKING -
applied to entities in the -
lineage impact of this entity —» & propagate

DATA_QUALITY [ Propagated Fi

) Apply Validity Period

# Remove propagation on entity delete

L When the current entity is deleted,_

this classification is removed “
from the entities where it —

propagated in the lineage impact.

INSURANCE [ Propagated Fror
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» Set propagation at a specific point in the lineage.

claim_savings (hive_table)

Classifications: DATA_QUALITY % :|

Term: | + |

Properties Lineage Relationships Classifications Audits Schema

O Current Entity — Lineage = Impact |3J | @] | o | | h ¢ | [Q || a|le | .“]

create external t... claim_savings

create view if no claims_view

Enable/Disable Propagation

Click on a lineage

Enable/Disable Propagation .] Select Classifications to Block Propagation
impact line

claim_savings — create view if not Tyrn off propagation at this
from cost_savings.claim_savings s . . .
point in the lineage impact: no
® hive_table — hive_process . . .
O classifications assigned to the
entity on the left will propagate
to entities on the right.

‘ Cancel ‘

Enable/Disable Propagation

Enable/Disable Propagation [. Select Classifications to Block Propagation ]

. . . Block
Classification Entity Name
Propagatation

DATA_QUALITY claim_savings (hive_table) /O

Choose the classifications to ‘
propagate to entities in the
lineage impact.

Note: Classifications introduced before disabling propagation propagate along the compl ete lineage unless

specifically blocked. Only classifications introduced after disabling propagation stop being propagated along
the lineage.

Related Information
Associating classifications with entities
Controlling data access using tags

Searching for entities using classifications

After you tag entities with classifications, it's very easy to search for the entities.
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Cloudera Runtime Searching for entities using classifications

The Atlas dashboard makesiit easy to find entities that you've tagged with classifications: in the |eft navigation pane,
go to the Classification tab and select the classification you want. Y ou can refine your search results by adding
criteria on the Search tab (Basic search).

@ Apache Atlas 8 &

W CLASSIFICATION & OLOSEZARY

Basic Search

Soarch A2l for gxigting eniiies or

Ermgleryee iew

Related Information
Using Basic Search
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https://docs.cloudera.com/cdp-private-cloud-base/7.3.1/atlas-searching-with-metadata/topics/atlas-using-basic-search.html
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