CDP Private Cloud Data Services 1.5.1

Managing the Embedded Container Service
(ECS)

Date published: 2020-12-16
Date modified: 2023-06-08

CLOUD=RA

https://docs.cloudera.com/


https://docs.cloudera.com/

© ClouderaInc. 2024. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2"), the Affero General Public License version 3 (AGPLV3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liahility arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Clouderalmpala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT ASEXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,

CLOUDERA DOESNOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF

ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE

FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’' S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMSANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



CDP Private Cloud Data Services | Contents | iii

The Embedded Container Service (ECS).....covviieiiiiiece e 4
Configuring the Embedded CONtaiNer SENVICE. ..ottt bbb 4
Adding hosts to a CDP Private Cloud Data ServiCes CIUSLEN ..o 4
Starting, stopping, restarting, and refreshing Embedded Container Service CIUStErS.......ccoovvvvererieneeneeeecenen, 5

Starting a Embedded Container Service CIUSLEN..........coiiriiireereereeie et seene 5
Stopping a CDP Private Cloud Data Services CIUSLEN.........ooiirrereerieerieerie st 5
Restarting a Embedded Container SErVice CIUSIEN ..ottt s 5
Refreshing a Embedded Container SErviCe CIUSIEN........cociriririeerieerieesieese et 6
Monitoring Embedded Container SErviCe CIUSIES........coiiiiirirrereete ettt e 6
ViIEWING HEEITN SEBIUS.......cueieeiiieeiteete ettt bbb et b et a et bbb 6
Viewing the Kubernetes DashDOAIT..........cccoieriiriiiirieirieerie et 6
Viewing the Private Cloud Management CONSOIE..........c.oieiieirieiiniiiseseeie st 7
Performing maintenance on an Embedded Container Service CIUSLEN ..o 7
Configuring a containerized cluster With SELTNUX..........ouoiiiiinieieere e e 8

DecoOmMMISSIONING ECS HOSES......c.citiiitiiiieseeie sttt st s b e s b e eb bbb bttt et e e b e b e 9



CDP Private Cloud Data Services The Embedded Container Service (ECS)

Cloudera Manager provides tools for managing and monitoring the CDP Private Cloud Embedded Container Service.

The Embedded Container Service (ECS) service enables you to run CDP Private Cloud Data Services by creating
container-based clustersin your data center. In addition to the option to use OpenShift, which requires that you
deploy and manage the Kubernetes infrastructure, you can also deploy a Embedded Container Service cluster,
which creates and manages an embedded K ubernetes infrastructure for use with CDP Private Cloud Data Services.
Installing, configuring, and managing OpenShift is not required. Y ou only need to provide hosts on which to install
the service and Cloudera Manager sets up the Embedded Container Service cluster and also provides management
and monitoring of the cluster.

When you create an Embedded Container Service cluster, two new services are added to the cluster:
« Embedded Container Service (ECS) service. The ECS service has two roles:

» ECS Server -- runs on asingle host in the Embedded Container Service cluster.

* ECSAgent -- runson al hosts except the host running the Server role in the Embedded Container Service
Cluster.

» Docker service. The Docker service hasasinglerole:
* Docker Server -- runs on al hostsin the Embedded Container Service Cluster.

Y ou use Cloudera Manager to configure the Embedded Container Service and clusters.

Open the Cloudera Manager Admin Console

From the Home page, Click on the Embedded Container Service Cluster

Click the Hosts, ECS service, or the Docker service links.

Click the Configuration tab.

Use the Filters or Search functions to locate the configuration property you are looking for.
Enter your change.

Click Save Changes.

N o oM~

Modifying Configuration Properties Using Cloudera Manager

Procedure to expand a Embedded Container Service cluster

Y ou can add hosts to a Embedded Container Service cluster to increase capacity and performance.

1. Follow the stepsto Add aHost.
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2. If your ECS hosts are running the CentOS 8.4, OEL 8.4, or RHEL 8 operating systems, you must install iptables
on all the ECS hosts. Run the following command on each ECS host:

yum - - set opt =t sfl ags=noscri pts install -y iptables

3. Add thefollowing role instances to each new host: ECS Agent Docker Server

« ECSAgent
¢ Docker Server

Note: The Regenerate missing keytab command on the Actions menu for these roles does not perform
E this action. There is no need to regenerate missing keytabs.

4. Restart the Embedded Container Service cluster.

Procedures to start, stop, restart, and refresh Private Cloud Experience clusters

1. Onthe HomeStatus tab, click the Actions Menu to the right of the Embedded Container Service cluster name and
select Start.

2. Click the Start button that appears in the next screen to confirm. The Command Details window shows the
progress of starting services.

When the All services successfully started message appears, the task is complete and you can close the Command
Details window.

1. Onthe HomeStatus tab, click the Actions Menu to the right of the Embedded Container Service cluster name and
select Stop.

2. Click the Stop button in the confirmation screen. The Command Details window shows the progress of stopping
services.

When the All services successfully stopped message appears, the task is complete and you can close the Command
Details window.

Note: The cluster-level Stop action does not stop the Cloudera Management Service. Y ou must stop the
Cloudera Management Service separately.

1. Onthe HomeStatus tab, click the Actions Menu to the right of the cluster name and select Restart.
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2. Click the Restart button that appears in the next screen to confirm.
The Command Details window shows the progress of stopping services. When the All services successfully
started message appears, the task is complete and you can close the Command Details window.

3. Click ActionsUnseal Vault

To refresh a cluster, in the HomeStatus tab, click the Actions Menu to the right of the cluster name and select Refresh
Cluster.

Procedures to monitor Embedded Container Service clusters

Monitoring Services
Monitoring Clusters
Docker Server Health Tests
ECS Hedlth Tests

ECS Agent Health Tests
ECS Server Health Tests
Docker Server Metrics
ECS Agent Metrics

ECS Server Metrics

1. Open the Cloudera Manager Admin Console.
2. From the Home page, Click on the Embedded Container Service cluster.
3. Click onthe ECS or Docker service.

The Service status page displays the Health Test, Status Summary and Health History of the services.

The Kubernetes Dashboard displays configuration and other information about the embedded K ubernetes
infrastructure used in the Embedded Container Service cluster. Although you can make configuration changes using
the dashboard (if you have the appropriate permissions), you should not make any changes using the dashboard.
Cloudera Support may use the dashboard to diagnose problems with the cluster.

1. Inthe Cloudera Manager Admin Console, go to the ECS service.
2. Click Web UIECS Web Ul

The Kubernetes Dashboard displays.
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1. Inthe Cloudera Manager Admin Console, go to the ECS service.
2. Click Web UlConsole

The CDP Management Console displays.

Y ou can perform maintenance on the nodes in your ECS cluster by shutting down the nodes one at atime while
keeping your Data Services running with slightly diminished capacity.

» The containerized cluster must be configured for ECS Server high availability. Contact Cloudera Professional
Services for assistance in setting up high availability.
* Youmust be ableto log into the nodes as root or have sudo privileges.

« The nodeto be maintained must have a status of Ready. A status of NotReady may suggest the node is having
other complicating issues. Run the following command on an ECS server node to verify status of the nodes.

[var/lib/rancher/rke2/bin/ kubectl| --kubeconfig=/etc/rancher/rke2/rke2.yan
get nodes

1. Inform Kubernetes that it should no longer use this node for any new pods. This processis called cordon and
Kubernetes tracks the node status as Ready, SchedulingDisabl ed.

a) Run thefollowing command to list the nodes:

/var/lib/rancher/rke2/bin/kubectl --kubeconfig=/etc/rancher/rke2/rke2.ya
m get nodes

b) Run the following command for the node you are taking off line;

[var/lib/rancher/rke2/bin/ kubectl| --kubeconfig=/etc/rancher/rke2/rke2.ya
m cordon **node- nanme**

¢) Runthefollowing command to verify the node status shows Ready,SchedulingDisabled:

/var/lib/rancher/rke2/bin/kubectl| --kubeconfig=/etc/rancher/rke2/rke2.ya
m get nodes

2. Inform Kubernetes to evict this node’ s Data Services pods and cleanly detach any storage volumes. This allows
the pods to be started up on other Ready nodes in the cluster and any replica volumes are migrated. The processis
invoked by the drain command:

/var/lib/rancher/rke2/bin/kubectl --kubeconfig=/etc/rancher/rke2/rke2.yamn
drai n *node- nane* --del ete-enptydir-data --ignore-daenbnsets --pod-sel ect
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or =" app! =csi -att acher, app! =csi - provi si oner, app! =l onghor n- adni ssi on- webho
ok, app! =l onghor n- conver si on- webhook, app! =l onghor n-dri ver - depl oyer"

Y ou will see amessage
“WARNI NG i gnori ng DaenobnSet - ranaged Pods: .. ..

Y ou can ignore this warning.

Y ou will see repeating messages like this:

error when evicting pods/"instance-manager-r-xxxxxxxx" -n "l onghorn-syst
en (will retry after 5s): Cannot evict pod as it would violate the pod's
di sruption budget.

Thisisnormal, after severa iterations those pods will be evicted and the drain is compl eted.
3. Log in to the Cloudera Manager Admin Console.

4. Go to the ECS service page and verify that the Vault is not sealed. Thisinformation displaysin the Health Tests
section.

5. If theVaultisseded, click ActionsUnsea Vault.
6. Click the Action menu next to the ECS cluster and select Stop.
7. Shutdown ECSroles.
a) Click the Instancestab.
b) Select the hosts where the ECS Agent role isrunning and click ActionsStop.
c) Select two of the hosts running the ECS Server roleis running and click ActionsStop.
8. Perform the maintenance.
9. Reboot the hosts.
10. Log in to the Cloudera Manager Admin Console.
11. Click the Action menu next to the ECS cluster and select Start.
12. Uncordon the node to start the Data Services by running the following command:

/var/lib/rancher/rke2/bin/kubectl --kubeconfig=/etc/rancher/rke2/rke2.yam
uncordon **node-nane**

13. Run the following command to verify that the node status is Ready:

[var/lib/rancher/rke2/bin/kubectl get nodes

14. Click ActionsRefresh ECS Cluster.

Y ou can configure a containerized cluster with SELinux to enable it to run the Embedded Container Service (ECS).

1. Ensure that the hosts you use for the containerized cluster meet all hardware and software requirements for use
with CDP Private Cloud Data Services.

2. Enable SELinux in Permissive mode by updating the /etc/selinux/config file on all ECS hosts by running the
following commands:

sed -i 's/SELI NUX=di sabl ed/ SELI NUX=per ni ssive/' /etc/selinux/config
r eboot
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3. Add the SELinux policies provided by RKE2 by installing the RPMs on all ECS hosts. Use the following
commands:

yum |l ocalinstall -y http://mrror.centos. org/centos/ 7/ extras/x86_64/Pack
ages/ cont ai ner-sel i nux-2. 107- 3. el 7. noar ch. r pm

wget https://github. comirancher/rke2-selinux/rel eases/ downl oad/ v0. 8. st abl e
.2/ rke2-selinux-0.8-2.el 7. noarch. rpm

yuminstall -y rke2-selinux-0.8-2.el7.noarch.rpm

4. Uninstall the nscd service by running the following command on al ECS hosts:

yum erase -y nscd
5. Install acontainerized cluster on all hosts. See Adding a CDP Private Cloud Data Services cluster.
6. Enable SELinux in Enforced mode by running the following commands on all ECS hosts:
setenforce 1

Y ou can confirm that SELinux is running in Enforced mode by running the following command:

get enf or ce

7. Verify that the ECS cluster hosts are sending heartbeats to the Cloudera Manager server.

a) Open the Cloudera Manager Admin Console.
b) Click HostsAll Hosts.
¢) Check the Last Heartbeat column for heartbeat status.

8. Verify that your workloads are functioning as expected.

Y ou can decommission ECS hosts and remove them from the cluster.

1. Cordon the node. Longhorn will automatically disable the node scheduling when a Kubernetes node is cordoned.
Run the following command on any ECS Server host:

kubect| cordon [***node***]

2. Drain the node to move the workload to somewhere else. Run the following command on any ECS Server host:

kubect| drain [***node***] --ignore-daenbnsets --pod-sel ector="app!=csi -at
t acher, app! =csi - provi si oner' --del ete-enptydir-data

3. Detach all the volumes on the node. Navigate to the ECS Service page on Cloudera Manager Ul.
a. In the Web Ul dropdown, select Storage Ul to open the Longhorn Ul.

b. Under the Volume tab in Longhorn Ul, select the volumes on this node. Click Detach and select Y es on the
screen prompt.

If the node has been drained, al the workloads should be migrated to another node already.

If there are any other volumes remaining attached, detach them before continuing.
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4.

Remove the node from Longhorn using the Delete in the Node tab. Or, remove the node from Kubernetes. Run the
following command on any ECS Server host:

kubect| del ete node [***node-nane***]

Longhorn will automatically remove the node from the cluster.
Uninstall ECS and Docker artifacts from the host. Run below commands on the host:

cd /opt/cl ouderal parcel s/ ECS/ bi n
.Irke2-killall.sh # usually 2 times is sufficient

./rke2-uninstall.sh
rm-rf /ecs/* # assunes the default defaultDataPath and | soDat aPat h

rm-rf /var/lib/docker_server/* # deletes the auth and certs
rm-rf /etc/docker/certs.d/* # delete the ca.crt
rm-rf /docker # assunes the default defaultDataPath for docker

Go to the Hosts page for the ECS Cluster, select that host, and under Actions for Selected, click Begin
Maintenance (Suppress Alerts/Decommission)

10
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