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This section provides common issues you encounter during Cloudera Data Services on premises installation or
upgrade along with the steps to troubleshoot them.

This section provides steps to troubleshoot scenario where data services are not functioning because the certificates
are not getting generated.

1. Vadlidate cert-manager isinstalled in cert-manager namespace in ECS by running following command:

kubect| get ns | grep cert-nmanager

2. Vadlidate all pods are up and running by executing the following command:

kubect| get pods -n cert-manager

B Note: The pods should have the 'Running' or ‘Completed' status.

The following section provides an overview of the pods running in the cert-manager namespace, outlining the
specific function of each component. Check the logs of these pods to troubleshoot the cause for any certification
failure:

cert-manager: These pods are the core controllers for cert-manager. They are responsible for processing
certificate resources, communicating with certificate authorities (like Let's Encrypt or Venafi), and ensuring
that certificates are valid and up-to-date.

¢ cdp-release-cert-manager-69ddch8584-4k77q

» cdp-rel ease-cert-manager-69ddch8584-zgh6g

cainjector: The cainjector's primary roleisto inject CA (Certificate Authority) bundles into webhook
configurations and other resources. This ensures that the Kubernetes API server can securely communicate
with the cert-manager webhooks for validation and mutation of resources.

« cdp-rel ease-cert-manager-cainjector-75b7947d85-mb5crd
 cdp-rel ease-cert-manager-cainjector-75b7947d85-rkm26

startupapicheck: Thisis aone-time job that runs when cert-manager is first deployed or upgraded. It verifies
that the Kubernetes API is available and that the necessary cert-manager Custom Resource Definitions (CRDS)
have been properly installed and are accessible. The Completed status indicates it has run successfully.

¢ cdp-rel ease-cert-manager-startupapi check-5sz69

webhook: The webhook pods provide an HTTP server that the Kubernetes API server can query. It has two
main functions: to validate cert-manager resource configurations to ensure they are correct and to provide
default values for certain fields in those resources. This helps prevent misconfigurations and simplifies the user
experience.

» cdp-rel ease-cert-manager-webhook-6b6b564f 77-m8l zz
e cdp-rel ease-cert-manager-webhook-6b6b564f 77-q9mdq
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* cdp-rel ease-cert-manager-webhook-6b6b564f 77-srf2p

» Certificate Revocation Operator: This pod runs Clouderas Certificate revocation operator. It is responsible
for monitoring for certificate delete requests and communicating with the Venafi Trust Protection Platform to
revoke certificates when they are no longer needed.

cdp-release-thunderhead-certrevoke-7d64fd4dbb-xtghp

First run command fails at setup storage step with an error. Pod is stuck in pending state on the host for along time.
Tofix thisissue:

Delete the CNI directory on the host failing to launch pods:

ssh
r oot @cs-hal-p-7.vpc.cloudera.comrm-rf /var/lib/cni

Restart the canal pod running on that host:

kubect| get pods -n kube-system-o wide | grep ecs-hal-p-7.vpc.cloudera.com
kube- pr oxy-ecs-hal-p-7. vpc. cl oudera. com 1/1 Runni ng
11h 10. 65.52.51 ecs- hal-p-7.vpc. cl oudera.com <none>

<none>
rke2-canal -11kc9 2/2 Runni ng
0 11h 10. 65. 52. 51 ecs- hal-p-7.vpc. cl oudera. com <none>
<none>
rke2-ingress-ngi nx-controll er-dqtz8 1/1 Runni ng
0 11h 10. 65.52.51 ecs- hal-p-7.vpc. cl oudera.com <none>
<none>
kubect| del ete pod rke2-canal-11kc9 -n kube-system

Sometimesit is possible for the scheduler state to go out of sync from the cluster state. This may result in podsin
Pending and ApplicationRejected states, with pod events showing Placement  Rulerelated errors. To recover from
this, you may need to refresh the Y uniKorn configuration.

1. Run the following commands to scale down the Y uniKorn pods:

kubect| scal e depl oynent yuni korn-adni ssion-controller --replicas=0 -n
yuni korn
kubect| scal e depl oynent yuni korn-schedul er --replicas=0 -n yuni korn

The yunikorn-scheduler and yunikorn-admission-controller pods are managed by the yunikorn-scheduler and yuni
korn-admission-controller deployments in the yunikorn namespace, so you can scale down these deployments to
0.

2. Run the following command to delete the yunikorn-configs ConfigM ap:

kubect| del ete cm yuni korn-configs -n yuni korn

3. Run the following commands to restart the resource-pool-manager pod:

kubect| scal e depl oynent cdp-rel ease-resource-pool -manager --replicas=0 -n
<cdp- nanespace>
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kubect| scal e depl oynent cdp-rel ease-resource-pool - manager --replicas=1 -n
<cdp- nanespace>

The resource-pool-manager pod is managed by the cdp-rel ease-resource-pool-manager deployment in your CDP
control plane namespace, so you can scale that deployment down to 0 and then scale it back up to 1.

4. Run the following commands to scale up the Y uniKorn pods:

kubect| scal e depl oynent yuni korn-schedul er --replicas=1 -n yuni korn
kubect| scal e depl oynent yuni korn-adni ssion-controller --replicas=1 -n yu
ni korn

The yunikorn-scheduler and yunikorn-admission-controller pods are managed by the yunikorn-scheduler and yuni
korn-admission-controller deployments in the yunikorn namespace, so you can scale up these deploymentsto 1.

The preceding steps will refresh the Y uniK orn configuration for the applicable control plane.

After the YuniKorn restart, Pending pods will be picked up and recovered automatically, but pods left in the Applicat
ionRejected state may need to be redeployed. If the pod is managed by a deployment, you can simply delete the pod.
If the pod is unmanaged, you must delete and redeploy the pod.

Post Cloudera Embedded Container Service upgrade Longhorn health test failsand thehel m i nstal | -
| onghor n pod getsin crashloop state.

To fix thisissue, run the following command:
#Get the history of Ionghorn hel mchart so that we can identify the chart fo

r which installation is failing. #
hel m hi story | onghorn -n | onghorn-system

REVI SI ON UPDATED STATUS CHART
APP VERSI ON DESCRI PTI ON
1 Wed Feb 28 05:32:47 2024 depl oyed | ongh
orn-1.4.2 vl. 4.2 Install conplete
2 Wed Feb 28 09: 28: 39 2024 uni nstal I'i ng | ongh
orn-1.5.4 vli.5.4 Del etion in progress (or silently failed)

#The actual chart is saved as kubernetes secret. List the |on
ghorn hel m chart saved as secrets.#
kubect| get secrets -n |onghorn-system

NAME TYPE DATA
AGE
basi c-aut h Opaque 1
15h
chart - val ues-1 onghorn Opaque 0 1
Oh
| onghor n- webhook- ca kubernetes.io/tls 2
15h
| onghor n- webhook-tl s kubernetes.io/tls 2
15h
sh. hel mrel ease. v1l. | onghorn. vl hel m sh/rel ease. vl 1
15h
sh. hel m rel ease. v1. | onghorn. v2 hel m sh/rel ease. vl 1 2
Im
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#We want to delete the latest chart i.e. sh.helmrelease.vl.|
onghorn.v2. Save the back up of the secret as yaml before deleting. #

kubect| get secrets sh. hel mrel ease.vl.longhorn.v2 -n | ongho
rn-system-o yaml > sh. hel mrel ease. vl1. | onghorn.v2. yan

#Save the back up of the default values passed along with the

hel m chart while installing.#

hel m get val ues --revision=2 | onghorn -n | onghorn-system >

defaul t Settings. yam

#Find all jobs in |onghorn-system and del ete those. These jobs
will be re-triggered as part of the manual patch. #
kubect| get jobs -n | onghorn-system

NAME COVWPLETI ONS  DURATI ON  AGE
hel minstall -1 onghorn 0/1 9h 9h

| onghor n- post - upgr ade 1/1 11m 10h
| onghor n-uni nst al | 0/1 10h 10h

#Del ete the latest | onghorn chart#

kubect| delete job helminstall-Ionghorn | onghorn-uninstall |
onghor n- post - upgrade -n | onghorn-system

kubect| del ete secret sh.helmrel ease.vl.|onghorn.v2 -n | ongho
rn-system

#Apply the I onghorn chart fromthe parcel directory.#
kubect!| patch Hel nChart |onghorn -n | onghorn-system --type=m
erge --patch-file /opt/clouderal parcel s/ ECS/ | onghorn/| onghorn. yan

Docker serversfail to come up after starting the cluster post hosts reboot.

At times the Docker server may fail to come up and return the following error message:
[var/run/docker.sock: Is a directory

To fix thisissue, remove the /var/run/docker.sock directory on the Docker server role host and then restart the Docker
server role.

During afresh ECSingtall, if you encounter image pull issues with a custom docker registry set up, here are some
steps to check if your custom registry is configured properly.

During afresh ECSinstal, installation failure when pulling images typically indicates incorrect setup of the externa
or custom registry.

Istio image isthe first to be pulled from the custom registry.
Describing the pod may look similar to:

Failed to pull image “registry.ecs.internal/cloudera_thirdparty/gloo_mesh/istio-4d37697f9711/pilot:1.24.2-solo-
distroless’... failed to do request: Head: https://registry.ecs.internal/cloudera_thirdparty.... : dial tcp: lookup
registry.ecs.internal on ...

Run the ECS Refresh command to update the docker pull secrets for the custom registry:
Goto ECS Service Actions > Refresh ECS

1. Navigateto ClouderaManager Ul ->Containerized cluster (ECS Cluster Name) ->Configuration .

7
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2. Search for "docker" and verify the following parameters: External Container Registry User, External Container
Registry Password, External Container Registry, External Docker Registry Certificate (PEM format). Only TLS-
enabled custom Docker Registry is supported.

3. If any configurations are incorrect, update and save the changes.

4. Restart the ECS cluster to apply the changes(All ECS server and agents service need to be restarted. Note that
hosts restart is not required.)

5. Once the command succeeds, navigateto Cloudera Manager Ul -> Running Commands, find the failed First Run
command, and click Resume to proceed with the installation process.

While updating the docker username/password, ensure to refresh ECS. Without Refresh ECS, the username/password
will not be updated in the cdp-private-install er-docker-pull-secret secret objects.

Run the ECS Refresh command and update the docker pull secrets for the custom registry: Go to ECS Server Actions
> Refresh ECS

This section provides troubleshooting steps for common errors detected during the pre-upgrade checks.

Problem: "Failed to Distribute to an ecs host"
Stepsto resolve;

1. Verify if the Cloudera Manager agent on the failed host is having any issues communicating with the Cloudera
Manager server.

2. Click View Command Details # Retry the command again if you have verified issues seen in the logs from the
above steps are resol ved.

3. Check the Cloudera Manager server logs for any error logs.

Vault

Problem: "Failed to get Vault pod name/No Running Vault Pod Found"
No running Vault pod found in the specified namespace.

Stepsto resolve;

1. Check if Vault pods are running:

kubect| get pods -n vault-system -I app. kubernetes.io/nanme=vaul t

2. If no pods are running, restart VVault:

kubect!l rollout restart statefulset vault -n vault-system

Problem: "Failed to Execute Command in Vault Pod"
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Failed to execute command in pod:
<error_nessage>, stderr: <stderr_output>

Stepsto resolve:

1. Restart Vault by executing the following command:

kubect!l rollout restart statefulset vault -n vault-system

Problem: "Vault is sedled"”
Vaultisin aseded state.
Steps to resolve:

1. Log into the Cloudera Manager Admin Console.

2. Navigate to the ECS Cluster and select the ECS cluster in Cloudera Manager Ul.
3. Access Actions: Click on the Actions menu.

4, Unsea the Vault: Choose Unseal Vault from the Actions menu.

Problem: "Failed to list Longhorn volumes'
The Longhorn volume resource could not be retrieved due to API server issues or Longhorn component failures.
Stepsto resolve:

1. Verify that the Longhorn volumes are accessible:

kubect| get vol unes.|onghorn.io -n | onghorn-system

2. Check if the Longhorn manager and related pods are running:

kubect| get pods -n | onghorn-system

3. If any Longhorn pods are in CrashL oopBackOff or Pending states, restart them:

kubect| del ete pod <pod-nanme> -n | onghorn-system

4, If theissue persists, restart ECS services.

Problem: Unhealthy Longhorn volumes detected
Some Longhorn volumes are in a degraded, detached, or error state.
Stepsto resolve;

1. Check the status of Longhorn volumes:

kubect| get vol unes.|onghorn.io -n | onghorn-system-o jsonpath='{range
.itens[*]}{. metadata. nane} {.status.robustness}{"\n"}{end}'

2. If avolumeisdegraded or faulted, check volume details:

kubect| descri be vol unes. | onghorn.i o <vol unme-nane> -n | onghor n-system
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3. If avolumeis detached, attempt to attach it:

kubect| patch vol unes. | onghorn.io <vol une-name> -n | onghorn-system--typ
e='nmerge' -p '{"spec":{"frontend":"bl ockdev"}}"

4. Restart the Longhorn manager if necessary:

kubect!| rollout restart daenonset |onghorn-manager -n | onghorn-system

Problem: Longhorn PV Cs are not bound

PersistentV olumeClaims (PV Cs) using Longhorn are not in a Bound state.
Stepsto reolve;

1. Listal PVCsin the cluster:

kubect| get pvc --all-nanmespaces

2. If aPVCisstuck in Pending state, check the corresponding PersistentVolume (PV):

kubect| get pv
3. Describe the problematic PV C to identify binding issues:

kubect| describe pvc <pvc-nane> -n <nanespace>

4. If the PV isReleased but not Available, manually delete it:

kubect| del ete pv <pv-name>

5. Restart the Longhorn services if necessary:

kubect!| rollout restart daenonset |onghorn-manager -n | onghorn-system

Problem: "Failed to check APl server"
API server is unreachable.
Stepsto resolve:

1. Verify the API server endpoint:

kubect|l cluster-info

2. Check if the API server pods are running:

kubect| get pods -n kube-system -l conponent =kube- api server

3. Stop Cloudera Embedded Container Service.
4. Reboot hosts.

10
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5. Start Cloudera Embedded Container Service.
The start command fails with the following error message:
Timed out waiting for kube-apiserver to be ready
Option 1:
Start each master role instance individually without waiting for each node to be up and running.
Option 2:

If Option 1 does not work, follow the steps from SUSE to recover the cluster:https://docs.rke2.io/
backup_restoretfcluster-reset

Problem: One or more nodes are in a NotReady state.
Stepsto resolve:

1. Check node status:

kubect| get nodes -0 wi de

2. Describe the problematic node:

kubect| descri be node <node- nane>

Stop all roles on the affected host.

If the node is not required, remove it from the cluster.
Reboot the host.

Restart all roles on the host.

o UM w

Problem: Critical control plane or system pods are failing.
Stepsto resolve:

1. Check pod statuses in kube-system:

kubect| get pods -n kube-system

2. If any pods arein CrashL oopBackOff, check logs:

kubect| | ogs <pod-nane> -n kube-system

3. Restart unhealthy pods:

kubect| del ete pod <pod-name> -n kube-system

4. If the issue persists, restart ECS services.

Stepsto resolve;

1. Try to scale down and scale up the controller of the pod (Typically deployment or Replicaset).
2. If the problem persists, look for the reason of failure with the following commands:

kubect| get events -n <pod-nanmespace>

11
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kubect| describe pod <pod-nane> -n <pod- nanmespace>
kubect| | o0gs <pod-nane> -n <pod- nanespace> -c <contai ner - nane>

Problem: Docker registry connection failed and it’ s been verified the new ecs-tol eration-webhook image required for
upgrade isin docker registry.

Y ou may see an error message similar to:

2025/ 02/ 27 13:11: 04 Docker registry connection failed. Unable to obtain ecs-
tol erati on-webhook mani fest: Status Code: 400, Response: {"errors":
[{"code":"MANI FEST | NVALI D', "nmessage": "nmani fest invalid","detail":{"DriverNa
me":"fil esystent, "Encl osed":
{"Op":"nkdir","Path":"/var/lib/registry/docker/registry/v2/ bl obs/ sha256/ a3/
a3ed95caeb02f f e68cdd9f d84406680ae93d633ch16422d00e8a7c22955b46d4", "Err": 28} }

'}

This error is due to the fact that your docker registry host is running out of disk space. When we request information
about an image manifest, if the information is not available in cache, then the registry would need to construct it
again, and during that process it may need to create temporary files or directories. To resolve thisissue, either add
more disk space to your docker registry host or clean up the registry and re-download the required images.

12
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