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Y ou must complete the manual stepsto prepare the cluster for each user that needs to submit jobs. Y ou can also
configure a service account Kerberos key tab file to amachine user id in order to submit CDE jobs. The machine user
will now have access to the hdfs storage through jobs.

E Note: After you create a cluster, you must initialize the cluster, and configue users before creating jobs.

Y ou must complete the following manual stepsto prepare the cluster for each user that needs to submit jobs. Perform
these steps for each user that needs to submit jobs to the virtual cluster.

In Cloudera Data Engineering (CDE), jobs are associated with virtual clusters. Before you can create ajob, you must
create avirtua cluster that can run it. For more information, see Creating virtual clusters.

1

If you already downloaded the utility script and uploaded it to an ECS or HDFS gateway cluster host as
documented in Creating virtual clusters, you can skip to step 8.

Download cde-utils.sh to your local machine.
Create adirectory to store the files, and change to that directory:

nkdir -p /tnp/cde-utils & cd /tnp/cde-utils

Embedded Container Service (ECS)

Copy the extracted utility script (cde-utils.sh) to one of the Embedded Container Service (ECS) cluster hosts. To
identify the ECS cluster hosts:

a. Login to the Cloudera Manager web interface.

Click Clusterstab.

Click the relevant ECS cluster from the list of the clusters displayed.
Under Status, click Hosts link.

Copy the script to the master host manually.

Red Hat OpenShift Container Platform (OCP)

Copy the extracted utility script (cde-utils.sh) and the OpenShift kubeconfig file to one of the HDFS service
gateway hosts, and install the kubect! utility:

®oooT

a. Login to the Cloudera Manager web interface.

b. Goto Clusters Base Cluster HDFS Instances.

c. Copy the script to one of the Gateway hosts manually.

d. Copy the OCP kubeconfig file to the same host.

e. Onthat host, install the kubect! utility following the instructions in the Kubernetes documentation.

5. Onthe cluster host that you copied the script to, set the script permissions to be executable:

chmod +x /path/to/cde-utils.sh



https://docs.cloudera.com/data-engineering/1.5.4/manage-clusters/topics/cde-private-cloud-create-cluster.html
https://docs.cloudera.com/data-engineering/1.5.4/manage-clusters/topics/cde-private-cloud-create-cluster.html
https://archive.cloudera.com/p/dex/cde/1.19.1/cde-utils.sh
https://docs.cloudera.com/management-console/1.5.4/private-cloud-environments/topics/mc-private-cloud-download-kubeconfig.html
https://kubernetes.io/docs/tasks/tools/install-kubectl-linux/
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6. ldentify the virtual cluster endpoint:

a. Inthe Cloudera Manager web Ul, go to the Data Services page, and then click Open CDP Private Cloud Data
Services.

b. Click the Data Engineering tile.
Select the CDE service containing the virtual cluster you want to activate.

o

Click [l.—' Cluster Details.
e. Click JOBS APl URL to copy the URL to your clipboard.

f. Pastethe URL into atext editor to identify the endpoint host. For example, the URL is similar to the
following:

htt ps:// df dj 6kgx. cde- 2cdxwbx5. apps. ecs- deno. exanpl e. com dex/ api /vl

The endpoint host is dfdj6kgx.cde-2cdxwbx5.apps.ecs-demo.example.com.

7. Onthe ECS or HDFS gateway host, create a filename containing the user principal, and generate a keytab. If you
do not have the ktutil utility, you might need to install the krb5-workstation package. The following example
commands assume the user principal is psherman@EXAMPLE.COM

a. Create afile named <username>.principa (for example, psherman.principal) containing the user principal:

psher man @XAMPLE. COM

b. Generate a keytab nhamed <username>.keytab for the user using ktutil:

sudo ktutil

ktutil: addent -password -p psherman@XAMPLE. COM -k 1 -e aes256-cts
Password for psher man@XAMPLE. COM

ktutil: addent -password -p psher man@XAMPLE. COM -k 2 -e aesl28-cts
Password for psher man@XAMPLE. COM

ktutil: wkt psherman. keyt ab

ktutil: q

8. Validate the keytab using klist and kinit:

klist -ekt psherman. keyt ab
Keyt ab nane: FILE: psher man. keyt ab
KVNO Ti mest anp Pri nci pal

1 08/01/2021 10: 29: 47 psher man@XAMPLE. COM (aes256- ct s- hnmac- shal- 96)
1 08/01/2021 10: 29: 47 psher man@XAMPLE. COM (aes128-ct s- hnmac- shal- 96)

kinit -kt pshernman. keytab psher man@XAMPLE. COM

Make sure that the keytab is valid before continuing. If the kinit command fails, the user will not be able to run
jobsin thevirtual cluster. After verifying that the kinit command succeeds, you can destroy the Kerberos ticket by
running kdestroy.
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9. Usethe cde-utils.sh script to copy the user keytab to the virtual cluster hosts:

./cde-utils.sh init-user-in-virtual-cluster -h <endpoi nt_host> -u <user> -
p <principal file> -k <keytab file>

For example, using the psherman user, for the dfdj6kgx.cde-2cdxw5x5.apps.ecs-demo.example.com endpoint
host:

./cde-utils.sh init-user-in-virtual -cluster -h dfdj6kgx.cde-2cdxwsx5. app
s. ecs-deno. exanpl e. com -u pshernman -p pshernman. princi pal -k pshernman. key
tab

10. Repeat these steps for all users that need to submit jobs to the virtual cluster.

Y ou must complete the following stepsif you want to delete a specific LDAP user from the virtual cluster. Perform
these steps for each user that you want to delete from the virtual cluster.

1. If you already downloaded the utility script and uploaded it to an ECS or HDFS gateway cluster host as
documented in Creating virtual clusters, you can skip to step 7.

2. Download cde-utils.sh to your local machine.
3. Create adirectory to store the files, and change to that directory:

nkdir -p /tnp/cde-utils &% cd /tnp/cde-utils

4. Embedded Container Service (ECS)

Copy the extracted utility script (cde-utils.sh) to one of the Embedded Container Service (ECS) cluster hosts. To
identify the ECS cluster hosts:

a. Login to the Cloudera Manager web interface.

Click Clusterstab.

Click the relevant ECS cluster from the list of the clusters displayed.
Under Status, click Hosts link.

Copy the script to the master host.

Red Hat OpenShift Container Platform (OCP)

Copy the extracted utility script (cde-utils.sh) and the OpenShift kubeconfig file to one of the HDFS service
gateway hosts, and install the kubectl utility:

®oooT

Log in to the Cloudera Manager web interface.

Goto Clusters Base Cluster HDFS Instances.

Copy the script to one of the Gateway hosts.

Copy the OCP kubeconfig file to the same host.

e. Onthat host, install the kubect! utility following the instructions in the Kubernetes documentation.

5. Onthe cluster host that you copied the script to, set the script permissions to be executable:

a0 oy

chnmod +x /path/to/cde-utils.sh



https://docs.cloudera.com/data-engineering/1.5.4/manage-clusters/topics/cde-private-cloud-create-cluster.html
https://archive.cloudera.com/p/dex/cde/1.19.1/cde-utils.sh
https://docs.cloudera.com/management-console/1.5.4/private-cloud-environments/topics/mc-private-cloud-download-kubeconfig.html
https://kubernetes.io/docs/tasks/tools/install-kubectl-linux/

Cloudera Data Engineering Configuring users to create jobs

6.

8.

I dentify the virtual cluster endpoint:

a. Inthe Cloudera Manager web Ul, go to the Data Services page, and then click Open CDP Private Cloud Data
Services.

b. Click the Data Engineering tile.
Select the CDE service containing the virtual cluster you want to activate.

o

Click [l.—' Cluster Details.
e. Click JOBS APl URL to copy the URL to your clipboard.

f. Pastethe URL into atext editor to identify the endpoint host. For example, the URL is similar to the
following:

htt ps:// df dj 6kgx. cde- 2cdxwbx5. apps. ecs- deno. exanpl e. com dex/ api /vl

The endpoint host is dfdj6kgx.cde-2cdxwbx5.apps.ecs-demo.example.com.
Use the cde-utils.sh script to delete the user keytab from the virtual cluster hosts:

./cde-utils.sh delete-user-in-virtual-cluster -h ***ENDPO NT_HOST*** -
u ***USERk**

For example, using the psherman user, for the dfdj6kgx.cde-2cdxw5x5.apps.ecs-demo.example.com endpoint
host:

./cde-utils.sh delete-user-in-virtual -cluster -h dfdj6kgx.cde-2cdxwsx5. a
pps. ecs-deno. exanpl e. com -u psher man

Repeat these steps for al the users that you want to delete from the virtual cluster hosts.

Y ou can configure a service account Kerberos key tab file to a machine user id in order to submit CDE jobs. The
machine user will now have access to the hdfs storage through jobs.

Create a CDP machine user. For example, mu_cde.
Generate access key and secret key for the machine user and download the credential information.

On the ECS or HDFS gateway host, create a filename containing the user principal, and generate a keytab. If you
do not havethekt ut i | utility, you might need to install the krb5-workstation package. The following example
commands assume the user principal ismu_cde@xanpl e. com

a. Create afile named <username>.principal (for example, mu_cde.principal) containing the user principal:

mu_cde@xanpl e. com

b. Generate akey tab file for the actual service account. For example, svc_acc. Namethiskeytab file as
<user nane>. keyt ab, example: mu_cde. keyt ab. The generation of keytab can be done for the user
using thekt uti | command:

sudo ktutil

ktutil: addent -password -p nu_cde@xanple.com-k 1 -e aes256-cts
Password for pmu_cde@xanpl e. com

ktutil: addent -password -p nmu_cde@xanple.com-k 2 -e aesl28-cts
Password for nu_cde@xanpl e. com

ktutil: wkt mu_cde. keyt ab
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ktutil: ¢

4. Vadlidatethekeytab using kl i st and ki ni t commands:

klist -ekt nmu_cde. keyt ab

Keyt ab name: FILE: nu_cde. keyt ab
KVNO Ti mest anp Princi pal

1 08/01/2021 10: 29: 47 nmu_cde@xanpl e. com (aes256- ct s- hmac- shal- 96)
1 08/01/2021 10: 29: 47 mu_cde@xanpl e. com (aes128- ct s- hmac- shal- 96)
kinit -kt nu_cde. keytab mu_cde@xanpl e. com

Make sure that the keytab is valid before continuing. If theki ni t command fails, the user will not be able to run

jobsin thevirtual cluster. After verifying that the ki ni t command succeeds, you can destroy the Kerberos ticket
by running kdest r oy.

5. Upload the keytab file for the user id asmu_cde and use the principal and keytab file of the actual service
account (svc_acc).

./cde-utils.sh init-user-in-virtual-cluster -h <endpoint_host> -u <user> -
p <principal _file> -k <keytab file>

For example, using the mu- cde user, for the dfdj6kgx.cde-2cdxw5x5.apps.ecs-demo.example.com endpoint
host:

./cde-utils.sh init-user-in-virtual -cluster -h dfdj6kgx.cde-2cdxwsx5. app
s. ecs-deno. exanpl e. com -u nu-cde -p nu-cde. princi pal -k nu-cde. keyt ab

6. Set the Ranger authorization policy for thesvc_acc account .

Ranger authorization policy
Creating a machine user in CDP
Generate Access Key



https://docs.cloudera.com/cfm/2.1.7/cfm-security/topics/cfm-security-add-user-predefined-ranger-policy.html
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