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About this feature

You can rebuild FreelPA in case all the instances are lost or the LDAP database is damaged
beyond repair. Rebuilding FreelPA instances is used strictly for disaster recovery, if there is a
healthy FreelPA instance available, repair should be used.

During the FreelPA rebuild, the existing instances are removed and a new instance is created
with the provided FQDN. After verifying access to the cloud storage, the stored backups of the
FreelPA instance are downloaded and validated as well to ensure that the header and data file
exist and the header file content is valid, for example if the FQDN matches with the provided
instance FQDN or if the type of the backups are correct. If something is out of order, a validation
error will be thrown and the rebuild process needs to be restarted.

After passing the validation, a new FreelPA instance is installed with the same admin username
and password. When the installation is finished, restoring the FreelPA based on the full and
incremental backup is started. The restoring process is finished with rebooting the FreelPA
instance and cleaning up the previous FreelPA servers, which got restored with the backup and
do not exist anymore.

As the new FreelPA instance is installed from the backups, a health check is also performed to
ensure that the rebuild is successful. As a last step, a cluster update is initiated to set the
unbound configuration to point to the new FreelPA instance.

Note: Downtime is expected for the clusters during rebuilding the FreelPA instance.

Prerequisites

e Ensure that the following backups of the FreelPA instance are accessible on cloud
storage:

o Full backup: full backups are created automatically after provisioning by default
for every FreelPA instance. In case you created a manual full backup after
provisioning, the latest version is needed for the rebuild.

o Incremental backup: data backups are created every hour automatically
Ensure that instance has permission to download the backup from cloud storage.
Ensure that you have obtained CDP_ FREEIPA REBUILD entitlement from Cloudera
Support to use the rebuild feature.

Ensure that you have Beta CDP CL| installed.
Ensure that you have the following information prepared for the CLI commands:

o FreelPA and environment CRN

o FQDN of the instance to rebuild

This document has been released as part of a technical preview for features described herein. Technical preview
components are provided as a convenience to our customers for their evaluation and trial usage. These components
are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical
preview components, which should be used by customers at their own risk.
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Note:In case of multi-instance FreelPA, you need to choose which instance needs
to be rebuilt and provide the backup of that instance. The validation process
during the FreelPA rebuild will fail in case the backup and instance do not match.
e Ensure that there are no in progress operations for the FreelPA instance, for example
repair.

CLI commands

Use the following command to rebuild the FreelPA instance:

Unset

cdp environments rebuild-freeipa --environment [***ENVIRONMENT***]
--freeipa-crn [***FREEIPA CRN***] --instance-to-restore-fqdn [***INSTANCE TO
RESTORE FQDN***] --full-backup-storage-location [***FULL BACKUP STORAGE
LOCATION***] --data-backup-storage-location [***DATA BACKUP STORAGE
LOCATION*** ]

Examples:

e AWS

Unset

cdp environments rebuild-freeipa \

--environment
crn:cdp:environments:us-west-1:cloudera:environment:bbdf301f-6791-423c-8df@-cfa
742131437 \

--freeipa-crn
crn:cdp:freeipa:us-west-1:cloudera:freeipa:0fedlaea-935f-46d8-8fab-09537006a38b
\

--instance-to-restore-fqdn ipaserver@.testenv.xcu2-8y8x.wl.cloudera.site \
--full-backup-storage-location
s3://testbucket/backup/cluster-backups/freeipa/testenv-freeipa_6fedlaea-935f-46
d8-8fab-09537006a38bh/ipaserverd.testenv.xcu2-8y8x.wl.cloudera.site/full/ipa-ful
1-2024-07-25-13-01-46/ \

--data-backup-storage-location
s3://testbucket/backup/cluster-backups/freeipa/testenv-freeipa_6fedlaea-935f-46
d8-8fab-09537006a38b/ipaserver0.testenv.xcu2-8y8x.wl.cloudera.site/hourly/2624-
07-25/ipa-data-2024-07-25-14-01-06/
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e Azure

Unset

cdp environments rebuild-freeipa \

--environment
crn:cdp:environments:us-west-1:cloudera:environment:bbdf301f-6791-423c-8df0-cfa
742131437 \

--freeipa-crn
crn:cdp:freeipa:us-west-1:cloudera:freeipa:0fedlaea-935f-46d8-8faB-09537006a38b
\

--instance-to-restore-fqdn ipaserver@.testenv.xcu2-8y8x.wl.cloudera.site \
--full-backup-storage-location
abfs://rebuild@cloudbreaktestpersistent.dfs.core.windows.net/full/ \
--data-backup-storage-location
abfs://rebuild@cloudbreaktestpersistent.dfs.core.windows.net/hourly/

e GCP

Unset

cdp environments rebuild-freeipa \

--environment
crn:cdp:environments:us-west-1:cloudera:environment:bbdf301f-6791-423c-8df@-cfa
742131437 \

--freeipa-crn
crn:cdp:freeipa:us-west-1:cloudera:freeipa:0fedlaea-935f-46d8-8fab-09537006a38b
\

--instance-to-restore-fqdn ipaserver@.testenv.xcu2-8y8x.wl.cloudera.site \
--full-backup-storage-location
gs://testbucket/backup/cluster-backups/freeipa/testenv-freeipa_23c¢5507d-9061-40
a6-84d6-33b04237af18/ipaserverd.testenv.xcu2-8y8x.wl.cloudera.site/full/ipa-ful
1-2024-05-27-11-26-38 \

--data-backup-storage-location
gs://testbucket/backup/cluster-backups/freeipa/testenv-freeipa_23c5507d-9061-40
a6-84d6-33b04237af18/ipaserverd.testenv.xcu2-8y8x.wl.cloudera.site/hourly/2024-
05-27/ipa-data-2024-05-27-12-01-06
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During the repair process, you can check the status using the following command:

Unset

cdp environments get-repair-freeipa-status --operation-id
8a9e3d54-a184-4784-8e0a-5492e29460f8

The command will return if the status is RUNNING, FAILED or COMPLETED, but you can check
the status of the FreelPA cluster in Management Console for further information. For details,
see Check FreelPA repair status.

To see the status of each FreelPA instance in an environment, use the cdp environments
get-freeipa-status --environment-name command. For details, see Show FreelPA instance

status.

Note: In case the FreelPA rebuild process fails, you can use the following logs to investigate the
cause of the error:

/var/log/ipa-restore-full.log

/var/log/ipa-restore-data.log

/var/log/ipa-restore-update-dns.log

/var/log/iparestore.log

/var/lib/ipa/restore directory is used during the rebuild process to download the
backup files to. You can use this directory to manually check if the backups are correct
and valid for the rebuild.

After you finish
After rebuilding the FreelPA instance, you need to restart your clusters to ensure that the

services are running with the correct setup.
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