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Adding access to external S3 buckets

Learn how to configure access to external S3 buckets in Cloudera Data Warehouse (CDW)
Public Cloud clusters running on AWS environments.

When you create a Virtual Warehouse in the CDW Public Cloud service, a cluster is created in
your AWS account. This cluster has two buckets. One bucket is used for managed data and the
other is used for external data. The naming convention for these two S3 buckets that are
created by the CDW service is described below:

® <s3-bucket-name>-<random-string>-dwx-managed

For example, if you specified the bucket name dwx-data when you registered your
environment with Management Console, the managed data S3 bucket might be named
something like: dwx-data-t8hg-dwx-managed

® <s3-bucket-name>-<random-string>-dwx-external

Continuing the above scenario where you specified dwx-data as the bucket name

during environment registration, the external S3 bucket might be named:
dwx-data-8nhs-dwx-external

Access to these two buckets is controlled by AWS instance profiles. To add additional external
AWS S3 buckets to your CDW service cluster, you can use the CDW UI.

This document has been released as part of a technical preview for features described herein. Technical preview
components are provided as a convenience to our customers for their evaluation and trial usage. These components
are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical
preview components, which should be used by customers at their own risk.


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
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Adding read only or read/write access using default
encryption to external buckets in the same account

You can configure read only or read/write access using default encryption to external S3
buckets that reside in the same AWS account as the Cloudera Data Warehouse (CDW) Public
Cloud cluster.

About this task

Important:
If you configure read only access to an external S3 bucket, there is no need to restart Virtual

Warehouses. However, if you configure read/write access to an external S3 bucket, you must
restart Virtual Warehouses by suspending them and starting them again. Alternatively, you
can create a new Virtual Warehouse to use the external S3 bucket with read/write access.

Required role: DWAdmin
Before you begin

e Identify which environment you want to configure for access to an external bucket in
another AWS account. In the CDW UI, expand the Environments column by clicking the
More... menu, and then click on the environment tile. This causes the Database Catalog
and Virtual Warehouses that use this environment to be highlighted in the CDW UL.
Choose the environment that is activated for the Virtual Warehouses you want to use
with the external AWS bucket.

e Inthe AWS Management Console, identify the external S3 bucket you want to configure
access to.

This document has been released as part of a technical preview for features described herein. Technical preview
components are provided as a convenience to our customers for their evaluation and trial usage. These components
are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical
preview components, which should be used by customers at their own risk.
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On the CDW Ul Overview page, navigate to the environment tile for the environment for
which you want to configure access to an external AWS bucket, and then click the edit
icon. This loads the Environment Details page.

In the Environment Details page, toward the bottom of the page, type the name of the
AWS bucket you want to configure access to in the Add External S3 Bucket text box:

CLOUD=RA
Data Warehouse

Environment Details

Description:

Whitelist IP CIDR(s):

Add External 53 Bucket:

] Bucket belongs to different AWS
Account

ACCESS MODE:
Read Only [ Read Write

ADD BUCKET

Specify whether Read Only or Read Write access is needed.

Note:

For Read Write access only: If you do not need to use a custom encryption key, leave
the ENCRYPTION SETTINGS text box blank. If you do not use a custom key, the
system uses AES256 encryption by default. If you need to use a custom encryption
key, see the "Related Information" section at the bottom of this page for a link to
instructions for adding a custom key when you configure read/write access to an
external S3 bucket. Read Only access does not involve encryption.

are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical

preview components, which should be used by customers at their own risk.
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4. Click Add Bucket to save the configuration. A success message displays at the top of
the page.

What to do next:

If you have configured Read Write access, you must restart the Virtual Warehouses that are
associated with this environment for the configuration changes to take effect.

Adding read-only or read/write access using default
encryption to external buckets in a different account

Learn how you can configure read-only or read/write access using default encryption to external
S3 buckets in AWS accounts that are different from the account where the Cloudera Data
Warehouse (CDW) Public Cloud cluster resides.

About this task

Important: If you configure read only access to an external S3 bucket, there is no need to
restart Virtual Warehouses. However, if you configure read/write access to an external S3
bucket, you must either restart Virtual Warehouses by suspending them and starting them
again. Alternatively, you can create a new Virtual Warehouse to use the external S3 bucket
with read/write access.

Required role: DWAdmin

Before you begin

e Identify which environment you want to configure for access to an external bucket in
another AWS account. In the CDW Ul, expand the Environments column by clicking the
More... menu, and then click on the environment tile. This causes the Database Catalog
and Virtual Warehouses that use this environment to be highlighted in the CDW UL.
Choose the environment that is activated for the Virtual Warehouses you want to use
with the external AWS bucket that resides in a different AWS account.

e Inthe AWS Management Console for the different account, identify the external S3
bucket you want to configure access to.

This document has been released as part of a technical preview for features described herein. Technical preview
components are provided as a convenience to our customers for their evaluation and trial usage. These components
are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical
preview components, which should be used by customers at their own risk.
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Steps

1. Onthe CDW Ul Overview page, navigate to the environment tile for the environment for
which you want to configure access to an external AWS bucket, and then click the edit
icon. This loads the Environment Details page.

2. Inthe Environment Details page, toward the bottom of the page, type the name of the
AWS bucket you want to configure access to in the Enter s3 bucket name text box.

3. Select Bucket belongs to a different AWS Account. The CDW bucket policy displays.

4. Inthe window that displays the CDW bucket policy, click the copy icon on the right
margin of the window:

Add External S3 Bucket:

fooo Bucket belongs to different AWS Account

ACCESS MODE:
Read Only [] Read Write

Please update source bucket policy to include the following. Refer this link for additional instructions.

{
"Version": "2012-10-17",
"Statement”: [

"Sid": "read-write-access-for-cdw-env-xspjph”,
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam:: 123014800043 role/func-ge-weekly-rale",
"arn:aws:iam:: 12301480004 3:role/env-xspjph-dwx-stack-Nodelnstance Role-1BR20O0OVUXZHOF"

}

"Action™: [
"s3:Get™,

ListBucket",
"s3:GetBucketLocation"

g

"Resource": [
"arn:aws:s3:::fooo”,
"arn:aws:s3:::fooo/™"

5. Open the AWS Management Console for the different account where the external bucket
is located and navigate to the bucket to which you want to configure access.

This document has been released as part of a technical preview for features described herein. Technical preview
components are provided as a convenience to our customers for their evaluation and trial usage. These components
are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical
preview components, which should be used by customers at their own risk.
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6. On the bucket details page of AWS Management Console, click the Permissions tab,
click Bucket Policy, paste the policy from CDW, and click Save:

@_‘LV_S Services ¥ AN ¥  Global ¥

»

Block public access Access Control List Object Ownership Bucket Policy CORS configuration

Bucket policy editor ARN: arn:aws:s3:::dwx-dev-compute 9

Type to add a new policy or edit an existing policy in the text area below.

1

@

e Paste the CDW policy here.

7. Inthe CDW Ul Environment Details page, specify either Read Only or Read Write access
for the external bucket.

Note:

For Read Write access only: If you do not need to use a custom encryption key, leave
the ENCRYPTION SETTINGS text box blank. If you do not use a custom key, the
system uses AES256 encryption by default. If you need to use a custom encryption
key, see the "Related Information" section at the bottom of this page for a link to
instructions for adding a custom key when you configure read/write access to an
external S3 bucket. Read Only access does not involve encryption.

8. Click Add Bucket to save the configuration. A success message displays at the top of
the page.

This document has been released as part of a technical preview for features described herein. Technical preview
components are provided as a convenience to our customers for their evaluation and trial usage. These components
are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical
preview components, which should be used by customers at their own risk.
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Adding a custom key for read/write access to
external buckets

You can also configure a custom key for read/write access to an external S3 bucket from
Cloudera Data Warehouse (CDW) Public Cloud on AWS.

About this task

Sometimes you have a custom encryption key configured for the external S3 bucket you want to
access from CDW. In that case, you can perform the steps described in this topic to use your
own custom key.

Encryption key configuration is only needed if you are configuring read/write access to the
external bucket and you want to use your own custom encryption key.

Important:

If you want to use a custom key, you must perform the configuration described in this topic
whether the bucket is in the same AWS account as CDW or if the bucket resides in a different
AWS account.

Required role: DWAdmin

Before you begin
e Identify which environment you want to configure for access to an external bucket in
another AWS account. In the CDW Ul, expand the Environments column by clicking the
More... menu, and then click on the environment tile. This causes the Database Catalog
and Virtual Warehouses that use this environment to be highlighted in the CDW UL.
Choose the environment that is activated for the Virtual Warehouses you want to use
with the external AWS bucket that resides in a different AWS account.

e Inthe AWS Management Console, identify the external S3 bucket you want to configure
access to.

This document has been released as part of a technical preview for features described herein. Technical preview
components are provided as a convenience to our customers for their evaluation and trial usage. These components
are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical
preview components, which should be used by customers at their own risk.
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On the CDW Ul Overview page, navigate to the environment tile for the environment for
which you want to configure access to an external AWS bucket, and then click the edit
icon. This loads the Environment Details page.

In the Environment Details page, toward the bottom of the page, type the name of the
AWS bucket you want to configure access to in the Enter s3 bucket name text box.

(Optional) If you want to configure access to an S3 bucket in a different AWS account,
select Bucket belongs to different AWS Account.

Select Read Write. This causes the ENCRYPTION SETTINGS text box and a key policy to
display.

In the AWS Management Console for the account where the S3 bucket resides, navigate
to the Key Management Service, and select Customer Managed Keys in the left
navigation menu:

@_\’_v_,s Services v

Key I}-lanagement X KMS Customer managed keys
Service (KMS)

Customer managed keys (287)
AWS managed keys

Customer managed keys Q

Custom key stores
Alias v Key ID

- 00f39e47-8117-469f-908f-5293430650d9
- 0107caee-b221-4789-bbe8-5e7a6918boff
- 012ab649-cbab-4939-9c46-T1acaccledael

On the Customer managed keys page, select the key you want to use.

This document has been released as part of a technical preview for features described herein. Technical preview
components are provided as a convenience to our customers for their evaluation and trial usage. These components
are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical

preview components, which should be used by customers at their own risk.
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6. On the key details page, select the Key policy tab in the center panel of the page:

.'.:‘!_V_V_,S‘ Services ¥ Q, ‘Y Oregon ¥ Suppor
Key Management X KMS > Customer managed keys > Key ID: 00f39e47-8117-469f-908f-5293430650d9
Service (KMS)

00 d9

AWS managed keys

Customer managed keys

General configuration
Custom key stores

Alias Status Creation date
- Pending deletion Oct 14, 2020 11:29 PDT
ARN Description Scheduled deletion date
arn:aws:kms:us-west-2:58166 KMS key used for all at-rest (RDS, Nov 13, 2020 16:00 PST
5743680:key/00" 7-8117 S3, EBS, EFS) resources
-469f 2650d9 provisioned by dwx
Key policy Cryptographic configuration Tags Key rotation

Key policy

{
"Version": "2012-10-17",
"Id": "env-nbSpfv-dwx-stack-kms-key",
"Statement": [
{
"Sid": "Allow administration of the key",
"Effect": "Allow",
"Principal”: {
"AWS": "arn:aws:iam::581 }@:root"
1
"Action": "kms:*",
"Resource": "*"
}
]
t

This displays the key policy for the customer-managed key.

This document has been released as part of a technical preview for features described herein. Technical preview
components are provided as a convenience to our customers for their evaluation and trial usage. These components
are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical
preview components, which should be used by customers at their own risk.
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7. Inthe CDW Environment Details page, copy the Amazon Resource Names (ARNSs)
associated with the environment that displays in the panel:

Add External S3 Bucket:
fooo [] Bucket belongs to different AWS Account

ACCESS MODE:
(] Read Only f Read Write

ENCRYPTION SETTINGS: @
(Optional) Enter KMS CMK ARN

Please update source encryption key policy to include the following. Refer this link for additional instructions.

{
"Sid": "encrypt-decrypt-objects-for-cdw-env-xspjph",
"Effect": "Allow",
"Principal”: {
" o’

"arn:aws:iam::123014800043 roleffunc-ge-weekly-role”,
"arn:aws:iam::123014800043:rolefenv-xspjph-dwx-stack-NodelnstanceRole-1BR20OVUXZHSF" &

Do .
e Encrypt, Copy these 2 roles that are associated

"kms:Decrypt",

e o eiakey. X with this environment to your system
"kms:DescribeKey" .
clipboard.

1.
"Resource”": ™"

ADD BUCKET

The actions listed in the above screen image are the minimum set of actions needed by
CDw:
"Action: [
"kms :Encrypt",
"kms :Decrypt",
"kms : ReEncrypt*",
"kms : GenerateDataKey*"'
"kms :DescribeKey"
]
The key policy you use should allow at least these actions.

This document has been released as part of a technical preview for features described herein. Technical preview
components are provided as a convenience to our customers for their evaluation and trial usage. These components
are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical
preview components, which should be used by customers at their own risk.
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8. Return to the key details page in the AWS Management Console, click Edit in the upper
right corner of the Key policy tab, paste the 2 ARNs to append them after the existing
ARNs in the key policy, and then click Save changes:

Edit key policy
Key policy Paste the 2 ARNs under the existing
¥ ARNSs in the key policy, and then
2 "Version": "2012-10-17",

H 111 LH)

3 "Id": "env-nbSpfv-dwx-stack-kms-key", CIICK Save Changes-
4 "Statement": [
5 {

"Sid": "Allow administration of the key",

"Effect": "Allow",
8 "Principal”: {
“AWS": "arn:aws:iom::581665743680:root",
"arn:aws:iam: :123014800043:role/func-qe-weekly-role":
"arn:aws:iam: :123014800043: role/env-xspjph-dwx-stack-NodeInstanceRole-1BR200VUXZHIF"

},
13 "Action": "kms:*",
14 "Resource": "*"

The key policy shown in the above screen capture lists "kms: *" inthe "Action"
section of the policy. This indicates that all actions are allowed. At minimum, CDW
requires the "Encrypt", "Decrypt", "ReEncrypt*", "GenerateDataKey*", and
the "DescribeKey" actions as shown on the screen capture in Step 7.

If there is no key policy on the Key Policy tab of the key details page, copy and paste the
entire key policy in the AWS Management Console from the CDW Ul.

This document has been released as part of a technical preview for features described herein. Technical preview
components are provided as a convenience to our customers for their evaluation and trial usage. These components
are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical
preview components, which should be used by customers at their own risk.
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9. After you save the changes to the key policy in the AWS Management Console, copy the
ARN from the General configuration section of the key details page:

General configuration

Alias Ste
- Pel
ARN De:
arn:aws:kms:us-west-2:581665743680:key/01ac KM

13e1-96da-4b55-94e1-e9c232928bcd res

10. In the CDW Environment details page, add the ARN you copied in Step 9 to the
ENCRYPTION SETTINGS text box:

Add External S3 Bucket:

fooo (] Bucket belongs to dif

ACCESS MODE: Paste the ARN from
O Read Only @ Read Wite the AWS Management
Console to CDW.

ENCRYPTION SETTINGS: © [

Brn:aws:kms:us-west-2:581665743680:key

Please update source encryption key policy to include the following. Refer 1

{
"Sid": "encrypt-decrypt-objects-for-cdw-env-xspjph",
"Effart Al

11. Click Add Bucket to save the configuration. A success message displays at the top of
the page.

This document has been released as part of a technical preview for features described herein. Technical preview
components are provided as a convenience to our customers for their evaluation and trial usage. These components
are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical
preview components, which should be used by customers at their own risk.
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