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Cloudera Data Science Workbench supports user authentication against its internal local database, and against
external services such as Active Directory, OpenL DAP-compatible directory services, and SAML 2.0 Identity
Providers.

By default, Cloudera Data Science Workbench performs user authentication against itsinternal local database. This
topic describes the sign up process for the first user, how to configure authentication using LDAP, Active Directory
or SAML 2.0, and an optional workaround that allows site administrators to bypass external authentication by logging
in using the local database in case of misconfiguration.

Thefirst time you visit the Cloudera Data Science Workbench web console, the first account that you sign up with is
alocal administrator account.

If in the future you intend to use external services for authentication, Cloudera recommends you use exclusive
username & email combinations, rather than site administrators work email addresses, for both the first site
administrator account, and any other local accounts created before switching to external authentication. If the
username/email combinations are not unique, an email address might end up being associated with different
usernames, one for the external authentication service provider and one for alocal Cloudera Data Science Workbench
account. Thiswill prevent the user from logging into Cloudera Data Science Workbench with their credentials for the
external authentication service.

Thelink to the signup page is only visible on the login page when the authentication typeis set to local. When you
enable external services for authentication, signing up through the local database is disabled, and user accounts are
automatically created upon their first successful login.

Optionally, site administrators can use a Require invitation to sign up flag under the Admin Settings tab to require
invitation tokens for account creation. When thisflag is enabled, only usersthat are invited by site administrators can
login to create an account, regardless of the authentication type.

Important: If you forget the original credentials, or make a mistake with LDAP or SAML configuration,
you can use the workaround described in Debug Login URL.

When you switch to using external authentication methods such as LDAP or SAML 2.0, user accounts will be
automatically created upon each user's first successful login. Cloudera Data Science Workbench will extract user
attributes such as username, email address and full name from the authentication responses received from the LDAP
server or SAML 2.0 Identity Provider and use them to create the user accounts.

Cloudera Data Science Workbench supports both search bind and direct bind operations to authenticate against an
LDAP or Active Directory directory service.

The search bind authentication mechanism performs an Idapsearch against the directory service, and binds using
the found Distinguished Name (DN) and password provided. The direct bind authentication mechanism binds to the
LDAP server using a username and password provided at login.

Y ou can configure Cloudera Data Science Workbench to use external authentication methods by clicking the Admin
link on the left sidebar and selecting the Security tab. Select LDAP from the list to start configuring LDAP properties.

Describes each of the LDAP general settings.
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Note: If you will be creating a Team with an associated LDAP group, you must specify an LDAP Bind DN
and LDAP Bind Password.

e LDAP Server URI: Required. The URI of the LDAP/Active Directory server against which Cloudera Data
Science Workbench should authenticate. For example, Idaps.//|dap.company.com:636.

» UseDirect Bind: If checked, the username and password provided at login are used with the LDAP Username
Pattern for binding to the LDAP server. If unchecked, Cloudera Data Science Workbench uses the search bind
mechanism and two configurations, LDAP Bind DN and LDAP Bind Password, are required to perform the
|dapsearch against the LDAP server.

« LDAPBInd DN: Required when using search bind. The DN to bind to for performing |dapsearch. For example,
cn=admin,dc=company,dc=com.

* LDAP Bind Password: Required when using search bind. Thisisthe password for the LDAP Bind DN.

e LDAP Search Base: Required. The base DN from which to search for the provided LDAP credentials. For
example, ou=Engineering,dc=company,dc=com.

* LDAP User Filter: Required. The LDAP filter for searching for users. For example, (& (SAMAccountName={ 0})
(objectclass=person)). The {0} placeholder will be replaced with the username provided at login.

* LDAP User Username Attribute: Required. The case-sensitive username attribute of the LDAP directory service.
Thisis used by Cloudera Data Science Workbench to perform the bind operation and extract the username from
the response. Common values are uid, SAMAccountName, or userPrincipal Name.

General Settings
LDAP Server URI *
Idaps://ldap.company.com B

Use Direct Bind

By default, Cloudera Data Science Workbench searches for the users by binding to the provided LDAP Bind DN and LDAP Bind Password. When checked, Cloudera Data Science
Workbench will attemnpt to search for the user by binding to the user-provided username and password such case, please make sure the users have permissions to search for

LDAP Bind DN *

CM=Test1 Person,0U=People,DC=company,DC=com
Update LDAP Bind Password
LDAP User Search Base *

OU=People,DC=company,DC=com

LDAP User Search Filter

objectClass=person

LDAP User Username Attribute *

sAMAccountName

When you select Use Direct Bind, Cloudera Data Science Workbench performs a direct bind to the LDAP server
using the LDAP Username Pattern with the credentials provided on login (not LDAP Bind DN and LDAP Bind
Password).

By default, Cloudera Data Science Workbench performs an LDAP search using the bind DN and credential's specified
for the LDAP Bind DN and LDAP Bind Password configurations. It searches the subtree, starting from the base DN
specified for the LDAP Search Base field, for an entry whose attribute specified in LDAP User Username Attribute,
has the same val ue as the username provided on login. Cloudera Data Science Workbench then validates the user-
provided password against the DN found as a result of the search.

To support secure communication between Cloudera Data Science Workbench and the LDAP/Active Directory
server, Cloudera Data Science Workbench might require a CA certificate to be able to validate the identity of the
LDAP/Active Directory service.
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CA Caertificate: If the certificate of your LDAP/Active Directory service was signed by a trusted or commercial
Certificate Authority (CA), it isnot necessary to upload the CA certificate here. However, if your LDAP/Active
Directory certificate was signed by a self-signed CA, you must upload the self-signed CA certificate to Cloudera
Data Science Workbench in order to use LDAP over SSL (LDAPS).

In addition to the general LDAP settings, you can use the following group settings to restrict the access to Cloudera
Data Science Workbench to certain groupsin LDAP. Thiswill sync an LDAP group with ateam to easily manage the
membership for that team.

Ij Note: If you will be creating a Team with an associated LDAP group, you must specify an LDAP User

Group or an LDAP Full Administrator Group.

E Note: Only site administrators can modify member roleswhen an LDAP group isfirst created. The site

administrator can assign other members with administrator privileges after group creation.

LDAP Group Search Base: The base distinguished name (DN) where Cloudera Data Science Workbench will
search for groups.

LDAP Group Search Filter: The LDAP filter that Cloudera Data Science Workbench will use to determine
whether a user is affiliated to a group.

A group object in LDAP or Active Directory typically has one or more member attributes that stores the DNs of
usersin the group. If LDAP Group Search Filter is set to member={ 0} , Cloudera Data Science Workbench will
automatically substitute the {0} placeholder for the DN of the authenticated user.

LDAP User DN attribute override: The LDAP user object in the Active directory or LDAP servicestypicaly uses
the DN attribute that contains the distinguished names for the user. Because this attribute sometimes differs, you
might need to override it with a custom value (for example, memberUid).

LDAP User Groups: A list of LDAP groups whose users have access to Cloudera Data Science Workbench. When
this property is set, only users that successfully authenticate themselves AND are affiliated to at least one of the
groups listed here, will be able to access Cloudera Data Science Workbench.

If this property isleft empty, all usersthat can successfully authenticate themselvesto LDAP will be able to
access Cloudera Data Science Workbench.

LDAP Business Groups: Provides alist of case insensitive LDAP group names(CN). If thislistis

provided, only users that are members of at least one of the groupsin the list will be allowed to log into

Cloudera Machine Learning as Business User. If this property is left empty, no LDAP users will be

ableto log into Cloudera Machine Learning as Business User. For example, if thereisagroup called
CN=CDSWBusinessUsers,0U=Groups,DC=company,DC=com, add the group name (CN) CDSWBusinessUsers
to the LDAP User Groups list to allow members of that group to log in to Cloudera Machine Learning as Business
User.

LDAP Full Administrator Groups: A list of LDAP groups whose users are automatically granted the site
administrator role on Cloudera Data Science Workbench.

When the LDAP Full Administrator Groups field is used, only users that belong to at least one group specified
in the LDAP Full Administrator Groups are granted Admin privilege upon successful login. This means that you
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cannot manually grant users Admin permissions if they are not part of one of the groups listed in LDAP Full
Administrator Groups. If you do, their Admin access will be revoked when CDSW syncs with the LDAP server.

The groups listed under LDAP Full Administrator Groups do not need to be listed again under the LDAP User
Groups property.

If you want to restrict access to Cloudera Data Science Workbench to members of a group whose DN is:
CN=CDSWUser s, OU=G oups, DC=conpany, DC=com

And automatically grant site administrator privileges to members of agroup whose DN is:
CN=CDSWADM ns, OU=Gr oups, DC=conpany, DC=com

Add the CNs of both groups to the following settings in Cloudera Data Science Workbench:

e LDAP User Groups: CDSWUsers
* LDAP Full Administrator Groups: CDSWAdmins

With LDAP Group settings enabled, the login process in Cloudera Data Science Workbench works as follows.
1. Authentication with LDAP

When an unauthenticated user first accesses Cloudera Data Science Workbench, they are sent to the login page
where they can login by providing a username and password.

Cloudera Data Science Workbench will search for the user by binding to the LDAP Bind DN and verify the
username/password credentials provided by the user.

2. Authorization Check for Access to Cloudera Data Science Workbench

If the user is authenticated successfully, Cloudera Data Science Workbench will then use the LDAP Group Search
Filter to search for all groups the user is affiliated to, in the DN provided by LDAP Group Search Base.

Thelist of LDAP groups the user belongs to is then compared to the pre-authorized lists of groups specified in the
LDAP User Groups and LDAP Full Administrator Groups properties.

If there is a match with a group listed under LDAP User Groups, this user will be allowed to access Cloudera Data
Science Workbench as aregular user.

If there is a match with a group listed under LDAP Full Administrator Groups, this user will be alowed to access
Cloudera Data Science Workbench as a site administrator.

Y ou can test your LDAP/Active Directory configuration by entering your username and password in the Test LDAP
Configuration section.

Thisform simulates the user login process and allows you to verify the validity of your LDAP/Active Directory
configuration without opening a new window.

Before using this form, make sure you click Update to save the LDAP configuration you want to test.

Cloudera Data Science Workbench supports the Security Assertion Markup Language (SAML) for Single Sign-on
(SSO) authentication; in particular, between an identity provider (IDP) and a service provider (SP).

The SAML specification defines three roles: the principal (typically a user), the IDP, and the SP. In the use case
addressed by SAML, the principal (user agent) requests a service from the service provider. The service provider
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reguests and obtains an identity assertion from the IDP. On the basis of this assertion, the SP can make an access
control decision—in other words it can decide whether to perform some service for the connected principal .

The primary SAML use caseis called web browser single sign-on (SSO). A user with a user agent (usually aweb
browser) requests a web resource protected by a SAML SP. The SP, wanting to know the identity of the requesting
user, issues an authentication request to a SAML IDP through the user agent. In the context of this terminology,
Cloudera Data Science Workbench operates as a SP.

Cloudera Data Science Workbench supports both SP- and IDP-initiated SAML 2.0-based SSO. Its Assertion
Consumer Service (ACS) API endpoint is for consuming assertions received from the Identity Provider. If your
Cloudera Data Science Workbench domain root were cdsw.company.com, then this endpoint would be available at
http://cdsw.company.com/api/v1l/saml/acs. SAML 2.0 metadatais available at http://cdsw.company.com/api/v1/saml
/metadata for IDP-initiated SSO. Cloudera Data Science Workbench uses HTTP Redirect Binding for authentication
reguests and expects to receive responses from HTTP POST Binding.

When Cloudera Data Science Workbench receives the SAML responses from the Identity Provider, it expects to see
at least the following user attributes in the SAML responses:

e Theunique identifier or username. Valid attributes are:
e uid
e urn:0id:0.9.2342.19200300.100.1.1
¢ Theemail address. Valid attributes are:
« mail
* emall
e urn:0id:0.9.2342.19200300.100.1.3
¢ The common name or full name of the user. Valid attributes are:

e Cn
e urn:0id:2.5.4.3

In the absence of the cn attribute, Cloudera Data Science Workbench will attempt to use the following user
attributes, if they exist, as the full name of the user:

e Thefirst name of the user. Valid attributes are:

e givenName
e urn:0id:2.5.4.42
¢ Thelast name of the user. Valid attributes are:

e 9on
e urn:0id:2.5.4.4

Use the following properties to configure SAML authentication and authorization in Cloudera Data Science
Workbench.

For an overview of the login process, see How Login Works with SAML Group Settings Enabled..

« Entity ID: Required. A globally unique name for Cloudera Data Science Workbench as a Service Provider. Thisis
typically the URI.

* NamelD Format: Optional. The name identifier format for both Cloudera Data Science Workbench and | dentity
Provider to communicate with each other regarding a user. Default: urn:oasis:names:tc:SAML:1.1:nameid-forma
t:email Address.

« Authentication Context: Optional. SAML authentication context classes are URIs that specify authentication
methods used in SAML authentication requests and authentication statements. Default:  urn:oasis.names:tc:SA
ML :2.0:ac:classes.PasswordProtectedTransport.
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« CDSW Private Key for Signing Authentication Requests: Optional. If you upload a private key, you must upload
a corresponding certificate as well so that the Identity Provider can use the certificate to verify the authentication
reguests sent by Cloudera Data Science Workbench. Y ou can upload the private key used for both signing
authentication requests sent to Identity Provider and decrypting assertions received from the Identity Provider.

« CDSW Certificate for Signature Validation: Required if the Cloudera Data Science Workbench Private Key
is set, otherwise optional. Y ou can upload a certificate in the PEM format for the Identity Provider to verify
the authenticity of the authentication requests generated by Cloudera Data Science Workbench. The uploaded
certificate is made available at the http://cdsw.company.com/api/v1/saml/metadata endpoint.

Cloudera Data Science Workbench uses the following properties to support SAML assertion encryption & decryption.

« CDSW Certificate for Encrypting SAML Assertions - Must be configured on the Identity Provider so that Identity
Provider can use it for encrypting SAML assertions for Cloudera Data Science Workbench

* CDSW Private Key for Decrypting SAML Assertions - Used to decrypt the encrypted SAML assertions.

e |dentity Provider SSO URL: Required. The entry point of the Identity Provider in the form of URI.

 |dentity Provider Logout URL: Optional. When this URL is provided, and the Enable SAML Logout checkbox is
enabled, auser clicking the Sign Out button on CDSW will also be logged out of the identity provider.

» ldentity Provider Signing Certificate: Optional. Administrators can upload the X.509 certificate of the Identity
Provider for Cloudera Data Science Workbench to validate the incoming SAML responses.

Cloudera Data Science Workbench extracts the Identity Provider SSO URL and Identity Provider Signing
Certificate information from the uploaded Identity Provider Metadata file. Cloudera Data Science Workbench
also expects all Identity Provider metadata to be defined in a <md:EntityDescriptor> XML element with the
namespace "urn:oasis:names:tc:SAML:2.0:metadata’, as defined in the SAMLMeta-xsd schema.

For on-premises deployments, you must provide a certificate and private key, generated and signed with your
trusted Certificate Authority, for Cloudera Data Science Workbench to establish secure communication with the
I dentity Provider.

» Enable SAML Logout: Optional. When this checkbox is enabled, and the Identity Provider Logout URL is
provided, a user clicking the Sign Out button on CDSW will also be logged out of the identity provider. Asa
result of this, the user might also be logged out from any other services that they authenticate to using the same
identity provider. For this feature to work, the identity provider must support Single Logout Service with HTTP-
Redirect binding.

When you're using SAML 2.0 authentication, you can use the following properties to restrict the access to Cloudera
Data Science Workbench to certain groups of users:

e SAML Attribute Identifier for User Role: The Object Identifier (OID) of the user attribute that will be provided
by your identity provider for identifying a user’s role/affiliation. Y ou can use thisfield in combination with the
following SAML User Groups property to restrict access to Cloudera Data Science Workbench to only members
of certain groups.

For example, if your identity provider returns the Organizational UnitName user attribute, you would specify the
OID of the OrganizationalUnitName, which is urn:oid:2.5.4.11, as the value for this property.

Configuring External Authentication with LDAP and SAML
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e SAML User Groups: A list of groups whose users have access to Cloudera Data Science Workbench. When this
property is set, only usersthat are successfully authenticated AND are affiliated to at least one of the groups listed
here, will be able to access Cloudera Data Science Workbench.

For example, if your identity provider returns the OrganizationalUnitName user attribute, add the value of this
attribute to the SAML User Groups list to restrict access to Cloudera Data Science Workbench to that group.

If this property isleft empty, al usersthat can successfully authenticate themselves will be able to access
Cloudera Data Science Workbench.

e SAML Full Administrator Groups: A list of groups whose users are automatically granted the site administrator
role on Cloudera Data Science Workbench.

The groups listed under SAML Full Administrator Groups do need to be listed again under the SAML User
Groups property.

With SAML Group settings enabled, the login process in Cloudera Data Science Workbench works as follows.
1. Authentication by Identity Provider

When an unauthenticated user accesses Cloudera Data Science Workbench, they are first sent to the identity
provider’slogin page, where the user can login as usual .

Once successfully authenticated by the identity provider, the user is sent back to Cloudera Data Science
Workbench along with a SAML assertion that includes, amongst other things, alist of the user's attributes.
2. Authorization Check for Accessto Cloudera Data Science Workbench

Cloudera Data Science Workbench will attempt to look up the value of the SAML Attribute Identifier for User
Role inthe SAML assertion and check to see whether that value, which could be one or more group names, exists
inthe SAML User Groups and SAML Full Administrator Groups whitelists.

If there is amatch with a group listed under SAML User Groups, this user will be allowed to access Cloudera
Data Science Workbench as aregular user.

If there is a match with a group listed under SAML Full Administrator Groups, this user will be allowed to access
Cloudera Data Science Workbench as a site administrator.

Note: Ensurethat your Identity Provider is configured to return the SAML groups as an XML list, with one
group per list element, and not as a single comma separated string.

When using external authentication, such as LDAP, Active Directory or SAML 2.0, even asmall mistakein
authentication configurations in either Cloudera Data Science Workbench or the Identity Provider could potentially
block al usersfrom logging in.

Cloudera Data Science Workbench provides an optional fallback debug login URL for site administratorsto log

in against the local database with their username/password created during the sign up process before changing the
external authentication method. The debug login URL is http://cdsw.company.com/login?debug=1 . If you do not
remember the original password, you can reset it by going directly to http://cdsw.company.com/forgot-password.
When configured to use external authentication, the link to the forgot password page is disabled on the login page for
security reasons.

Optionally, the debug login route can be disabled to prevent users from accessing Cloudera Data Science Workbench
vialocal database when using external authentication. In case of external authentication failures, when the debug
login route is disabled, root access to the master host is required to re-enable the debug login route.

Contact Cloudera Support for more information.
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