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Cloudera Data Science Workbench SSH Keys

SSH Keys

This topic describes the different types of SSH keys used by Cloudera Data Science Workbench, and how you can use
those keys to authenticate to an external service such as GitHub.

Personal Key
Cloudera Data Science Workbench automatically generates an SSH key pair for your user account.

You can rotate the key pair and view your public key on your user settings page. It is not possible for anyone to view
your private key.

Every console you run has your account's private key loaded into its SSH-agent. Your consoles can use the private
key to authenticate to external services, such as GitHub. For instructions, see Adding SSH Key to GitHub.

Team Key
Like Cloudera Data Science Workbench users, each Cloudera Data Science Workbench team has an associated SSH
key. You can access the public key from the team's account settings. Click Account, then select the team from the
drop-down menu at the upper right corner of the page.

Team SSH keys provide a useful way to give an entire team access to external resources such as databases or GitHub
repositories (as described in the next section). When you launch a console in a project owned by a team, you can use
that team's SSH key from within the console.

Adding SSH Key to GitHub
If you want to use GitHub repositories to create new projects or collaborate on projects, use the following instructions
to add your Cloudera Data Science Workbench SSH public key to your GitHub account.

Procedure

1. Sign in to Cloudera Data Science Workbench.

2. Go to the upper right drop-down menu and switch context to the account whose key you want to add.

3. On the left sidebar, click Settings.

4. Go to the SSH Keys tab and copy your public SSH key.

5. Sign in to your GitHub account and add the Cloudera Data Science Workbench key copied in the previous step to
your GitHub account. For instructions, refer the GitHub documentation on adding SSH keys to GitHub.

Creating SSH Tunnels
In some environments, external databases and data sources reside behind restrictive firewalls. A common pattern
is to provide access to these services using a bastion host with only the SSH port open. This introduces complexity
for end users who must manually set up SSH tunnels to access data. Cloudera Data Science Workbench provides a
convenient way to connect to such resources.

About this task

Important:  SSH tunnels do not work in Cloudera Data Science Workbench 1.4.0. This issue has been fixed
in Cloudera Data Science Workbench 1.4.2 (and higher).
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From the  Project  Settings Tunnels  page, you can use your SSH key to connect Cloudera Data Science Workbench
to an external database or cluster by creating an SSH tunnel. If you create an SSH tunnel to an external server in one
of your projects, then all engines that you run in that project are able to connect securely to a port on that server by
connecting to a local port. The encrypted tunnel is completely transparent to the user or code.

To create an automatic SSH tunnel:

Procedure

1. Open the Project Settings page.

2. Open the Tunnels tab.

3. Click New Tunnel.

4. Enter the server IP Address or DNS hostname.

5. Enter your username on the server.

6. Enter the local port that should be proxied, and to which remote port on the server.

Then, on the remote server, configure SSH to accept password-less logins using your individual or team SSH key.
Often, you can do so by appending the SSH key to the file /home/username/.ssh/authorized_keys.
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