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To query, analyze, and visualize data stored in CDP, you use drivers provided by Clouderato connect Apache Hive to
Business Intelligence (BI) tools.

How you connect to Hive depends on a number of factors: the location of Hive inside or outside the cluster, the
HiveServer deployment, the type of transport, transport-layer security, and authentication. HiveServer is the server
interface that enables remote clients to run queries against Hive and retrieve the results using a JDBC or ODBC
connection.

e Choose a Hive authorization model.
« Configure authenticated users for querying Hive through JDBC or ODBC driver. For example, set up a Ranger
policy.

Y ou learn how to download the Cloudera Hive and Impala JDBC drivers to give clients outside the cluster accessto
your SQL engines.

1. Download the lastest Hive JDBC driver for CDP from the Hive JDBC driver download page.
2. Gotothe Impala JDBC driver page, and download the latest Impala JDBC driver.
3. Follow JDBC driver installation instructions on the download page.

Y ou learn how to download the Cloudera ODBC drivers for Hive and Impala.

1. Download the latest Hive ODBC driver for CDP from the Cloudera ODBC driver download page.
2. Gotothe Impala ODBC driver page, and download the latest Impala ODBC driver.
3. Follow ODBC driver installation instructions on the download page.

To use third-party Bl tools, your client users need a JDBC JAR to connect your Bl tool and the service. You learn
how to download the JDBC JAR to give to your client, and general instructions about how to use the JDBC JAR.

Before you can use your Bl tool with the Data Warehouse service:
e You created a Database Catalog.
Y ou have the option to populate your Database Catalog with sample data when you create it.



https://www.cloudera.com/downloads/connectors/hive/jdbc
https://www.cloudera.com/downloads/connectors/impala/jdbc
https://www.cloudera.com/downloads/connectors/hive/odbc
https://www.cloudera.com/downloads/connectors/impala/odbc
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* You created a Virtual Warehouse and configured it to connect to the Database Catal og.

Of course, to query tablesin the Virtual Warehouse from a client, you must have populated the Virtual Warehouse
with some data.

1. Logintothe CDP web interface and navigate to the Data Warehouse service.
2. Inthe Overview page of the Data Warehouse service, click See More in the Resources and Downloadstile.

3. 2
Select Hive JDBC Jar and click L. to download the Apache Hive JDBC JAR file.
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4. Provide the JAR file you downloaded to your JDBC client.

On most clients, add the JAR file under the Libraries folder. Refer to your client documentation for information on
the location to add the JAR file.

5. Inthe Data Warehouse service Overview page, for the Virtual Warehouse you want to connect to the client, click

¢ and select Copy JDBC URL.
A URL is copied to your system clipboard in the following format:

j dbc: hive2://<your _virtual warehouse>. <your _envi r onment >. <dwx. conpany. co
n>/ def aul t; transport Mode=htt p; htt pPat h=cl i servi ce; ssl =true;retri es=3

6. Pastethe URL into atext editor and configure your client Bl tool to connect to the Virtual Warehouse using the
following portion of the URL, represents the server name of the Virtual Warehouse:

<your _virtual warehouse>. <your _envi ronment >. <dwx. company. conp

~

In your JDBC client, set the following other options:

Authentication: Username and Password

Username: Username you use to connect to the CDP Data Warehouse service.
Password: Password you use to connect to the CDP Data Warehouse service.
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Y ou construct aJDBC URL to connect Hive to a Bl tool.

In CDP Private Cloud Base, if HiveServer runs within the Hive client (embedded mode), not as a separate process,
the URL in the connection string does not need a host or port number to make the JDBC connection. If HiveServer
does not run within your Hive client, the URL must include a host and port number because HiveServer runs as a
separate process on the host and port you specify. The JDBC client and HiveServer interact using remote procedure
calsusing the Thrift protocol. If HiveServer is configured in remote mode, the JDBC client and HiveServer can use
either HTTP or TCP-based transport to exchange RPC messages.

1. Create aminimal JDBC connection string for connecting Hive to a Bl tool.

¢ Embedded mode: Create the JDBC connection string for connecting to Hive in embedded mode.
* Remote mode: Create a JDBC connection string for making an unauthenticated connection to the Hive default
database on the localhost port 10000.

Embedded mode: "jdbc:hive://"
Remote mode: "jdbc:hive://myserver:10000/default”, ", "");

2. Modify the connection string to change the transport mode from TCP (the default) to HT TP using the transpor
tMode and httpPath session configuration variables.
jdbc:hive2://myserver:10000/def ault;transportM ode=http; httpPath=myendpoint.com;

Y ou need to specify httpPath when using the HT TP transport mode. <http_endpoint> has a corresponding HTTP
endpoint configured in hive-sitexml.

3. Add parameters to the connection string for Kerberos authentication.
jdbc:hive2://myserver:10000/default;princi pal=prin.dom.com@APRINCIPAL.DOM.COM

The JDBC connection string for connecting to aremote Hive client requires a host, port, and Hive database name.
Y ou can optionally specify atransport type and authentication.

jdbc:hive2://<host>:<port>/<dbName>;<sessionConfs>?<hiveConfs>#<hiveVars>

The following table describes the parameters for specifying the JDBC connection.

host The cluster node hosting HiveServer. yes

port The port number to which HiveServer listens. | Y€

dbName The name of the Hive database to run the yes
query against.

sessionConfs Optional configuration parameters for the no

JDBC/ODBC driver in the following format:
<keyl>=<valuel>;<key2>=<key2>..,



https://cwiki.apache.org/confluence/display/Hive/AdminManual+Configuration#AdminManualConfiguration-ConfiguringHive
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|
|

JDBC Parameter Description Required

hiveConfs Optional configuration parameters for Hiveon | NO
the server in the following format: <key1>=<
valuel>;<key2>=<key2>;

The configurations last for the duration of the
user session.

hiveVars Optional configuration parameters for Hive no
variablesin the following format: <keyl>=<
valuel>;<key2>=<key2>;

The configurations last for the duration of the
user session.

TCP and HTTP Transport

The following table shows variables for use in the connection string when you configure HiveServer. The JIDBC
client and HiveServer can use either HTTP or TCP-based transport to exchange RPC messages. Because the default
transport is TCP, there is no need to specify transportMode=binary if TCP transport is desired.

transportMode Variable Value Description

http Connect to HiveServer2 using HTTP transport.

binary Connect to HiveServer2 using TCP transport.

The syntax for using these parametersis:

j dbc: hi ve2://<host >: <port >/ <dbNane>; t ransport Mode=htt p; ht t pPat h=<ht t p_endpoi
nt>; \
<ot her Sessi onConf s>?<hi veConf s>#<hi veVar s>

User Authentication

If configured in remote mode, HiveServer supports Kerberos, LDAP, Pluggable Authentication Modules (PAM), and
custom plugins for authenticating the JDBC user connecting to HiveServer. The format of the JIDBC connection URL
for authentication with Kerberos differs from the format for other authentication models. The following table shows
the variables for Kerberos authentication.

User Authentication Variable Description

principal A string that uniquely identifies a Kerberos user.

saslQop Quality of protection for the SASL framework. Thelevel of quality is
negotiated between the client and server during authentication. Used by
Kerberos authentication with TCP transport.

user Username for non-K erberos authentication model.

password Password for non-Kerberos authentication model.

The syntax for using these parametersis:

j dbc: hi ve: // <host >: <port >/ <dbNane>; pri nci pal =<Hi veServer 2_ker beros_pri nci pal
>; <ot her Sessi onConf s>?<hi veConf s>#<hi veVar s>

Transport Layer Security

HiveServer2 supports SSL and Sasl QOP for transport-layer security. The format of the JDBC connection string for
SSL uses these variables:
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SSL Variable Description
sdl Specifies whether to use SSL
sslTrustStore The path to the SSL TrustStore.
trustStorePassword The password to the SSL TrustStore.

The syntax for using the authentication parametersis:

j dbc: hi ve2:// <host >: <port >/ <dbNanme>; \

ssl =t rue; ssl Trust St or e=<ssl _truststore_pat h>; trust St orePasswor d=<truststo
re_password>; \

<ot her Sessi onConf s>?<hi veConf s>#<hi veVar s>

When using TCP for transport and Kerberos for security, HiveServer2 uses Sasl QOP for encryption rather than SSL.

Sasl QOP Variable Description
principal A string that uniquely identifies a Kerberos user.
sas Qop The level of protection desired. For authentication, checksum, and
encryption, specify auth-conf. The other valid values do not provide
encryption.

The JDBC connection string for Sasl QOP uses these variables.

j dbc: hive2://fqdn. exanpl e. com 10000/ def aul t ; pri nci pal =hi ve/ _H
OST@EXAMPLE. COM sasl| Qop=aut h- conf

The HOST isawildcard placeholder that gets automatically replaced with the fully qualified domain name (FQDN)
of the server running the HiveServer daemon process.

Using the JdbcStorageHandl er, you can connect Apache Hive to aMySQL, PostgreSQL, Oracle, DB2, or Derby data
source. Y ou can then create an external table to represent the data, and query the table.

This task assumes you are a CDP Private Cloud Base user. Y ou create an external table that uses the
JdbcStorageHandler to connect to and read alocal JDBC data source.

1. Load datainto a supported SQL database, such as MySQL, on anodein your cluster, or familiarize yourself with
existing datain the your database.

2. Create an external table using the JdbcStorageHandler and table properties that specify the minimum information:
database type, driver, database connection string, user name and password for querying hive, table name, and
number of active connections to Hive.

CREATE EXTERNAL TABLE nyt abl e_j dbc(
col 1 string,
col 2 int,
col 3 doubl e

)
STORED BY ' or g. apache. hi ve. st orage. j dbc. JdbcSt or ageHand! er'
TBLPROPERTI ES (
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"hi ve.
"hi ve.
"hi ve.
"hi ve.
"hi ve.
"hi ve.
"hi ve.

)

sql
sql
sql
sql
sql

sql .

sql

. dat abase. type" = "MYSQ",
.jdbc.driver" = "comnysql.jdbc.Driver",
.jdbc.url"™ = "jdbc:mysqgl://1ocal host/sanpl e",
.dbcp. usernane" = "hive",
. dbcp. password” = "hive",

tabl e" = "MYTABLE",
. dbcp. maxActive" = "1"

3. Query the external table.

SELECT * FROM nyt abl e_j dbc WHERE col 2 = 19;

If you use Enterprise PostgreSQL as the backend HM S database, you need to put the JdbcStorageHandler JAR in a

central place.

The Postgres Enterprise server comes with its own JDBC driver. The driver fileisinstalled in the Hive lib directory.
When you run aquery asa Y ARN application, the Class not found exception is thrown on worker nodes. The YARN
container cannot include the jar file in the classpath unless you place the JAR in a central location.

Place the JAR in aux jars or provide the path to aux jars.

N

In CDP Private Cloud Base, click Cloudera Manager Clusters and select the Hive service, for example, HIVE.
Click Configuration and search for Hive Auxiliary JARs Directory.

. Specify adirectory value for the Hive Aux JARs property if necessary, or make a note of the path.

Upload the JAR to the specified directory on all HiveServer instances.
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