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Learn how to deploy an EFM cluster and the requirements to do so including supported number of nodes, supported
databases, load balancer, and MiNiFi agents.

The Edge Flow Manager (EFM) server component of CEM supports clustered deployments for horizontal scalability
and high availability. An EFM cluster deployment requires the following:

¢ Three or more EFM nodes

Two-node clusters are not supported.
e A shared and external EFM database (MySQL, MariaDB, or PostgreSQL )
* AnEFM load balancer for Web Ul users

Y ou can use any load balancer of your choice, provided it can proxy HTTP(s) traffic and can be configured as
described in this document.

e MiNiFi agentsthat forward client requests to one of the EFM cluster nodes

In addition to communicating with the external, centralized, and shared EFM database, EFM cluster members also
communicate with each other to establish ephemeral state, such as distributed locks and caches, within the cluster.
Due to this, each EFM node must have network connectivity to every other EFM cluster member.

Before you first run or launch the Edge Flow Manager (EFM) cluster, you must learn how to install and configure
MySQL, MariaDB, or PostgreSQL .

For more information, see Installaing Databases.

Y ou can use an existing external database of a single and standalone EFM instance for the cluster deployment. None
of the existing data will be lost.

However, you cannot use an H2 database of a standalone EFM instance and you must start over with an external
database. When moving from H2 to MySQL, MariaDB, or PostgreSQL, prior to stopping the standal one instance,
export the existing flows from the EFM Flow Designer and import into the cluster to avoid dataloss. For more
information on exporting and importing flows, see the REST API Reference.

Installing databases for EFM

Learn how to configure every Edge Flow Manager (EFM) cluster member to make it part of the same cluster.

Y ou can find the cluster configuration in the efm.properties file located in the conf directory of the EFM installation.
The following is an example cluster configuration:

# Web Server Properties

# address: the hostnanme or ip address of the interface to bind to; to bind

to all, use 0.0.0.0

ef m server. address=10.0.0. 1

ef m server. port=10080

ef m server. servl et. cont ext Pat h=/ ef m

# Cluster Properties

# address: the address (host:port) to bind to for the enbedded Hazel cast
i nstance that coordinates cluster state

# menber Address: the address (host:port) to advertise to other cluster m

enbers, if different fromthe bi ndAddress
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# menbers: comma-separated list all cluster nodes; nust be identical on
all nodes in the cluster, including order

# format of node address is hostnane or |P or hostnane:port or
| P: port

# port is optional (5701 the default port)

ef m cl ust er. enabl ed=t rue

ef m cl uster. address=10. 0. 0. 1: 5701

#ef m cl ust er. nenber Addr ess=

ef m cl ust er. menber s=10. 0. 0. 1: 5701, 10. 0. 0. 2: 5701, 10. 0. 0. 3: 5701

# Dat abase Properties

ef m db. url =j dbc: nysql : // dat abase. exanpl e. cone: 3306/ ef m

ef m db. dri ver d ass=com nysql . cj.jdbc. Dri ver

ef m db. user name=ef m

ef m db. passwor d=ef mPasswor d

ef m db. maxConnect i ons=50

ef m db. sqgl Debug=f al se

Note: Except for the node-specific configurations, such as efm.server.address and efm.cluster.address,

E which can be a hostname or IP address, all other configurations must match for all nodes in the cluster. It
is especialy important that the nodes use the same database URL (efm.db.url), and the same list of cluster
members (efm.cluster.members). If these values do not match on all cluster nodes, the cluster fails on startup.

Learn why you are able to operate in an Edge Flow Manager (EFM) cluster with high availability.
In aclustered mode, EFM is highly available.

Even if individual nodes are stopped the cluster can continue operation. Nodes can stop or fail due to avariety of
reasons, such as routine maintenance, loss of network connectivity, or underlying physical server host failure. By
default, an EFM cluster can continue operating with up to two nodes down. If the failed nodes are restored, the cluster
reforms. Note that any load that was served by afailed nodeis shifted to other cluster nodes. Hence capacity may fall
if all nodesin the cluster were optimally utilized with regards to resources including network, CPU, memory, and
disk.

Learn how to secure intra-cluster communication between Edge Flow Manager (EFM) instancesin a clustered mode.
To do so, you need to install Stunnel and configure EFM to install Stunnel.

By default, intra-cluster communication is through unsecure TCP. It is assumed that al EFM instances must be
running in aVirtual Private Cloud and the cluster communication port must not be open to public networks.

Note: The default cluster communication port is 5701, and it is configurable as a part of the efm.cluster.addr
ess property value.

To secure intra-cluster communication, EFM supports an external, third-party utility for TCP TL S tunneling called
Stunnel. The following section is an example configuration for enabling Stunnel communication.

Stunnel isavailable on most major Linux distributions, including those supported for EFM.
Stunnel version 5.x isrequired. EFM istested with Stunnel 5.56 specifically.
Toinstall Stunnel, run yum install stunnel or apt-get update & & apt-get install stunnel.
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Following is an example of configuring EFM to use Stunnel:

# Cluster TLS/SSL Tunnel Properties

# enabl ed: enabl e secure comunication within the cluster via a stunnel pro

Xy

# comuand: the comand or path to executable for stunnel, which nust be
installed, e.g., /usr/bin/stunne

# |oglLevel: the level of stunnel debug output: energ|alert|crit|err|warn
ng| noti ce| i nfo| debug

# logFile: (optional) if specified, the file to use for stunnel logs. if n
ot specified, output is to EFM App Log

# caFile: The file containing Certificate Authority certificates. Mist be
PEM f or mat .

# <cert: The file containing this cluster node's public certificate. Mist be
PEM f or mat .

# key: The file containing this cluster node's private key. Mist be PEM

format. Can be encrypted or unencrypted

# keyPassword: (optional) If the key file is encrypted with a password, the
password to decrypt the key file.

# proxyServerPort: the port that will receive the TLS traffic and redirect
to Hazel cast (default 10090)

# proxydientPortStart: starting with the given port, the ports used to pro

Xy comuni cation with other cluster nenbers

# over the secure TLS tunnel (default 10091). The nunber of ports used is o
ne fewer than the nunber of cluster nenbers.

# For additional Stunnel configuration options, see https://ww.stunnel. or

g/ static/stunnel . htn

# gl obal options, service |level options, or client-/server-specific server
options can be specified as

# key-value pairs with the appropriate prefix efmcluster.stunnel.][gl obal

service|clientService| serverService].*

ef m cl ust er. stunnel . enabl ed=t rue

ef m cl ust er. stunnel . conmand=/ usr/ bi n/ st unne

ef m cl uster. stunnel . caFi | e=/ pat h/ t o/ keys/ ca-cert. pem

ef mcluster.stunnel.cert=/path/tol/keys/ef m node-cert. pem

ef m cl uster. stunnel . key=/ pat h/ t o/ keys/ ef m nod- key. pem

ef m cl ust er. stunnel . keyPasswor d=keyPenti | ePassword

# The proxy server port that will receive the TLS traffic and redirect to |

ocal hazel cast instance (default is 9000)

ef m cl uster. stunnel . proxySer ver Port =9000

# Starting with the given port,the ports are used to proxy the TLS traffic
to other cluster nmenbers (default is 9001)

# the nunber of ports used will be equal to cluster nenmbers -1

ef m cl uster. stunnel . proxyClientPort Start=9001
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K

Note: Unlike the EFM web server and REST API settings for TLS/SSL, which support JKS or PKS12
keystores, Stunnel only supports PEM files. Y ou must extract keys, certificates, and CA certificates and
convert to a PEM file format, using standard tools such as keytool and OpenSSL. Here is an example of
obtaining a PEM key and certificate file from a JKS keystore:

# Convert JKS keystore to PKCS12 keystore
keyt ool -inportkeystore \
-srckeystore "/path/tol/ keystore.jks" -srcstoretype jks -srcstorepass
<keyst ore_pass> -srckeypass <key pass> \
-dest keystore "/path/to/keystore.pl2" -deststoretype pkcsl2 -deststore
pass <keystore_pass>
# Extract PEM key from PKCS12 keystore
openssl pkcsl1l2 -in "/path/to/keystore.pl2" -passin pass:<keystore pa
ss> -out "ef mnod-key. pem' -passout pass: <keystore pass>
# Extract PEM cert from PKCS12 keystore
openssl pkcsl2 -in "ketstore.pl2" -passin pass:<keystore_pass> -out "ef
m node- cert. pem' -nokeys
# Convert JKS Truststore to PKCS12 truststore
keyt ool -inportkeystore \
-srckeystore "/path/to/truststore.jks" -srcstoretype jks -srcstorepass
<keyst ore_pass> -srckeypass <key pass>
-dest keystore "/path/to/truststore. pl2" -deststoretype pkcsl2 -destst
orepass <keystore_pass>
# Extract CA pemcert from PKCS12 truststore:
openssl pkcsl2 -in "trustsore.pl2" -passin pass:<keystore pass> -out "
ca-cert.pent -nokeys

Note: For certain versions of OpenSSL and Stunnel on certain Linux distributions, password protected
PEM key files are not supported. If you have trouble starting Stunnel due to failure to load the key, remove
the password protection from the keyfile (taking care to set filesystem permissions to restrict access to the
plaintext key) and omit the efm.cluster.stunnel .keyPassword property from efm.properties.
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