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Cloudera Edge Management CEM security overview

Cloudera Edge Management (CEM) is not secure by default. Cloudera recommends that you must always enable
security for production environment. To secure CEM, you must secure both Edge Flow Manager (EFM) and MiNiFi
agents.

By default, EFM runs in an unsecured mode where the web endpoints are accessible over HTTP on all network
interfaces and clients are not authenticated. When unsecured, all clients are anonymous and have full accessto the
application. For this reason, insecure mode should only be used for test or development purposes and when EFM is
not accessible through the public Internet.

Limiting the network interfaces that the web server bindsto is configurable in the efm.propertiesfile.
ef m web. host =l ocal host

For production environments, security should always be enabled by configuring a TLS context and method of user
authentication.

Securing CEM involves securing both the EFM server and MiNiFi agents.

The EFM server provides centralized control of MiNiFi agents. Starting with version 1.3.0, EFM provides robust
options for authentication and authorization.

The high-level steps for securing a CEM system are:

1. Generating or obtaining keys and certificates for EFM, MiNiFi agents, and optionally service user accounts.

2. Configuring the EFM TLS context.

3. Configuring MiNiFi agent TLS contexts, which allows MiNiFi agents to authenticate to a secured EFM server.

4. Configuring end-user authentication for the EFM web application Ul, typically as an integration with a Single
Sign On (SSO) identity provider.

5. Assigning access control policies to users and groups in the EFM web application Ul.

For more information about the security aspects of EFM, check out the video on the Cloudera Edge Management
YouTube playlist:

Federal Information Processing Standards (FIPS) are publicly available standards and guidelines issued by

the National Institute of Standards and Technology for use in computer systems by non-military American
government agencies and government contractors. Y ou can configure CDP Private Cloud Base to use FIPS-compliant
cryptography.

Toinstall and configure a CDP cluster that is FIPS-compliant, see Installing and Configuring CDP with FIPS, In
combination with AutoTLS, the cluster will use BouncyCastle FIPS Keystore (BCFKS) across all the components.

Note the following points about FIPS compliance in CEM:

* CEM iscompatible with a FIPS 140-2 compliant environment.
e CEM can run on an OS with FIPS turned on and can use FIPS-compliant crypto libraries.
« By default, the KeyStore and TrustStore are in Java KeyStore (JKS) format. Thisformat is not FIPS compliant.

* By default, Edge Flow Manager dataflows are not FIPS compliant. Y ou must specifically design a dataflow to be
FIPS compliant.

e |If you want to implement FIPS mode on your CEM cluster, you should use the bctls.jar, which uses Galoig/
Counter Mode (GCM) ciphers. GCM ciphers are not alowed by the EFM Java process by default. For
configuration information, see Configuring EFM to use GCM ciphers.

« EFM sensitive properties can be encrypted. See the Encrypting sensitive properties guide for more information.
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» For additional details on the FIPS 140-2 Publication, see FIPS 140-2 Security Requirements for Cryptographic
Modules.

For the National Institute of Standards and Technology publication, see FIPS 140-2 Security Requirements for
Cryptographic Modules.

If you implement FIPS mode on your Cloudera Edge Management (CEM) cluster, you have to use the bctlsjar, which
uses Galois/Counter Mode (GCM) ciphers. These ciphers are not alowed by the NiFi Java process by default. Learn
how you can configure EFM to use the GCM ciphers.

The Bouncy Castle TLS library bctls.jar includes an implementation of the TLS protocol that takes precedence over
the standard Java implementation when configuring the BouncyCastleJsseProvider as a provider in java.security.
The default configuration of the BCTLS library does not enable GCM-based ciphers, which resultsin TLS server
components attempting to negotiate weak cipher suites based on AES-CBC. Modern web browsers such as Google
Chrome and Mozilla Firefox disable weak cipher suites, causing cipher mismatch errors when attempting to connect
to a FIPS-enabled deployment of CEM. Enabling GCM-based ciphers allows clients to negotiate modern TLS cipher
suites, avoiding connection issues related to weak algorithms.

Follow these steps to configure EFM:

1. Download the FIPS JAR files from the Cloudera repository.
2. Copy the betlsjar and ccj-3.0.2.1.jar files from the downloaded files to the CEM library.

cp bectls.jar ccj-3.0.2. 1. jar [***EFM DI RECTORY***] /| i b
3. Makesurethereisa JDK 17 installed and configured for FIPS.

» Thefollowing snippet is present in the java.policy file.

/1 CCJ Java Permi ssions

per m ssion java.l ang. Runti mePer ni ssi on "get Protecti onDonmai n";

permi ssion java.l ang. Runti mePerni ssi on "accessDecl ar edMenber s";

permni ssion java.util.PropertyPerm ssion "java.runtine.nane", "read";
perm ssion java.security. SecurityPerm ssion "putProviderProperty. CCJ";

/1l CCJ Key Export and Transl ation
per mi ssi on com saf el ogi c. crypt oconpl y. crypto. Crypt oServi cesPerni ssi on
export Keys";

// CCJ SSL
per m ssi on com saf el ogi c. crypt oconpl y. crypt o. Crypt oSer vi cesPerm ssi on
tl sAl gorithnsEnabl ed";

[l CCJ Setting of Default SecureRandom

per m ssi on com saf el ogi c. crypt oconpl y. crypt o. Crypt oSer vi cesPerm ssi on
"def aul t RandonConfi g";

/1l CCJ Setting CryptoServicesRegistrar Properties

per mi ssi on com saf el ogi c. crypt oconpl y. crypt o. Crypt oServi cesPerni ssi on
"gl obal Config";

/'l CCJ Enabl e JKS
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per mi ssi on com saf el ogi c. cryptoconpl y.jca. enable_jks "true";

B Note:
Y ou can find the java.policy filein [***JDK_17 DIR***]/conf/security.
» Thejavasecurity security providers section contains the following:

security. provider. 1=Crypt oConpl yFi psProvi der
security. provider.2=BouncyCast | eJsseProvi der fips: CC]
security. provider.3=SUN

security. provider. 4=SunRsaSi gn

security. provider.5=SunEC

security. provider. 6=SunJSSE

security. provider. 7=SunJCE

security. provider.8=SunJGSS

security. provider. 9=SunSASL

security. provider.10=XM.DSi g
#security. provi der. 11=SunPCSC

security. provider. 12=JdkLDAP

security. provider. 13=JdkSASL

security. provider. 14=SunPKCS11

B Note:
Y ou can find the java.security filein [***JDK_17 DIR***]/conf/security.

4. Set the org.bouncycastle.jsse.fips.alowGCM Ciphers=true Java system property in the efm.conf configuration file
to enable support for GCM-based ciphers using the BCTL S library.

JAVA OPTS="- Xms2048m - Xnx2048m - XX: +UseGLGC - Dor g. bouncycast| e. j sse. fips
. al | owGCMCi pher s=true --nodul e-path=[***EFM DI R***]/|ib/ccj-3.0.2.1.jar:/
[***EFM DI R***]/1ib/bctls.jar"

If it is not configured properly, the following error message is displayed:

ERR SSL_VERSI ON_OR CI PHER_ M SMATCH

Unsupport ed protocol

The client and server don't support a conmon SSL protocol version or cip
her suite

5. If you are using Cloudera Manager to manage EFM, add the following parameter to the JAVA_OPTS property.
a) In Cloudera Manager, go to the NiFi service.
b) Select Configuration.
c) Locatethe JAVA_OPTS property.
Y ou can search for it by typing its name in the Search box.
d) Append the following to the existing property.

- Dor g. bouncycast | e. j sse. fips. al | owGCMCi pher s=true --nodul e-pat h=[ ***EFM_
DIR***]/lib/ccj-3.0.2. 1. jar:/[***EFM DI R***]/1ib/bctls.jar

€) Click Save Changesto commit the changes.
f) Restart the service.

| dentity mapping allows you to normalize user and group identities from different identity providers.

For example, you can combine mTL S authentication with an LDAP user group manager, even if there is no exact
match in the Distinguished Name (DN) from the user certificate and LDAP.
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Cloudera Edge Management TLS configuration for CEM

The following examples demonstrate normalizing DNs from certificates and LDAP:
Certificate DN mapping
» efm.security.identity.mapping.pattern.dn="CN=(.*?), OU=(.*?), O=(.*?), L=(.*?), ST=(.*?),
C=(*?%
 efm.security.identity.mapping.value.dn=$1
» efm.security.identity.mapping.transform.dn=LOWER

LDAP DN mapping
» efm.security.identity.mapping.pattern.ldap="cn=(.*?), ou=(.*?), o=(.* ?)$
« efm.security.identity.mapping.value.ldap=$1
o efm.security.identity.mapping.transform.ldap=L OWER
Each property's final segment serves as an identifier, linking the pattern to the replacement value. When a user

initiates arequest in EFM, their identity is verified against these patternsin lexicographical order. When encountering
the first matching pattern, the replacement specified in the efm.security.identity.mapping.value.xxxx property is

applied.

For instance, when alogin with the DN "CN=admin, OU=EFM, O=Cloudera, L=Santa Clara, ST=CA, C=US"
corresponds to the above DN mapping pattern, the DN mapping value of "$1" is used, normalizing the user to
localhost.

The LDAP DN isdightly different so it would not match with the certificate identity. To resolve thisissue, a pattern
isapplied, to extract the CN part of the LDAP' s DN and transform the value to lowercase.

In addition to mapping, there is an option to apply transformations. Supported transformation options include:

¢ NONE: no transformation is applied
* LOWER: identity is converted to lowercase
« UPPER: identity is converted to uppercase

If not specified, the default value is NONE.

Group names can a so be mapped. The following example accepts the existing group name but convertsit to
uppercase:

Group name mapping

» efm.security.group.mapping.pattern.dn="(.*)$
« efm.security.group.mapping.value.dn=$1
» efm.security.group.mapping.transform.dn=UPPER

E Note: These mappings are also applied to the User and Group Initial Admin Identities.

To secure Cloudera Edge Management (CEM), learn how to secure your Edge Flow Manager (EFM) server and
MiNiFi agentsthrough TLS. Also learn about the TL S keys and certificates needed for these tasks.

When using Cloudera Edge Management (CEM), sensitive information are sent over the network between Edge Flow
Manager (EFM) and MiNiFi agents including configuration files that contain passwords. To secure this transfer, you
must configure Transport Layer Security (TLS) encryption.

TLSisanindustry standard set of cryptographic protocols for securing communications over a network.




Cloudera Edge Management TLS configuration for CEM

Configuring TLS involves creating a private key and a public key for use by server and client processes to negotiate
an encrypted connection. In addition, TLS can use certificates to verify the trustworthiness of keys presented during
the negotiation to prevent spoofing and mitigate other potential security issues.

Because TLS keys and certificates are usually specific to each enterprise organization, CEM needs these details
manually configured.

To secure CEM through TLS, you need the following:

* A Certificate Authority (CA) or intermediate signing authority public certificate, used to sign certificates and
verify trust. EFM uses this certificate in its truststore in order to verify the identity of MiNiFi agents by validating
their certificates. MiNiFi agents use this certificate in their truststoresin order to verify the identity of the EFM
servers by validating their certificates.

* A public and private keypair for EFM signed by the CA, recommended one per host when doing a cluster
deployment.

e A public and private keypair for MiNiFi agents signed by the CA, recommended one per agent.

Before configuring TLS, ensure that the certificates used meet the requirements.

* The EFM KeyStore must be in Java KeyStore (JKS) or PKCS #12 (PKCS12 aka .p12) format.
e The EFM KeyStore must contain only one private key entry.
» The X509v3 KeyUsage section of the certificate must include the following attributes:

» Digital Signature
« Key_Encipherment

* The X509v3 ExtendedK eyUsages section of EFM and MiNiFi agent certificates must include the following
attributes:

e clientAuth
e serverAuth
e The signature algorithm used for certificates must be sha256WithRSA Encryption (SHA-256).

« For EFM certificates, Subject Alternate Names (SANSs) are mandatory and should at |east include the FQDN of
the host.

« Additional names for the certificate and host can be added to the certificate as SANSs.

e Addthe FQDN used for the Common Name (CN) asa DNS SAN entry.

» If you are planning to use aload balancer for an EFM cluster, include the FQDN for the load balancer as a
DNS SAN entry.

Cloudera recommends the following security protocols:

» Usecertificatesthat are signed by a CA. Do not issue self-signed certificates.
« Generate a unique certificate per host, including MiNiFi agents. Do not use wildcard certificates.

Learn about the properties that you need to set to configure TLS for Edge Flow Manager (EFM).

When TLSisdisabled, EFM runsin an unsecured mode where the web endpoints are accessible over HTTP on all
network interfaces and clients are not authenticated. When unsecured, al clients are anonymous and have full access
to the application. For this reason, insecure mode should only be used for test or development purposes and when
EFM is not accessible through the public Internet.

Limiting the network interfaces that the web server bindsto is configurable in the efm.propertiesfile.

ef m web. host =l ocal host




Cloudera Edge Management

TLS configuration for CEM

For production environments, security should always be enabled by configuring a TLS context and method of user

authentication.

Securing an EFM instance starts with configuring a TL'S context, also known asan SSL context. Enabling TLS
enforces that all usage of the EFM web application as well as agent communication is authenticated and that the
authenticated user or agent is allowed to perform requested actions based on policies.

Settings for the EFM TLS context are configured using the efm.server.ssl.* prefixed propertiesin the efm.properties

file:

ef m server.
ef m server.
ef m server.
ef m server.
ef m server.
ef m server.
ef m server.
ef m server.
ef m server.

Where,

ssl

ssl

ssl
ssl
ssl
ssl

. enabl ed=t rue
ssl .
. keySt oreType=j ks
ssl .
ssl .
.trustStore=/path/to/truststore.jks
.trust St or eType=j ks

. trust St or ePasswor d=t r ust St or ePasswor d
. ¢l i ent Aut h=WANT

keySt or e=/ pat h/ t o/ keystore.jks

keySt or ePasswor d=key St or ePasswor d
keyPasswor d=keyPasswor d

o efm.server.ssl.enabled

Set to true to enable TLS and secure EFM.
o efm.server.sd.keyStore

Thefile path to the keystore containing the EFM TLS keypair.
o efm.server.sd.keyStoreType

Set to jks or pkcs12 depending on the format of the keystore. Other formats are not supported.
» efm.server.sd .keyStorePassword

The passphrase for the keystore.
o efm.server.sd.keyPassword

The passphrase for the key in the keystore.
» efm.server.sdl.trustStore

Thefile path to the truststore containing the public certificates of the Certificate Authorities (CA) trusted by EFM.
o efm.server.sd.trustStoreType

Set to jks or pkcs12 depending on the format of the truststore. Other formats are not supported.
o efm.server.sd.trustStorePassword

The passphrase for the truststore.
o efm.server.sd.clientAuth

Set to WANT to alow MiNiFi agents to authenticate to EFM with TLS client certificates, but allow usersto use
an alternative form of authentication (such as SSO). If users are also using mutual TLS with client certificatesin
browsers, then this can be set to NEED.

B Note: For aclustered deployment, these properties must be set on every node in the EFM cluster.

For more information regarding generating keystores and truststores for EFM, see TLS keys and certificates.

TLSkeysand certificates



https://docs.cloudera.com/cem/2.1.3/securing-cem/topics/cem-tls-keys-certificates.html

Cloudera Edge Management User authentication

Learn about the properties that you need to set to configure TLS for MiNiFi agents.

When TL S is enabled to secure Edge Flow Manager (EFM), agents must be authenticated using client certificates.
Client certificates are trusted if the Certificate Authority and any intermediate signing authorities (if applicable) are
present in the EFM truststore configured as described in TLS configuration for EFM.

For more information on requirements for MiNiFi agent client certificates and instructions for generating new
certificates, see TLSkeys and certificates.

Cloudera recommends using a unique client certificate per agent. However, it is not a requirement.

For details about the properties that you need to set to configure TLS for MiNiF agents, see MiNiFi C++ agent
authentication and MiNiFi Java agent authentication.

TLS configuration for EFM

TLSkeysand certificates

Integrating with the Windows certificate store
MiNiFi C++ agent authentication

MiNiFi Java agent authentication

Y ou can secure Edge Flow Manager (EFM) by integrating with Single Sign-On (SSO) identity providers for login
purposes. Y ou can also manage user rolesto control access to agent classes and authorized actions. Learn about the
properties that you need to configure to enable user authentication within EFM.

Securing EFM requires a reliable authentication mechanism for users. EFM supports the following authentication
methods:

* SSO integration with an identity provider using SAML 2.0

e SSOintegration with an identity provider using OpenlD Connect (OIDC)
e SSO with Apache Knox (using Knox as a gateway is not possible)

e Mutua TLS (MTLS) authentication with client certificates

* Proxy authentication

* LDAP authentication

Integrating with an SSO identity provider using OIDC or SAML isthe preferred approach for authenticating users. If
OIDC isavailable, Clouderarecommendsit asit is usually the easiest to configure and administer.

For service accounts, such as those that programatically interact with the EFM RESTful API for automation or
monitoring purpose, mutual TL S authentication must be used, and can be enabled in addition to another mechanism
such as one of the SSO login options.

MiNiFi agents use a different method of authenticating to EFM not controlled by these properties. For more
information on MiNiFi agent authentication, see Agent authentication.

Y ou need to set the following properties that are shared by all user authentication methods:

# User Authentication Properties

ef m security. user. aut h. enabl ed=true

ef m security. user. aut h. adnmi nldentiti es=adnin

ef m security. user. aut h. aut oRegi st er Newlser s=t r ue
ef m security. user. aut h. aut hTokenExpi rati on=12h

Where,
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Cloudera Edge Management User authentication

» efm.security.user.auth.enabled

Set to true to enable user authentication in EFM. Y ou must aso enable a specific method of authentication (oidc|
saml |knox|certificate|proxy) when user authentication is enabled.

» efm.security.user.auth.adminldentities

A comma separated list of identities needed for initial admins that can configure other user and group access
policiesin EFM. For more information on initial admins, see Access control bootstrapping.

If admin identities contain special characters such as acomma (), then this alternative property key format can be
used:

« efm.security.user.auth.adminl dentities 0]=CN=adminl1, OU=systems, O=cloudera
« efm.security.user.auth.adminl dentities 1]=CN=admin2, OU=systems, O=cloudera
» efm.security.user.auth.adminl dentitiesn]=CN=adminN, OU=systems, O=cloudera

» efm.security.user.auth.autoRegisterNewUsers
With SAML or OIDC, EFM can optionally create EFM user accounts for authenticated users automatically the
first time that they log into EFM, rather than users needing to be explicitly created in EFM prior to first login. Set
to true to enable this feature.

Note: Knox, mTLS, and Proxy authentication methods do not support this feature and ignore this
property.

o efm.security.user.auth.authTokenExpiration

With SAML, OIDC, or LDAP, EFM issues access tokens once a user is authenticated. This property specifies the
duration for which the token is valid.

B Note: Knox, mTLS, and Proxy authentication methods do not issue access tokens and ignores this
property.

Agent authentication
Access control bootstrapping

Edge Flow Manager (EFM) supports OpenlD Connect (OIDC), an industry standard for using athird party as an
identity provider for web applications such as EFM. Learn about the properties that you need to set for configuring
OIDC SSO.

OIDC is sometimes referred to as OAuth 2 login because it is an authentication protocol that extends the authorization
protocolsin OAuth 2. In the terminology of OIDC, EFM is the Relying Party and the SSO identity provider isthe
OpenlD Provider.

Before configuring EFM, you should first set up an OIDC client application configuration in your SSO identity
provider. For more information about how to do this, see SSO identity provider setup.

Before configuring OIDC, EFM should already be configured to use TLS. OIDC authentication requires passing an
access token to EFM that is vulnerable to compromise if TLS is not enabled, and therefore EFM does not alow using
OIDC authentication without TLS enabled. For more information on enabling TLSin EFM, see TLS configuration for
EFM.

Note: Touse OIDC in aclustered EFM environment, sticky sessions should be enabled in the EFM load
balancer.

To enable OIDC in EFM, configure the following propertiesin the efm.propertiesfile:

ef m security. user. oi dc. enabl ed=t rue
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ef m security. user.oidc.issuerUi=https://exanpl e. okta. con oaut h2
ef m security. user.oidc.clientld=efm

ef m security. user.oidc.clientSecret=abcl123. ..

ef m security. user. oi dc. scopes=profile, ennil, groups

ef m security. user. oi dc. usernaneAttri bute=emai |

ef m security. user. oi dc. di spl ayNaneAttri but e=nane

ef m security. user. oi dc. groupAttri bute=groups

Where,

efm.security.user.oidc.enabled

Set to true to enable OIDC authentication.
efm.security.user.oidc.issuerUri

The OpenlID Provider base URI. Consult your Openl D Provider documentation for the correct value.
efm.security.user.oidc.clientld

It must match the configured client application name from the Openl D Provider.
efm.security.user.oidc.clientSecret

It must match the configured client secret from the OpenlD Provider.
efm.security.user.oidc.scopes

It controls what user attributes are provided from the Openl D Provider to EFM when the user authenticates.
efm.security.user.oidc.usernameAttribute

It controls which of the user attributes provided to EFM from the Openl D Provider is used asthe EFM User
identity. Typically thisisthe email address attribute.
efm.security.user.oidc.displayNameAttribute

If this property is provided and efm.security.user.auth.autoRegisterNewUsers is enabled, it controls which user
attribute is mapped to the EFM User Display Name field when the user first logs into EFM.

efm.security.user.oidc.groupAttribute

It must match the configured Group Claim Name from the OpenID Provider.

EFM supports OpenlD Connect Discovery as away to discover additional detailsit needs directly from the OpeniD
Provider. For this to work, the OpenlD Provider must host a discovery endpoint at {issuerUri}/.well-known/openid-
configuration. Thisis supported by all major, modern SSO vendors offering OpenlD Connect. If this endpoint is not
available over the network at runtime, EFM fails to start. If thisis not possible in your environment, EFM offers a
set of staticConfig properties, that you need to configure, as an alternative to OpenlD Connect Discovery over the
network:

ef m security. user.oidc.staticConfig. enabl ed=fal se

ef m security. user.oidc.staticConfig.authorizationUri=
ef m security. user.oidc.staticConfig.tokenUri=

ef m security. user.oidc.staticConfig.userlnfoUri=

ef m security. user.oidc.staticConfig.jwkSetUri=

When these properties are enabled, OpenlD Connect Discovery is not performed. So, these act as an override for
configuration that would normally be dynamically discovered. The correct values to use can be provided by the
Openl D Provider.

SSO identity provider setup
TLS configuration for EFM

Learn about the properties that you need to set for configuring SAML 2.0 SSO.
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Before configuring Edge Flow Manager (EFM) to use SAML, you should first set up an SAML client application
configuration in your SSO identity provider. For information about how to do this, see SO identity provider setup.

Before configuring SAML, EFM should already be configured to use TLS. SAML authentication requires passing an
access token to EFM that is vulnerable to compromise if TLSis not enabled, and therefore EFM does not allow using
SAML authentication without TL S enabled. For more information on enabling TLS in EFM, see TLS configuration
for EFM.

EFM supports Identity Provider (1dP) and Service Provider (SP) initiated flow.
To enable SAML in EFM, the following properties must be set in the efm.propertiesfile:
ef m security. user.sanl . enabl ed=true
ef m security. user.san . met adat aLocati on=htt ps://exanpl e. okt a. com app/ exanpl e
/ sso/ sam / met adat a
ef m security. user.sanl.groupAttribute=groups
Where,
» efm.security.user.saml.enabled

Set to true to enable SAML authentication.
» efm.security.user.saml.metadatal ocation

Identity provider metadata location that is used for dynamic configuration.
» efm.security.user.saml.groupAttribute

The name of a SAML assertion attribute containing group names the user belongs to.

Note: With default configuration, Audience URI (SP Entity ID) is { baseUrl}/saml2/serviceProviderM etad
ata/efmSaml, where baseUr| depends on the server configuration. Example Entity 1D: https://local host: 10090/
efm/saml 2/serviceProviderM etadata/efmSaml.

Optional parameters for further configuration are as follows:
ef m security. user.san . entityl d=ef mCustontEntityld
ef m security. user.sanl . signingCredentials.privateKeyLocation=/path/to/priv
at e. key
ef m security. user.sanl . signingCredential s. pri vat eKeyPasswor d=passwor d
ef m security. user.sanl . signingCredentials.certificatelLocation=/path/to/cer
tificate.crt
ef m security. user.san . di spl ayNaneAttri but e=di spl ayNaneAttri bute
Where,
» efm.security.user.saml.entityld

The application-defined unique identifier that is the intended audience of the SAML assertion. It isadvisable to
use this property when the default { baseUrl} dependent Entity ID is undesirable.

Note: You must ensure that the Entity ID value matches the value configured for your Identity Provider's
Audience URI (SP Entity  ID).

» efm.security.user.saml.signingCredential s.privateK eyL ocation

Private key location for signing SAML request.
« efm.security.user.saml.signingCredential s.privateK eyPassword

Private key password.
» efm.security.user.saml.signingCredential s.certificatel ocation

Certificate location for signing SAML request.
» efm.security.user.saml.displayNameAttribute

Name of the attribute field of the SAML response which can be used to populate the display hame of the user.
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EFM supports SAML metadata based configuration. SAML metadatais an XML document which contains
information necessary for interacting with SAML -enabled identity providers. To obtain such a metadata file, you need
to create a new application integration at your identity provider. For more information, see |dP documentation.

To configure the application at the 1dP, the following EFM specific properties are needed:
e Singlesign-on URL
This property is also known as SAML Assertion Consumer Service (ACS) URL. In case of localhogt, it is https://

|ocal host:10090/ef m/l ogin/saml 2/sso/efmSaml.
* Audience URI (SP Entity ID)

By default, this is https://local host:10090/ef m/saml 2/serviceProviderM etadata/ef mSaml.

Note: The address, port, and contextPath can be different based on configuration. This value can be
Ij overridden by the efm.security.user.saml.entityld parameter.

After the successful 1dP configuration, you can obtain the metadata.xml file. The location of that metadata file should
be set in the efm.security.user.saml.metadatal_ocation property. The value can either be alocal file system path or a
location hosted by the identity provider.

If the identity provider supports SAML request signing and it is enabled, you can set up the required key and
certificate in the efm.security.user.saml.signingCredentials.* properties. The values should be file system locations,
except the privateK eyPassword.

Without additional configuration, the user name is equal to the display namein EFM. If you want to provide a
different display name, set up an SAML attribute at the 1dP and set the name of the SAML attribute in the efm.secu
rity.user.saml.displayNameAttribute property.

SSO identity provider setup
TLS configuration for EFM

Learn about the properties that you need to set for configuring Knox SSO.

Edge Flow Manager (EFM) supports Knox SSO for end user authentication with the following limitations:

* Knox cannot be used as a gateway that forwards requests to EFM.

« Knox must be accessible using the same hostname as EFM (a different port is fine). Otherwise, the authentication
token issued by Knox, which is stored in a browser cookie, cannot be passed to EFM and EFM authentication fails
with a Credentials not present error. This means the following:

« For EFM clusters, Knox must be accessible through the same load balancer or reverse proxy used to access

EFM nodes.
» For individual, non-clustered EFM instances, Knox must run on the same host as EFM on a different port.

* You haveinstalled Knox.
* You haveinstalled and secured the EFM server to use TLS. For more information on enabling TLSin EFM, see
TLS configuration for EFM.
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1. Obtain the Knox SSO token signing certificate in PEM format.

This is sometimes the same as the public certificate used for TLS by Knox, and can therefore be obtained using
OpenSSL against the Knox host:

openssl s_client -servernane HOSTNAME -connect HOST: PORT | sed -ne '/-BE
G N CERTI FI CATE-/, /- END CERTI FI CATE-/ p* > knox_server_cert_in_pemfile_f
or mat . pem

Sometimes, however, adifferent signing keypair is configured specifically for Knox SSO signing and must
be obtained from that server configuration. Once you have the Knox SSO token signing certificate, save the
certificate on the EFM server and ensure that the file is readable by the user running the EFM process.

2. Update the EFM configuration file with the following properties:

ef m security. user. knox. enabl ed=true

ef m security. user. knox. url =https://knox. myconpany. com 8443/ gat eway/ knoxs
so/ api / vl/ websso

ef m security. user. knox. publ i cKey=pat h/t o/ knox_server _cert_in_pemfile_f
ormat . pem

ef m security. user. knox. cooki eNanme=hadoop- j wt

ef m security. user. knox. audi ences=

3. In Cloudera Manager, that manages Knox, update the Knox topology for the Knox SSO service to add the EFM
hostname (or EFM load balancer hostname when clustered) to the authorized redirect URLS.

For example:

<servi ce>
<r ol e>KNOXSSO</ r ol e>
<par anp
<name>knoxsso. redi rect.whitelist.regex</nanme>
<val ue>*https?:\/\/(ef M. host nane\. conf | ocal host|127\.0\.0\.1|::1): [0
-9].*$</val ue>
</ par an®
</ service>

4, Restart EFM and Knox.

TLS configuration for EFM

Edge Flow Manager (EFM) supports mutual TLS (mTLS) authentication in which the client provides the EFM server
with aclient certificate as part of the TLS handshake, and the client certificate provides the identity of the client.
Learn about the properties that you need to set for configuring mTLS.

EFM requires using mTLS for MiNiFi agent authentication as described in Agent authentication, and optionally
offers using this form of authentication for end users as well. For example, web browsers support loading client
certificates that can be passed to a web server when using aweb application.

For service accounts, such as those that programatically interact with the EFM RESTful API for automation or
monitoring purpose, mutual TL S authentication must be used, and can be enabled in addition to another mechanism
such as one of the SSO login options.

Before configuring mTL S authentication, EFM should already be configured to use TLS. For more information on
enabling TLSin EFM, see TLS configuration for EFM.
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To enable mTLS authentication in EFM, set the following property in the efm.properties file:
ef m security.user.certificate.enabl ed=true

Again, this can be enabled simultaneously with another method of authentication, such as OIDC or SAML SSO, in
the case that RESTful API service accounts use mTLS but web users login with SSO using username and password
credentials.

EFM trusts client certificates signed by a Certificate Authority (CA) or intermediate authority present in the EFM
truststore. For information on generating certificates, see TLSkeys and certificates. For more information about
configuring the EFM truststore, see TLS configuration for EFM.

When aclient authenticates using mTLS, the client certificate DN is the user identity. For example, CN=monitoring-
service, OU=systems, O=cloudera. Therefore, an admin must add a user with an identity equal to the client certificate
DN in order to grant this type of user accessto parts of EFM. For more information on creating users and assigning
policies, see Access control policies.

Here is an example of accessing the EFM RESTful API using curl when mTLS authentication is enabled:

curl \
--cacert /path/to/ca-trust-cert.pem\
--cert /path/to/user-cert.pem)\
--key /path/to/user-key. pem\
--pass password \
https:/ /1 ocal host: 10090/ ef m api / access

# JSON response
{"identity":" CN=user, OU=systens, O=cl oudera", "anonynous":fal se, "gl obal Perm
i ssions”:{"accessAdm ni stration":fal se}}

Agent authentication

TLS configuration for EFM
TLS keys and certificates
Access control policies

Learn about the properties that you need to set for configuring proxy authentication.
f Important: Proxy Authentication is being deprecated and will be removed in the next EFM release.

Edge Flow Manager (EFM) can be configured to trust an HTTP reverse proxy to authenticate users externally and
pass the user details with each request. Thisis useful in some SSO environments in which OIDC or SAML isnot an
option, and some gateway, proxy, or central web service handles user authentication to multiple backend services.

Y ou need to set the following configuration options for using proxy authentication:

ef m security. user. proxy. enabl ed=true
ef m security. user. proxy. header Name=x- webaut h- user
ef m security. user.proxy.ipWitelist=
ef m security. user. proxy.dnWitelist[0]=
Where,
« efm.security.user.proxy.enabled

Whether proxy authentication is enabled.

16


https://docs.cloudera.com/cem/2.1.3/securing-cem/topics/cem-agent-authentication.html
https://docs.cloudera.com/cem/2.1.3/securing-cem/topics/cem-tls-config-for-efm.html
https://docs.cloudera.com/cem/2.1.3/securing-cem/topics/cem-tls-keys-certificates.html
https://docs.cloudera.com/cem/2.1.3/securing-cem/topics/cem-access-control-policies.html

Cloudera Edge Management User authentication

» efm.security.user.proxy.headerName

Case-insensitive header name set by the proxy holding the end user identity.
o efm.security.user.proxy.ipWhitelist
Limits trusted proxy |P addresses to prevent spoofing the user header. Comma-separated or multiple properties
using the ipWhitelist[n] syntax:
o efm.security.user.proxy.ipWhitelist[0]=
o efm.security.user.proxy.ipWhitelist[ 1]=
o efm.security.user.proxy.dnWhitelist[0]..[ ]

Limits trusted proxy client certificate DNs to prevent spoofing the user header. Use the dnWhitelist[n] syntax asit
is common for certificate DNs to contain commas.

If you are using proxy authentication, Cloudera strongly recommends that you use either the DN whitelist or IP
whitelist feature to specify trusted reverse proxies. If you are not using awhitelist, it is assumed that you are using
some other networking mechanism to ensure that all authenticated requests are coming from atrusted client, such as
only binding the EFM server to localhost and running the authenticating proxy on the same machine on a different
network interface.

Thefollowing is acurl example of passing the proxy user header to the /api/access endpoint that returns the
recognized current user:

curl -H "X-WEBAUTH USER: al i ce"
https:/ /1 ocal host: 10090/ ef m api / access

# Response:
{"identity":"alice","anonynous": f al se}

Asyou can see, this header can be added to any request, which iswhy DN whitelisting, |P whitelisting, or localhost
binding should be used with proxy authentication.

Learn about the properties that you need to set for configuring L DAP authentication.

Edge Flow Manager (EFM) supports username/password authentication using LDAP. Before configuring LDAP,
ensure that EFM is already configured for TLS and user authentication is enabled with the following properties:
e efm.security.user.auth.enabled

Set to true to enable EFM user authentication. Y ou need to configure an authentication method such
asMTLS, OIDC, SAML, KNOX, or LDAP.

« efm.security.user.auth.authTokenExpiration

EFM issues access tokens when a user is authenticated. Specify the duration of the token’s validity.
The default valueis 12 h.

1. Update the EFM configuration file with the following LDAP authentication properties.

e efm.security.ldap.auth.enabled
Useit to enable LDAP authentication in EFM.
o efm.security.ldap.auth.sear chFilter

Use thisfilter to search for users against efm.security.ldap.user.searchBase (for example: uid={0}).
The user’ s specified nameisinserted into {0} ".
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2. Configure the following LDAP user search properties.

« efm.security.ldap.user.searchBase
Define the base DN to search for users (for example: ou=users,o=efm).
« efm.security.ldap.user.objectClass

Specify the object class used to identify users (for example: person).
« efm.security.ldap.user.searchScope

Set the search scope for user searches. Possible values are ONE_LEVEL, OBJECT, or SUBTREE.
o efm.security.ldap.user.identityAttribute

Optionally, you can specify the attribute used to extract user identity (for example: cn). If not set,
theentire DN is used.

3. Once EFM is started with the above configuration, open the site to get redirected to the login page.

Log In

User Name

F’] .

)

[ak}
tn
i

sword

‘ v

On this page, you can log in with your username (as defined by the LDAP identity attribute value) and your
password.

TLS configuration for CEM
Initial admin identities
Managing user groups using LDAP
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Edge Flow Manager (EFM) uses role based access control at the agent class level. This meansthat everything in
EFM istied to agent classes. On top of restricting access to specific endpoints and functionality, all data returned by
EFM is also filtered based on the agent classes the given user has accessto. All entities, such as flows, events, and
parameters are mapped to agent classes by EFM so access can be determined based on that.

EFM recognizes agent class viewer, designer, and operator roles along with the global administrator role. For more
information, see Palicies for agent classroles.

Policies for agent class roles

After Edge Flow Manager (EFM) is secured, you have to set up and configure the access control policies and
permissionsin a system.

Access control bootstrapping involves two key aspects: authentication and authorization.

» Authentication ensures that EFM can verify the identity of the client or the user usingconfigured credentials, as
detailed in the User authentication documentation.

« Authorization determines whether the authenticated user is allowed to perform specific actions on the requested
data. Authorization in EFM is driven by local access control policies. To grant these policiesto users, you need
to establish an initial admin account with the authority to set up user access. This section provides an overview of
that process.

User authentication

To be able to register new users and assign roles to them, first you need to set up an initial admin identity. Thisinitial
admin has comprehensive access rights and can assign roles and administrative privileges to others as needed. After
theinitial setup, you can remove this configuration if needed.

Y ou can configure initial admin identities in the efm.propertiesfile.
» efm.security.user.auth.adminl dentities

A comma separated list of identities needed for initial admins that can configure other user and group access
policiesin Edge Flow Manager (EFM). For example, efm.security.user.auth.adminl dentities=admin@cl ouder
a.com. If admin identities contain special characters such as acomma(,), you can use the following alternative
property key format:

« efm.security.user.auth.adminl dentities 0]=CN=adminl1, OU=systems, O=cloudera

o efm.security.user.auth.adminl dentities[ 1]=CN=admin2, OU=systems, O=cloudera

» efm.security.user.auth.adminldentitieg n]=CN=adminN, OU=systems, O=cloudera

Starting EFM with this property and logging in with the predefined identity grants you administrator access.
» efm.security.user.auth.autoRegisterNewUsers

It controls whether you create each user manually in the Administration page, or the system should do this
automatically after the first login attempt for each user. Thisis a convenience functionality supported by the OIDC
and SAML methods.

The following image shows the Administration page after initial admin login:
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Administration

USERS/GROUPS  AGENT CLASSES

Name Identity Administrator Name Members Administrator

Y ou can also configure initial admin permissions at group level. To do this, you need to set the following properties:

ef m security. user. aut h. groups. nanager =EXTERNAL
ef m security. user.auth. groups. adni nldentities=Adni n- G oup- Nane

Where,
ef m security. user. aut h. gr oups. nanager
It indicates that user group management is handled externally by the IdP or LDAP. Itsvalue can be INTERNAL,
EXTERNAL, or LDAP. The default valueis INTERNAL.
ef m security. user. aut h. groups. adm nldentities
A comma separated list of group names needed for initial admins that can configure other user and group access

policiesin EFM. If group names contain special characters such as acomma (,), you can use the following
alternative property key format:

» efm.security.user.auth.groups.adminldentities[ 0]=Group,1
» efm.security.user.auth.groups.adminldentities] 1]=Group,2
» efm.security.user.auth.groups.adminl dentities]N]=Group,N

When anew user logsin for the first time, even though they are recognized by the identity provider, Edge Flow
Manager (EFM) treats them as an unknown user. While the login itself may be successful, an authorization error
occurs because the user does not yet have access to any EFM resources or functionalities.

An administrator needs to create an EFM user with a matching identity and grant that user access to an agent class(s).
The following image shows the Administration page after initial admin login:
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M| CLOUDZRA
Edge Management

A~ Authorization Error

Please ensure you have appropriate permissions to use this
application

With the efm.security.user.auth.autoRegisterNewUsers property set to true, after thefirst login, the EFM user is
automatically availablein the admin view and policies can be assigned to it, as shown in the following image:

Administration

(Create new user

AGENT CLASSES

8 Users % User Groups e vvrcrnn |

dministrator Name ™ b dr
s W No data to display
?@—D Delete user|

Creale new user group |
Edit user
Assign groups and palicies

Administrator access

Unique identifier from the Identity Provider]
Or the DN in case of mTLS authentication

Display name

The user rights are assigned to the users based on the configured state when the login happens. This meansthat if
policies are changed by an administrator, are-login is required to issue a new token based on the new policies. After
this, the user has accessto filtered data based on the assigned policies. Everything is assigned based on agent class, so
if users have no assigned role for a given agent class, they do not see anything related to it.

Authorization in Edge Flow Manager (EFM) islinked to roles assigned to agent classes. These roles must
be associated with authenticated users. While the identity provider can recognize these users to support the
authentication process, EFM remains responsible for directly managing the permissions of each valid user.

The following sections explain how to manage users.
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Learn how to create a new user and define a unique identity and display name for that user.

1. Click Administration from the left navigation in the Cloudera Edge Management UI.
The Administration page appears.

2. Click New User in the Users/Groups tab to create a new user.
The New User dialog appears.

Admiinistration

USERS/GROUPS  AGENT CLASSES

A% User Groups

R Users

Name Identity Administrator Name Members Administrator
Admin User admin@cloudera.com 7 P Admin group 0 s m

Test User test@cloudera.com P test group 0 s m

New User X

Keep this dialog open after adding the user.

3. Enter the unique identity of the user.

Theidentity should be the unique identifier for the user provided by the identity provider, typically an email
address. When using mutual TL S authentication, the identity should be the DN of the client certificate.

4. Enter the display name of the user.

The display name can be set to anything and represents the user in other places where the user name appearsin
the application. If you create a new user before theinitial login, you can prevent the authorization error described
above.

5. Click Create to create the new user.

Learn how you can assign policies and roles to a user you created.

1. Click Administration from the left navigation in the Cloudera Edge Management Ul.
The Administration page appears.
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2.

S e

In the Users/Groups tab, click the [edit] icon next to a user to edit the user.
The user page appears as shown in the following image:

Administration

USERS/GROUPS  AGENT CLASSES

2 Users

>

2 Test User

Test User

Grant this user Administrator privilege @

Policies

Agent Class

Group Membership (0)

Name

Edit the name of the user.
Click the Grant this user Administrator privilege checkbox to grant administrator privileges to the given user.
Click New Policy to assign policies to the given user (specific role to the given agent class).

Click Add to Group to add a given user to agroup (al of the roles from the group are inherited by the user).

Note:

Adding and removing members from groups are disabled when the efm.security.user.auth.groups.manager

EFM property is set to EXTERNAL or LDAP.

Click Apply.

Managing access through groupsis very similar to direct user access management. Thisis preferred when you need
to manage access for multiple users. Users inherit changes made to the group, so no direct changes are needed on the
individua user level.

The following sections explain how to manage user groups.

Learn how to create a new user group.

1. Click Administration from the left navigation in the Cloudera Edge Management UI.
The Administration page appears.
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2. Click New User Group, in the Users/Groups tab to create a new group.

Admiinistration

USERS/GROUPS ~ AGENT CLASSES

8 Users 22 User Groups

Name Identity Administrator Name Members Administrator
Admin User admin@cloudera com v V| Admin Group 0 v / m|

test@cloudera.com Test User VR | test group. 0 V|

New User Group X

Name

Keep this dialog open after creating the group.

3. Enter aname for the user group.

Note: The name must be unique because it represents the group in other places where the group name
appears in the application.

4. Click Create.

B Note:
Group creation is disabled when the efm.security.user.auth.groups.manager EFM property is set to
EXTERNAL or LDAP.

Learn how to assign policies and roles to user groups and add users these groups.

1. Click Administration from the left navigation in the Cloudera Edge Management UI.
The Administration page appears.

2. Inthe Users/Groups tab, click the [edit] icon next to auser group to edit the user group.

3. Edit the name of the user group.
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4. Click the Grant al group members Administrator privilege checkbox to grant administrator privilegesto al group
members.

Administration

USERS/GROUPS  AGENT CLASSES

22 Admin group

[All Group Members will have Administrator privileges]

Name

Name Identity Administrator

Name
Admin User admin@cloudera.com N

¢ m Admin Grant all group members Administrator privilege &
Test User test@cloudera.com s W testgn
testgn Policies New Pol
Agent Class Role

No datato display

Group Members (2)
Name

O New

O New

5. Click New Policy to assign policies to the group (specific role to the given agent class).
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6. Click Add Membersto add usersto the group (all of the roles from the group are inherited by the members)

»

22 test group 2

Name

| test group 2

() Grant all group members Administrator privilege @

Policies New Policy

Add Users to Group Role

Designer o

Name 1 Identity y (
£ Admin User ( Add Member

2 TestUser

No datato display

Note:
E Adding and removing members from groups are disabled when the efm.security.user.auth.groups.manager
EFM property is set to EXTERNAL or LDAP.

Alternatively, you can edit a user to add the user to a group.

»

R Test User

Name.

[ Test User
test@cloudera com

[ Grant this user Administrator privilege @

Palicies New Policy

Add User to Groups x
Role Group Assignment

Name 1
‘Viewer o

2 Admin group ]

A% testgroup ] Add to Group.

A testgroup 2
Administrator

Mo data to display

7. Click Apply.

Managing user groups using IdP
Learn how to enable user group management through your Identity Provider (1dP).

About this task

In the case of OIDC/ SAML providers, user groups and assignments can be exclusively managed externally using

the IdP. This means that user groups can only be added or modified by the IdP, and the assignment of users to groups
can solely be performed through the 1dP. However, you still retain the capability to assign policies to users and groups
within Edge Flow Manager (EFM).
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Ensure that you have configured the following parameters appropriately:
For OIDC:

» efm.security.user.oidc.scopes
» efm.security.user.oidc.groupAttribute

For more information, see Configuration of OpenlD Connect SSO.
For SAML:

» efm.security.user.saml.groupAttribute

For more information, see Configuration of SAML 2.0 SSO.

To enable Group Management by IdP, set the following properties in the efm.propertiesfile:

ef m security. user. aut h. gr oups. nanager =EXTERNAL
ef m security.user.auth.groups.filter=.*

Where,
« efm.security.user.auth.groups.manager

It indicates how user group management is handled: either internally or externally. When the valueis set to
EXTERNAL, user group management is handled by IdP. When the value is set to INTERNAL, EFM disregards
any group information received from the IdP. The default valueis INTERNAL.

« efm.security.user.auth.groups.filter

Users might be assigned to multiple groups on the IdP side, but EFM may only need to consider afew of these
groups. You can use aregular expression to define which groups should be registered in EFM. The regex allows
you to specify a pattern, and only the groups that match the defined pattern will be registered in EFM.

Note:
IE User groups and individual user-to-group assignments are updated when the user logsin to EFM. As aresult,
any changes to group-related data in the IdP will only become visiblein EFM after the user logsin.

Configuration of OpenlD Connect SSO
Configuration of SAML 2.0 SSO
Initial admin identities

Learn how to enable user group management using the Lightweight Directory Access Protocol (LDAP).

Edge Flow Manager (EFM) can be configured to retrieve group assignments from LDAP. Thisimplies that user
groups can only be added or modified using LDAP, and user-group assignments can exclusively be managed through
LDAP. However, you still retain the ability to assign policies to users and groups within EFM.

1. Enable user group management by LDAP.

To enable user group management using LDAP, set the following property in the efm.propertiesfile:

ef m security. user. aut h. gr oups. nanager =LDAP
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2. Configure LDAP integration.
For a successful integration, make sure that the following properties are accurately configured.
Basic properties:
efm.security.ldap.url
Enter acomma-separated list of LDAP server URLs (for example: Idap://<hostname>:<port>)

efm.security.ldap.synclnterval
Specify the duration of time between synchronizing users and groups (for example: 30 m). The
minimum allowable value is 30 seconds and the default value is 30 minutes.
efm.security.ldap.manager Dn
Provide the Distinguished Name (DN) of the manager used to bind to the LDAP server to search for
users and groups.
efm.security.ldap.manager Passwor d
Enter the password of the manager used to bind to the LDAP server to search for users and groups.

efm.security.ldap.authenticationStr ategy
Select an authentication strategy for connecting to the LDAP server.

Possible values:

« ANONYMOUS

+ SIMPLE

+ LDAPS

« START_TLS
efm.security.ldap.referral Strategy

Select astrategy for handling LDAP referrals.

Possible values:

e FOLLOW (default value, automatically follow any referrals)

* |IGNORE (ignorereferrals)

 THROW (throw an error if areferral occurs)
efm.security.ldap.connect Timeout

Set the duration of the connection timeout. The default value is 10 seconds.
efm.security.ldap.readTimeout

Set the duration of the read timeout. The default value is 10 seconds.
efm.security.ldap.pageSize

Optionally, you can set the page size when retrieving users and groups. If not specified, no paging is

performed.
efm.security.ldap.groupM ember shipCaseSensitive

Indicate whether group membership decisions should be case-sensitive. The default valueis false.
TLSproperties
These properties are required when efm.security.ldap.authenticationStrategy is set to LDAPS or START_TLS.
efm.security.ldap.tiskeyStore

Specify the path to the keystore used when connecting to LDAP.
efm.security.ldap.tlskeyStorePassword

Set the password for the keystore used when connecting to LDAP.
efm.security.ldap.tiskeyStoreType

Define the type of the keystore used when connecting to LDAP. Possible values are BCFKS,
PKCS12, or KS.
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efm.security.ldap.tistrustStore
Provide the path to the truststore used when connecting to LDAP.

efm.security.ldap.tlstrustStorePassword
Set the password for the truststore used when connecting to LDAP.

efm.security.ldap.tistrustStoreType
Specify the type of the truststore used when connecting to LDAP. Possible values are BCFKS,
PKCS12, or KS.

efm.security.ldap.tls.tisProtocol
Select the protocol to use when establishing LDAP connections. Possible valuesare TLS, TLSv1 1,
or TLSv1 2.

efm.security.ldap.tls.shutdownGracefully
Determine whether TL S should be shut down gracefully before the target context is closed. The
default setting is false and applies exclusively to the START_TL S authentication strategy.

Sear ch properties

Synchronizing users and groups is possible through user, group, or both user and group searches, depending on
your LDAP scheme and configuration. However, it is essential to configure at least one of these properties to
enable user and group synchronization.

User search
efm.security.ldap.user.searchBase
Specify the base DN for searching users (for example: ou=users, o=efm).

efm.security.ldap.user.objectClass
Define the object class for identifying users (for example: person).

efm.security.ldap.user.sear chScope

Set the search scope for searching users. Possible values are ONE_LEVEL, OBJECT, or
SUBTREE.

efm.security.ldap.user.sear chFilter

Apply afilter for searching usersin the User Search Base (for example:
(memberof=cn=team1,ou=groups,o=efm)).

efm.security.ldap.user .identityAttribute

Optionally, you can specify the attribute used to extract user identity (for example: cn). If not set,
theentire DN is used.

efm.security.ldap.user.groupNameAttribute

Optionally, you can define the attribute used to establish group membership (for

example: memberof). If not set, group memberships are cal culated based on
efm.security.ldap.group.memberAttribute. If set, the value of this property is the name of the
attribute in the user LDAP entry that associates them with a group. The value of this user
attribute could be a DN or group name for instance. The expected value is configured in
efm.security.ldap.user.referencedGroupAttribute.

efm.security.ldap.user.referencedGroupAttribute

If not set, the value of the attribute defined in ef m.security.ldap.user.groupNameAttribute
is expected to be the full DN of the group. If set, this property defines the
attribute of the group LDAP entry to which the value of the attribute defined in
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efm.security.ldap.user.groupNameAttribute refers (for example: name). The use of this property
requires that efm.security.ldap.group.searchBase is a so configured.

Group search
efm.security.ldap.group.sear chBase
Specify the base DN for group searches (for example: ou=users,o=efm).

efm.security.ldap.group.objectClass
Identify the object class for groups (for example: groupOfNames).

efm.security.ldap.group.sear chScope

Define the search scope for group searches. Possible values are ONE_LEVEL, OBJECT, or
SUBTREE.

efm.security.ldap.group.sear chFilter
Optionally, you can filter for group searches against efm.security.ldap.group.searchBase.

efm.security.ldap.group.nameAttribute

Optionally, you can extract group names using the specified attribute (for example: cn). If not set,
the entire DN is used.

efm.security.ldap.group.member Attribute

Optionaly, you can specify an attribute for defining group membership (for example: member).

If not set, group membership will not be calculated through the groups. Instead, it relies on group
membership defined using efm.security.ldap.user.groupNameAttribute. If set, the value of this
property is the name of the attribute in the group LDAP entry that associates users with groups.
The value of this group attribute can be a DN or memberUid, depending on your configuration (for
example: member: cn=User 1,ou=users,o=efm vs. memberUid: userl).

efm.security.ldap.group.referencedUser Attribute

If not set, the value of the attribute defined in efm.security.ldap.group.memberAttribute is expected
to be the full DN of the user. If set, this property defines the attribute of the user LDAP entry
referenced by efm.security.ldap.group.memberAttribute (for example: uid). Using this property
requires that efm.security.ldap.user.searchBase is also configured (for example: member: cn=User
1,ou=users,0=efm vs. memberUid: userl).

Learn about the different policies of an agent class that you can assign to users, and understand the specific functions
of each policy.

Policies are linked to agent classes, and EFM currently supports three roles:

A Viewer can view designs and monitor events for the assigned agent class, but can not edit or publish the flows.
Essentially, viewers cannot make any modificationsin the system.

A Designer can view and edit designs, monitor events for the assigned agent class, but cannot publish flows.

An Operator can monitor events, publish designs for the assigned agent class (without editing), and can modify
flow and parameter mappings.

Depending on the use casg, it is possible to have multiple roles for the same user. For example, if you do not want to
differentiate between a designer and an operator for a given agent class (you want the same person to edit and publish
the flow), you can do that by assigning both roles to the user. The following image shows that one user can have
multiple roles on the same agent class:
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Administration »

USERS/GROUPS ~ AGENT CLASSES 2 Test User

Narr

o s %9
2 Users R US  reims

Name Identity Administrator Name
Admin User admin@cloudera com v P Admin
Grant this user Administrator privilege @
Test User test@cloudera.com ¢ | testgr
testgn e
L Policies
Agent Class. Role Group Assignment
Operator
Viewer o)
Designer ol
Group Membership (0)
Name Administrator

No data to display

The flow designs and event lists are filtered based on authorization. So, only those items are visible, which are related
to the agent class the user is assigned to. In the following case, only Class A isvisible asroles are assigned only to
Class A for this user (though Class B and Class C exist aswell for this user).

o] CLOUDERA cinn
Edge Management Desigr

QOpen Flow
Filter T
Status Class Published Version Published On
* Class A

The following image shows that the users with viewer or designer roles can not publish aflow, as the Publish option
is disabled:
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W] CLOUD=RA
Edge Management

Design / Agent Class

i * Class A

The following image shows that users with viewer or operator roles can not edit the flow, as all configurations are

disabled;

Design / Agent Class

* ClassA @

Processon

PRoctss
o

2

A
GenerateFlowFile,
GenerateFlowFile

»

Configuration

Settings

Scheduling

g Strategy

Run Schedule*

Run Duration*

Properties

The following image shows that users with operator role can view and publish the flow but not edit:
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Design / Agent Class

3 * ClassAo ACTIONS *
erocesson

Publish

sevore

ot

Chop

s,

A
GenerateFlowFile
‘GenerateFlowFile
SERVICES PARAMETERS

Assigning policies to a user
Learn how to select an agent class for a user and assign roles or policiesto that user.

Procedure
1. Click Administration from the left navigation in the Cloudera Edge Management UI.
The Administration page appears.
2. Inthe Users/Groups tab, click New User.
Alternatively, you can click the edit icon for an existing user.
The user page appears.
3. Click New Palicy.
The New Policy page appears.

»

A Test User

Name 9/255

| Test User

test@cloudera com

() Grant this user Administrator privilege @

New Policy X' Blicies New Policy
o TestUser

 test@cloudera.com Agent Class Role. Group Assignment
Class Nodata to display

Enter or select a class name -
Role roup Membership (0) Add to Group
O viewer O besigner (O operator
Name Administrator

Cancel No datato display

Apply
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4. Select aclassfor the user.

Administration »
USERS/GROUPS  AGENT CLASSES R Test User
Name
8 Users m A2 Us Test User
Name Identity Administrator Name test@cloudera.com
Admin User admin@cloudera.com v /| test
{ Grant this user Administrator privilege ()
Test User test@cloudera.com s w
New Policy x Olicies New Policy
o TestUser Agent Class Role Group Assignment
No data to display
Class
roup Membership (0) Add to Group
|
5. Select arolefor the user.
Y ou can assign multiple roles to a user for the same class.
6. Click Apply to save the changes.
Administration »

USERS/GROUPS  AGENT CLASSES

o
2 Users

Name

Identity Administrator
Admin User admin@cloudera.com &
Test User test@cloudera.com

2 Test User

2
AR Us Test User
Name
Admin
Grant this user Administrator privilege &
testgr
testor

Policies

Agent Class

Group Membership (0)

Name

Role Group

Viewer

No data to display

K

roles, so thereisno initial authorization error.

Note: Logging in with aprepared user (matching happens based on identity) gives the user the predefined

Learn how to select an agent class for a user group and assign roles or policiesto that user group.

1. Click Administration from the left navigation in the Cloudera Edge Management UI.

The Administration page appears.
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2.

3.

In the Users/Groups tab, click New User Group.

Alternatively, you can click the edit icon for an existing user group.
The user group page appears.

Click New Palicy.

The New Policy page appears.

4. Select aclassfor the user group.

»

22 test group

Name

107285

[ testaroup

() Grant all group members Administrator privilege @

% olicies

New Policy

o testgroup Agent Class Role
2

New Palicy

& 0 group members

No data to display
Class

| Enteror setect a class name -

roup (0)

[a] J

Class A

3

' Add Member

Class B
Class €
dev-mode-agent-class

No data to display

Unassigned

5. Select arolefor the user group.

Y ou can assign multiple roles to a group for the same class.

»

22 test group

Name

10/255

[ testgroup

() Grant all group members Administrator privilege &

x olicies

New Policy

o0 testoroup Agent Class Role

New Policy

AR 0 group members
No data to disy
Class =

Class A -
roup Members (0)
Role
@ Viewer O Designer Q) Operator Keme

| Add Member

No data to display

Apply
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6. Click Apply to save the changes.

Administration

USERS/GROUPS ~ AGENT CLASSES

2 Users
Name Identity
Admin User admin@cloudera.com
test@cloudera.com Test User

22 test group

Nan

Administrator Name
v 2 @ Admif Grant all group members Administrator privilege @
2w test gr
Policies
Agen Role
Viewer

Group Members (0)

Name

No data to display

Click on the Apply button
to save changes

In the user edit view in the policies section, you can see which policies are direct and which are inherited through

group assignment.

Administration

USERS/GROUPS  AGENT CLASSES

2 Users
Name Identity
Admin User admin@cloudera.com
Test User test@cloudera.com

2 Test User

Nam:

A2 Us Test Used

Administrator Name
v P testgr
Grant this user Administrator privilege @)
/W test gr
Policies
Agent Class Role

Group assignments Clas: Designer
(Inherited from group settings) ¢ Viewer
Group Membership (2)

Name
test group

test group 2

Learn how you can manage access control on the agent classlevel.

1. Click Administration in the Cloudera Edge Management Ul.

The Administration page appears.
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2. Goto Agent Classestab.
The list of agent classes with number of deployed agents appears.

3 | B Administration
USERS/GROUPS  AGENT CLASSES

® Agent Classes

Class Name Agents
Unassigned
Class A

Class B

Class ¢

Y ou can manage user or group level assignments for a specific agent class.
3. Click the edit icon beside the class you want to modify.
The class diaog appears.

Administration »
USERS/GROUPS  AGENT CLASSES @© Class A

(® Agent Classes Policies

Class Name Agents
User/Group
Unassigned 0 .

Class A 1
Class B 1
1

Class G

Role

Operator

4. Click New Palicy.
The New Policy page appears.
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5. Select auser or user group for the agent class.

»

© Class A

User/Group

Policies New Palicy
o

Role
R Testuser Operator
New Policy

Class A
© Togents

User/Group

| Enter or select a user/group name -1

(2] l

22 Admin group

Adrmin User

test group

test group 2
Test User

Jo 38 3% e

6. Select arolefor the user or user group.

»
@) Class A

Policies New Policy

User/Group Role
& TestUser Operator =]

New Policy

Class A
@) Tagents

User/Group

Admin Group -

Role

QO viewer (@ Designer () Operator

Cancel

Y ou can assign multiple roles to a user or group for the same class.
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7. Click Apply to save changes.

Administration »

USERS/GROUPS  AGENT CLASSES @ Class A
@ Agent Classes Policies

Class Name Agents

User/Group
Unassigned

Class A

ClassB

Class €

alalafale

dev-mode-agent-class

Click on the Apply button
to save changes Apply

To integrate Edge Flow Manager (EFM) with a third-party single sign-on (SSO) identity provider, you need to

add EFM as an application client to the identity provider . This configuration allows EFM facilitate SSO logins by
redirecting users to the identity provider and retrieving user details from the provider's user directory for use within
EFM.

The supported protocols for identity provider integration are OpenlD Connect (OIDC) and SAML 2.0. OIDC is
sometimes referred to as OAuth2 login because it extends the authorization protocolsin OAuth2. OIDC and SAML
2.0 areindustry standard protocols supported by the majority of modern enterprise identity providers including Okta,
Google, GitHub, Azure Active Directory and others.

For the latest guidance on configuring EFM as an application client for your SSO identity provider, see the |dentity
Provider documentation.

To integrate Edge Flow Manager (EFM) with Okta, Cloudera recommends using the Okta Application Integration
Wizard.This wizard simplifies the process of adding EFM as a custom application using the OIDC protocol for

integration.

For the latest guidance on how to add EFM as a custom application using OIDC, see Create OIDC app integrations
using AIW.
Y ou need to enter few pieces of information about EFM, asked by Okta. The following table specifies the valuesto
provide:

App Integration Name Cloudera Edge Flow Manager (or whichever name you prefer)

Grant Type Authorization Code

Sign-in redirect URIs https://{ efm-host:efm-port} /efm/l ogin/oauth2/code/efm-oidc,

https://{ efm-host:efm-port} /efm/*
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Property Value

Sign-out redirect URIs https://{ efm-host:efm-port} /efm/ui/#/logged-out,
https://{ efm-host:efm-port} /efm/*

Client Credentials > Client ID Set in Oktato any value, for example, efm, and then copy into the efm.
properties file as efm.security.user.oidc.clientld

Client Credentials > Client Secret Generate in Okta and copy the value into the efm.propertiesfile as efm.
security.user.oidc.clientSecret

After completion, configure EFM by following the instructions in Configuration of OpenlD Connect SSO.

Related Information
Configuration of OpenlD Connect SSO

Okta EFM integration using SAML

To integrate Edge Flow Manager (EFM) with Okta, Cloudera recommends using the Okta Application Integration
Wizard. Thiswizard simplifies the process of adding EFM as a custom application using SAML 2.0.

For the latest guidance on how to add EFM as a custom application using SAML, see Create SAML app integrations

using AIW.
Y ou need to enter few pieces of information about EFM, asked by Okta. The following table specifies the valuesto
provide:
Property Value
App Integration Name Cloudera Edge Flow Manager (or whichever name you prefer)
Single sign on URL https://local host: 10090/ef m/l ogin/saml 2/sso/ef m-saml
Audience URI (SP Entity ID) https://local host: 10090/ef m/saml 2/service-provider-metadata/ef m-saml
Attribute Statements (optional) EFM contains an optional property in the efm.properties file called

efm.security.user.saml.displayNameAttribute. This controls what name
gets set in EFM thefirst time auser logsin using SAML SSO. In order
to usethis, set an attribute in SAML settings in Oktato hold the user’s

display name and then update EFM to set the displayNameAttribute to

the same attribute key/name. For example:

In Okta:

Name: first_name
Value: user.firstName

In the efm.propertiesfile:

efm.security.user.saml.displayNameAttribute=first_name

After completion, configure EFM by following the instructions in Configuration of SAML 2.0 SSO.

Related Information
Configuration of SAML 2.0 SSO
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