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CEM MiNiFi C++ Agent Download the MiNiFi C++ agent image

Learn how to deploy the MiNiF C++ agent in a container. To do so, you need to retrieve the container image.

Deploying the MiNiFi C++ agent in a container is avery common use case, especially when deploying applications
on Kubernetes. In such a situation, you may want to deploy the agent as a sidecar pod to collect logs, metrics, and so
on. Having the agent registered to EFM is very powerful asyou can change the data being collected and processed by
the agent in the pods while the application is up and running.

If using Docker, you can retrieve the container image by the following command:

% docker login -u *** -p *** container.repo.cloudera.com
Logi n Succeeded

Note: The above command expects your Cloudera credentials derived from your license key. The same
Ij credentials you would use to access the CEM binaries.

Y ou can then retrieve the latest version of the container using:

% docker pull container.repo.cloudera. coni cl oudera/ apacheni ni ficpp: | at est

latest: Pulling from cl oudera/apachem nificpp

801bf aa63ef2: Pull conplete

d90265e0d39e: Pull conpl ete

c5a0aa313d04: Pull conplete

bal189417f 08f: Pull conplete

Af 4f b700ef 54: Pull conplete

Di gest: sha256: aa253aa57ab3c6370ae321f 41e61b45425d00ada7f e1le865f d665356¢
064e53c

St at us: Downl oaded newer inmge for container.repo.cloudera. con cl ouderal ap
acheni ni ficpp: | at est

cont ai ner. repo. cl oudera. conf cl ouder a/ apachem ni fi cpp: | at est

The container image is about 60 MB in size.

Learn how to use the docker container in standalone mode.

The docker container can be used in standalone mode by providing the configuration files as a mounted volume. One
option isto mount the configuration directory in the following way:

% docker run -d -v /hone/user/mnifi-config:/opt/mnifi/mnifi-current/conf
/ contai ner.repo.cl oudera. contf cl ouder a/ apachem ni fi cpp: | at est

The other option is to only mount the specific configuration files directly:

% docker run -d -v /hone/user/mnifi-config/config.ym :/opt/mnifi/mnifi-c
urrent/conf/config.ym -v /home/user/mnifi-config/mnifi.properties:/opt/m
nifi/mnifi-current/conf/mnifi.properties -v /hone/user/mnifi-config/mnif
i-log.properties:/opt/mnifi/mnifi-current/conf/mnifi-Iog.properties conta
i ner.repo. cl oudera. conl cl ouder a/ apacheni ni fi cpp: | at est
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If the containerized MiNiFi instance is connected to an EFM instance through secure connection, you should also
provide the certificates for the container. In case these certificates are found in the certs directory under the /home/us
er directory, you can mount it in the following way:

% docker run -d -v /hone/user/mnifi-config:/opt/mnifi/mnifi-current/conf/
-v [/ hone/user/certs:/certs container.repo.cloudera.com cl oudera/ apacheni ni f
i cpp: | at est

In this case, you have to define the following properties in the minifi.properties file to configure the certificates:

nifi.security.client.certificate=/certs/client.pem
nifi.security.client.private.key=/certs/client.key
nifi.security.client.pass.phrase=/certs/password
nifi.security.client.ca.certificate=/certs/ca-cert

Learn how to use the docker container as a sidecar container in Kubernetes.

The MiNiFi container can also be used in a Kubernetes environment, for example, as alogging agent for collecting
logs from an application as a sidecar container. In the following example a use case is shown where aNiFi container
runsin a pod together with a MiNiFi container as a sidecar collecting NiFi application logs.

For simplicity, the NiFi container is configured with default parameters so that no custom configuration is added for
that instance. In this example, MiNiFi collects the NiFi logs, and after every minute it compresses and uploads the
NiFi logsto an AWS S3 bucket. For this use case, you can use the following configuration:

Fl ow Controller:
nane: mnifi-|ogging
Processors:
- id: 94b8e610- bded- 1ec9- b26f - c839931bf 3e2
nane: TailFile
cl ass: org.apache.nifi.processors.standard. TailFile
schedul i ng strategy: TI MER DRI VEN
schedul i ng period: 5 sec
auto-termnated relationships list: []
Properties:
File to Tail: /nifi-logs/nifi-app.|og
Lookup frequency: 1 min
- id: 261e8cf1-71ba- af 86-f b2b- bc95764f 91f 8
name: Mer geCont ent
cl ass: org.apache. nifi.processors. standard. Mer geCont ent
schedul i ng strategy: EVENT_DRI VEN
auto-termnated relationships |ist:
- origina
Properties:
Attribute Strategy: Keep Only Conmon Attri butes
Maxi mum nunber of Bins: 100
M ni mrum Group Size: O
Max Bin Age: 1 min
M ni mum Nunber of Entries: 1000000
Maxi mum Group Size: 1000000
Maxi mum Nunmber of Entries: 1000000
Merge Strategy: Bin-Packing Al gorithm
- id: 69335770-ee29-11eb-9a03- 0242ac130003
name: ConpressCont ent
cl ass: org. apache. nifi.processors. standard. Conpr essCont ent
schedul i ng strategy: EVENT_DRI VEN
auto-termnated rel ationships |ist:
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- failure
Properties:
Conpressi on Level: 6
Conpressi on Format: gzip
Updat eFi | eNane: fal se
- id: fel98bd9-2alc-316e-0000- 000000000000
nane: Put S3Mhj ect
class: org.apache.nifi.ninifi.azure.processors. Put S3Obj ect
schedul i ng strategy: EVENT DRI VEN
auto-termnated rel ationships |ist:
- success
Properties:
Bucket: test bucket
AWS Credentials Provider service: AWSCredenti al sService
Control |l er Services:
- name: AWSCredenti al sService
i d: 2094d776-2006- 4d02- 9bb9- 28eac9d0f c95
class: org.apache.nifi.mnifi.aws.controllers. AWSCredenti al sService
Properti es:
Use Default Credentials: '"true' # Can be used in Amazon EKS to retrieve
credentials from netadata otherw se use your AWS Access Key and Secret Key
Connect i ons:
- id: 99f617e7-49al-6078-8534- 26af 7d56ca08
nane: Tail Fil e/ success/ Mer geCont ent
source nanme: TailFile
source rel ationship nanes:
- success
destinati on nane: MergeContent
- id: 24d6bele-ee29-11eb-9a03-0242ac130003
nane: Mer geCont ent/ mer ged/ Conpr essCont ent
source nane: MergeCont ent
source rel ationship nanes:
- merged
destination nane: ConpressContent
- id: 67eabc9l-446a-393b- 6274- b6f ae2f 475a2
nane: ConpressCont ent/success/ Put S3Cbj ect
source nane: ConpressCont ent
source rel ationship nanes:
- success
destinati on nane: Put S3(hj ect
Renote Process G oups: []

In the pod specification you have to define the application and the MiNiFi containers to mount a shared volume of the
logs to be collected. In the following example the NiFi logs are mounted to both NiFi and MiNiFi containers. MiNiFi
aso mounts the previously detailed configuration from the /root/minifi-config host directory.

api Version: vl
ki nd: Pod
net adat a:
nane: | og-collection-mnifi-pod
nanespace: default
spec:
cont ai ners:
- name: nifi
i mge: apache/nifi: |l atest
vol umeMount s:
- nane: nifi-logs
mount Pat h: /opt/nifi/nifi-current/I| ogs
- nane: sidecar-mnifi
i mage: contai ner.repo. cl oudera. cont cl ouder a/ apachemni ni ficpp: | at est
vol umeMount s:
- nane: nifi-Ilogs
nmount Pat h: /nifi-I ogs
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- name: mnifi-config
mount Pat h: /opt/mnifi/mnifi-current/conf/

vol unes:

- nane: nifi-logs
enptyDir: {}

- nane: mnifi-config
host Pat h:

path: /root/minifi-config

Another option would be to instead of mounting the configuration files from the host directory they can be configured
in a Kubernetes configuration map beforehand and this way they can be mounted individualy. A configuration map
definition template would look something like this:

api Version: vl
dat a:
mnifi-log.properties: |
<m nifi log properties file content>
mnifi.properties: |
<minifi properties file content>
config.ym: |
<config file content>
ki nd: Confi gvap
nmet adat a:
| abel s:
k8s-app: mnifi-log-collection
nane: mnifi-log-collection-config
nanespace: default

With the configuration map defined, you can change the previous pod definition in the following way to use the
configuration map volume:

api Version: vl
ki nd: Pod
nmet adat a:
name: | og-collection-mnifi-pod
nanespace: default
spec:
cont ai ners:
- nane: nifi
i mage: apache/nifi: |l atest
vol umeMount s:
- nane: nifi-Iogs
nmount Path: /opt/nifi/nifi-current/l| ogs
- nane: sidecar-mnif
i mage: contai ner.repo. cl oudera. coni cl ouder a/ apachemni ni fi cpp: | at est
vol umeMount s:
- nane: nifi-Iogs
nmount Pat h: /nifi-I ogs
- nane: mnificonfig
mount Pat h: /opt/mnifi/mnifi-current/conf/config.yn
subPat h: confi g. yni
- nanme: ninificonfig
mount Pat h: /opt/minifi/mnifi-current/conf/mnifi-Iog.properties
subPath: mnifi-Iog.properties
vol unes:
- nane: nifi-Ilogs
enptyDir: {}
- configMap:
def aul t Mode: 420
nane: mnifi-log-collection-config
nane: mnificonfig
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Y ou can find an example of sidecar Kubernetes Y AML configuration file here with the previous pod and
configuration map definitions to try. The suggested changes are marked with the TODO keyword.
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