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The API types documented are Kubernetes CustomResourceDefinitions. They follow the standard API-Conventions.
The main objects monitored are the NiFi and NiFiRegistry, which have the standard Spec and Status.

Nifi isthe Schema for the nifis API.
Spec NifiSpec
Desired State of NiFi.

Status NifiStatus
Observed State of NiFi.

NifiSpec defines the desired state of NiFi.
nifivVersion string

NiFi version to create a cluster for. Must have full pattern of Mg or.Minor.Patch. For example:
123,0r211

Replicasint32
Replicas defines the desired quantity of NiFi pods.

Image | mageSpec
Image for the NiFi container .

tinilmage |mageSpec

Tini image for sidecars/ init containers.
ingressAccessType I ngressRoutingSpec

ingressAccessType is deprecated, use uiConnection instead.
Zookeeper NifiZookeeper Spec

ZooK eeper instance specification.
configOverride NifiConfigurationSpec (Optional)

ConfigOverride specifies user provided input overriding default configurations.
persistenceNifiPersistenceSpec (Optional)

Persistence for the NiFi container.
Assets Assets (Optional)

Flow assets that the NiFi processor needsto accessin the form of local file system.
Statefulset StatefulsetSpec (Optional)

Statefulset parameters for the underlying NiFi stateful set.
podDisruptionBudget  NifiPodDisr uptionBudget(Optional)

PodDisruptionBudget parameters for the underlying NiFi pod disruption budget.
Security NifiSecuritySpec (Optional)
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Security specifies the security related configurations (HTTPS, LDAP, Kerberos...)
Resour ces NifiResour ceSpec (Optional)
Resources specifies container limits by containers
S2s S2SSpec (Optional)
S2s specifies the site-to-site related configurations.
Debug JVM DebugSpec (Optional)
Debug specifies the details for VM remote debugging.
stateM anagement StateM anagementSpec (Optional)

StateManagement specifies NiFi state management details. For more information, see State
management in NiF documentation.

sensitivePropsK eySecr etName string (Optional)

SensitivePropsK ey SecretName is the name of the secret which specifies the value for the
nifi.sensitive.props.key in nifi.properties. If a secret with such name pre-exists, then the operator
will useit. When left empty, the operator will create a secret with the name: { cr-name} -sensitive-pr
ops-key and arandomly generated password as avalue for ‘nifi.sensitive.props.key’.

proxyConfig ProxyConfigSpec (Optional)

proxyConfig contains details about a reverse proxy in front of the ingress controller. When set, it is
used in the ingress object to set * X-Proxy(Scheme|Host|Port)’ headers, which are used by NiFi to
construct URIs which work properly with the proxy. For more information, see Proxy Configuration
in NiFi documentation.

inboundConnection InboundConfig

inboundConnection defines the configuration for allowing inbound connection to listening
processorsin aNiFi flow.

hostName string (Optional)

hostName specifies the host name with which NiFi is reachable. The host name is used to configure
the host of the Ingress/Route for uiConnection. When omitted, any arbitrary host header isfeasible,
for example. IP address. The host name should match the ingress certificate in case manual ingress
certificate is set. HostName is required for “host named based virtual access’ mode, but can be
omitted in “fanout” mode (See IngressAccessType property).

additionalAttachments[|Kubernetes core/v1.TypedL ocal ObjectRefer ence (Optional)

Additional Attachments specifies alist of object referencesto be attached to all NiFi pods

for general usage. Objects with Kind “ Secret” and “ ConfigMap” are accepted. The base path

for attached volumes is “/home/nifi/additional /{ configmap|secret} ”, depending on its Kind.
Attachments appear as a directory. Name of the attachment is the same as the name of the
Kubernetes object, only dashes ‘-" are replaced with underscores* . For example, a ConfigMap
with name “my-config” will be mounted to “/home/nifi/additional/configmap/my_config”.

additionalPodL abels map[string]string

Additional PodL abel s specifies key/value pairs that will be assigned to each NiFi pod resource as
additional labels.

additionalPodAnnotations map[string]string

additional PodAnnotations specifies key/value pairs that will be assigned to each NiFi pod resource
as additional annotations.

Suspend bool (Optional)
Suspend reconciliation of this NiFi cluster



https://nifi.apache.org/docs/nifi-docs/html/administration-guide.html#state_management
https://nifi.apache.org/docs/nifi-docs/html/administration-guide.html#state_management
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suspendCluster bool (Optional)

Suspend this NiFi cluster’s operation by scaling replicas to zero without offloading data or deleting
PVCs.

Tolerations []JKubernetes core/v1.Toleration

Tolerations sets the tolerations on each NiF pod.
Connections []Connection

Connections configures Ingresses, Routes, and Services for connecting to NiFi.
uiConnection Connection (Optional)

uiConnection configures the Ingress, Route, or Service used for accessing NiFi’s WebUI.

NifiStatus defines the observed state of NiFi.
replicasint32

replicas defines the current quantity of NiFi pods.
lastCleanedPodOrdinal int32 (Optional)

LastCleanedPodOrdinal isthe pod ordinal of last cleaned NiFi node. Used in downscaling:
PersistentV olumeClaim, PersistentV olume and Certificate will be deleted, if the pod has

aready been deleted. Before the first scaling operation, this attribute is hidden. In normal case,
LastCleanedPodOrdinal = Replicas. During downscaling, L astCleanedPodOrdinal > Replicas, until
al pods are cleaned up.

selector string (Optional)

selector is used by Horizontal Pod Autoscaling to match.
conditions [|Kuber netes meta/v1.Condition

conditions are alist of conditions defined by the operator.
statefulsetUpdateRevision string

stateful setU pdateRevision holds the last observed updateRevision of the underlying stateful Set
resource.

minOffloadOrdinal int32 (Optional)

minOffloadOrdinal is the lower boundary of the pod ordinal whose data needs to be offloaded
during adownscaling.

Generic Image spec used to specify image repository, tag, pull policy, and pull secret for a container.
repository string

Image repository from which to pull.
tag string

Image tag to pull from repository.
pullPalicy string (Optional)

ImagePullPoalicy for thisimage. Defaults to IfNotPresent. Valid values are IfNotPresent, Always,
and Never.




Cloudera Flow Management - Kubernetes Operator NiFi config reference

pullSecret string (Optional)

Name of the secret which contains docker-registry credentials for the repository.

NifiZookeeperSpec defines the ZooK eeper options for NiFi.
host string

host is the comma separated list of hosts of the ZooK eeper nodes, or the name of the headless
service on top of them.

port int
port is the client port number of the ZooK eeper instance(s), the default value is: 2181.
secur e bool (Optional)

secure determines whether two-way TL S should be used when communicating with ZooK eeper.

NifiConfigurationSpec contains user provided values which override the default configuration values that are shipped
with NiFi.
nifiProperties ConfigOperation (Optional)

nifiProperties holds configuration file overrides for the nifi.properties configuration file. If set, this
content will override the default nifi.properties configuration file.

bootstrapConf ConfigOper ation (Optional)

bootstrapConf holds configuration file overrides for the bootstrap.conf configuration file. If set, this
content will override the default bootstrap.conf configuration file.

authorizersstring (Optional)

authorizers holds configuration file overrides for the authorizers.xml configuration file. If set, this
content will override the default authorizers.xml configuration file.

logback L ogbackOverrideSpec (Optional)

logback holds configuration file overrides for logback.xml configuration file. It can either specify
the content of the logback.xml as string, or alist of LogbackSpec.

loginl dentityProviders string (Optional)

loginldentityProviders holds configuration file overrides for the login-identity-providers.xml
configuration file. If set, this content will override the default login-identity-providers.xmil file.

authorizer sRef Kuber netes core/v1.0bjectReference (Optional)

authorizersObj ectReferences holds detail s about a custom configmap or a secret for the
authorizers.xml file.

bootstrapConfRef Kuber netes core/v1.0ObjectReference (Optional)

bootstrapConfRef holds details about a custom configmap or a secret for the bootstrap.conf
configuration file.

nifiPropertiesRef Kubernetes cor e/vl.ObjectReference (Optional)

nifiPropertiesRef holds details about a custom configmap or a secret for the nifi.properties
configuration file.

logbackRef Kubernetes core/v1.0bjectReference (Optional)
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logbackRef holds detail s about a custom configmap or a secret for the logback.xml configuration
file.

loginl dentityProvider sRef Kubernetes core/v1.0ObjectReference (Optional)

loginldentityProvidersRef holds details about a custom configmap or a secret for the login-identity-
providers.xml configuration file.

stateM anagementRef Kuber netes core/v1.0ObjectReference (Optional)

stateM anagementRef holds details about a custom configmap or a secret for the state-
management.xml configuration file.

NifiPersistenceSpec defines the storage specification for NiFi.
storageClass string (Optional)

storageClass is the name of the storage class used in the persistent volume. If set to “-”, then setsthe
storage class name “”, which disables dynamic provisioning. If undefined (the default) or set to null
then no storage class nameis set, choosing the default provisioner (gp2 on AWS, standard on GKE,
AWS, and OpenStack).

size string (Optional)
Size of the persistent volume. The default value is 5Gi
state Per sistenceSpec (Optional)

state describes the storage specification for the ‘ state’ directory, which is used to hold information
about the node' s current state. If provided, it overrides the default storage specification.

data Per sistenceSpec (Optional)

data describes the storage specification for the ‘data’ directory, which is used to hold items such
asthe flow.xml.gz, configuration, state, and so on. If provided, it overrides the default storage
specification.

flowfileRepo Per sistenceSpec (Optional)

flowfileRepo describes the storage specification for the flowfile repository. If provided, it overrides
the default storage specification.

contentRepo M ultiplePer sistenceSpec (Optional)

contentRepo describes the storage specification for the content repository. If provided, it overrides
the default storage specification. This parameter supports multiple repositories as values.

provenanceRepo M ultiplePer sistenceSpec (Optional)

provenanceRepo describes the storage specification for the provenance repository. If provided, it
overrides the default storage specification. This parameter supports multiple repositories as values.

Assets represent a Persistent Volume (PV) shared across all Pods to serve sharable assets. Such a PV must support
ReadWriteMany or ReadWriteMany access mode, such as NFS.
mountPath string

The mount path in a container inside a Pod where you can access shareable assets.
persistentVolumeClaim Kuber netes cor e/vl.L ocalObjectReference
The PersistentV olumeClaim bound to the asset PersistentVolume
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Stateful setSpec contains the parameters for the underlying stateful set.
podM anagementPolicy string (Optional)

Defines the pod management policy of the underlying stateful set. The default value is Parallel.
antiAffinity string (Optional)

Defines the anti-affinity policy for the pods. The default value is Soft.
livenessProbe ProbeSpec (Optional)

livenessProbe is a periodic probe of container liveness. lif the probe fails, the container is restarted.
This parameter cannot be updated.

readinessProbe ProbeSpec (Optional)

readinessProbe is a periodic probe of container service readiness. If the probe fails, the container is
removed from service endpoints. This parameter cannot be updated.

terminationGr acePeriodSeconds int64(Optional)

terminationGracePeriodSeconds is the time allotted for a graceful termination of a pod’ s containers
before a SIGKILL signal is sent.

NifiPodDisruptionBudget contains the parameters for the NiFi Pod Disruption Budget.
maxUnavailable k8s.io/apimachinery/pkg/util/intstr.IntOr String (Optional)

maxUnavailable sets the maximum number of pods from the stateful set that can be unavailable
after an eviction. Y ou can either specify an absolute number or a percentage.

NifiSecuritySpec contains the security configuration for the custom resource.
initial Adminldentity string (Optional)

initial Adminl dentity specifies the initial admin user which has full access.
ingressCertGen | ngressCertSpec (Optional)

ingressCertGen specifies ingress certificate generation related information.
s2sCertGen S2SCertSpec (Optional)

s2sCertGen specifies ingress certificate generation related information.
nodeCertGen NodeCertSpec (Optional)

nodeCertGen specifies node and proxy certificate generation related information.
additional CABundles Additional CACertSpec (Optional)

additional CABundles contains additional CA certificates to be used.
user CertAuth User CertSpec (Optional)

userCertAuth specifies user certificate authentication related configurations.
samlSingleSignOnAuth SamlSingleSignOnAuthSpec (Optional)

saml SingleSignOnA uth specifies SAML -based single sign-on authentication related configurations.
SAML authentication is enabled if SamlAuth is specified.
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Idap L dapSpec (Optional)

Idap specifies the various L DAP authentication related configurations.
kerberos NifiK erber osSpec (Optional)

kerberos specifies configs related to user authentication through Kerberos.
krb5confSecr et Kuber netes cor e/vl.L ocalObjectReference (Optional)

krb5conf Secret specifies the location of a Kerberos configuration file which will be added to the
nifi.propertiesfile. It does not enable Kerberos based authentication, but it can be used to integrate
aNiFi cluster with services using Kerberos. The specified secret hasto have afield with key “krb5
.conf” and the value has to be the base64 encoded contents of the configuration file.

openl DAuth Openl DSpec (Optional)
openl DA uth specifies Openl D authentication related configurations.
customAuthorizer CustomAuthorizer Spec (Optional)

customAuthorizer specifies a custom UserGroupProvider. The authorizer has to be present in the
NiFi image being used, as this property only sets the authorizers.xml file accordingly. If not set, a
default provider is used, which provides users for NiFi nodes and proxy.

NifiK erberosSpec contains configuration for Kerberized environments.
realm string

realm isthe Kerberos realm (for example: EXAMPLE.COM)
kdc string

KDC isthe Key Distribution Center address
spnegoPrincipal string

SPNEGOPrincipal isthe service principal used for SPNEGO access
spnegoK eytabName string

SPNEGOK eytabName is the keytab name for the SPNEGO service principal, for example, http.key
tab.

authExpiration string (Optional)

authExpiration is the duration of how long the user authentication is valid for. Even if the user never
logs out, they will be required to log back in following this duration.

servicePrincipal string
servicePrincipal isthe kerberos service principal.
servicePrincipalK eytabName string
servicePrincipal KeytabName is the keytab location for the service principal’ s keytab.

NifiResourceSpec collects resource requests and limits for nifi, log and site-to-site proxy containers.
nifi Resour cesSpec (Optional)

nifi specifies how much CPU and memory (RAM) each Nifi container needs/ can have.
log Resour cesSpec(Optional)

10
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log specifies how much CPU and memory (RAM) each sidecar log container needs/ can have.
s2s Resour cesSpec(Optional)

s2s specifies how much CPU and memory (RAM) the site-to-site proxy deployment pods need / can
have.

JVMDebugSpec specifies the debug configuration to be applied to the target VM.
suspend bool (Optional)

suspend, if set to true, instructs the target JVM to suspend its boot process until a debug client
connects. Considaer, that delaying a VM start can cause the underlying pod’ s liveness-probe to
kick in, and terminate the pod. To avoid that, for debugging purposes, you could specify: stateful set:
livenessProbe: failureThreshold: to an arbitrary big number.

port int32
port defines the debug port on which the target VM listens.

StateM anagement specifies NiFi state management details.
localProvider StateProvider Spec (Optional)

local Provider specifies the local-provider configurations.
cluster Provider StateProvider Spec (Optional)

clusterProvider specifies the cluster-provider configurations.

ProxyConfigSpec specifies the proxy details which may bein front of the ingress controller.
Values set here are passed as X-Proxy... headersto NiFi, which will generate URIs based on those values.
scheme string (Optional)

scheme defines the scheme of the outermost reverse-proxy which is addressed by the client directly.
Scheme can be either http or https. kubebuilder:validation:Enum=http,https

host string (Optional)

host is the name of the outermost reverse-proxy which is directly addressed by the client directly.
port int (Optional)

port defines the port of the outermost reverse-proxy which is addressed by the client directly.

11
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