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The API types documented are Kubernetes CustomResourceDefinitions. They follow the standard API-Conventions.
The main objects monitored are the NiFi and NiFiRegistry, which have the standard Spec and Status.

NifiRegistry isthe Schemafor the nifiregistries API.

NifiRegistrySpec defines the desired state of NiFi Registry.
nifiversion string

Version of NiFi Registry to create a cluster for. Must have full pattern of Major.Minor.Patch. For
example: 1.2.3,0r 2.1.1

image | mageSpec
Image for the NiFi Registry container.
tinilmage lmageSpec
Tini image for sidecars/ init containers.
per sistence NifiRegistryPer sistenceSpec (Optional)
Configures persistence for NiFi Registry.
statefulset StatefulsetSpec (Optional)
Stateful set parameters for the underlying NiFi stateful set.
configOverride NifiRegistryConfigurationSpec (Optional)
Configuration overrides
resour ces NifiRegistryResour ceSpec (Optional)
Specifies container limits by containers.
security NifiRegistrySecuritySpec (Optional)
security specifies the security related configurations (HTTPS, LDAP, Kerberos...)
debug JVM DebugSpec (Optional)
debug specifies the details for VM remote debugging.
proxyAccessNamespaces [] Pr oxyAccessSpec (Optional)
proxyA ccessNamespaces specifies alist where NiFi Registry will look for NiFi custom resources to
provide ‘ Can proxy user requests access.
proxyConfig ProxyConfigSpec (Optional)

proxyConfig contains details about a reverse proxy in front of the ingress controller. When set, it
isused in the ingress object to set * X-Proxy(Scheme|Host|Port)’ headers, which are used by NiFi

Registry to construct URIs which work properly with the proxy. For more information, see Proxy
Configuration in NiFi System Administrator's Guide.

hostName string (Optional)



https://github.com/kubernetes/community/blob/master/contributors/devel/sig-architecture/api-conventions.md
https://nifi.apache.org/docs/nifi-docs/html/administration-guide.html#proxy_configuration
https://nifi.apache.org/docs/nifi-docs/html/administration-guide.html#proxy_configuration
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hostName specifies the host name with which NiFi Registry is reachable. The host name appears
in the “spec.ruleq]].host” field of ingress configuration. When omitted, any arbitrary host header is
feasible, for example I P address. The host name has to match the ingress certificate in case manual
ingress certificate is set. hostName is required for “host named based virtual access’ mode, but can
be omitted in “fanout” mode (see IngressAccessType property).

uiConnection Connection (Optional)

uiConnection configures the Ingress, Route, or Service used for accessing NiFi Registry’s WebUI.

NifiRegistryConfigurationSpec contains user provided values which override the default configuration values that are
shipped with NifiRegistry.
nifiRegistryProperties ConfigOperation (Optional)

nifiRegistryProperties holds configuration file overrides for the nifi-registry.properties configuration
file

bootstrapConf ConfigOper ation (Optional)
bootstrapConf holds configuration file overrides for the bootstrap.conf configuration file.
authorizersstring(Optional)

authorizers holds configuration file overrides for the authorizers.xml configuration file. If set, this
content overrides the entire, default authorizers.xml file.

logger s []L ogger Spec

Loggersisalist of LoggerSpec, which can define logger name, verbosity levels and additivity. Each
rendered L oggerSpec will have appender-ref: APP_FILE.

IE Note: Only one of the fields of L ogbackOverrideSpec can be specified.

authorizer sRef Kubernetes core/v1.0bjectReference (Optional)

uthorizersObj ectReferences holds details about a custom configmap or a secret for the
authorizers.xml file.

bootstrapConfRef K uber netes core/v1.0ObjectReference (Optional)

bootstrapConfRef holds details about a custom configmap or a secret for the bootstrap.conf file.
nifiPropertiesRef Kubernetes core/vl.ObjectReference (Optional)

NifiPropertiesRef holds details about a custom configmap or a secret for the nifi.propertiesfile.
logback Ref Kubernetes core/v1.0bjectReference (Optional)

logbackRef holds details about a custom configmap or a secret for the logback.xml file.
identityProvider sRef Kuber netes core/v1.0ObjectReference (Optional)

loginldentityProvidersRef holds details about a custom configmap or a secret for the login-identity-
providers.xml file.

logback L ogbackOverrideSpec (Optional)

logback override for the logback.xml file. It can either specify the content of the logback.xml as a
string, or asalist of LogbackSpec.

identityProvidersstring (Optional)

identityProviders holds configuration file overrides for the identity-providers.xml file. If set, this
content overrides the default identity-providers.xml file.

5



Cloudera Flow Management Operator for Kubernetes NiFi Registry config reference

providersstring (Optional)

providers holds configuration file overrides for the providers.xml file. If set, this content overrides
the default providers.xml file.

NifiRegistryPersistenceSpec defines the storage specification for NiFi Registry.
Per sistenceSpec Per sistenceSpecPer sistenceSpec Per sistenceSpec

PersistenceSpec defines the persistence specification.
flowStor age Per sistenceSpec (Optional)

flowStorage describes the storage specification for the ‘flow_storage’ directory. If provided, it
overrides the default storage specification.

data Per sistenceSpec (Optional)

data describes the storage specification for the data directory, where state resides, for example, the
database directory. If provided, it overrides the default storage specification.

extensionBundles Per sistenceSpec (Optional)

xtensionBundles describes the storage specification for the extension_bundles directory. If
provided, it overrides the default storage specification.

PersistenceSpec defines the persistence specification.
storageClass string (Optional)

storageClass is the name of the storage class used in the persistent volume. If set to “-”, then it sets
the storage class name “”, which disables dynamic provisioning, if undefined (the default) or set to
null, no storage class nameis set, choosing the default provisioner (gp2 on AWS, standard on GKE,
AWS, and OpenStack).

size string(Optional)

Size of the persistent volume. The default is 5Gi.

NifiRegistryResourceSpec collects resource requests and limits for nifiregistry and log.
nifiRegistry Resour cesSpec (Optional)

nifiRegistry specifies how much CPU and memory (RAM) each NiFi Registry container needs/ can
have.

log Resour cesSpec (Optional)

log specifies how much CPU and memory (RAM) each sidecar |og container needs/ can have.

NifiRegistrySecuritySpec contains the security configuration for the custom resource.
SecuritySpec SecuritySpec

Members of SecuritySpec are embedded into this type.
kerberos K erberosSpec (Optional)
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Kerberos specifies configs related to user authentication through Kerberos.

MultiplePersistenceSpec is a special persistence specification that supports multiple instances of the same.
storageClass string (Optional)

storageClass is the name of the storage class used in the persistent volume. If set to “-”, then sets the
storage class name “”, which disables dynamic provisioning, if undefined (the default) or set to null
then no storage class name is set, selecting the default provisioner (gp2 on AWS, standard on GKE,
AWS, and OpenStack).

size string (Optional)
Size of the persistent volume. The default is 5Gi.
count int
Count of the PersistentV olumeClaims (PVCs). The default is 1.

PersistenceSpec defines the persistence specification
storageClass string (Optional)

storageClass is the name of the storage class used in the persistent volume. If set to “-”, then setsthe
storage class name “”, which disables dynamic provisioning, if undefined (the default) or set to null
then no storage class name is set, selecting the default provisioner (gp2 on AWS, standard on GKE,
AWS, and OpenStack).

size string (Optional)

The size of the persistent volume. The default is 5Gi.

Security Spec contains the security configuration for the custom resource.
initial Adminldentity string (Optional)

initial Adminl dentity specifies the initial admin user which has full access.
ingressCertGen | ngressCertSpec (Optional)

ingressCertGen specifies ingress certificate generation related information.
s2sCertGen S2SCertSpec (Optional)

s2sCertGen specifies ingress certificate generation related information.
nodeCertGen NodeCertSpec (Optional)

nodeCertGen specifies node and proxy certificate generation related information.
additional CABundles Additional CACertSpec (Optional)

dditional CABundles contains additional CA certificates to be used.
samlSingleSignOnAuth SamlSingleSignOnAuthSpec (Optional)

samlAuth specifies SAML-based single sign-on authentication related configurations. SAML
authentication is enabled if SamlAuth is specified.

Idap L dapSpec (Optional)
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Idap specifies the various |dap authentication related configurations.

Saml Auth specifies SAML-based single sign-on authentication related configurations.
entityl D string

entitylD isthe entity id of the service provider (that is, NiFi). Thisvalueis used as the I ssuer for
SAML authentication requests and has to be avalid URI. In some cases the service provider entity
id must be registered ahead of time with the identity provider.

idpM etadataSecr etName string

idpM etadataSecretName is the name of a secret which contains the identity provider’s metadatain
SAML format. The SAML metadata should be under the sso-idp-metadata.xml key.

identityAttributeName string (Optional)

identityAttributeName is the name of a SAML assertion attribute containing the user’ sidentity. This
property is optional and if either not specified or if the attribute is not found, then the Namel D of
the Subject is used.

groupAttributeName string (Optional)

groupAttributeName is the name of a SAML assertion attribute containing group names the
user belongs to. This property isoptional, but if populated the groups are passed along to the
authorization process.

singleL ogoutEnabled bool (Optional)

singleL ogoutEnabled enables SAML Singlel ogout which causes alogout from NiFi to logout of the
identity provider. By default, alogout of NiFi only removes the NiFi JSON Web Token (JWT).
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