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Cloudera Flow Management Enabling TLS

When you configure authentication and authorization for your flow management cluster, CFM sends sensitive
information over the network to cluster hosts, such as Kerberos keytabs and configuration files that contain
passwords. To secure this transfer, you must configure Transport Layer Security (TLS) encryption.

TLSisanindustry standard set of cryptographic protocols for securing communications over a network.

Configuring TLS involves creating a private key and a public key for use by server and client processes to negotiate
an encrypted connection at runtime. In addition, TLS can use certificates to verify the trustworthiness of keys
presented during the negotiation to prevent spoofing and mitigate other potential security issues.

1. Ensurethat the NiFi Toolkit CA Service radio button is selected.
2. Inthe Enable TLS/SSL for NiFi Node field, check the NiFi Node Default Group box.

3. Inthelnitial Admin Identity field, specify the information you will use to identify the initial admin user. For
example, client certificate domain, Kerberos user, or LDAP user.

4. Inthe NiFi CA Force Regenerate field, check the NiFi Node Default Group box.
5. Review and update the location of the keystores and truststores, as needed.

Show All Descriptions

SSL Key Password NiFi Node Default Group +
nifi.security. keyPasswd

SSL Keystore Path NiFi Node Default Group
nifi.security.keystore
${nifi.working.directory}/cert/keystore. jks

SSL Keystore Password NiFi Node Default Group
nifi.security keystorePasswd
SSL Keystore Type NiFi Node Default Group
nifi security keystoreType
jks
SSL Truststore Path NiFi Node Default Group

nifi.security.truststore
${nifi.working.directory}/cert/truststore jks

SSL Truststore Password NiFi Node Default Group

nifi.security.truststorePasswd

SSL Truststore Type NiFi Node Default Group
nifi.security truststoreType

jks

6. Confirm that NiFi is allowed to auto-generate node identities. Set the prefix and suffix to values used in NiFi
CA. (NOTE, ensure suffix that starts with comma has a space. Known issue exist for NiFi CA where spaceisn’t
allowed after comma). Also ensure that it is aligned with a defined user group provider (by default thisisthe
default file-user-group-provider)

e You must ensure that any suffix starting with acommaincludes atrailing space.
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Verify that the suffix is aligned with a defined user group provider. By default, file-user-group-provideris

specified.

Authorizers: Allow NiFi to
generate Node and User
Identities?
nifi.autogen.node.identities

Authorizers: User Group
Provider to Auto-generate
Node User Identities
nifi.autogen.node identities.user

group-provider.id

Authorizers: Access Policy
Provider to Auto-generate

Authorizers: Prefix for
Distinguished Name (DN) to
use for Node Identities

nifi.autogen node identities.dn.pr

efix

Authorizers: Suffix for
Distinguished Name (DN) to
use for Node Identities
nifi.autogen.node.identities.dn.s
uffix

@ NiFi Node Default Group

NiFi Node Default Group

file-user-group-provider

NiFi Node Default Group

file-access-policy-provider

NiFi Node Default Group
CN=

NiFi Node Default Group

, OU=NIFI

AE A Dar

Show All Descriptions

Dann :

» If you areusing Client Certificates for authentication and user authorization, restart the service and log in with the
Initial Admin Certificate.

« |If you are integrating with Kerberos or LDAP, continue with further configuration defined below.

Get Client Certificates for Authentication

1. Ensurethat the NiFi Toolkit CA Service radio button is selected.
2. Inthe Enable TLS/SSL for NiFi Registry field, check the NiFi Registry Default Group box.

3. Inthelnitial Admin Identity field, specify the information you will use to identify the initial admin user. For
example, client certificate domain, Kerberos user, or LDAP user.

4. Inthe NiF Registry CA Force Regenerate field, check the NiFi Node Default Group box.
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5. Review and update the location of the keystores and truststores, as needed.
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SSL Key Password
nifi.registry.security keyPasswd

SSL Keystore Path
nifi.registry.security keystore

SSL Keystore Password

nifi.registry.security keystorePas
swd

SSL Keystore Type
nifi.registry.security keystoreTyp
e

SSL Truststore Path
nifi.registry.security.truststore

SSL Truststore Password

nifi.registry.security.truststorePa
sswd

NiFi Registry Default Group *

llllll

NiFi Registry Default Group

S{nifi.registry.working.directory

NiFi Registry Default Group *

llllll

NiFi Registry Default Group

jks

NiFi Registry Default Group

S{nifi.registry.working.directory

NiFi Registry Default Group *

iiiiii

SSL Truststore Type

NiFi Reqgistry Default Group
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If you are using Client Certificates for authentication and user authorization, restart the service and log in with the
Initial Admin Certificate.

If you are integrating with Kerberos or LDAP, continue with further configuration defined below.

Get Client Certificates for Authentication

You can use an external CA or external self-signed certificatesto enable TLS for NiFi and NiFi Registry. Before you
do so, review the certificate requirements and recommendations.

If you use your own enterprise-generated certificates, you would need to manually configure TLS.

Before you manually configure TLS, ensure that the certificate that you use meets the following requirements.

Verify the following minimum requirements:

The KeyStore must contain only one PrivateKeyEntry. Using multiple private keysin one KeyStoreis not
supported.

The KeyStore password and key/certificate password must be the same or no password should be set on the
certificate.

The unique KeyStores used on each NiFi cluster node must use the same KeyStore password and key/certificate
password. Ambari and Cloudera Manager do not support defining unique passwords per NiFi host.

The X509v3 ExtendedK eyUsages section of the certificate must have the following attributes:

¢ clientAuth - Thisattributeis for TLS web client authentication.

e serverAuth - This attribute is for TLS web server authentication.

The signature algorithm used for the certificate must be sha256WithRSAEncryption (SHA-256).
The certificates must not use wildcards. Each cluster node must have its own certificate.

Subject Alternate Names (SANS) are mandatory and should at |east include the FQDN of the host.
Additional names for the certificate/host can be added to the certificate as SANS.

* Addthe FQDN used for the CN asa DNS SAN entry.

» If you are planning to use aload balancer for the NiFi service, include the FQDN for the load balancer asa
DNS SAN entry.

The X509v3 KeyUsage section of the certificate must include the following attributes:
« DigitalSignature
» Key_Encipherment

Cloudera recommends the following security protocols:

Use certificates that are signed by a CA. Do not issue self-signed certificates.
Generate a unique certificate per host.

Enable TLS with External Certificates
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Y ou can use an external CA or external self-signed certificates by updating some of the configuration valuesin
Cloudera Manager.

Review the TLS certificate requirements and recommendations to ensure that your certificates meet CFM's certificate
requirements.

1. Inthe NiFi Toolkit CA Servicefield, deselect the Toolkit CA Service by setting the radio button to None.
2. Inthe Enable TLS/SSL field, enable TLS by clicking the NiFi Node Default Group box.
3. Update keystore and truststore information for provided certificates.

Show All Descriptions
SSL Key Password NiFi Node Default Group +

nifi.security. keyPasswd

SSL Keystore Path NiFi Node Default Group
nifi.security.keystore
${nifi.working.directory}/cert/keystore. jks

SSL Keystore Password NiFi Node Default Group
nifi.security keystorePasswd
SSL Keystore Type NiFi Node Default Group
nifi security keystoreType
jks
SSL Truststore Path NiFi Node Default Group

nifi.security.truststore
${nifi.working.directory}/cert/truststore jks

SSL Truststore Password NiFi Node Default Group

nifi.security truststorePasswd

SSL Truststore Type NiFi Node Default Group
nifi.security.truststoreType

jks

4. Review Auto-generate Node I dentities settings to ensure prefix and suffix match those in certificates.

For auto-generate to work successfully externally created certificates should identify, within the common name,
the fully qualified hostname for each agent running a nifi node e.g. CN=hostname.local, OU=NIFI.

Authorizers: Prefix for NiFi Node Default Group
Distinguished Name (DN) to

use for Node Identities CN=
nifi.autogen.node.identities.dn. pr
efix
Authorizers: Suffix for NiFi Node Default Group
Distinguished Name (DN) to

, OU=NIFI

use for Node Identities
nifi.autogen.node.identities.dn.s
uffix

TLS certificate requirements and recommendations

If you cannot use the auto-generate feature for Node I dentities, given the structure for the DN in the certificates for
nodes, you can use the authorizers.xml safety valve to identify node nodes by DN.
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Using the authorizers.xml safety valve, enter xml properties for Node and User identities to identify nodes by DN.
Both Node and User Identities should be defined starting at number 2. The below example shows configuration
properties for 2 nodes using the default File User Group and default File Access Policy Provider:

Name: xml . authorizers. user G oupProvider.file-user-group-provider.property.In
itial User ldentity 2
Val ue: CN=nyserver- 1.1 ocal host, Ok=MORG

Nanme: xml . authorizers. accessPolicyProvider.file-access-policy-provider.prope
rty. Node ldentity 2
Val ue: CN=nyserver-1.|ocal host, OU&=MYORG

Nane: xm . authorizers. user G oupProvi der.file-user-group-provider. property.
Initial User Identity 3
Val ue: CN=nyserver-2.| ocal host, OU=MYORG

Name: xml . authorizers. accessPolicyProvider.file-access-policy-provider.pro
perty. Node Identity 3
Val ue: CN=nyserver-2. | ocal host, Ok=MORG

10
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NiFi Node Advanced
Configuration Snippet
(Safety Valve) for
staging/authorizers.xml

NiFi Node Default Group O

Name

Value

Description

Name

Value

Description

Name

Value

Description

xml.authorizers.u

CN=myserver-1.lc

Description

J Final

xml.authorizers.;

CN=myserver-1.lc

Description

] Final

xml.authorizers.

CN=myserver-2.lc

Description

F s

11
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TLS/SSL must be enabled before NiFi can support any form of user authentication.

After you install NiFi CA, you can use the NiFi Toolkit to generate a client certificate for users you wish to
authenticate. Y ou can do thiswith NiFi Toolkit binaries running locally or located on agent machines where CFM is
installed.

Example of creating a client certificate using the NiFi Toolkit in CFM parcel:

#ensure java honme is set before execution
<par cel _home_dir>/ CFM TOOLKI T/ bin/tls-tool kit.sh client -c <nifi-ca-host-f
dgn>l -t

<ni fi-ca-token> -p <nifi-ca-port -D <user-dn> -T PKCS12

Once pkesl2 keystoreis created, use the password information from the config.json to import the keystore.pkcsl2 file
into browser.

When you are logging into a secured NiFi or NiFi Registry instance, services search first for any client certificate
imported in the browser for authentication. If the client certificate exists and the certificate DN/l dentity represents a
user that is authorized to access the Ul or Flow (as an initial admin or manually configured in NiFi/NiFi Registry),
they are successfully log in. Otherwise, if alogin-identity provider is configured for Kerberos/LDAP, alogin screen

displays.

Enable TLSfor NiFi
Enable TLS for NiFi Registry

Both NiFi and NiFi Registry support authentication supported by Kerberos/Spnego.

Enable TLS/SSL.

Perform these steps in both the NiFi and NiFi Registry configuration fields.

In the Enable Kerberos Authentication field, click the box for the CFM service.

In the Identity Providers: Default Kerberos Identity Property - Default Realm field, enter the KDC realm.
If thisisyour initial security setup, you can set the Initial Admin Identity to a Kerberos user.

Restart each of the CFM services.

A w DN PR

For Kerberos, the default Kerberos provider is used. Y ou may keep nifi.security.user.login.identity.provider value
blank or set it to kerberos-provider. Cloudera Manager sets this value to kerberos-provider by default.

When the login screen displays, you may confirm your login with a KDC user.

12
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Related Information
Cloudera Manager Security Documentation
Kerberos Authentication

Configure LDAP Authentication

Before you configure LDAP authentication, you must enable TLS/SSL.

Related Information
Lightweight Directory Access Protocol (LDAP)

LDAP Login Identity Provider Configuration

Cloudera Manager has default LDAP login identity provider properties available for configuration. Y ou can use the
following to set up the Default LDAP login provider for CFM services.

Table 1: NiFi configuration properties from the nifi.properties.xml file

Property Name Description Default Vaue

nifi.security.user.login.identity.provider Indicates the type of login identity provider.

Enter: Idap-provider

Table 2: NiFi configuration properties from the login-identity-providers.xml file

Property Name Description Possible Values
xml.loginldentityProviders.provider.|dap- Default LDAP Provider Class org.apache.nifi.ldap.LdapProvider
provider.class

xml.loginldentityProviders.provider.|dap- Strategy to identify users. USE_DN (default), USE_USERNAME

provider.property.dentity Strategy The default functionality if this property

ismissing isUSE_DN in order to retain
backward compatibility.

USE_DN usesthe full DN of the user entry if

possible.

USE_USERNAME uses the username the user

logged in with.
xml.loginldentityProviders.provider.|dap- How the connection to the LDAP server is ANONYMOUS, SIMPLE, LDAPS,
provider.property.Authentication Strategy authenticated. START_TLS (default)
xml.loginldentityProviders.provider.ldap- The DN of the manager that is used to bind to
provider.property.Manager DN the LDAP server to search for users.
xml.loginldentityProviders.provider.|dap- The password of the manager that is used to
provider.property.Manager Password bind to the LDAP server to search for users.
xml.loginldentityProviders.provider.ldap- Path to the Keystore that is used when
provider.property. TLS - Keystore connecting to LDAP using LDAPS or

START_TLS.
xml.loginldentityProviders.provider.ldap- Password for the Keystore that is used
provider.property.TLS - Keystore Password when connecting to LDAP using LDAPS or

START_TLS.
xml.loginldentityProviders.provider.|dap- Type of the Keystore that is used when Examples: KS, PKCS12
provider.property. TLS - Keystore Type connecting to LDAP using LDAPS or

START_TLS.
xml.loginldentityProviders.provider.|dap- Path to the Truststore that is used when
provider.property. TLS - Truststore connecting to LDAP using LDAPS or

START_TLS.

13
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xml.loginldentityProviders.provider.|dap-
provider.property. TLS - Truststore Password

xml.loginldentityProviders.provider.ldap-
provider.property. TLS - Truststore Type

xml.loginldentityProviders.provider.ldap-
provider.property.TLS - Client Auth

xml.loginldentityProviders.provider.ldap-
provider.property. TLS - Protocol

xml.loginldentityProviders.provider.|dap-
provider.property.TLS - Shutdown Gracefully

xml.loginldentityProviders.provider.ldap-
provider.property.Referral Strategy

xml.loginldentityProviders.provider.|dap-
provider.property.Connect Timeout

xml.loginldentityProviders.provider.ldap-
provider.property.Read Timeout

xml.loginldentityProviders.provider.ldap-
provider.property.Url

xml.loginldentityProviders.provider.ldap-
provider.property.User Search Base

xml.loginldentityProviders.provider.|dap-
provider.property.User Search Filter

xml.loginldentityProviders.provider.ldap-
provider.property.Authentication Expiration

Password for the Truststore that is used
when connecting to LDAP using LDAPS or
START_TLS.

Type of the Truststore that is used when
connecting to LDAP using LDAPS or
START_TLS.

Client authentication policy when connecting
to LDAPusing LDAPS or START_TLS.

Protocol to use when connecting to LDAP
using LDAPS or START_TLS.

Specifies whether the TL S should be shut
down gracefully before the target context is
closed.

Strategy for handling referrals.

Duration of connect timeout.

Duration of read timeout.

Space-separated list of URLs of the LDAP
servers (Idap://<hostname>:<port>)

Base DN for searching for users.

Filter for searching for users against the User
Search Base.

The duration of how long the user
authentication isvalid for. If the user never
logs out, they will be required to log back in
following this duration.

Examples: KS, PKCS12

REQUIRED, WANT, NONE

Examples: TLS, TLSv1.1, TLSv1.2

TRUE, FALSE (default)

FOLLOW (default), IGNORE, THROW

Example: 10 secs (default)

Example: 10 secs (default)

Example: Idap://localhost:389

Example: CN=Users,DC=example,DC=com

Example: SAMAccountName={ 0} The user

specified nameisinserted into '{0}".

Example: 12 hours (default)

Y ou can add any propertiesthat are not available by default in Cloudera Manager to the |ogin-identity-providers.xml
file using the NiFi Node Advanced Configuration Snippet (Safety Valve) for staging/login-identity-providers.xml.

Property Name

nifi.registry.security.identity.provider

Property Name

xml.identityProviders.provider.ldap-
provider.class

xml.identityProviders.provider.ldap-
provider.property.ldentity Strategy

Description

Indicates the type of login identity provider.
Enter: |dap-provider

Description

Default LDAP Provider Class

Strategy to identify users.

The default functiondlity if this property
ismissing isUSE_DN in order to retain
backward compatibility.

USE_DN usesthefull DN of the user entry if
possible.

USE_USERNAME uses the username the user
logged in with.

Default Value

Possible values

org.apache.nifi.registry.security.ldap.L dapl dentity Provider

USE_DN (default), USE_USERNAME

14
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xml.identityProviders.provider.ldap-
provider.property.Authentication Strategy

xml.identityProviders.provider.|dap-
provider.property.Manager DN

xml.identityProviders.provider.ldap-
provider.property.Manager Password

xml.identityProviders.provider.ldap-
provider.property.Connect Timeout

xml.identityProviders.provider.|dap-
provider.property.Read Timeout

xml.identityProviders.provider.|dap-
provider.property.Url

xml.identityProviders.provider.ldap-
provider.property.User Search Base

xml.identityProviders.provider.|dap-
provider.property.User Search Filter

xml.identityProviders.provider.|dap-
provider.property.Authentication Expiration

xml.identityProviders.provider.ldap-
provider.property.Referral Strategy

How the connection to the LDAP server is
authenticated.

The DN of the manager that is used to bind to
the LDAP server to search for users.

The password of the manager that is used to
bind to the LDAP server to search for users.

Duration of connect timeout.

Duration of read timeout.

Space-separated list of URLs of the LDAP
servers (Idap://<hostname>:<port>)

Base DN for searching for users.

Filter for searching for users against the User
Search Base.

The duration of how long the user
authentication isvalid for. If the user never
logs out, they will be required to log back in
following this duration.

Strategy for handling referrals.

ANONYMOUS, SIMPLE, LDAPS,
START_TLS (default)

Example: 10 secs (default)

Example: 10 secs (default)

Example: Idap://localhost:389

Example: CN=Users,DC=example,DC=com

Example: SAMAccountName={ 0} The user
specified nameisinserted into ‘{0}".

Example: 12 hours (default)

FOLLOW (default), IGNORE, THROW

Y ou can add any properties that are not available by default in Cloudera Manager to the identity-providers.xml file
using the NiFi Registry Advanced Configuration Snippet (Safety Valve) for staging/identity-providers.xml.

You can alow LDAP User Sync for NiFi by using Cloudera Manager safety valves for authorizers.xml to extend the

configuration.

The user group provider, once defined, can be used to replace the default user group property for file access

providers.

K

field, enter; (& amp;(objectclass=user)(sAMAccountName=\{ 0} ))

Property Name

xml.authorizers.userGroupProvider.ldap-user-
group-provider.class

xml.authorizers.userGroupProvider.ldap-
user-group-provider.property.Authentication
Strategy

xml.authorizers.userGroupProvider.ldap-user-
group-provider.property.Manager DN

xml.authorizers.userGroupProvider.ldap-user-
group-provider.property.Manager Password

xml.authorizers.userGroupProvider.|dap-user-
group-provider.property.Referral Strategy

xml.authorizers.userGroupProvider.|dap-user-
group-provider.property.Connect Timeout

Description

The fully qualified Java NiFi class name used
by the LDAP User Group Provider.

Only one alowable value is supported.

How the connection to the LDAP server is
authenticated.

The DN of the manager that is used to bind to
the LDAP server to search for users.

The password of the manager that is used to
bind to the LDAP server to search for users.

Strategy for handling referrals.

Duration of connect timeout.

Note: If you want to use the ampersand character & in avalue, you must use the escaped form: &amp;

For example, if you want to enter (& (objectclass=user)(sAMAccountName={ 0})) in the User Search Filter

Allowable Values

org.apache.nifi.ldap.tenants.L dapUserGroupProvider

ANONYMOUS, SIMPLE, LDAPS, or STAR
T TLS.

FOLLOW, IGNORE, or THROW

10 secs

15
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xml.authorizers.userGroupProvider.|dap-user-
group-provider.property.Read Timeout

xml.authorizers.userGroupProvider.|dap-user-
group-provider.property.Url

xml.authorizers.userGroupProvider.ldap-user-
group-provider.property.Page Size

xml.authorizers.userGroupProvider.ldap-user-
group-provider.property.Sync Interval

xml.authorizers.userGroupProvider.|dap-user-
group-provider.property.Group Membership -
Enforce Case Sensitivity

xml.authorizers.userGroupProvider.ldap-user-
group-provider.property.User Search Base

xml.authorizers.userGroupProvider.ldap-user-
group-provider.property.User Object Class

xml.authorizers.userGroupProvider.|dap-user-
group-provider.property.User Search Scope

xml.authorizers.userGroupProvider.ldap-user-
group-provider.property.User Search Filter

xml.authorizers.userGroupProvider.ldap-
user-group-provider.property.User |dentity
Attribute

xml.authorizers.userGroupProvider.|dap-user-
group-provider.property.User Group Name
Attribute

Duration of read timeout.

Space-separated list of URLs of the LDAP
servers.

Format: 1dap://<hostname>:<port>
Example:

Idap://local host:389

Sets the page size when retrieving users

and groups. If not specified, no paging is
performed.

Duration of time between syncing users and
groups.

Sets whether group membership decisions
are case sensitive. When auser or group is
inferred (by not specifying a user or group
search base or user identity attribute or group
name attribute) case sensitivity is enforced
since the value to use for the user identity or
group name would be ambiguous.

Defaults to false.

Base DN for searching for users. ou=users,o=n
ifi

Required to search users.

Object class for identifying users.

Required if searching for users.

Search scope for searching users.

Required if searching for users.

Filter for searching for users against the User
Search Base.

Example: (memberof=cn=team1,ou=groups
,0=nifi)

Optional.

Attribute to extract user identity.
Example: cn

Optional. If not set, the entire DN is used.

Attribute to define group membership.
Example: memberof
Optional.

If this property is not set, the group
membership will not be calculated through the
users. If this property is set, the value will rely
on group membership being defined through
Group Member Attribute. The value of this
property isthe name of the attribute in the user
LDAP entry that associates them with a group.
The value of that user attribute could be a

DN or group name for instance. The expected
valueis configured in the User Group Name
Attribute - Referenced Group Attribute.

10 secs

30 mins

Minimum allowable valueis 10 secs.

true or false

Example: Person, PosixAccount

ONE_LEVEL, OBJECT, or SUBTREE
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xml.authorizers.userGroupProvider.|dap-user-
group-provider.property.User Group Name
Attribute - Referenced Group Attribute

xml.authorizers.userGroupProvider.ldap-user-
group-provider.property.Group Search Base

xml.authorizers.userGroupProvider.ldap-user-
group-provider.property.Group Object Class

xml.authorizers.userGroupProvider.|dap-user-
group-provider.property.Group Search Scope

xml.authorizers.userGroupProvider.ldap-user-
group-provider.property.Group Search Filter

xml.authorizers.userGroupProvider.ldap-
user-group-provider.property.Group Name
Attribute

xml.authorizers.userGroupProvider.ldap-
user-group-provider.property.Group Member
Attribute

xml.authorizers.userGroupProvider.ldap-
user-group-provider.property.Group Member
Attribute - Referenced User Attribute

If this attribute is not specified, the value of
the attribute defined in User  Group Name
Attribute is expected to be the full DN of

the group. If this attribute is not specified,
this property defines the group LDAP entry
attribute that the value of the attribute defined
in User Group Name Attribute is referencing
(that is, name).

To use this property ensure that the Group Se
arch Base is configured.

Base DN for searching for groups (i.e. ou=g
roups,o=nifi).

Required to search groups.

Object class for identifying groups (i.e. grou
pOfNames).

Required if searching groups.

Search scope for searching groups.

Required if searching groups.

Filter for searching for groups against the
Group Search Base.

Optional.

Attribute to extract group name (i.e. cn).
Optional. If not set, the entire DN is used.

Attribute used to define group membership
(i.e. member).

Optional.

If this property is not set, group membership
will not be calculated through the groups.If
the property is set, the group membership is
defined through User Group Name  Attribu
te. The value of this property isthe name of
the attribute in the group LDAP entry that
associates them with auser. The value of that
group attribute could be a DN or memberUid,
for instance. The expected value is configured
in the Group Member Attribute - Referenced
User Attribute. (i.e. member: cn=User 1,ou
=users,o=nifi vs. memberUid: userl)

The value of the attribute defined in Group Me

mber Attribute is expected to be the full DN

of the user. If not specified, this property will

define the attribute of the user LDAP entry

that the value of the attribute defined in Group
Member Attribute is referencing (i.e. uid).

Use of this property requires that User Search
Baseis also configured. (i.e. member: cn=U
ser 1,ou=users,0=nifi vs. memberUid: userl)

ONE_LEVEL, OBJECT, or SUBTREE

If you need to combine multiple user/group provider mechanismsinto a composite provider, you can do so using
Cloudera Manager safety valves for authorizers.xml.

This example shows how File based users/group provider can be paired with an LDAP user group provider using a
CompositeConfigurableUserGroupProvider.

Property Name

Description

Property Value (Default)
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xml.authorizers.userGroupProvider.composite- org.apache.nifi.authorization.CompositeConfigurableUserGroupF
user-group-provider.class

xml.authorizers.userGroupProvider.composite- | A configurable user group provider.
user-group-provider.property.Configurable
User Group Provider

xml.authorizers.userGroupProvider.composite- | Theidentifier of user group providersto load

user-group-provider.property.User Group from. The name of each property must be

Provider 1 unique, for example: "User Group Provider
A", "User Group Provider B", "User Group
Provider C" or "User Group Provider 1", "User
Group Provider 2", "User Group Provider 3"
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Name xml.authorizers.userGroupProvider.compaosite-L
Value org.apache.nifi.authorization.CompositeConfigt
Description Descril
Final

Name xml.authorizers.userGroupProvider.composite-L
Value file-user-group-provider
Description

_ Final
Name xml.authorizers.userGroupProvider.composite-u
Value Idap-user-group-provider
Description

_J Final

Security Configuration Templates

The following security configuration example templates are available for your ease of use.
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<l--

DO NOT | NCLUDE COMMVENTS WHEN COPYI NG TO CM XML EDI TOR. Modi fy as needed
s>
<I--

This section of properties defines an LDAP User G oup Provider to sup
port

Ni Fi User sync from LDAP. This user group provider can be used directly

in the

Default File Access Policy Property - User Group Provider (setting to th
e | dap-user-group-provider identity)
or as a part of a Conposite Configurable User G oup (which properties c
an be added optionally
as defined bel ow)
-->
<property>
<name>xnl . aut hori zers. user G oupProvi der. | dap- user - gr oup- provi der. property. TL
S - Keyst or e</ nane>
<val ue></val ue>
</ property>
<property>
<name>xnl . aut hori zers. user G- oupPr ovi der . | dap- user - group- provi der. property
. TLS - Keystore Passwor d</nanme>
<val ue></val ue>
</ property>
<property>
<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. property
. TLS - Keystore Type</name>
<val ue></val ue>
</ property>
<property>
<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - group- provi der. property
. TLS - Trust st or e</ name>
<val ue></val ue>
</ property>
<property>
<nanme>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. property. TL
S - Truststore Password</nane>
<val ue></val ue>
</ property>
<property>
<name>xnl . aut hori zers. user G oupProvi der. | dap- user - gr oup- provi der. property.
TLS - Truststore Type</name>
<val ue></val ue>
</ property>
<property>
<name>xnl . aut hori zers. user G oupProvi der. | dap- user - gr oup- provi der. property. TL
S - dient Auth</name>
<val ue></val ue>
</ property>
<property>
<nanme>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. property.
TLS - Protocol </ name>
<val ue></val ue>
</ property>
<property>
<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. property. T
LS - Shutdown Graceful |l y</name>
<val ue></val ue>
</ property>
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<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- pr ovi der. cl ass</
name>

<val ue>or g. apache. ni fi .|l dap.tenants. LdapUser Gr oupPr ovi der </ val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der. | dap- user - gr oup- provi der . prope
rty. Aut hentication Strategy</nane>

<val ue>S| MPLE</ val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. propert
y. Manager DN</ name>

<val ue></val ue>
</ property>
<property>

<nanme>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- pr ovi der . prop
erty. Manager Passwor d</nane>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- pr ovi der. propert
y. Referral Strategy</nane>

<val ue>FOLLOW/ val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G- oupPr ovi der . | dap- user - group- provi der. propert
y. Connect Ti meout </ nane>

<val ue>10 secs</val ue>
</ property>
<property>

<nanme>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. prop
erty. Read Ti neout </ nanme>

<val ue>10 secs</val ue>
</ property>
<property>

<nanme>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. prop
erty. Url </ name>

<val ue>l dap: / /| ocal host : 389</ val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- pr ovi der . prop
erty. Page Size</nane>

<val ue></val ue>
</ property>
<property>

<nanme>xnl . aut hori zers. user G oupPr ovi der. | dap- user - gr oup- pr ovi der . proper
ty. Sync I nterval </ name>

<val ue>30 m ns</val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupProvi der. | dap- user - gr oup- provi der . prope
rty. Goup Menbership - Enforce Case Sensitivity</name>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der. | dap- user - gr oup- pr ovi der . prope
rty. User Search Base</ nane>

<val ue>ou=users, dc=l ocal host . conx/ val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- pr ovi der. propert
y. User bject C ass</nanme>

<val ue></val ue>
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</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der. | dap- user - gr oup- provi der . prope
rty. User Search Scope</nane>

<val ue>ONE_LEVEL</ val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- pr ovi der. pr oper
ty. User Search Filter</name>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. propert
y.User ldentity Attribute</nane>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. propert
y. User Goup Nanme Attri bute</name>

<val ue></val ue>
</ property>
<property>

<nanme>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- pr ovi der . pr ope
rty. User G oup Nanme Attribute - Referenced Group Attribute

</ name>

<val ue></val ue>
</ property>
<property>

<nanme>xnl . aut hori zers. user G oupPr ovi der. | dap- user - gr oup- pr ovi der . prope
rty. G oup Search Base</nanme>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- pr ovi der. propert
y. G oup Object O ass</nane>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupProvi der. | dap- user - gr oup- provi der . prop
erty. G oup Search Scope</nane>

<val ue>ONE_LEVEL</ val ue>
</ property>
<property>

<nanme>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. prop
erty. G oup Search Filter</nanme>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. prop
erty. Goup Name Attribute</name>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. propert
y. G oup Menber Attribute</name>

<val ue></val ue>
</ property>
<property>

<nanme>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- pr ovi der . prop
erty. Goup Menber Attribute - Referenced User Attribute

</ name>

<val ue></val ue>
</ property>
ST
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DO NOT | NCLUDE COMMVENTS WHEN COPYI NG TO CM XM. EDI TOR
-->
<I--
This section of properties aligns with the above LDAP User Group Provide
r with a Conposite Group Provider that conbines
LDAP User G oup Provider with a File User Group Provider (which is Con
figurable). Once defined the
conposi t e-user - group-provi der can be used by setting the Default File
Access Policy Property - User G oup Provider
in the CMU to conposite-user-group-provider
-->
<property>
<name>xnl . aut hori zers. user G oupPr ovi der. conposi t e- user - gr oup- pr ovi der
. ¢l ass</ name>
<val ue>or g. apache. ni fi. aut hori zati on. Conposi t eConfi gur abl eUser G- oupPr o
vi der </ val ue>
</ property>
<property>
<name>xnl . aut hori zers. user G oupPr ovi der. conposi t e- user - gr oup- provi der. p
roperty. Configurabl e User G oup Provider</name>
<val ue>fil e-user-group-provi der </ val ue>
</ property>
<property>
<name>xnl . aut hori zers. user G oupPr ovi der. conposi t e- user - gr oup- pr ovi der
. property. User Goup Provider 1</name>
<val ue>l dap- user - gr oup- pr ovi der </ val ue>
</ property>
<I--
DO NOT | NCLUDE COMMENTS WHEN COPYI NG TO CM XML EDI TOR
- >
<I--
This property allows setting an initial adnmin value to a user in LDAP
This is required to ensure the default value is
overridden which is automatically populated by CM If a File Based User
will be the Inital Admin this property is not required
- >
<property>
<name>xml . aut hori zers. accessPol i cyProvi der. fil e-access-policy-provider. prope
rty.Initial Admin Identity</nanme>
<val ue></val ue>
</ property>

ST
DO NOT | NCLUDE COMMVENTS WHEN COPYI NG TO CM XML EDI TOR
-->
<l--
This represents the default properties that can be copied and overri dden
using CMnifi.properties xnm safety val ves
One or nore properties can be copied and edited as needed. Safety val ues
can al so be used for defining dynam c properties
that may not exist by default (such as for content repository |ocations)
-->
<property>
<name>ni fi . st at e. managenent . provi der . | ocal </ nane>
<val ue>l ocal - provi der </ val ue>
</ property>
<property>
<nanme>nifi.flowfile.repository.inplenmentation</name>
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<val ue>or g. apache. nifi.controll er.repository. Wit eAheadFl owFi | eReposi t ory</
val ue>

</ property>

<property>

<nane>ni fi.content.repository. al ways. sync</ name>

<val ue>f al se</val ue>

</ property>

<property>

<name>ni fi.content.vi ewer.url </ name>

<val ue>../nifi-content-viewer/</val ue>

</ property>

<property>

<name>ni fi.conmponents. st at us. reposi tory. buffer.size</ name>
<val ue>1440</ val ue>

</ property>

<property>

<nane>ni fi.flowontrol | er. graceful . shut down. peri od</ name>
<val ue>10 sec</val ue>

</ property>

<property>

<name>ni fi . provenance. r eposi t ory. debug. f requency</ nane>
<val ue>1_000_000</val ue>

</ property>

<property>

<nanme>ni fi.web. http. port </ name>

<val ue>8080</ val ue>

</ property>

<property>

<nane>ni fi.security. user. knox. audi ences</ nane>

<val ue/ >

</ property>

<property>

<name>ni fi . provenance. repository. i ndexed. fi el ds</ nane>
<val ue>Event Type, FlowFil eUUl D, Filenane, ProcessorlD, Rel ationshi p</val ue>
</ property>

<property>

<name>ni fi.variabl e.regi stry. properti es</ name>

<val ue/ >

</ property>

<property>

<nane>ni fi.nar.library. directory</nanme>

<val ue>${ NI FI _DI ST}/ | i b</ val ue>

</ property>

<property>

<name>ni fi.content. cl ai m nax. appendabl e. si ze</ nane>
<val ue>1 MB</val ue>

</ property>

<property>

<name>ni fi.admi ni strative.yield.duration</name>

<val ue>30 sec</val ue>

</ property>

<property>

<name>ni fi . provenance. reposi tory. al ways. sync</ nane>
<val ue>f al se</val ue>

</ property>

<property>

<name>ni fi . security. keyPasswd</ nane>

<val ue/ >

</ property>

<property>

<name>ni fi . cl ust er.| oad. bal ance. max. t hr ead. count </ nanme>
<val ue>8</ val ue>

</ property>

<property>
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<name>ni fi.security.truststorePasswd</ name>

<val ue/ >

</ property>

<property>

<nane>ni fi . provenance. repository.roll over. size</ nanme>
<val ue>100 MB</val ue>

</ property>

<property>

<name>ni fi . zookeeper. r oot . node</ nanme>

<val ue>ZK_ NODE</ val ue>

</ property>

<property>

<name>ni fi . cl uster.| oad. bal ance. port </ name>

<val ue>6342</ val ue>

</ property>

<property>

<nanme>ni fi.flowfile.repository. checkpoint.interval </ name>
<val ue>2 m ns</val ue>

</ property>

<property>

<nanme>ni fi.cluster.| oad. bal ance. coms. ti meout </ name>
<val ue>30 sec</val ue>

</ property>

<property>

<name>ni fi . provenance. reposi tory. concurrent. merge.threads</ name>
<val ue>2</ val ue>

</ property>

<property>

<nane>ni fi . provenance. repository. encrypti on. key. provi der. | ocati on</ nane>
<val ue/ >

</ property>

<property>

<name>ni fi.web. https. port </ nanme>

<val ue/ >

</ property>

<property>

<name>ni fi . provenance. repository. max. st orage. ti me</ name>
<val ue>24 hours</val ue>

</ property>

<property>

<nane>ni fi.fl owservice.witedel ay.interval </ name>
<val ue>500 ns</val ue>

</ property>

<property>

<name>ni fi.cluster.flow el ection. max. wai t.ti me</nane>
<val ue>5 mi ns</val ue>

</ property>

<property>

<name>ni fi . dat abase. di rect or y</ nane>

<val ue>${ni fi.working. di rectory}/ dat abase_repository</val ue>
</ property>

<property>

<nane>ni fi.cluster.fl ow el ecti on. max. candi dat es</ nane>
<val ue/ >

</ property>

<property>

<name>ni fi.security. keyst or ePasswd</ nane>

<val ue/ >

</ property>

<property>

<nanme>ni fi.web. http. host </ name>

<val ue>${ CSD HOST} </ val ue>

</ property>

<property>
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<name>ni fi.security.ocsp.responder.certificate</nane>
<val ue/ >

</ property>

<property>

<nane>ni fi.renote. i nput. secur e</ name>

<val ue>f al se</val ue>

</ property>

<property>

<name>ni fi . cl ust er. node. max. concurrent. r equest s</ nane>
<val ue>100</ val ue>

</ property>

<property>

<name>ni fi . nar.wor ki ng. di rect or y</ name>

<val ue>${ni fi . worki ng. di rect ory}/work/ nar/</val ue>
</ property>

<property>

<nane>ni fi.nar.library. autol oad. di r ect or y</ nane>
<val ue>${ni fi . worki ng. di rectory}/extensi ons</val ue>
</ property>

<property>

<name>ni fi . queue. swap. t hr eshol d</ nane>

<val ue>20000</ val ue>

</ property>

<property>

<name>ni fi.security.user. oidc.read.tinmeout </ nane>
<val ue>5 secs</val ue>

</ property>

<property>

<nane>ni fi.sensitive. props. addi ti onal . keys</ nane>
<val ue/ >

</ property>

<property>

<name>ni fi.ui.autorefresh.interval </ nane>

<val ue>30 sec</val ue>

</ property>

<property>

<name>ni fi.web. war . di r ect or y</ name>

<val ue>${ Nl FI _DI ST}/ | i b</ val ue>

</ property>

<property>

<nane>ni fi.cl uster.| oad. bal ance. host </ nane>

<val ue/ >

</ property>

<property>

<name>ni fi . provenance. reposi tory. buf fer. si ze</ nane>
<val ue>100000</ val ue>

</ property>

<property>

<name>ni fi . bored. yi el d. dur ati on</ name>

<val ue>10 millis</val ue>

</ property>

<property>

<nane>ni fi.content.repository. archi ve. max. usage. per cent age</ name>
<val ue>50%/ val ue>

</ property>

<property>

<name>ni fi.security. keyst oreType</ nane>

<val ue/ >

</ property>

<property>

<name>ni fi.web. https. host </ name>

<val ue>${ CSD HOST} </ val ue>

</ property>

<property>
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<name>ni fi . zookeeper. ker ber os. r enoveReal nFr onPri nci pal </ nane>
<val ue/ >

</ property>

<property>

<nane>ni fi.cluster.is.node</nane>

<val ue>t rue</val ue>

</ property>

<property>

<name>ni fi.renote.input.http.transaction.ttl </ nane>
<val ue>30 sec</val ue>

</ property>

<property>

<name>ni fi.content.repository. archive. enabl ed</ name>
<val ue>t rue</ val ue>

</ property>

<property>

<name>ni fi . web. pr oxy. host </ name>

<val ue/ >

</ property>

<property>

<name>ni fi . ker ber os. spnego. aut henti cati on. expi rati on</ nane>
<val ue>12 hours</val ue>

</ property>

<property>

<name>ni fi.renote.input.host </ name>

<val ue/ >

</ property>

<property>

<nanme>ni fi.cluster.firewall.fil e</name>

<val ue/ >

</ property>

<property>

<name>ni fi . provenance. repository.roll over.tinme</nanme>
<val ue>30 secs</val ue>

</ property>

<property>

<name>ni fi.security. keyst or e</ name>

<val ue/ >

</ property>

<property>

<nane>ni fi.security. user. knox. publ i cKey</ nane>

<val ue/ >

</ property>

<property>

<name>ni fi . provenance. repository. directory. def aul t </ nanme>
<val ue>${ni fi.working.directory}/provenance_r epository</val ue>
</ property>

<property>

<name>ni fi . cl ust er. node. addr ess</ name>

<val ue>${ CSD HOST} </ val ue>

</ property>

<property>

<nane>ni fi . provenance. reposi tory. conpress. on. rol | over </ name>
<val ue>t rue</val ue>

</ property>

<property>

<name>ni fi.sensitive. props. key</ name>

<val ue/ >

</ property>

<property>

<name>ni fi . st at e. managenent . confi guration. fil e</ nane>
<val ue>${nifi.conf.directory}/state-mnagenent.xm </ val ue>
</ property>

<property>
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<name>ni fi.security.user.oidc. preferred.jwsal gorithnx/ name>
<val ue/ >

</ property>

<property>

<nane>ni fi . provenance. repository. i npl enent ati on</ nane>
<val ue>or g. apache. ni fi.provenance. Wit eAheadPr ovenanceReposi t ory</val ue>
</ property>

<property>

<name>ni fi . web. proxy. gl obal s. pat h</ nanme>

<val ue/ >

</ property>

<property>

<name>ni fi . zookeeper . aut h. t ype</ name>

<val ue/ >

</ property>

<property>

<nane>ni fi . ker ber os. spnego. keyt ab. | ocat i on</ nane>
<val ue>${ CONF_DI R}/ ni fi . keyt ab</ val ue>

</ property>

<property>

<name>ni fi . cl ust er. node. prot ocol . port </ nanme>

<val ue>9088</ val ue>

</ property>

<property>

<name>ni fi.conmponents. status. repository.inpl ement ati on</ nane>
<val ue>or g. apache. nifi.control | er.status. history. Vol atil eConponent St at usRe
posi tory</val ue>

</ property>

<property>

<name>ni fi.sensitive. props. key. prot ect ed</ name>

<val ue/ >

</ property>

<property>

<name>ni fi . cl ust er. node. prot ocol . max. t hr eads</ nane>
<val ue>50</ val ue>

</ property>

<property>

<name>ni fi.cl uster.node. connecti on. ti meout </ nane>
<val ue>30 sec</val ue>

</ property>

<property>

<name>ni fi.flowfile.repository.partitions</name>
<val ue>256</ val ue>

</ property>

<property>

<name>ni fi.security. user.oidc.client.id</nane>

<val ue/ >

</ property>

<property>

<name>ni fi.security. user. aut hori zer </ name>

<val ue>managed- aut hori zer </ val ue>

</ property>

<property>

<name>ni fi.flow configuration.file</nane>

<val ue>${nifi.working.directory}/flow xm .gz</val ue>
</ property>

<property>

<name>ni fi.swap. i n. peri od</ nanme>

<val ue>5 sec</val ue>

</ property>

<property>

<name>ni fi . provenance. repository. encryption. key</ name>
<val ue/ >

</ property>

28



Cloudera Flow Management Security Configuration Templates

<property>

<nanme>ni fi.fl ow configuration. archive. max. st orage</ name>
<val ue>500 MB</val ue>

</ property>

<property>

<name>ni fi . zookeeper . ker ber 0os. r enoveHost Fr onPri nci pal </ name>
<val ue/ >

</ property>

<property>

<name>ni fi.renote.input. http. enabl ed</ nane>

<val ue>t rue</val ue>

</ property>

<property>
<name>nifi.flowfile.repository.directory</name>

<val ue>${ni fi.working.directory}/flowfile_repository</val ue>
</ property>

<property>

<name>ni fi.security.user.oidc.client.secret</name>
<val ue/ >

</ property>

<property>

<name>ni fi . provenance. repository. query.threads</ nanme>
<val ue>2</val ue>

</ property>

<property>

<nanme>ni fi.fl ow configuration.archive. enabl ed</ name>
<val ue>t rue</ val ue>

</ property>

<property>

<name>ni fi.security.truststore</name>

<val ue/ >

</ property>

<property>

<name>ni fi . docunent at i on. wor ki ng. di r ect or y</ nane>
<val ue>${ni fi . worki ng. di rect ory}/work/ docs/ conponent s</ val ue>
</ property>

<property>

<name>ni fi.fl ow configuration.archive. max. ti ne</ nane>
<val ue>30 days</val ue>

</ property>

<property>

<name>ni fi.sensitive. props. al gorit hnx/ name>

<val ue>PBEW THVD5AND256BI TAES- CBC- OPENSSL</ val ue>

</ property>

<property>

<name>ni fi.cluster. protocol. heartbeat.interval </ name>
<val ue>5 sec</val ue>

</ property>

<property>

<nanme>ni fi.web. jetty.working. directory</nane>

<val ue>${ni fi.working.directory}/work/jetty</val ue>
</ property>

<property>

<name>ni fi . queue. backpressure. si ze</ nane>

<val ue>1 GB</val ue>

</ property>

<property>

<name>ni fi.security.user.login.identity.provider</nanme>
<val ue/ >

</ property>

<property>

<nanme>ni fi.zookeeper. connect . ti neout </ name>

<val ue>3 secs</val ue>

</ property>
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<property>

<name>ni fi . provenance. reposi tory. i ndex.t hreads</ nane>
<val ue>2</ val ue>

</ property>

<property>

<name>ni fi.fl ow configuration. archive. di r</ name>

<val ue>${ni fi . working. di rectory}/archive/</val ue>

</ property>

<property>

<name>ni fi.aut hori zer. configuration.file</nanme>

<val ue>${nifi.conf.directory}/authorizers. xnl </val ue>
</ property>

<property>

<name>ni fi.security.truststoreType</nane>

<val ue>JKS</ val ue>

</ property>

<property>

<name>ni fi . fl ow confi guration. archi ve. max. count </ nane>
<val ue/ >

</ property>

<property>

<nane>ni fi . kerberos. servi ce. keyt ab. | ocati on</ name>
<val ue>${ CONF_DI R}/ ni fi . keyt ab</ val ue>

</ property>

<property>

<name>ni fi . provenance. repository. encryption. key. provi der. i npl enent ati on</
name>

<val ue/ >

</ property>

<property>

<name>ni fi . provenance. repository. encryption. key. i d</ nane>
<val ue/ >

</ property>

<property>

<nane>ni fi.cluster. protocol.is.secure</name>

<val ue>f al se</val ue>

</ property>

<property>

<name>ni fi.content.repository. archive. nax. retention. peri od</ nanme>
<val ue>12 hours</val ue>

</ property>

<property>

<name>ni fi.content.repository.directory.defaul t </ name>
<val ue>${ni fi.working. directory}/content repository</val ue>
</ property>

<property>

<nane>ni fi . cl uster. node. read. ti meout </ nanme>

<val ue>30 sec</val ue>

</ property>

<property>

<nane>ni fi. h2. url . append</ nane>

<val ue>; LOCK_TI MEQUT=25000; WRI TE_DELAY=0; AUTO_SERVER=FALSE</ val ue>
</ property>

<property>

<nanme>ni fi.web.jetty.threads</ name>

<val ue>200</ val ue>

</ property>

<property>

<nane>ni fi . zookeeper . connect . stri ng</ name>

<val ue>${ ZK_QUORUM </ val ue>

</ property>

<property>

<name>ni fi . swap. manager. i npl ement at i on</ name>

<val ue>org. apache. ni fi.controll er. Fi | eSyst enSwapManager </ val ue>
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</ property>

<property>

<narme>ni fi.flowfile.repository.wal.inplenentation</nanme>
<val ue>org. apache. ni fi.wali.Sequenti al AccessWiteAheadlLog</ val ue>
</ property>

<property>

<name>ni fi.sensitive. props. provi der </ name>

<val ue>BC</ val ue>

</ property>

<property>

<nane>ni fi . zookeeper . sessi on. ti meout </ nanme>

<val ue>3 secs</val ue>

</ property>

<property>

<name>ni fi.security. user. knox. url </ name>

<val ue/ >

</ property>

<property>

<name>ni fi.content. clai mmax. fl ow. fil es</ nane>
<val ue>100</ val ue>

</ property>

<property>

<nane>ni fi . conponent s. st at us. snapshot . f requency</ nane>
<val ue>1 m n</val ue>

</ property>

<property>

<name>ni fi . cl ust er. node. prot ocol . t hr eads</ nane>
<val ue>10</ val ue>

</ property>

<property>

<name>ni fi.security.user. oi dc. connect.ti meout </ name>
<val ue>5 secs</val ue>

</ property>

<property>

<nane>ni fi.security. ocsp.responder. url </ name>
<val ue/ >

</ property>

<property>

<name>ni fi.security. user. knox. cooki eNane</ nane>
<val ue>hadoop-j wt </ val ue>

</ property>

<property>

<name>ni fi.swap. in.threads</ nane>

<val ue>1</ val ue>

</ property>

<property>

<nane>ni fi.swap. out . t hr eads</ name>

<val ue>4</val ue>

</ property>

<property>

<name>ni fi.web. max. header. si ze</ nane>

<val ue>16 KB</val ue>

</ property>

<property>

<name>ni fi . cl ust er. node. event . hi story. si ze</ nane>
<val ue>25</val ue>

</ property>

<property>

<nane>ni fi.renote. contents. cache. expi rati on</ name>
<val ue>30 secs</val ue>

</ property>

<property>

<name>ni fi.web. http. network. interface. def aul t </ name>
<val ue/ >
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</ property>

<property>

<nanme>ni fi.fl owcontrol | er.aut oResuneSt at e</ name>

<val ue>t rue</ val ue>

</ property>

<property>

<name>ni fi.provenance. reposi tory. i ndex. shard. si ze</ name>
<val ue>500 MB</val ue>

</ property>

<property>

<nane>ni fi . provenance. repository. max. attri bute. | engt h</ name>
<val ue>65536</ val ue>

</ property>

<property>

<name>ni fi.cl uster.| oad. bal ance. connecti ons. per. node</ nane>
<val ue>4</val ue>

</ property>

<property>

<name>ni fi.swap. out . peri od</ nane>

<val ue>5 sec</val ue>

</ property>

<property>

<nane>ni fi.tenpl at es. di r ect or y</ name>

<val ue>${nifi.conf.directory}/tenpl ates</val ue>

</ property>

<property>

<name>ni fi.web. htt ps. network. i nterface. def aul t </ nanme>
<val ue/ >

</ property>

<property>

<name>ni fi . provenance. repository. max. st or age. si ze</ name>
<val ue>1 GB</val ue>

</ property>

<property>

<nane>ni fi . queue. backpressure. count </ name>

<val ue>10000</ val ue>

</ property>

<property>

<name>ni fi.renote. i nput.socket. port </ nanme>

<val ue/ >

</ property>

<property>

<name>ni fi . provenance. repository.indexed. attri but es</ name>
<val ue/ >

</ property>

<property>

<nane>ni fi.flowfil e.repository. al ways. sync</ nane>

<val ue>f al se</val ue>

</ property>

<property>

<name>ni fi.login.identity. provider.configuration.file</nanme>
<val ue>${nifi.conf.directory}/login-identity-providers.xm </val ue>
</ property>

<property>

<nanme>ni fi. st at e. managenent . provi der. cl ust er </ nanme>

<val ue>zk- provi der </ val ue>

</ property>

<property>

<nane>ni fi . ui . banner .t ext </ name>

<val ue/ >

</ property>

<property>

<name>ni fi.security. user.oidc. di scovery. url </ name>

<val ue/ >
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</ property>

<property>

<name>ni fi.content.repository.inpl enentati on</ nane>

<val ue>org. apache. nifi.control |l er.repository. Fil eSyst enReposi tory</val ue>
</ property>

<l--

DO NOT | NCLUDE COMMENTS WHEN COPYI NG TO CM XML EDI TOR. Modi fy as needed
-->
<I--

This section of properties defines an LDAP User G oup Provider to sup
port

Ni Fi Registry User sync from LDAP. This user group provider can be used
directly in the

Default File Access Policy Property - User Group Provider (setting to t
he | dap-user-group-provider identity)

or as a part of a Conposite Configurable User G oup (which properties
can be added optionally

as defined bel ow)
5o

<property>

<name>xnl . aut hori zers. user G oupPr ovi der. | dap- user - gr oup- provi der . property.
TLS - Keyst or e</ nane>

<val ue></val ue>

</ property>

<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. property. T
LS - Keystore Passwor d</nane>

<val ue></val ue>

</ property>

<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. property. T
LS - Keystore Type</nanme>

<val ue></val ue>

</ property>

<property>

<name>xnl . aut hori zers. user G oupProvi der. | dap- user - group- provi der. property. T
LS - Truststore</name>

<val ue></val ue>

</ property>

<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der . property.
TLS - Truststore Password</nane>

<val ue></val ue>

</ property>

<property>

<nanme>xnl . aut hori zers. user G oupProvi der. | dap- user - gr oup- provi der. property. TL
S - Truststore Type</name>

<val ue></val ue>

</ property>

<property>

<name>xnl . aut hori zers. user G oupPr ovi der. | dap- user - gr oup- provi der. property.
TLS - dient Auth</nane>

<val ue></val ue>

</ property>

<property>

<nanme>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. property. TL
S - Protocol </ name>
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<val ue></val ue>
</ property>
<property>
<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. property
. TLS - Shut down Graceful | y</ name>
<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G- oupPr ovi der . | dap- user - gr oup- pr ovi der. cl ass</
name>

<val ue>org. apache. nifi.registry.security.|dap.tenants. LdapUser G oupPr
ovi der </ val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupProvi der. | dap- user - gr oup- provi der . prope
rty. Aut hentication Strategy</nane>

<val ue>S| MPLE</ val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G- oupPr ovi der . | dap- user - group- provi der. propert
y. Manager DN</ nane>

<val ue></val ue>
</ property>
<property>

<nanme>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. prop
erty. Manager Passwor d</ nane>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - group- provi der. propert
y. Referral Strategy</name>

<val ue>FOLLOW/ val ue>
</ property>
<property>

<nanme>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. propert
y. Connect Ti meout </ name>

<val ue>10 secs</val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der. | dap- user - gr oup- provi der . prop
erty. Read Ti neout </ nanme>

<val ue>10 secs</val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupProvi der. | dap- user - gr oup- provi der . prop
erty. Ul </ nane>

<val ue>l dap: / /| ocal host : 389</ val ue>
</ property>
<property>

<nanme>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. prop
erty. Page Size</nanme>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- pr ovi der. pr oper
ty. Sync | nterval </ name>

<val ue>30 m ns</val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der. | dap- user - gr oup- pr ovi der . prope
rty. G oup Menbership - Enforce Case Sensitivity</nane>

<val ue></val ue>
</ property>
<property>
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<name>xnl . aut hori zers. user G oupProvi der. | dap- user - gr oup- pr ovi der . prope
rty. User Search Base</ name>

<val ue>ou=users, dc=Il ocal host. conx/ val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. propert
y. User nbj ect C ass</name>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- pr ovi der . prope
rty. User Search Scope</nanme>

<val ue>ONE_LEVEL</ val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der. | dap- user - gr oup- pr ovi der . proper
ty. User Search Filter</nane>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G- oupPr ovi der. | dap- user - group- provi der. propert
y.User ldentity Attribute</nane>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - group- pr ovi der. propert
y. User Group Nane Attri bute</nanme>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der. | dap- user - gr oup- provi der . prope
rty.User Group Name Attribute - Referenced Goup Attribute

</ name>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der. | dap- user - gr oup- provi der . prope
rty. G oup Search Base</ name>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- provi der. propert
y. G oup Object O ass</nanme>

<val ue></val ue>
</ property>
<property>

<nanme>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- pr ovi der . prop
erty. G oup Search Scope</nane>

<val ue>ONE_LEVEL</ val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der. | dap- user - gr oup- provi der . prop
erty. G oup Search Filter</name>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupProvi der. | dap- user - gr oup- provi der . prop
erty. G oup Nane Attri bute</nanme>

<val ue></val ue>
</ property>
<property>

<name>xnl . aut hori zers. user G oupPr ovi der . | dap- user - gr oup- pr ovi der. propert
y. Group Menber Attri bute</nanme>

<val ue></val ue>
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</ property>
<property>
<name>xnl . aut hori zers. user G oupProvi der. | dap- user - gr oup- provi der . prop
erty. Goup Menber Attribute - Referenced User Attribute
</ nane>
<val ue></val ue>
</ property>
<l--
DO NOT | NCLUDE COMMVENTS WHEN COPYI NG TO CM XML EDI TOR
-->
<l--
This section of properties aligns with the above LDAP User G oup Provide
r with a Conposite G oup Provider that comnbi nes
LDAP User G oup Provider with a File User Group Provider (which is Con
figurable). Once defined the
conposi t e-user-group-provi der can be used by setting the Default File
Access Policy Property - User G oup Provider
in the CMU to conposite-user-group-provider
s>
<property>
<name>xnl . aut hori zers. user G- oupPr ovi der. conposi t e- user - gr oup- pr ovi der
. ¢l ass</ name>
<val ue>org. apache. nifi.registry. security.authorization. ConpositeConfig
ur abl eUser G- oupPr ovi der </ val ue>
</ property>
<property>
<name>xnl . aut hori zers. user G- oupPr ovi der. conposi t e- user - gr oup- pr ovi der
. property. Configurable User G oup Provider</nanme>
<val ue>fil e-user-group-provi der </ val ue>
</ property>
<property>
<name>xnl . aut hori zers. user G oupPr ovi der. conposi t e- user - gr oup- provi der. p
roperty. User Group Provider 1</nane>
<val ue>| dap- user - gr oup- pr ovi der </ val ue>
</ property>
<l--
DO NOT | NCLUDE COMMVENTS WHEN COPYI NG TO CM XM. EDI TOR
s>
<I--
This property allows setting an initial admn value to a user in LDAP
This is required to ensure the default value is
overridden which is automatically populated by CM If a File Based User
will be the Inital Adnmin this property is not required
s>
<property>
<name>xnl . aut hori zers. accessPol i cyProvi der.fil e-access-policy-provider.pro
perty.lnitial Adm n Identity</name>
<val ue></val ue>
</ property>

<l--
DO NOT | NCLUDE COMMENTS WHEN COPYI NG TO CM XML EDI TOR
-->
<I--
This represents the lIdap tls-ssl properties that can be copi ed and popu
ated CMidentity-provider xm safety val ves
-->
<property>
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<name>xnl . i denti tyProvi ders. provi der. | dap- provi der. property. TLS

name>

<val ue></val ue>

</ property>

<property>

<name>xnl . i denti tyProvi ders. provi der. | dap-provider. property. TLS - Keystore
Passwor d</ nane>

<val ue></val ue>

</ property>

<property>

<nanme>xnl . i dentityProvi ders. provi der.| dap-provider. property. TLS - Keystore
Type</ name>

<val ue></val ue>

</ property>

<property>

<name>xnl . i denti tyProvi ders. provi der. | dap-provider. property. TLS - Truststor

e</ name>

<val ue></val ue>

</ property>

<property>

<name>xnl . i dentityProvi ders. provi der.| dap-provi der. property. TLS - Truststore
Passwor d</ name>

<val ue></val ue>

</ property>

<property>

<nanme>xnl . i dentityProvi ders. provi der. | dap-provi der. property. TLS - Truststore
Type</ nane>

<val ue></val ue>

</ property>

<property>

<name>xnl . i dentityProviders. provi der. | dap- provi der. property. TLS - dient Aut

h</ name>

<val ue></val ue>

</ property>

<property>

<name>xnl . i denti tyProvi ders. provi der. | dap-provi der. property. TLS - Protocol </

name>

<val ue></val ue>

</ property>

<property>

<nanme>xnl . i denti tyProvi ders. provi der.| dap-provi der. property. TLS - Shut down

G acef ul | y</ nane>

<val ue></val ue>

</ property>

Keyst or e</

<l--
DO NOT | NCLUDE COMVENTS WHEN COPYI NG TO CM XM. EDI TOR
-->
ST
This represents the default properties that can be copied and overri dden
using CMnifi-registry.properties xnl safety val ves.
One or nore properties can be copied and edited as needed. Safety val ues
can al so be used for defining dynami c properties
that may not exist by default
-->
<property>
<name>ni fi.registry.web. war.directory</name>
<val ue>${ Nl FI _REG STRY_DI ST}/ | i b</ val ue>
</ property>
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<property>

<nanme>ni fi.registry.web. http. host </ name>

<val ue>${ CSD_HOCST} </ val ue>

</ property>

<property>

<name>ni fi.regi stry. db.driver. cl ass</ name>

<val ue>org. h2. Dri ver </ val ue>

</ property>

<property>

<nane>ni fi.regi stry.web. jetty.working.directory</nane>
<val ue>${nifi.regi stry. working.directory}/work/jetty</val ue>
</ property>

<property>

<name>ni fi.registry. db. user nane</ name>

<val ue>ni fireg</val ue>

</ property>

<property>

<name>ni fi.regi stry. web. https. port </ nane>

<val ue/ >

</ property>

<property>

<name>ni fi.regi stry. security.truststore</nane>
<val ue/ >

</ property>

<property>

<name>ni fi.registry.db. url.append</ name>

<val ue/ >

</ property>

<property>

<name>ni fi.regi stry.security.truststorePasswd</ name>
<val ue/ >

</ property>

<property>

<nane>ni fi.regi stry. web. https. host </ nane>

<val ue/ >

</ property>

<property>

<name>ni fi.regi stry. security. keyst oreType</ nhanme>
<val ue/ >

</ property>

<property>

<name>ni fi.regi stry. db. di rect ory</ name>

<val ue/ >

</ property>

<property>

<name>ni fi.registry.security.identity.provider</nanme>
<val ue/ >

</ property>

<property>

<name>ni fi.registry.web.jetty.threads</name>
<val ue>200</ val ue>

</ property>

<property>

<name>ni fi.regi stry. kerberos. servi ce. keyt ab. | ocati on</ nane>
<val ue>${ CONF_DI R}/ ni firegi stry. keyt ab</ val ue>
</ property>

<property>

<name>ni fi.regi stry. kerber os. spnego. keyt ab. | ocati on</ nane>
<val ue>${ CONF_DI R}/ ni fi regi stry. keyt ab</ val ue>
</ property>

<property>

<name>ni fi.registry.db.driver.directory</name>
<val ue/ >

</ property>
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<property>

<name>ni fi.registry. db. passwor d</ name>

<val ue>ni fireg</val ue>

</ property>

<property>

<name>ni fi.registry.security. keyst or ePasswd</ name>

<val ue/ >

</ property>

<property>

<nanme>ni fi.registry.security.truststoreType</nanme>

<val ue/ >

</ property>

<property>

<name>ni fi.registry.security. authori zer </ name>

<val ue>managed- aut hori zer </ val ue>

</ property>

<property>

<name>ni fi.regi stry. db. maxConnecti ons</ name>

<val ue>5</ val ue>

</ property>

<property>

<nane>ni fi.regi stry. providers. configuration.file</nanme>

<val ue>${nifi.registry.conf.directory}/providers. xn </val ue>
</ property>

<property>

<name>ni fi.registry.db. url </ nane>

<val ue>j dbc: h2: ${nifi.regi stry. working. directory}/database/nifi-registry-
pri mary; AUTOCOW T=0OFF; DB_CLOSE_ON_EXI T=FALSE; LOCK_MODE=3; LOCK_TI MEQUT=25000
; VRl TE_DELAY=0; AUTO_SERVER=FALSE</ val ue>

</ property>

<property>

<nanme>ni fi.registry. kerberos. spnego. aut henti cati on. expi rati on</ name>
<val ue>12 hours</val ue>

</ property>

<property>

<name>ni fi.registry. security. keyst or e</ name>

<val ue/ >

</ property>

<property>

<name>ni fi.regi stry.security.authorizers.configuration.file</nanme>
<val ue>${nifi.registry.conf.directory}/authorizers. xnl </ val ue>
</ property>

<property>

<name>ni fi.registry.security. keyPasswd</ nane>

<val ue/ >

</ property>

<property>

<name>ni fi.registry.security.identity.providers.configuration.file</name>
<val ue>${nifi.registry.conf.directory}/identity-providers.xmn </val ue>
</ property>

<property>

<name>ni fi.regi stry. web. http. port </ nane>

<val ue>18080</ val ue>

</ property>

<property>

<name>ni fi.registry.security.needd i ent Aut h</ name>

<val ue/ >

</ property>

<property>

<name>ni fi.regi stry. db. sql . debug</ name>

<val ue>f al se</ val ue>

</ property>
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