Apache NiFi Toolkit Guide

Date published:
Date modified:

CLOUD=RA

https://docs.cloudera.com/


https://docs.cloudera.com/

© ClouderaInc. 2024. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2"), the Affero General Public License version 3 (AGPLV3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liahility arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Clouderalmpala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT ASEXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,

CLOUDERA DOESNOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF

ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE

FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’' S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMSANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



| Contents | iii

NIFI TOOIKIt OVENVIBW.......occeiee ettt e e e enneas 5
Prerequisites for RUNNiNg in @ SECUre ENVIFONMENE...........cooiiriiirieireeereeriere st 5

N T SR 5
Expression Language in the APPliCaLION...........ccviiiiie e e neerenns 5
Property/Argument HandliNg..........ccccvoiiiiiiiiie e e st te e s e e e e e e ese e e s seenesressesresrensesenns 6
SECUNLY CONFIGUIALION. ... cueeeeeeceieeee et sttt e e e e e e e re s e s aesbe st e saeseeteseeseensense e enseseesenseenensessearentensesenns 7
Example - Secure NiFi Registry without ProxXied-ENntity........ccccccovieierenenerieseeeeceeeeese e s 7

Example - Secure NiFi Registry wWith ProXied-ENtity........cccccoeiieieeieninene s 7

F L= = o YT £ o = 8

L0 11 0 USSP 8

R0 T = 1= (= 01 9

X0 (o ] o I @o 1 403 F= o 10
ENCrypt-Config TOO0l.......cceiiiiieeeee et 10
0L TSP P PSP 11

TSI AV T g = e T S 13
L Lo TP TP PR PP 13
EXPECLE BENAVION.....c.eieiteiitereete ettt e b e e bbbt b st b et b et b et bese b e seebeseebeseebenneneas 14
BACKUD. ..t E e h et b e bR bt bbb e s 14

INSLAIL...c.ee ettt et et st e s ae e s beea e e te e beebe e beebe e beehe e bt eaeeateeneeareeaaesheentesreerenraen 14

RESEOTE......eee ettt sttt b et b e s bt e s bt e s a et e s b e e e et e be e eaE e e Re e eR R e e eReeeaRe e nheeeneenbeeereenneeenreas 14

TV N = Y < S 15
L 1S 0 PP PRSPPI 15
N[0 [ =T = T [ TR 15
L0 L2 LTSS PO P PSP 15
EXPECLEA BENAVION ...ttt ettt s b e bbbt b b e et e b e e et et e e e aeeheeb e e beebeebesbesee st e b es 16

ES = 0 T PSP TP USTUUU PPN 16

DR oo 0= SRR 16

(©a]0]0 7 o F RSP U TP PR TSP 17

REIMOVE. ...ttt h bt h e b e h e e bt eae e eb e e ae e ebeeme e she e e e saeeeesheesbesee e besss e bennnanes 17

N[ 1 OSSPSR 17
L Lo LT PO 17

B SRR SRR 18



A YT o (or= 0 I O ) 1= =SS 19
Potential issues with Wildcard CertifiCaleS........oviiiiririereee e e 19
OPEFELTON IMOUES..... ettt ettt ettt b et b e bt e bbbt e e s e e st s b e st e b e e e b e e e b et eb e s e bt ne e bt b ene b e s e b enenbenes 20
S 016 = 0] 1 ST 20

(O L= 0175 = Y SRS 21

Using An Existing Intermediate Certificate AULNOMLY (CA)....ooviirririeireereeie st 22
AT TR oT= (0o = 0 OSSOSO 23
NTT-KEY KEY ..t b e bbb bbbt b et b e st b e se b e b e b e b e 25
Signing with Externally-signed CA CertifiCateS...... ..o 27
Additional CertifiCate COMMIBNGS.......ccerveieieeeieire et e e s e sre e sbestesbeseeseesseseneeneeseesesneasens 28
AeTo] Q== o1 g Y N Vo | o TSRS 29
OS2 o S 29
Migrating Between Source and Destination ZOOKEEPENS.........ccvivieeieiieiesesieseestesesaeseeseeesessessessessessessessessens 30



NIFi Toolkit Overview

The NiFi Toolkit contains several command line utilities to setup and support NiFi in standalone and clustered
environments. The utilitiesinclude:

e CLI—Thecli tool enables administrators to interact with NiFi and NiFi Registry instances to automate tasks such
as deploying versioned flows and managing process groups and cluster nodes.

» Encrypt Config— The encrypt-config tool encrypts the sensitive keysin the nifi.properties file to facilitate the
setup of a secure NiFi instance.

» File Manager — The file-manager tool enables administrators to backup, install or restore a NiFi installation from
backup.

e Flow Analyzer — The flow-analyzer tool produces areport that hel ps administrators understand the max amount
of datawhich can be stored in backpressure for agiven flow.

* Node Manager — The node-manager tool enables administrators to perform status checks on nodes as well as the
ability to connect, disconnect, or remove nodes from the cluster.

* Notify — The notify tool enables administrators to send bulletinsto the NiFi Ul.

e S2S— The s2stool enables administrators to send datainto or out of NiFi flows over site-to-site.

e TLSToolkit— The tls-toolkit utility generates the required keystores, truststore, and relevant configuration files
to facilitate the setup of a secure NiFi instance.

» ZooKeeper Migrator — The zk-migrator tool enables administrators to:

* move ZooK eeper information from one ZooK eeper cluster to another
* migrate ZooK eeper node ownership

The utilities are executed with scripts found in the bin folder of your NiFi Toolkit installation.

B Note: The NiFi Toolkit is downloaded separately from NiFi (see the Apache NiFi Downloads page).

For secured nodes and clusters, two policies should be configured in advance:

» Accessthe controller - A user that will have access to these utilities should be authorized in NiFi by creating an
"access the controller” policy (/controller) with both view and modify rights

* Proxy user request - If not previously set, node's identity (the DN value of the node's certificate) should be
authorized to proxy requests on behalf of a user

When executing either the Notify or Node Manager toolsin a secured environment the proxyDN flag option
should be used in order to properly identify the user that was authorized to execute these commands. In non-secure
environments, or if running the status operation on the Node Manager tool, the flag isignored.

Thistool offersa CLI focused on interacting with NiFi and NiFi Registry in order to automate tasks, such as
deploying flows from aNIFi Registy to a NiFi instance or managing process groups and cluster nodes.
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NiFi CLI

The Expression Language is used heavily throughout the NiFi application for configuring Processor properties.
Not all Processor properties support the Expression Language, however. Whether or not a Property supports the
Expression Language is determined by the devel oper of the Processor when the Processor is written. However, the
application strivesto clearly illustrate for each Property whether or not the Expression Language is supported.

In the application, when configuring a component property, the User Interface provides an Information icon ( ﬂ' )
next to the name of the Property. Hovering over thisicon with the mouse will provide atooltip that provides helpful
information about the Property. This information includes a description of the Property, the default value (if any),
historically configured values (if any), and the evaluation scope of this property for expression language. There are
three values and the eval uation scope of the expression language is hierarchical: NONE # VARIABLE_REGISTRY #
FLOWFILE_ATTRIBUTES.

* NONE - expression language is not supported for this property
* VARIABLE_REGISTRY ishierarchically constructed as below:

« Variables defined at process group level and then, recursively, up to the higher process group until the root
process group.
« Variables defined in custom properties files through the nifi.variable.registry.properties property in
nifi.propertiesfile.
e Environment variables defined at JVM level and system properties.
« FLOWFILE_ATTRIBUTES - will use attributes of each individual flow file, as well as those variables defined by
the Variable Registry, as described above.

Most commands will require specifying a baseUrl for the NiFi or NiFi Registry instance.

An example command to list the buckets in a NiFi Registry instance would be the following:
./bin/cli.sh registry list-buckets -u http://| ocal host: 18080

In order to avoid specifying the URL (and possibly other optional arguments for TLS) on every command, you can
define a properties file containing the repetitive arguments.

An example properties file for alocal NiFi Registry instance would look like the following:

baseUr| =htt p://| ocal host: 18080
keyst ore=
keyst or eType=
keyst or ePasswd=
keyPasswd=
truststore=
truststoreType=
trust st or ePasswd=
proxi edEntity=

This properties file can then be used on a command by specifying -p:

./bin/fcli.sh registry list-buckets -p /path/to/local-nifi-registry.prope
rties

Y ou could then maintain a properties file for each environment you plan to interact with, such as Dev, QA, and Prod.

In addition to specifying a properties file on each command, you can setup a default propertiesfile to be used in the
event that no propertiesfile is specified.




NiFi CLI

The default properties file is specified using the session concept, which persists to the users home directory in afile
called .nifi-cli.config.

An example of setting the default property files for NiFi would be the following:
.I'bin/fcli.sh session set nifi.props /path/to/local-nifi.properties
An example for NiFi Registry would be the following:

.Ibin/cli.sh session set nifi.reg.props /path/to/local-nifi-registry.propert
i es

Thiswill write the above propertiesinto the .nifi-cli.config in the user's home directory and will allow commands to
be executed without specifying a URL or propertiesfile:

.Ibin/cli.sh registry list-buckets

The above command will now use the baseUrl from local-nifi-registry.properties.
The order of resolving an argument is the following:

e A direct argument overrides anything in a propertiesfile or session
* A propertiesfile argument (-p) overrides the session
e The session is used when nothing else is specified

If NiFi and NiFi Registry are secured, then commands executed from the CLI will need to make a TL S connection
and authenticate as a user with permissions to perform the desired action.

Currently the CL1 supports authenticating with a client certificate and an optional proxied-entity. A common scenario
would be running the CLI from one of the nodes where NiFi or NiFi Registry isinstalled, which allowsthe CLI to use
the same keystore and truststore as the NiFi/NiFi Registry instance.

The security configuration can be specified per-command, or in one of the properties files described in the previous
section.

The examples below are for NiF Registry, but the same concept applies for NiFi commands.

Assuming we have a keystore containing the certificate for "CN=user1, OU=NIFI", an example properties file would
be the following:

baseUr| =htt ps://| ocal host: 18443
keyst ore=/ pat h/ t o/ keystore.jks
keyst or eType=JKS

keyst or ePasswd=changene
keyPasswd=changene
truststore=/path/to/truststore.jks
truststoreType=JKS

t rust st or ePasswd=changene

In this example, commands will be executed as "CN=userl, OU=NIFI". This user would need to be auser in NiFi
Registry, and commands accessing buckets would be restricted to buckets this user has access to.




NiFi CLI

Assuming we have access to the keystore of NiFi Registry itself, and that NiF Registry is also configured to allow
Kerberos or LDAP authentication, an example properties file would be the following:

baseUr | =htt ps://1 ocal host: 18443
keyst ore=/ pat h/ t o/ keystore.jks
keyst or eType=JKS

keyst or ePasswd=changene
keyPasswd=changene
truststore=/path/to/truststore.jks
truststoreType=JKS

t rust st or ePasswd=changene

proxi edEntity=user 1@l FI . COM

In this example, the certificate in keystore.jks would be for the NiFi Registry server, for example "CN=local host,
OU=NIFI". Thisidentity would need to be defined as auser in NiFi Registry and given permissions to 'Proxy".

"CN=locahost, OU=NIFI" would be proxying commands to be executed as userl@NIFI.COM.

In interactive mode the tab key can be used to perform auto-completion.

For example, typing tab at an empty prompt should display possible commands for the first argument:

#>
deno exi t hel p nifi registry sessi on

Typing "nifi " and then atab will show the sub-commands for NiFi:

#> nifi

cl ust er - summary get - nodes pg- enabl e- servi ces pg- set - var
connect - node get-reg-client-id pg-get-al |l -versions pg-start
create-reg-client get-root-id pg- get - servi ces pg- st at us
current-user list-reg-clients pg-get-vars pg- st op
del et e- node of f| oad- node pg- get - versi on updat e-r
eg-client

di sconnect - node pg- change- ver si on pg-i nport

get - node pg- di sabl e-servi ces pg-1i st

Arguments that represent a path to afile, such as -p or when setting a properties file in the session, will auto-complete

the path being typed:

#> session set nifi.props /tnp/
dirl/ dir2/ dir3/

Most commands support the ability to specify an --outputType argument, or -ot for short.
Currently the output type may be simple or json.
The default output type in interactive modeis simple, and the default output type in standalone mode is json.

Example of simple output for list-buckets:

#> registry list-buckets -ot sinple
My Bucket - 3c7b7467-0012-4d8f-a918- 6aa42b6b9d39
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NiFi CLI

Example of json output for list-buckets:

#> registry list-buckets -ot json

[ {
"identifier" : "3c7b7467-0012-4d8f-a918-6aa42b6b9d39",
"name" : "My Bucket",
"creat edTi mestanmp” : 1516718733854,
"pernissions" : {
"canRead" : true,
"canWite" : true,
"canDel ete" : true
"link" @ {
" parans" :
"rel" : "self"
}1
"href" : "buckets/3c7b7467-0012-4d8f-a918- 6aa42b6b9d39"
}
Pl

When using the interactive CLI, a common scenario will be using an id from a previous result as the input to the next
command. Back-referencing provides a shortcut for referencing a result from the previous command via a positional
reference.

Note: Not every command produces back-references. To determine if acommand supports back-referencing,
E check the usage.

#> registry list-buckets help
Li sts the buckets that the current user has access to.
PRODUCES BACK- REFERENCES

A common scenario for utilizing back-references would be the following:

1. User starts by exploring the available buckets in aregistry instance

#> registry list-buckets
# Narme Id Descri ption

1 My Bucket 3c7b7467-0012- 4d8f - a918- 6aa42b6b9d39 (enpty)
2 O her Bucket 175f b557- 43a2- 4abb- 871f - 81a354f 47bc2 (enpty)

2. User then views the flows in one of the buckets using a back-reference to the bucket id from the previous result in
position 1

#> registry list-flows -b &1
Using a positional back-reference for 'My Bucket'
# Narme Id Descri ption

1 My Flow 06ach207-d2f 1- 447f - 85ed- 9b8672f e6d30 This is nmy flow

3. User then views the version of the flow using a back-reference to the flow id from the previous result in position 1

#> registry list-flowversions -f &l
Usi ng a positional back-reference for 'MW Fl ow
Ver Dat e Aut hor Message




Encrypt-Config Tool

1 Tue, Jan 23 2018 09: 48 EST anonynous This is the
first version of ny flow

4. User deploys version 1 of the flow using back-references to the bucket and flow id from step 2

#> nifi pg-inport -b &1 -f &1 -fv 1

Usi ng a positional back-reference for 'My Bucket'
Using a positional back-reference for 'My Fl ow
9bd157d4- 0161- 1000- b946- c1f 9b1832ef d

The reason step 4 was able to reference the results from step 2, is because the list-flow-versions command in step 3
does not produce back-references, so the results from step 2 are still available.

To add aNiFi command, create a new class that extends AbstractNiFiCommand:

public class MyCommand extends AbstractN Fi Command {

public MyCommand() {
super (" my- conmand") ;

}
@verride
protected void doExecute(N Filient client, Properties properties)
throws N Fi CdientException, |OException, M ssingOptionException,
CommandException {
/1 TODO i npl enment

}

@verride

public String getDescription() {
return "This is nmy new conmand”;

}

}

Add the new command to NiFiCommandGroup:
commands. add( new MyComand()) ;

To add aNiFi Registry command, perform the same steps, but extend from AbstractNiFiRegistryCommand, and add
the command to NiFiRegistryCommandGroup.

The encrypt-config command line tool (invoked as ./bin/encrypt-config.sh or bin\encrypt-config.bat) reads from a
nifi.properties file with plaintext sensitive configuration values, prompts for a master password or raw hexadecimal
key, and encrypts each value. It replaces the plain values with the protected value in the samefile, or writesto a new
nifi.propertiesfile if specified.

The default encryption algorithm utilized is AES/GCM 128/256-bit. 128-bit is used if the JCE Unlimited Strength
Cryptographic Jurisdiction Policy files are not installed, and 256-bit is used if they are installed.
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Encrypt-Config Tool

To show help:

./ bin/encrypt-config.sh -h

The following are available options:

-h,--help Prints this usage message

-v,--verbose Sets verbose mode (default false)

-n,--niFiProperties <arg> The nifi.properties file containing unprotected config values (will be overwritten)
-I,--loginldentityProviders <arg> The login-identity-providers.xml file containing unprotected config values (will
be overwritten)

-a,--authorizers <arg> The authorizers.xml file containing unprotected config values (will be overwritten)
-f,--flowXml <arg> The flow.xml.gz file currently protected with old password (will be overwritten)
-b,--bootstrapConf <arg> The bootstrap.conf file to persist master key

-0,--outputNiFiProperties <arg> The destination nifi.properties file containing protected config values (will not
maodify input nifi.properties)

-i,--outputL oginl dentityProviders <arg> The destination login-identity-providers.xml file containing protected
config values (will not modify input login-identity-providers.xml)

-u,--outputAuthorizers <arg> The destination authorizers.xml file containing protected config values (will not
modify input authorizers.xml)

-g,--outputFlowXml <arg> The destination flow.xml.gz file containing protected config values (will not modify
input flow.xml.gz)

-k,--key <arg> The raw hexadecimal key to use to encrypt the sensitive properties

-e,--0ldKey <arg> The old raw hexadecimal key to use during key migration

-p,--password <arg> The password from which to derive the key to use to encrypt the sensitive properties
-w,--oldPassword <arg> The old password from which to derive the key during migration

-r,--useRawK ey If provided, the secure console will prompt for the raw key value in hexadecimal form
-m,--migrate If provided, the nifi.properties and/or |ogin-identity-providers.xml sensitive properties will be re-
encrypted with a new key

-X,--encryptFlowXmlOnly If provided, the propertiesin flow.xml.gz will be re-encrypted with a new key but the
nifi.properties and/or login-identity-providers.xml files will not be modified

-s,--propsKey <arg> The password or key to use to encrypt the sensitive processor propertiesin flow.xml.gz
-A,--newFlowAlgorithm <arg> The algorithm to use to encrypt the sensitive processor propertiesin flow.xml.gz

-P,--newFlowProvider <arg> The security provider to use to encrypt the sensitive processor propertiesin
flow.xml.gz

As an example of how the tool works, assume that you have installed the tool on a machine supporting 256-bit
encryption and with the following existing values in the nifi.properties file:

# security properties #
nifi.sensitive. props. key=t hi sl sABadSensi ti veKeyPassword
nifi.sensitive. props. al gorithmPBEW THVD5AND256BI TAES- CBC- OPENSSL
nifi.sensitive. props. provi der=BC
nifi.sensitive.props.additional.keys=

nifi.security. keystore=/path/tol/keystore.jks
nifi.security. keystoreType=JKS

nifi.security. keystorePasswd=t hi sl sABadKeyst or ePasswor d
ni fi.security. keyPasswd=t hi sl sABadKeyPassword
nifi.security.truststore=

nifi.security.truststoreType=
nifi.security.truststorePasswd=

11



Encrypt-Config Tool

Enter the following arguments when using the tool:

encrypt-config.sh

-b boot strap. conf

-k 0123456789ABCDEFFEDCBA98765432100123456789ABCDEFFEDCBA9876543210
-n nifi.properties

As aresult, the nifi.properties file is overwritten with protected properties and sibling encryption identifiers (aes/gcm/
256, the currently supported algorithm):

# security properties #
nifi.sensitive.props. key=n2z+t TTbHUZ4V4V2| | uWwhdasyDXDAZ&2| MAes/ vgh6udvaz4xglL
4aEbF4Y/ dXevgk3ul RcOM 1vc4RDQ==
nifi.sensitive. props. key. prot ect ed=aes/ gcm 256
nifi.sensitive. props. al gorithmPBEW THVD5AND256BI TAES- CBC- OPENSSL
nifi.sensitive.props. provi der=BC
nifi.sensitive.props.additional.keys=
nifi.security. keystore=/path/tol/keystore.jks
nifi.security. keystoreType=JKS
nifi.security. keystorePasswd=0Bj T92hl GREl | GCh| | MZ6uYuVWNBr OA6usq/ Jt 3DaD2e4ot
Ni r ZDyt ac/ w KFeOHOkr JRO3vchbo
nifi.security. keystorePasswd. prot ect ed=aes/ gcm 256
nifi.security. keyPasswd=ac/ BaE35SL/ esLi J| | +ULRvRLYdI DA2VqpEOe QXDEM alLBM=2kbK
OdOnBk/ hGebDKI Vg==
nifi.security. keyPasswd. prot ect ed=aes/ gcm 256
nifi.security.truststore=
nifi.security.truststoreType=
nifi.security.truststorePasswd=

Additionally, the bootstrap.conf fileis updated with the encryption key asfollows:

# Master key in hexadecinmal format for encrypted sensitive confi
guration val ues
ni fi.bootstrap.sensitive. key=0123456789ABCDEFFEDCBA98765432100123456789ABCDE
FFEDCBA9876543210

Sensitive configuration values are encrypted by the tool by default, however you can encrypt any additional
properties, if desired. To encrypt additional properties, specify them as comma-separated valuesin the nifi.sensitive.p
rops.additional .keys property.

If the nifi.properties file already has valid protected values, those property values are not modified by the tool.

When applied to login-identity-providers.xml and authorizers.xml, the property elements are updated with an encrypti
on attribute;

Example of protected login-identity-providers.xmi:

<I-- LDAP Provider -->
<provi der >
<identi fier>l dap-provider</identifier>
<cl ass>or g. apache. ni fi .| dap. LdapProvi der </ cl ass>
<property name="Aut hentication Strategy">START_TLS</ property>
<property nane="Manager DN'>soneuser </ property>
<property nane="Manager Password" encryption="aes/gcnf 128" >q4r 7W gN
O0MaxdAKM | SGgdCTPGSFEcuH4Rr aMYEdey VbOx93abdWI'VSW h1w+k| A</ pr operty>
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File Manager

<property name="TLS - Keystore"></property>

<property nane="TLS - Keystore Password" encryption="aes/gcnl 128" >
Uah59TWK+Ru5GY5p| | B44RT/ LIt CO8QM5ehQ¥ 01Jx I pf 0gSJUzug25Unk F5a50g</ pr operty>

<property nane="TLS - Keystore Type"></property>

</ pr OVI der >
Example of protected authorizers.xml:

<l-- LDAP User G oup Provider -->
<user Gr oupPr ovi der >
<i denti fier>l dap-user-group-provider</identifier>
<cl ass>org. apache. ni fi .l dap.tenants. LdapUser G- oupPr ovi der </ cl ass>
<property name="Aut hentication Strategy">START_TLS</ property>
<property nane="Manager DN'>soneuser </ property>
<property nane="Manager Password" encryption="aes/gcnf 128" >q4r 7W gN
O0MaxdAKM | SGgdCTPGSFEcuH4Rr aMYEdey VbOx93abdWI'VSW h1w+k| A</ pr operty>
<property nane="TLS - Keystore"></property>
<property nanme="TLS - Keystore Password" encryption="aes/gcnl 128" >
Uah59TWK+Ru5GY5p| | B44RT/ LIt COBQWASeh(Q¥ 01JxI pf 0gSJUzug25UnkF5a50g</ pr operty>
<property name="TLS - Keystore Type"></property>

</ usé.r G oupPr ovi der >

The File Manager utility (invoked as ./bin/file-manager.sh or bin\file-manager.bat) allows system administrators to
take a backup of an existing NiFi installation, install a new version of NiFi in adesignated location (while migrating
any previous configuration settings) or restore an installation from a previous backup. File Manager supports NiFi
version 1.0.0 and higher.

To show help:
./'bin/file-manager.sh -h

Thefollowing are available options:

e -b,--backupDir <arg> Backup NiFi Directory (used with backup or restore operation)

e -c,--nifiCurrentDir <arg> Current NiFi Installation Directory (used optionally with install or restore operation)

o -d,--nifilnstalIDir <arg> NiFi Installation Directory (used with install or restore operation)

e -h,--help Print help info (optional)

e -i,—-installFile <arg> NiFi Install File (used with install operation)

* -m,--moveRepositories Allow repositories to be moved to new/restored nifi directory from existing installation, if
available (used optionally with install or restore operation)

e -0,--operation <arg> File operation (install | backup | restore)

e -r,—-nifiRollbackDir <arg> NiFi Installation Directory (used with install or restore operation)

e -t,--bootstrapConf <arg> Current NiFi Bootstrap Configuration File (used optionally)

e -v,--verbose Verbose messaging (optional)

13



File Manager

» -X,—-overwriteConfigs Overwrite existing configuration directory with upgrade changes (used optionally with
install or restore operation)

Example usage on Linux:

# backup NI Fi installation

# option -t may be provided to ensure backup of external boostrap.conf file
./ file-mnager. sh

-0 backup

-b /tnp/nifi_bak

-c /usr/nifi_old

-V

# install N Fi using conpressed tar file into /usr/nifi directory (should in
stall as /usr/nifi/nifi-1.3.0).

# mgrate existing configurations with |ocation deternined by external boots

trap. conf and nove over repositories fromnifi_old

# options -t and -c should both be provided if mgration of configurations,
state and repositories are required

./file-manager. sh

-0 instal

-i nifi-1.3.0.tar.gz

-d /usr/nifi

-c /fusr/nifi/nifi_old

-t /usr/nifi/old_conf/bootstrap. conf

-V

-m

# restore NiFi installation frombackup directory and nove back repositories

# option -t may be provided to ensure bootstrap.conf is restored to the file
pat h provided, otherwise it is placed in the

# default directory under the rollback path (e.g. /usr/nifi_old/conf)
./file-manager. sh

-0 restore

-b /tnp/nifi_bak

-r /fusr/nifi_old

-c /usr/nifi

-m

-V

During the backup operation a backup directory is created in a designated location for an existing NiFi installation.
Backups will capture all critical files (including any internal or external configurations, libraries, scripts and
documents) however it excludes backing up repositories and logs due to potential size. If configuration/library files
are external from the existing installation folder the backup operation will capture those as well.

During the install operation File Manager will perform installation using the designated NiFi binary file (either tar.gz
or zip file) to create anew installation or migrate an existing nifi installation to a new one. Installation can optionally
move repositories (if located within the configuration folder of the current installation) to the new installation as well
as migrate configuration files to the newer installation.
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The restore operation allows an existing installation to revert back to a previous installation. Using an existing backup
directory (created from the backup operation) the FileManager utility will restore libraries, scripts and documents as
well as revert to previous configurations.

Note: If repositories were changed due to the installation of a newer version of NiFi these may no longer be
E compatible during restore. In that scenario exclude the -m option to ensure new repositories will be created or,
if repositories live outside of the NiFi directory, remove them so they can be recreated on startup after restore.

The flow-analyzer tool (invoked as ./bin/flow-analyzer.sh or bin\flow-analyzer.bat) analyzes the flow.xml.gz file and
reports:

» Total Bytes Utilized by the System
* Min/Max Back Pressure Size

* Average Back Pressure Size

e Min/Max Flowfile Queue Size

» Average Flowfile Queue Size

To execute the flow-analyzer tool:
fl ow anal yzer.sh <path to flow xm .gz>
Example:

$ ./flow anal yzer.sh /Users/nifiuser/nifi-1.8.0/conf/flow xnl .gz
Using flow=/Users/nifiuser/nifi-1.8.0/conf/flow xn .gz

Total Bytes Uilized by Systen=1518 CB

Max Back Pressure Size=1 GB

M n Back Pressure Size=1 GB

Aver age Back Pressure Size=2.504950495 GB

Max Flowfile Queue Size=10000

Mn Flowfil e Queue Size=10000

Avg Flowfile Queue Size=10000. 000000000

Node manager (invoked as ./bin/node-manager.sh or bin\node-manager.bat) supports connecting, disconnecting and
removing a node when in a cluster (an error message displaysif the node is not part of a cluster) aswell as obtaining
the status of a node. When nodes are disconnected from a cluster and need to be connected or removed, alist of urls
of connected nodes should be provided to send the required command to the active cluster. Node Manager supports

NiFi version 1.0.0 and higher.

To show help:

. /I bi n/ node- manager.sh -h
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The following are available options:

* -b,--bootstrapConf <arg> Existing Bootstrap Configuration file (required)

» -d,--nifilnstalIDir <arg> NiFi Root Folder (required)

e -h,--help Help Text (optional)

e -0, --operation <arg> Operations supported: status, connect (cluster), disconnect (cluster), remove (cluster)

e -p,--proxyDN <arg> Proxy or User DN (required for secured nodes doing connect, disconnect and remove
operations)

* -u,--clusterUrls <arg> Comma delimited list of active urlsfor cluster (optional). Not required for disconnecting a
node yet will be needed when connecting or removing from a cluster

« -v,-verbose Verbose messaging (optional)

To connect, disconnect, or remove a node from a cluster:

node- manager.sh -d {$NIFI _HOVE} -b { nifi bootstrap file path}
-0 {renove| di sconnect | connect|status} [-u {url list}] [-p {proxy name}] [-vV]

Example usage on Linux:

# di sconnect without cluster url list

. I node- manager . sh

-d /usr/nifi/nifi_current

-b /fusr/nifi/nifi_current/conf/bootstrap. conf
-0 di sconnect

-p ydavis@i fi
-V
#with url |ist

. I node- manager . sh
-d /Jusr/nifi/nifi_current
-b /usr/nifi/nifi_current/conf/bootstrap. conf

-0 connect
-u "http://nifi-server-1:8080, http://nifi-server-2: 8080
-V

Example usage on Windows:

node- manager . bat

-d "C\\Program Files\\ni fi\\nifi-21.2.0- SNAPSHOT"

-b "C\\Program Files\\nifi\\nifi-1.2.0-SNAPSHOT\\ conf\\ boot strap. conf"
-0 di sconnect

-V

To obtain information on Ul availability of a node, the status operation can be used to determine if the nodeis
running. If the -u (clusterUrls) option is not provided the current node url is checked otherwise the urls provided will
be checked.

When anode is disconnected from the cluster, the node itself should appear as disconnected and the cluster should
have a bulletin indicating the disconnect request was received. The cluster should also show n-1/n nodes available
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in the cluster. For example, if 1 node is disconnected from a 3-node cluster, then "2 of 3" nodes should show on the
remaining nodes in the cluster. Changes to the flow should not be allowed on the cluster with a disconnected node.

When the connect command is executed to reconnect a node to a cluster, upon completion the node itself should show
that it has rejoined the cluster by showing n/n nodes. Previously it would have shown Disconnected. Other nodes

in the cluster should receive a bulletin of the connect request and also show n/n nodes allowing for changesto be
allowed to the flow.

When the remove command is executed the node should show as disconnected from a cluster. The nodes remaining in
the cluster should show n-1/n-1 nodes. For example, if 1 node is removed from a 3-node cluster, then the remaining

2 nodes should show "2 of 2" nodes. The cluster should allow aflow to be adjusted. The removed node can rejoin

the cluster if restarted and the flow for the cluster has not changed. If the flow was changed, the flow template of

the removed node should be deleted before restarting the node to allow it to obtain the cluster flow (otherwise an
uninheritable flow file exception may occur).

Notify (invoked as ./bin/notify.sh or bin\notify.bat) allows administrators to send messages as bulletinsto NiFi.
Notify is supported on NiFi version 1.2.0 and higher.

To show help:
.Ibin/notify.sh -h

The following are available options:

* -b,--bootstrapConf <arg> Existing Bootstrap Configuration file (required)
e -d,--nifilnstalIDir <arg> NiFi Root Folder (required)

* -h,--help Help Text (optional)

e -l,--level <arg> Statuslevel of bulletin - INFO, WARN, ERROR

e -m,--message <arg> Bulletin message (reguired)

e -p,--proxyDN <arg> Proxy or User DN (required for secured nodes)

* -v,--verbose Verbose messaging (optional)

To send notifications:

notify.sh -d {SNIFI _HOVE} -b {nifi bootstrap file path} -m {message} [-I {le
vel}] [-v]

Example usage on Linux:

.Inotify.sh -d /fusr/nifi/nifi _current -b /usr/nifi/nifi_current/conf/bootstr
ap.conf -m "Test Message Server 1" -1 "WARN' -p "ydavis@ifi" -v
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Example usage on Windows:

notify.bat -v -d "C:\\Program Files\\nifi\\nifi-1.2.0-SNAPSHOI" -b "C \\Prog
ram Files\\nifi\\nifi-21.2.0-SNAPSHOT\\ conf\\bootstrap.conf" -m"Test Message
Server 1" -v

Executing the above command line should result in a bulletin appearing in NiFi:

ni ¢ Qe ET > =
o 0/ 0 bytes 0 o o 0 o [ 2 18:43:37UTC Q m
* 18:41:33 UTC WARN
@ HNavigate Test Server Message 1
«a Ik
49 Operate
NiFi Flow
™ »m >3

S2Sisacommand line tool (invoked as ./bin/s2s.sh or bin\s2s.bat) that can either read alist of DataPackets from stdin
to send over site-to-site or write the received DataPackets to stdout.

To show help:
./bin/s2s.sh -h

The following are available options:

e --batchCount <arg> Number of flow filesin abatch

e --batchDuration <arg> Duration of a batch

* --batchSize <arg> Size of flow filesin abatch

e -C,--compression Use compression

e -d,--direction Direction (valid directions: SEND, RECEIVE) (default: SEND)
e -h,--help Help Text (optional)

e -i,--portldentifier <arg> Port id

e --keystore <arg> Keystore

e --keyStorePassword <arg> Keystore password

» --keyStoreType <arg> Keystore type (default: KS)

e -n,--portName Port name

e -p,--transportProtocol Site to site transport protocol (default: RAW)

e --peerPersistencekile <arg> File to write peer information to so it can be recovered on restart
» --penalization <arg> Penalization period

+ --proxyHost <arg> Proxy hostname

e --proxyPassword <arg> Proxy password

18



TLS Toolkit

e --proxyPort <arg> Proxy port

e --proxyUsername <arg> Proxy username

e --timeout <arg> Timeout

e --trustStore <arg> Truststore

e --trustStorePassword <arg> Truststore password

o -trustStoreType <arg> Truststore type (default: IKS)

e -u,-url <arg> NiFl URL to connect to (default: http://local host:8080/nifi)

The s2s cli input/output format isa JSON list of DataPackets. They can have the following formats:
[{"attributes":{"key":"value"}, "data":"aG/sbGBgbm maQ=="1}]
where data is the base64 encoded value of the FlowFile content (always used for received data) or:

[{"attributes": {"key":"value"},"dataFile":"/Users/pvillard/ Docunments/ G t Hub/
nifi/nifi-toolkit/nifi-toolkit-assenbly/target/nifi-toolkit-1.9.0-SNAPSHOT-b
in/nifi-toolkit-1.9.0-SNAPSHOI/ bi n/ EXAMPLE"}]

where dataFile is afile to read the FlowFile content from.

Example usage to send a FlowFile with the contents of "hey nifi" to alocal unsecured NiFi over http with an input
port named "input":

echo '[{"data":"aGV5l GbpzZnk="}]" | bin/s2s.sh -n input -p http

In order to facilitate the secure setup of NiFi, you can use the tls-toolkit command line utility to automatically
generate the required keystores, truststore, and relevant configuration files. Thisis especially useful for securing
multiple NiFi nodes, which can be atedious and error-prone process.

Note: Please note that there are new requirements for trusted certificates in macOS 10.15. Details can be
Ij found here, but of particular importance isthat all TLS server certificates issued after July 1, 2019 must have
avalidity period of 825 days or less.

Wildcard certificates (i.e. two nodes nodel.nifi.apache.org and node2.nifi.apache.org being assigned the same
certificate with a CN or SAN entry of *.nifi.apache.org) are not officially supported and not recommended. There are
numerous disadvantages to using wildcard certificates, and a cluster working with wildcard certificates has occurred
in previous versions out of lucky accidents, not intentional support. Wildcard SAN entries are acceptable if each cert
maintains an additional unique SAN entry and CN entry.

* In many places throughout the codebase, cluster communications use certificate identities many timesto identify a
node, and if the certificate simply presents awildcard DN, that doesn't resolve to a specific node

e Admins may need to provide a custom node identity in authorizers.xml for *.nifi.apache.org because all proxy
actions only resolve to the cert DN (see the User Authentication section in the System Administrator's Guide for
more information).

« Admins have no traceability into which node performed an action because they all resolve to the same DN

e Admins running multiple instances on the same machine using different ports to identify them can accidentally
put nodel hosthame with node2 port, and the address will resolve fine because it's using the same certificate, but
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the host header handler will block it because the nodel hosthame is (correctly) not listed as an acceptable host for

node2 instance
« |If thewildcard certificate is compromised, all nodes are compromised

Note: JKS keystores and truststores are recommended for NiFi. This tool allows the specification of other
keystore types on the command line but will ignore atype of PKCS12 for use as the truststore because that
format has some compatibility issues between BouncyCastle and Oracle implementations.

The tls-toolkit command line tool has two primary modes of operation:

1. Standalone- generates the certificate authority, keystores, truststores, and nifi.properties filesin one command.
2. Client/Server - uses a Certificate Authority Server that accepts Certificate Signing Requests from clients, signs

them, and sends the resulting certificates back. Both client and server validate the other's identity through a shared

secret.

Standalone mode is invoked by running ./bin/tls-toolkit.sh standalone or bin\tls-toolkit.sh standal one.

To show help:
./bin/tls-toolkit.sh standal one -h

The following are available options:

* -a--keyAlgorithm <arg> Algorithm to use for generated keys (default: RSA)

« --additional CACertificate <arg> Path to additional CA certificate (used to sign toolkit CA certificate) in PEM
format if necessary

e -B,--clientCertPassword <arg> Password for client certificate. Must either be one value or one for each client DN

(auto-generate if not specified)

» -c,--certificateAuthorityHostname <arg> Hostname of NiFi Certificate Authority (default: localhost)

« -C,--clientCertDn <arg> Generate client certificate suitable for use in browser with specified DN (Can be
specified multiple times)

e -d,--days <arg> Number of daysissued certificate should be valid for (default: 825)

« -f--nifiPropertiesFile <arg> Base nifi.propertiesfile to update (Embedded file identical to the onein a default
NiFi install will be used if not specified)

« -g,-differentKeyAndK eystorePasswords Use different generated password for the key and the keystore

e -G,--global PortSequence <arg> Use sequential ports that are calculated for al hosts according to the provided
hosthame expressions (Can be specified multiple times, MUST BE SAME FROM RUN TO RUN)

e -h,--help Print help and exit
* -k,--keySize <arg> Number of bits for generated keys (default: 2048)

* -K,--keyPassword <arg> Key password to use. Must either be one value or one for each host (auto-generate if not

specified)

* -n,--hostnames <arg> Comma separated list of hostnames

« --nifiDnPrefix <arg> String to prepend to hostname(s) when determining DN (default: CN=)

» --nifiDnSuffix <arg> String to append to hostname(s) when determining DN (default: , OU=NIFI)

« -0,--outputDirectory <arg> The directory to output keystores, truststore, config files (default: ../bin)

e -O,--isOverwrite Overwrite existing host output

e -P,--trustStorePassword <arg> Keystore password to use. Must either be one value or one for each host (auto-
generate if not specified)

e -s--signingAlgorithm <arg> Algorithm to use for signing certificates (default: SHA256WITHRSA)
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» -S,--keyStorePassword <arg> Keystore password to use. Must either be one value or one for each host (auto-
generate if not specified)

e --subjectAlternativeNames <arg> Comma-separated list of domainsto use as Subject Alternative Namesin the
certificate

o -T,--keyStoreType <arg> The type of keystores to generate (default: jks)
"Hostname" and " Subject Alternative Name" Patterns:

» Square brackets can be used in order to easily specify arange of hosthames or subject alternative names. Example:
[01-20]

» Parentheses can be used in order to specify that more than one NiFi instance will run on the given host(s).
Example: (5)

Examples:

Create 4 sets of keystore, truststore, nifi.properties for localhost along with a client certificate with the given DN:
bin/tls-toolkit.sh standal one -n 'l ocal host(4)' -C 'CN=usernanme, OU=N FI'

Create keystore, truststore, nifi.properties for 10 NiFi hostnames in each of 4 subdomains:
bin/tls-toolkit.sh standal one -n 'nifi[01-10]. subdonmai n[ 1-4] . domai n'

Create 2 sets of keystore, truststore, nifi.properties for 10 NiFi hostnames in each of 4 subdomains along with a client
certificate with the given DN:

bin/tls-toolkit.sh standalone -n 'nifi[01-10]. subdonmai n[1-4]. donmain(2)' -C'
CN=user name, OU=NI FI '

The same command with arange of subject aternate names:

bin/tls-toolkit.sh standalone -n 'nifi[01-10]. subdonmai n[1-4].donmain(2)' -C'
CN=user nane, Q=N FI' --subj ect AlternativeNanes 'nifi[21-30].other[2-5]. exanp
le.com(2)’

Client/Server mode relies on along-running Certificate Authority (CA) to issue certificates. The CA can be stopped
when you're not bringing nodes online.

CA server mode isinvoked by running ./bin/tls-toolkit.sh server or bin\tls-toolkit.sh server.

Usage
To show help:

./bin/tls-toolkit.sh server -h

The following are available options:

* -a--keyAlgorithm <arg> Algorithm to use for generated keys (default: RSA)

» --configdsonin <arg> The place to read configuration info from (defaults to the value of configJson), implies
useConfigJdson if set (default: configdson value)

e -d,--days <arg> Number of daysissued certificate should be valid for (default: 825)

e -D,--dn<arg> The dnto use for the CA certificate (default: CN=YOUR_CA_HOSTNAME,OU=NIFI)

» -f,--configdson <arg> The place to write configuration info (default: config.json)

» -F,--useConfigJson Flag specifying that all configuration is read from configJson to facilitate automated use
(otherwise configJson will only be written to)
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» -g,--differentKeyAndK eystorePasswords Use different generated password for the key and the keystore
e -h,--help Print help and exit

» -k,--keySize <arg> Number of bits for generated keys (default: 2048)

e -p,~-PORT <arg> The port for the Certificate Authority to listen on (default: 8443)

e -s--signingAlgorithm <arg> Algorithm to use for signing certificates (default: SHA256WITHRSA)

o -T,--keyStoreType <arg> The type of keystores to generate (default: jks)

e -t,--token <arg> The token to use to prevent MITM (required and must be same as one used by clients)

The client can be used to request new Certificates from the CA. The client utility generates akeypair and Certificate
Signing Request (CSR) and sends the CSR to the Certificate Authority. CA client mode isinvoked by running ./bin/tl
stoolkit.sh client or bin\tls-toolkit.sh client.

f4b38a9042ad92a10c2d78174d6a6c458a10f c4f . xml#usage-10Usage
To show help:

./bin/tls-toolkit.sh client -h

The following are available options:

* -a--keyAlgorithm <arg> Algorithm to use for generated keys (default: RSA)
» -c,--certificateAuthorityHostname <arg> Hostname of NiFi Certificate Authority (default: localhost)
» -C,--certificateDirectory <arg> The directory to write the CA certificate (default: .)

» --configJsonin <arg> The place to read configuration info from, implies useConfigJson if set (default: configJson
value)

e -D,--dn<arg> The DN to use for the client certificate (default: CN=<localhost name>,OU=NIFI) (thisis auto-
populated by the tool)

« -f,--configJson <arg> The place to write configuration info (default: config.json)

» -F,--useConfigJson Flag specifying that all configuration is read from configJson to facilitate automated use
(otherwise configJdson will only be written to)

» -g,--differentKeyAndK eystorePasswords Use different generated password for the key and the keystore
e -h,--help Print help and exit

» -k,--keySize <arg> Number of bits for generated keys (default: 2048)

e -p,--PORT <arg> The port to use to communicate with the Certificate Authority (default: 8443)

e --subjectAlternativeNames <arg> Comma-separated list of domains to use as Subject Alternative Namesin the
certificate

o -T,--keyStoreType <arg> The type of keystoresto generate (default: jks)
e -t,--token <arg> The token to use to prevent MITM (required and must be same as one used by CA)

After running the client you will have the CA's certificate, a keystore, atruststore, and a config.json with information
about them as well astheir passwords.

For aclient certificate that can be easily imported into the browser, specify: -T PKCS12.

In some enterprise scenarios, a security/IT team may provide a signing certificate that has already been signed by the
organization's certificate authority (CA). Thisintermediate CA can be used to sign the node (sometimes referred to
as leaf) certificates that will be installed on each NiFi node, or the client certificates used to identify users. In order to
inject the existing signing certificate into the toolkit process, follow these steps:

1. Generate or obtain the signed intermediate CA keys in the following format (see additional commands below):

* Public certificate in PEM format: nifi-cert.pem
e Private key in PEM format: nifi-key.key
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2. Placethefilesin the toolkit working directory. Thisisthe directory where the tool is configured to output the

signed certificates. Thisis not necessarily the directory where the binary is located or invoked.

» For example, given the following scenario, the toolkit command can be run from its location aslong as the
output directory -ois ../hardcoded/, and the existing nifi-cert.pem and nifi-key.key will be used.

* eg. $ Jtoolkit/bin/tls-toolkit.sh standalone -o ./hardcoded/ -n ‘noded.nifi.apache.org’ -P thislsABadPasswo
rd -S thislsABadPassword -O will result in a new directory at ./hardcoded/node4.nifi.apache.org with a

keystore and truststore containing a certificate signed by ./hardcoded/nifi-key.key

« |If the-o0 argument is not provided, the default working directory (.) must contain nifi-cert.pem and nifi-key.key
* eg. $cd ./hardcoded/ & & ../toolkit/bin/tls-toolkit.sh standalone -n 'node5.nifi.apache.org' -P thislsABadPa

ssword -S thislsABadPassword -O

# Exanpl e directory structure *before* conmands above are run

# 0s @18:07:58 $ tree -L 2

### har dcoded

# ### CN=myuser nane. hardcoded OU=Ni Fi . p12
#  ### CN=nyuser nane. hardcoded OU=Ni Fi . passwor d
#  ### nifi-cert.pem
#  ### nifi-key. key
#  ### nodel.nifi.apache.org
# ### node2. nifi.apache.org
#  ### node3.nifi.apache.org
### tool kit
### LI CENSE
### NOTI CE
### README
### bin
### conf
### docs
### i b

The nifi-cert.pem and nifi-key.key files should be ASCII-armored (Base64-encoded ASCII) files containing the CA
public certificate and private key respectively. Here are sample files of each to show the expected format:

# The first command shows the actual content of the encoded file,
cond parses it and shows the internal val ues

.../lcerts $ nore nifi-cert.pem

----- BEGA N CERTI FI CATE- - - - -

M | DZTCCAk2gAW BAgl KAWTe MBk DAAAAADANBgk ghki GOw0OBAQs FADAX MQOWCOWYD
VQQL DAROSUZJ MSAWHg YDVQQDDBduaWZp LWNh LB pZk u YXBhY2h! LBy Zz Ae FwOx
ODA3M gWVDAOMz JaFw0y MTA3M cwWIVDAOMz J aVDEX DTAL BgNVBAs MBESJ Rkk x| DAe
BgNVBAMVF25pZnkt Y2Eubm maS5hcGRj aGUub3JnM | Bl j ANBgkghki GOWOBAQEF
AACCABAM | BCgKCAQEAgK Vr r C+AkFbj nCpupSy 84t TFDs RVUI WYj / k2pVWwC145M
3bpr OpRCzLuzovAj FCmT5L+i sTvNj hi onsqi f 07Ebd/ M2psYE/ Ri h2MJLs X6KgRe
1nRUi BeKF08h! nSBMGDFPj 39y Dz E/ V9edxV/ KG RqVgw QyOvwaS5uWdXnLDhzoV
4/ Mz 71 GrivoMasZluex| H93j j Bl 1+EFL2Xoa060LbEoj J9TKaWpGBi et Eedf 7\WWD
Z(qBEz2kHo9ddFk9yxi CkT4SUKNnDWhwe/ o6us 1vEXoSw+t nmuf HY/ A3gVi hj WPI Gz
gqyLFl 9JuN7CyJepkWaTdskBG7S85F kBl i zUj 5) OM DAQAB038wf TAOBgNVHQBB
Af SEBAMCAf 4WDAYDVROTBAUWAWEB/ z Ad Bg NVHQ4 EFg QUKI WBKbIMMQLz UabD4gl 7L
VONOcy OwHwWYDVROj BBgwiFo AUKI WBKbMMIQLz UabD4gl 7L VOAOcy OWHQYDVROI BBYw
FAY! KwYBBQUHAW GCCs GAQUFBWVBMAOGCSqGSI b3DQEBOMIAAAI BAQAXT HFI ZLOw
mM gnSl /i r 8f / uzDMy06APHGIhdel KVOHR74Bt K95KFg42zeXxAEFei c98PC/ FPV
t KpnRWJalsl MB+oP27cRx5Znr 2+pkt agnMrf 2JgMeJ8bduNH3RUkr 9] wgkcJRwy C

and the se
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| 4f wHC9k 18ai zNdCOf 2q2UgQXxNXaLYPel7deuNvwwr f | MyeFf Vr woT2uPJTMRI 1D

FQyc6haF4vsOSSRzE6OyDoc+/ 1Ppy PW50e SXeVChc 3AEAVRUTZMBQVBQUqVMb1e

MDGH+K3r Cei e SBPONG\r EC/ Pi A/ CvaMXBEog+x PAWLSgYf uCz4r | M3BdRa54z3+00
| c8xbzd7w8@B

----- END CERTI FI CATE- - -
.../certs $ openssl

Certificate
Dat a:

Ver si on:
Seri al

OU=N FI

Subj ect :
Subj ect Public Key Info:

Public Key Al gorithm
Publ i c- Key:

Enci pher nent ,

E: 73: 2D

Si gnature Al gorithm
31:

x509 -in nifi-cert.pem -text

3 (0x2)
Nurnber :
01: 64: de: 33: 79: 03: 00: 00: 00: 00
Si gnature Al gorithm sha256W t hRSAEncr ypti on
| ssuer:
Validity
Not Bef ore:
Not After :
OU=NI FI

Ju
Ju

Modul us:

00:

aa.

re2:
1 d7:
1 14:
D T7f
. 2e:
: 96:
177
. e6:
1 62:
1 10:
: ba:
ccf:
:2a:
(fa:
:ab:
1 76:
:3b

Exponent :
X509v3 ext ensi ons:
X509v3 Key Usage:
Di gi t al
Key Agreenent,
X509v3 Basic Constraints:
CA: TRUE
X509v3 Subj ect Key ldentifier:

2A: 25: 81: 29: B3: 0C: 43: 5C. D4: 69: BO: F8: 80: 8E: CB: 54: E5: 8E: 73: 2D

CN=ni fi-ca.nifi.apache.org

| 28 00:04:32 2018 GMVI
| 27 00:04:32 2021 GV
CNe=ni fi-ca.nifi.apache.org

45:
d4:
8e:
29:
4e:
ch:
64:
15:
eb:
83:
52:

655

6b:
ch:
4c:

37

ac:
Oe:
dd:

i e4:
: 6d:
:2a.
: 30:
1 28:
: 5e:
1 bl:
. be:
:f2:
;a3
1 92:
. 7c:
1 97:
:1b:

2f:
c4:

80:
55:

1 6b:
raz2:
I ccC:
. 5e:
. ch:
2 dl:
:c3:
. 6e:
1 b4:
:ad:
: 5d:
s 1c:
: 3f:
. 6e:
s bc:

(0x10001)

critical

Si gnat ur e,

Certificate Sign,

Non Repudi ati on
CRL Sign

X509v3 Authority Key ldentifier:

keyi d: 2A: 25: 81: 29: B3: 0C: 43: 5C. D4: 69: BO: F8: 80: 8E: CB: 54: E5: 8

X509v3 Extended Key Usage:

7c:

1 32:
s e4d:

TLS Wb d i ent Authentication
sha256W t hRSAEncr ypti on

: bO: :
. C6:
s de:
cla:
D aa:
:fO:
D 4e:
1 70:
1 43:
. 3e:

71:
ad:
al:
D aa.
: 6f :
1 15:
1 C6:
1 b7:
1 94
:a3:

48

3a:
60:
66:
a9:
24:
az2:
5e:
cc:
b2:

164

00:
e3:
do:
92:
af :
CC:
b8:
46:
Oe:

: b3

: 02

:2a:
. be:

122

;ab:
. e8:
D ea:
1 98:

rsaEncryption
(2048 bit)

TLS

3f: 8a:
74: 1d:
9c: f7:
Of : db:
Oc: 78:
1 82: 23:
1 17: c4:
1 85: 7d:
. 85: e2:
: bb: e4:

- noout

Key

Enci pher nent ,

Web Server Authentication
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42:6d: cd: c0: 10: Ob: d1: b9: 36: 4c: 05: Ob: c1: 41: 4a: 95: 33: 9d:
5e:30: 31: be: 2b: 7a: c2: 7a: 27: 92: 04: f 3: a7: 18: da: c4: Ob: f 3:
e2:03:f0: af: 68:c5:cl:12: 88: 3e: c4: f0: 30: d5: 28: 18: 7e: €0:
b3: e2: b9: 4c: dc: 17: 51: 6b: 9e: 33: df : ea: Oe: 95: cf : 31: 6f: 37:
7b: c3: c4: 37

# The first command shows the actual content of the encoded file,
cond parses it and shows the internal val ues

...lcerts $ nore nifi-key.key

----- BEG N RSA PRI VATE KEY-- - - -

M | EpAl BAAKCAQEAQK Vr r C+AkFbj nCpupSy84t TFDsRVUI WYj / k2pVWwWC145MBbpr
OpRCzLuzovAj FCnT5L+i sTvNj hi onsqi f 07Ebd/ M2psYE/ Ri h2MJLs X6KgRe1nRU
i BeKFO8h| nSBMGDFP] 39y Dz E/ V9edxV/ KG RqVgw QyOvwaS5uWdXnLDhzoV4/ Ve
71 GmivoMasZ1luex| H93j j Bl 1+EFL2Xoa060LbEoj J9TKaWhp&8i et Eedf 7VWDzqBE
z2kHo9ddFk9yxi Ck T4SUKnDWkhwe/ o6us 1vEXoSw+t muf HY/ A3gVi hj WPl GzqyLF
| 9JuN7CyJepkW(qTdskBG7S85G kBl i zUj 5 OM DAQABAoI BAAdVWRNV890VBUTOZ
dvsXGry LzpH8UIDMe O6DRp+Jf 3XaY+WKCut gCCDaVbt Hr bt | r 17EAzav5Q0 f GGb
SbVCp6QaJdi 53600SpEUr JRRZ5Z4dxL1vi mBWUGGHRnI En9YYJ1GMve+2PFnr 7
Ki eLnLO3V6UPzxoMInhcnJNdTp+dBwz SazVQwye2csSJI VK49t 2| xBwece7ohuh+
9f L7G3HU5S9d08QT1br knMHahcwl SYyJdOKSj RICB6WAXNAZmIYJ1j QCl 8YI CqOj

RX2r hx EXUuEMXQcai FQXz Cr mQEXr eKUI SDvNeu/ h7YU9Uv JWPZSFGNEGgnMP2Xv Qm
Ej K3r QECgYEAS+OkpLsi LNVHGzj 72Pi Bkq82sTLQI2+8udYp6PheOCkhj j XoBseb
YynyH Q 6CnVpJ@B3mUkJ+3i | SOSMFt m 3r z3udzl eek1so02L2J3+Cl 4kt 7f FCb
FFbVXv+dLNr m+-t On68J48asyad8k EnHYq9Us+/ 3MLDnFJ YTt hkgz CpECgYEAU/

I QQWAZAQc BUuVeasx MYoN8z Mz f r kxc8Af NwKxFOnc44ywo4nJdr +u/ UVRGYpRgM
rdl 1 5vz0l q68qk03spaWvDIn8hJChkReQali t 9Fp/ 51r 9MHz GTVar ORJGa20Z0g
i Ne8LN zD3bQL9hEvVj u9mmOx9Q62Q7 dapVpf f ws CgYEAt CLTPpQXB9dl j ERonbvr
wf f W TTI O wBHgFkKxr gy uAVLJISCIt KFHEHL+M/bpKr sz6ZDCs +kkwvhi7 6 ASLT 3t

| D2h3m\kqHG4 Sz LnuBD90j B666pOLr ci 6Fj YDap7i +DC3F4j 9+vxYYXt 9Al n09UV
z94hx+LaAl r | k9OHY3EyB6ECgYBA/ cCt NNj eaKv2nmxMBPbj D/ 289d85YueHgf pCH
gPs3i Zi q7WH w8r i +FKzMsaFvwe6zgTc Ot ULt xul vi gG8y nBunk29dOQRgx nKQgs
gnckqbu@uQg xwdHgr | ZHj QwevLSaThx| k+aAzu+i Ah+UBTZbWAZj nt G GdMJuJIl D
0GpyHWKBgQCRj f qQ@ Rel YVt U7j 6BDIBDLbCf mi pwaRNPOCUAGOVt S+UnJual hs XFQ
QCEBUONf Fi j | vb7YcXRL4pl RYPM/DgqYRNCbul 6A+1xNt r 000nxa/ HUf zKVel 9Tsn
9AKMMXS8Zcf St sVf 30DFf f XYRgCaWeuhpMrg9Twd XoAuwf pE5 GCnw==

...lcerts $ openssl rsa -in nifi-key.key -text -noout

Private-Key: (2048 bit)

nodul us:
00: aa: 45: 6b: ac: 2f : 80: 90: 56: €3: 9c: 2a: 6e: a5: 2c:
bc: e2: d4: c5: Oe: c4: 55: 50: 85: 98: 8f : f9: 36: ab: 5¢:
02:d7: 8e: 4c: dd: ba: 6b: d2: 94: 42: cc: bb: b3: a2: f O:
23:14: 29: 93: e4: bf: a2: bl: 3b: cd: 8e: 18: a8: 9e: ca:
a2: 7f : 4e: c4: 6d: df : cc: da: 9b: 18: 13: f 4: 62: 87: 63:
14: 2e: cb5: fa: 2a: 04: 5e: d6: 74: 54: 88: 17: 8a: 17: 4f :
21:96: 64: 81: 30: 60: c5: 3e: 3d: fd: c8: 3c: c4: fd: 5f:
5e: 77:15: 7f: 28: 68: d1: a9: 58: 30: f d: Oc: b4: bf : 06:
92: e6: e5: 9d: 5e: 72: ¢3: 87: 3a: 15: e3: f3: 33: ee: 51
a6: 62: 83: 1a: bl: 9d: 6e: 7b: 19: 47: f 7: 78: €3: 06: 5d:
7e: 10: 52: f 6: 5e: 86: b4: ea: 82: db: 12: 88: c9: f 5: 32:
9a: 5a: 1a: 46: f2: 27: ad: 11: e7: 5f: ed: 63: 34: ce: a0:
44: cf:69:07:a3:d7: 5d: 16: 4f: 72: c6: 20: a4: 4f : 84:
94: 2a: 70: d6: 92: 1c: 1c: f e: 8e: ae: b3: 5b: c4: 5e: 84:
b0: fa: d9: ae: 7c: 76: 3f: 03: 78: 15: 8a: 18: d6: 3c: 81
b3: ab: 22: ¢5: 97: d2: 6e: 37: b0: b2: 25: ea: 64: 55: 5a:
93: 76: ¢9: 01: 1b: b4: bc: e4: 6f: e4: 06: 58: b3: 52: 3e:
63: 3b

publ i cExponent: 65537 (0x10001)

pri vat eExponent:

and the se
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exponent 1:

00: b4: 2d:
eb:cl: f7:
e0: ca: e0:
db: a4: aa:
12: 2d: f d:
e7: b8: 10:
d8: 0d: aa:
ed: f 4: 09:
e5: 93: d3:

exponent 2:

40: f d: cO:

coefficient:

00: 91: 8d:
d0: 43: 6¢C
5b: 52: f 9:
e9: df : 16:
f 3: 2f : Oe:

: f 6:
1 53:
: Oa:

 68:
cel:

:905
s de:

:f5:
:9c:
1 07:
: 0a:

: bb:
:9c:

1 54:
1 f 4
1 50:
1 4b:
. 3e:

ee:
Oa:
40:
e2:

1 3c:

1 b3:
:ab:
1 66:
D ea:
: 80:
saz:

1 d8:
. e8:
cle:
: 8a:
1 14:
(1
. 2C:
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4d: 34: 9f : 16: bf : 1d: 47: f 3: 29: 57: 88: f 5: 3b: 27: f 4:
02: 8c: 5a: 75:d2: f1: 97: 1f : 4a: db: 15: 7f: 7a: 03: 15:
f7.:d7:61: 1a: 82:69: 67: ae: 86: 93: 26: 83: d4: f0: 75:
7a: 00: bb: 07: €9: 13: 91: 82: 9b

To sign generated certificates with a certificate authority (CA) generated outside of the TLS Toolkit, ensure

the necessary files arein the right format and location (see Additional Certificate Commands). For example, an
organization Large Organization has an internal CA (CN=ca.large.org, OU=Certificate Authority). Thisroot CA

is offline and only used to sign other internal CAs. The Large IT team generates an intermediate CA (CN=nifi_ca.l
arge.org, OU=NiFi, OU=Certificate Authority) to be used to sign all NiFi node certificates (CN=nodel.nifi.large.org,
OU=NiFi, CN=node2.nifi.large.org, OU=NiFi, etc.).

To use the toolkit to generate these certificates and sign them using the intermediate CA, ensure that the following
files are present (see Additional Certificate Commands):

 nifi-cert.pem - the public certificate of the intermediate CA in PEM format
» nifi-key.key - the Base64-encoded private key of the intermediate CA in PKCS #1 PEM format

If the intermediate CA wasthe root CA, it would be self-signed - the signature over the certificate would be issued
from the same key. In that case (the same as atoolkit-generated CA), no additional arguments are necessary.
However, because the intermediate CA is signed by the root CA, the public certificate of the root CA needsto be
provided as well to validate the signature. The --additional CA Certificate parameter is used to specify the path to the
signing public certificate. The value should be the absolute path to the root CA public certificate.

Example:

# Cenerate cert signed by internediate CA (which is signed by root CA) -- W
LL FAIL

$ ./bin/tls-toolkit.sh standal one -n 'nodel.nifi.apache.org" \

- P passwordpassword \

- S passwor dpassword \

-0 /opt/certs/external CA\

-0

2018/ 08/ 02 18:48: 11 INFO [nmin] org.apache.nifi.toolkit.tls.standal one. Tl
sTool ki t St andal oneConmandLi ne: No ni fi PropertiesFile specified, using enmbedd
ed one.

2018/ 08/ 02 18:48:12 I NFO [mai n] org.apache.nifi.toolkit.tls.standal one. Tl sTo
ol kit St andal one: Runni ng standal one certificate generation with output direc
tory /opt/certs/external CA

2018/ 08/ 02 18:48: 12 INFO [nmi n] org.apache.nifi.toolkit.tls.util.TlsHel per
Verifying the certificate signature for CN=nifi_ca.large.org, OJCertific
ate Authority

2018/ 08/ 02 18:48:12 | NFO [mai n] org.apache.nifi.toolkit.tls.util.TlsHelper:
Attenpting to verify certificate CN=nifi_ca.large.org, OEN Fi, OU=Certifi
cate Authority signature with CN=nifi_ca.large.org, OEN Fi, OU=Certificate

Aut hority

2018/ 08/ 02 18:48: 12 WARN [nai n] org.apache.nifi.toolkit.tls.util.TlsHel per
Certificate CN=nifi_ca.large.org, OU=Ni Fi, OU=Certificate Authority not s
gned by CN=nifi _ca.large.org, OU=Ni Fi, OU=Certificate Authority [certificate
does not verify with supplied key]

Error generating TLS configuration. (The signing certificate was not signed
by any known certificates)

# Provide additional CA certificate path for signature verification of inter
nedi ate CA

$ ./bin/tls-toolkit.sh standal one -n 'nodel.nifi.apache.org" \
- P passwordpassword \
- S passwor dpassword \
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-0 /opt/certs/external CA\

--additional CACertificate /opt/certs/external CAroot. pem\

-0

2018/ 08/ 02 18:48: 44 INFO [nmi n] org.apache.nifi.toolkit.tls.standal one. TlIsT
ool ki t St andal oneCommandLi ne: No nifi PropertiesFile specified, using enbedded
one.

2018/ 08/ 02 18:48:44 | NFO [mai n] org.apache.nifi.toolkit.tls.standal one.Tls

Tool ki t St andal one: Runni ng standal one certificate generation with output dir
ectory /opt/certs/external CA

2018/ 08/ 02 18:48: 44 INFO [nmi n] org.apache.nifi.toolkit.tls.util.TlsHel per
Verifying the certificate signature for CN=nifi_ca.large.org, OEN Fi, OU=C
ertificate Authority

2018/ 08/ 02 18:48:44 | NFO [main] org.apache.nifi.toolkit.tls.util.TlsHel per:
Attenpting to verify certificate CN=nifi_ca.large.org, OFEN Fi, OU=Certific
ate Authority signature with CN=ca.large.org, OJkCertificate Authority

2018/ 08/ 02 18:48: 44 INFO [nmi n] org.apache.nifi.toolkit.tls.util.TlsHel per
Certificate was signed by CN=ca.l arge.org, OU=Certificate Authority

2018/ 08/ 02 18:48: 44 I NFO [rmai n] org.apache.nifi.toolkit.tls.standal one. Tl

sTool ki t St andal one: Using existing CA certificate /opt/certs/external CA nifi

-cert.pem and key /opt/certs/external CA nifi-key. key

2018/ 08/ 02 18:48: 44 INFO [nmi n] org.apache.nifi.toolkit.tls.standal one.TlIsT

ool kit St andal one: Witing new ssl configuration to /opt/certs/external CA/ nod

el.nifi.apache.org

2018/ 08/ 02 18:48: 44 I NFO [rmai n] org.apache.nifi.toolkit.tls.standal one. Tl

sTool ki t St andal one: Successfully generated TLS configurati on for nodel. nifi.

apache.org 1 in /opt/certs/external CA nodel.nifi.apache.org

2018/ 08/ 02 18:48:44 INFO [nai n] org.apache.nifi.toolkit.tls.standal one. Tl sTo

ol kit Standal one: No clientCertDn specified, not generating any client certif
i cates.

2018/ 08/ 02 18:48: 44 I NFO [rmai n] org.apache.nifi.toolkit.tls.standal one. Tl sTo

ol ki t St andal one: tls-toolkit standal one conpl eted successfully

. To convert from DER encoded public certificate (cert.der) to PEM encoded (cert.pem):
« |If the DER file contains both the public certificate and private key, remove the private key with this command:

» perl -pe'BEGIN{undef $/;} s-----BEGIN PRIVATE KEY -----.*?-----END PRIVATE KEY -----|Removed
private key|gs' cert.der > cert.pem

» If the DER file only contains the public certificate, use this command:

» openssl x509 -inform der -in cert.der -out cert.pem

. To convert from a PK CS12 keystore (keystore.pl12) containing both the public certificate and private key into
PEM encoded files (BPASSWORD is the keystore password):

e openss pkesl2 -in keystore.pl2 -out cert.der -nodes -password " pass. $PA SSWORD"
« openss pkcsl2 -in keystore.pl2 -nodes -nocerts -out key.key -password " pass. $PA SSWORD"
» Follow the steps above to convert cert.der to cert.pem

. To convert from a Java Keystore (keystore.jks) containing private key into PEM encoded files ($P12_PAS
SWORD isthe PKCS12 keystore password, $JKS PASSWORD is the Java keystore password you want to set,
and $ALIAS can be any value - the NiFi default is nifi-key):

« keytool -importkeystore -srckeystore keystore.jks -destkeystore keystore.p12 -srcstoretype JK S -deststoretyp
e PKCS12 -destkeypass "$P12_PASSWORD" -deststorepass "$P12_PASSWORD" -srcstorepass "$IKS_PAS
SWORD" -srcalias "$ALIAS" -destalias "$SALIAS"

» Follow the steps above to convert from keystore.p12 to cert.pem and key.key
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4. To convert from PKCS#8 PEM format to PKCS #1 PEM format:

» |f the private key is provided in PKCS #8 format (the file begins with ----- BEGIN PRIVATE KEY ----- rather
than ----- BEGIN RSA PRIVATE KEY -----), the following command will convert it to PKCS #1 format, move
the original to nifi-key-pkcs8.key, and rename the PKCS #1 version as nifi-key.key:

« openss rsa-in nifi-key.key -out nifi-key-pkcsl.key & & mv nifi-key.key nifi-key-pkcs8.key & & mv nifi-ke
y-pkesl.key nifi-key.key
5. To combine a private key in PEM format (private.key) and public certificate in PEM format (certificate.pem) into
PKCS12 keystore:

« Thefollowing command will create the PK CS12 keystore (keystore.p12) from the two independent files. A
Java keystore (JKS) cannot be formed directly from the PEM files:

» openssl pkecsl2 -export -out keystore.pl2 -inkey private.key -in certificate.pem
6. To convert aPKCS12 keystore (keystore.pl2) to JKS keystore (keystore.jks):

« Thefollowing command will create the JKS keystore (keystore.jks). The -destalias flag is optional, as
NiFi does not currently read from a specific alias in the keystore. The user will be prompted for a keystore
password, which must be set and have minimum 8 characters, and a key password, which can be the same as
the keystore password or different:

« keytool -importkeystore -srckeystore keystore.p12 -srcstoretype pkcsl2 -destkeystore keystore.jks -dests
toretype jks -destalias nifi-key

Y ou can use the zk-migrator tool to perform the following tasks:

» Moving ZooKeeper information from one ZooK eeper cluster to another
« Migrating ZooK eeper node ownership

For example, you may want to use the ZooK eeper Migrator when you are:

» Upgrading from NiFi 0.x to NiF 1.x in which embedded ZooK eepers are used

* Migrating from an embedded ZooKeeper in NiFi 0.x or 1.x to an external ZooK eeper

« Upgrading from NiFi 0.x with an external ZooKeeper to NiFi 1.x with the same external ZooK eeper
e Migrating from an external ZooK eeper to an embedded ZooKeeper in NiFi 1.x

The zk-migrator tool isinvoked as ./bin/zk-migrator.sh or bin\zk-migrator.bat.
To show help:

./ bin/zk-mgrator.sh -h

The following are available options:

e -a--auth <username:password> Allows the specification of a username and password for authentication with
ZooK eeper. This option is mutually exclusive with the -k,--krb-conf option.

o -f--file <filename> Thefile used for ZooK eeper data serialized as JISON. When used with the -r,--receive option,
dataread from ZooK eeper will be stored in the given filename. When used with the -s,--send option, the datain
the file will be sent to ZooK eeper.

e -h,--help Prints help, displays available parameters with descriptions

» --ignore-source Allows the ZooK eeper Migrator to write to the ZooK eeper and path from which the data was
obtained.
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e -k,--krb-conf <jaas-filename> Allows the specification of aJAAS configuration file to allow authentication with a
ZooK eeper configured to use Kerberos. This option is mutually exclusive with the -a,--auth option.

e -r,--receive Receives data from ZooK eeper and writes to the given filename (if the -f,--file option is provided) or
standard output. The data received will contain the full path to each node read from ZooKeeper. This optionis
mutually exclusive with the -s,--send option.

e -s--send Sends data to ZooK eeper that is read from the given filename (if the -f,--file option is provided) or
standard input. The paths for each node in the data being sent to ZooK eeper are absolute paths, and will be stored
in ZooK eeper under the path portion of the -z,--zookeeper argument. Typically, the path portion of the argument
can be omitted, which will store the nodes at their absolute paths. This option is mutually exclusive with the -r,--re
celve option.

e --use-existing-acl Allows the Zookeeper Migrator to write ACL values retrieved from the source Zookeeper server
to destination server. Default action will apply Open rights for unsecured destinations or Creator Only rights for
secured destinations.

» -z,--zookeeper <zookeeper-endpoint> The ZooK eeper server(s) to use, specified by a connect string, comprised
of one or more comma-separated host:port pairs followed by a path, in the format of host:port[,host2:port...
,hostn:port]/znode/path.

Before you begin, confirm that:

¢ You have installed the destination ZooK eeper cluster.

* You haveinstalled and configured a NiFi cluster to use the destination ZooK eeper cluster.

» If you are migrating ZooK eepers due to upgrading NiFi from 0.x to 1.x,, you have already followed appropriate
NiFi upgrade steps.

« You have configured K erberos as needed.

¢ You have not started processing any dataflow (to avoid duplicate data processing).

» |If one of the ZooK eeper clusters you are using is configured with Kerberos, you are running the ZooK eeper
Migrator from a host that has access to NiFi's ZooK eeper client jaas configuration file (see the Kerberizing NiFi’'s
ZooK eeper Client section in the System Administrator’s Guide for more information).

1. Collect the following information:

Source ZooK eeper hostname (sourceHostname) The hostname must be one of the hosts running in the ZooK eeper
ensemble, which can be found in <NiFi installation dir>/conf/
zookeeper.properties. Any of the hostnames declared in the server.N
properties can be used.

Destination ZooK eeper hostname (destinationHostname) The hostname must be one of the hosts running in the ZooK eeper
ensemble, which can be found in <NiFi installation dir>/conf/
zookeeper.properties. Any of the hostnames declared in the server.N
properties can be used.

Source ZooK eeper port (sourceClientPort) This can be found in <NiFi installation dir>/conf/
zookeeper.properties. The port is specified in the clientPort property
or at the end of the server string.

Destination ZooK eeper port (destinationClientPort) This can be found in <NiFi installation dir>/conf/
zookeeper.properties. The port is specified in the clientPort property
or at the end of the server string.

Export data path Determine the path that will store ajson file containing the export of
data from ZooK eeper. It must be readable and writable by the user
running the zk-migrator tool.
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Source ZooK eeper Authentication Information Thisinformationisin <NiFi installation dir>/conf/state-
management.xml. For NiFi 0.x, if Creator Only is specified in state-
management.xml, you need to supply authentication information
using the -a,--auth argument with the values from the Username and
Password properties in state-management.xml. For NiFi 1., supply
authentication information using the -k,--krb-conf argument.

If the state-management.xml specifies Open, no authentication is
required.

Destination ZooK eeper Authentication Information Thisinformationisin <NiFi installation dir>/conf/state-
management.xml. For NiFi 0.x, if Creator Only is specified in state-
management.xml, you need to supply authentication information
using the -a,--auth argument with the values from the Username and
Password properties in state-management.xml. For NiFi 1., supply
authentication information using the -k,--krb-conf argument.

If the state-management.xml specifies Open, no authentication is

required.
Root path to which NiFi writes datain Source ZooK eeper This information can be found in <NiFi installation dir>/conf/
(sourceRaotPath) state-management.xml under the Root Node property in the cluster-

provider element. (default: /nifi)

Root path to which NiFi writes datain Destination ZooK eeper Thisinformation can be found in <NiFi installation dir>/conf/state-
(destinationRootPath) management.xml under the Root Node property in the cluster-
provider element.

Note: Asof NiFi 1.10.x, because of an upgrade to ZooK eeper 3.5.x, the migrator may have a permission

B error "NoAuthException: KeeperErrorCode = NoAuth for /zookeeper/config" when attempting to use/ as
the destination root path. Thisis because the /zookeeper/config znode has read-only permissions. Instead
use a destination path of /nifi/components or similar.

2. Stop al processorsin the NiFi flow. If you are migrating between two NiFi installations, the flows on both must
be stopped.

3. Export the NiFi component data from the source ZooK eeper. The following command reads from the specified
ZooK eeper running on the given hostname:port, using the provided path to the data, and authenticates with
ZooK eeper using the given username and password. The data read from ZooK eeper is written to the file provided.

e For NiFi 0.x
» For an open ZooK eeper:

e zk-migrator.sh -r -z sourceHostname: sourceClientPort/sourceRootPath/components -f /path/to/export/
zk-source-data.json

» For aZooKeeper using username:password for authentication:

e zk-migrator.sh -r -z sourceHostname: sourceClientPort/sourceRootPath/components -a <username:pass
word> -f /path/to/export/zk-source-data.json
e For NiFi 1.x

* For an open ZooK eeper:

e zk-migrator.sh -r -z sourceHostname: sourceClientPort/sourceRootPath/components -f /path/to/export/
Zk-source-data.json

» For aZooKeeper using Kerberos for authentication:

« zk-migrator.sh -r -z sourceHostname: sourceClientPort/sourceRootPath/components -k /path/to/jaasc
onfig/jaas-config.conf -f /path/to/export/zk-source-data.json

31



ZooK eeper Migrator

4. (Optiona) If you have used the new NiFi installation to do any processing, you can also export its ZooK eeper data
as abackup prior to performing the migration.

» For an open ZooK eeper:

e zk-migrator.sh -r -z destinationHostname: desti nationCli entPort/destinationRootPath/components -f /path/t
o/export/zk-destination-backup-data.json

» For aZooKeeper using Kerberos for authentication:

e zk-migrator.sh -r -z destinationHostname: desti nati onClientPort/destinationRootPath/components -k /path/t
oljaasconfigl/jaas-config.conf -f /path/to/export/zk-destination-backup-data.json

5. Migrate the ZooK eeper data to the destination ZooK eeper. If the source and destination ZooK eepers are the same,
the --ignore-source option can be added to the following examples.

* For an open ZooK eeper:

e zk-migrator.sh -s -z destinationHostname: desti nationClientPort/desti nationRootPath/components -f /path/t
o/export/zk-source-data.json

» For aZooKeeper using Kerberos for authentication:

e zk-migrator.sh -s -z destinationHostname: desti nati onClientPort/desti nationRootPath/components -k /path/t
oljaasconfig/jaas-config.conf -f /path/to/export/zk-source-data.json
6. Once the migration has completed successfully, start the processorsin the NiFi flow. Processing should continue
from the point at which it was stopped when the NiFi flow was stopped.
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