Cloudera Flow Management 4.12.0

Integrations

Date published: 2019-06-26
Date modified: 2026-03-31

CLOUD=RA

https://docs.cloudera.com/


https://docs.cloudera.com/

© ClouderaInc. 2026. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2"), the Affero General Public License version 3 (AGPLV3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liahility arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Clouderalmpala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT ASEXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,

CLOUDERA DOESNOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF

ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE

FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’' S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMSANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



Cloudera Flow Management | Contents | iii

I aTa= o = o USRS 4
INtegrating NIFT @O ALIBS......c.ciuiiiiii bbb et sttt et bbbt s b et be e b 4
Manually integrating with Atlas when Auto-TLS iS not enabled............cooeverinninnenee e 4

Manually integrating with Atlas when AUto-TLS is enabled.........ccooeiriiineincineee e 5

Integrating NiFi and NiFi Registry With KNOX........cocoiiiiiniirienieeneeneesee bbb 5

Customizing propertiesin Cloudera Manager .........ccceeveveeeieeseesieesee e 5
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This section provides information on integrating NiFi and NiFi Registry with other components.

You can integrate NiFi with Apache Atlas to take advantage of robust dataset and application lineage support.

If Cloudera Flow Management or the Cloudera Base on premises cluster does not have Auto-TL S enabled and you
want to Atlas, then you must manually integrate with Atlas by creating the Repor t Li neageToAt | as reporting

task.

Perform this task if:

e Cloudera Flow Management does not have TL S enabled; AND

» The Cloudera Base on premises cluster does not have auto-TL S enabled; AND

* You do not want to enable auto-TLS; AND

* Youwant Atlas as part of Cloudera Flow Management on your Cloudera Base on premises deployment.

1. From the Global Menu located in NiFi’s upper right corner, select Controller Services and click the Reporting
Tasks tab.

2. Click the Add (+) icon to launch the Add Reporting Task dialog.
3. Select Report Li neageToAt | as and click Add.
4. Click the Edit icon to launch the Configure Reporting Task dialog. The following properties are required:

Atlas URLs—acomma-separated list of Atlas Server URLSs. Once you have started reporting, you cannot
modify an existing Reporting Task to add a new Atlas Server. When you need to add a new Atlas Server, you
must create a new reporting task.

Atlas Configuration Directory - This specifies where the atlas-applications.propertiesis created.
The directory must:

« Belocated and accessible/writable by the user running the NiFi process.
* Beavailable on each NiFi node.

* Pre-exist. It will not be created by the reporting task.

* Not bein the /tmp directory.

Create Atlas Configuration File — Set to True. When set to True, the atlas-application-properties file and the
Atlas Configuration Directory are automatically created when the Reporting Task starts.

Lineage Strategy — Specifies the level of granularity for your NiFi dataflow reporting to Atlas. Once you have
started reporting, you should not switch between simple and compl ete lineage reporting strategies.

Provenance Record Start Position — Specifies where in the Provenance Events stream the Reporting Task
should start.

Provenance Record Batch Size — Specifies how many records you want to send in asingle batch
NiF URL for Atlas — Specifiesthe NiFi cluster URL.

Atlas Authentication Method — Specifies how to authenticate the Reporting Task to the Atlas Server. Basic
authentication is the default.
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» Kafka Security Protocol — Specifies the protocol used to communicate with Kafka brokersto send Atlas hook
notification messages. This value should match Kafka'ssecuri ty. pr ot ocol property value.

Y ou must perform some manual steps to integrate with Atlas when auto-TL S is enabled on your Cloudera Base on
premises cluster.

Y ou must perform these stepsiif:

¢ Youwant CFM to integrate with Atlas; AND
The Cloudera Base on premises cluster has auto-TL S enabled

1. Select the Atlas integration checkbox.

2. Restart NiFi.
3. Click Create required NiFi object in the Cloudera Manager Actions menu.

Integrate NiFi and NiFi Registry with Knox to securely access NiFi and NiFi Registry nodes.
Apache Knox Gateway (Knox) provides the following benefits:

» Centralized accessto al servicesin the cluster.

» Authentication with single sign-on.

e Service-level authorization to the cluster.

« Does not expose the service endpoints such as URLS, ports, | P addresses.

When you integrate NiFi and NiFi Registry with Knox, you can use the Knox URL as a single entry point to securely
access dl NiFi nodes and switch nodes if onefails.

For information more information on Knox, see Apache Knox Overview.

For information on how to select Knox during the NiFi and NiFi Registry installation, see Cloudera Flow
Management Deployment.

Apache Knox Overview
Cloudera Flow Management Deployment

Y ou can customize NiFi and NiFi Registry beyond what the customization page in Cloudera Manager allows. To
make any changes, use the dot notation to represent the actual schemafor a given property file.

The following steps show how to enhance or overwrite xml based propertiesin Cloudera Manager using dot notation.



https://docs.cloudera.com/cdp-private-cloud-base/7.3.2/knox-authentication/topics/security-knox-overview.html
https://docs.cloudera.com/cfm/4.12.0/deployment/topics/cfm-deployment-overview.html
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Use the following structure:

xm . <properties-type>. <entity>. <identifier>. class
xm . <properties-type>. <entity>. <identifier> property.<property-val ue>

Where:

« <properties-type> for NiFi can be authorizers and loginldentityProviders
« <properties-type> for NiFi Registry can be authorizers and identityProviders.

The following property key/value example creates a user group provider entry into the authorizersfile for NiFi:

Nanme: xml . authorizers. user G oupProvider.file-user-group-provider.class
Val ue: org. apache. nifi.authorization. FileUserG oupProvi der

Name: xml . aut hori zers. user G oupProvider.file-user-group-provider.property

.Initial User ldentity 2
Val ue: CN=l ocal host, QOU=NI FI

This translates to the following entry in the generated authorizers.xml file:
<aut hori zer s>
. <user G oupPr ovi der >

<identifier>file-user-group-provider</identifier>
<cl ass>or g. apache. ni fi. aut hori zati on. Fi | eUser G oupPr ovi der </ cl ass>
<property nane="Ilnitial User ldentity 2">CN=l ocal host, OU=NI FI </ prop

erty>

</ user G oupPr ovi der >

</ aut hori zer s>

Properties names that have spaces are supported and do not need to be escaped.

For an example, see Pairing LDAP with a Composite Group Provider.
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