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Cloudera Streams Messaging Operator for Kubernetes Channel encryption (TLS)

Learn how to configure channel encryption (TLS) for Kafka clusters. Y ou have multiple options for configuring
TLS. You can use auto-generated and self-signed certificates, use a custom external certificates, or use an external
certificate authority (CA) certificate, but have broker certificates automatically generated by the Strimzi Cluster

Operator.

When the tls property is set to true on one of the Kafka listeners, the Strimzi Cluster Operator creates self-signed
certificates. In this case, the Strimzi Cluster Operator automatically sets up and renews certificates.

You can add a TLS-enabled listener by configuring spec.kafka.listenersin your Kaf ka resource.

#. ..
ki nd: Kaf ka
spec:
kaf ka:
|l i steners:
- nane: plain
port: 9092

type: internal
tls: false

- nane: tls
port: 9093
type: internal
tls: true

Secrets generated by the operators | Strimzi

Itis possible to pass externally issued certificates as secrets to the Strimzi Cluster Operator, however there's no way
to request new certificates automatically, they have to be prepared ahead of time.

The spec.kafka.listenerg[n].configuration.brokerCertChainAndK ey.secretName property specifies to the secret
containing the broker certificate.

#...
ki nd: Kafka
spec:
cl ust er Ca:
generateCertificateAuthority: false
clientsCa:
generateCertificateAuthority: false
kaf ka:
l'i steners:
- nanme: tls
port: 9093
type: interna
tls: true

configuration:
br oker Cer t Chai nAndKey:
secr et Nanme: cluster-cert
certificate: tls.crt
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key: tls. key

When using externally created certificates, the spec.clusterCa.generateCertificateAuthority and spec.clientsCa.gener
ateCertificateAuthority properties have to be set to false to avoid generating self-signed CAs.

The Strimzi Cluster Operator expects the CA certificates to be in specific Kubernetes secrets and specific structure.
For a cluster with name my-cluster, the following commands can be used to create those secrets for the Strimzi
Cluster Operator when the CA is provided externally.

kubect| create secret generic ny-cluster-cluster-ca-cert -n kafka \
--fromfile="ca.pl2" \
--fromfile="ca.crt" \
--fromfil e="ca. password"”

kubect| create secret generic ny-cluster-clients-ca-cert -n kafka \
--fromfile="ca.pl2" \
--fromfile="ca.crt" \
--fromfil e="ca. password"

kubect| create secret generic ny-cluster-cluster-ca -n kafka \
--fromfil e="ca. key"

kubect| create secret generic ny-cluster-clients-ca -n kafka \
--fromfil e="ca. key"

kubect| |abel secret my-cluster-cluster-ca-cert -n kafka \
"strinei.iolkind=Kaf ka" "strinei.iolcluster=my-cluster

kubect| |abel secret my-cluster-clients-ca-cert -n kafka \
"strinei.iolkind=Kafka" "strinzi.iolcluster=ny-cluster”

kubect| |abel secret my-cluster-cluster-ca -n kafka \
"strinei.iolkind=Kaf ka" "strinei.iolcluster=ny-cluster"

kubect| |abel secret my-cluster-clients-ca -n kafka \
"strinei.iolkind=Kaf ka" "strinezi.iol/cluster=ny-cluster”

It isalso possible to only create the CA and let the Strimzi Cluster Operator use that to provision certificates. In

that case skip the broker and client certificate creation and do not specify the brokerCertChainAndKey” field on the
listeners.

Learn how to configure Authentication for Kafka. Multiple authentication mechanisms are supported.

Learn how to enable mTL S authentication on broker listeners with or without an external certificate.

To enable mTL S authentication on any of the broker listeners, set the spec.kafka.listenergn].authentication.type
property to tls.

#. ..
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ki nd: Kaf ka
net adat a:
nane: my-cl uster
spec:
kaf ka:
| i steners:
- nane: tls
port: 9093
type: interna
tls: true
aut henti cati on:
type: tls

To use MTL S authentication using an external certificate, you need to set the type field in the Kaf kaUser resource
to tls-external. A secret and credentials are not created for the user:

#. ..
ki nd: Kaf kaUser
nmet adat a:
name: my-user
| abel s:
strinei.iol/cluster: my-cluster
spec:
aut henti cati on:
type: tls-external

Installing your own CA certificates | Strimzi

Learn how to configure OAuth authentication for Kafka. OAuth is configured by creating a Kubernetes Secret for the
Oauth certificate, configuring an OAuth in your Kafka resource, and adding your OAuth server to the allowed list of
OAuth URLsin the KafkaNodePool resource.

¢ An OAuth server isavailable. The server is accessible from the Kubernetes environment.
« Both Kafka brokers and clients are able to access the OAuth server.

e TheTLS certificates of the OAuth server must be available in PEM format.

» Thefollowing attributes of the OAuth environment must be determined:

» userNameClaim — the claim name which contains the client ID. Typically thisis asub, but its OAuth provider
dependent.

 validlssuerUri —it must point to the URL that clients can use to connect to the OAuth server. The value can be
obtained from the well-known endpoint of the OAuth server or aJWT token.

To set up OAuth, create a Kubernetes Secr et for the OAuth certificate. The Strimzi Cluster Operator will mount
and use the Secr et when configuring the listener.

kubect| create secret generic [***SECRET NAME***] \
--nanespace [***NAMESPACE***] \
--fromfile=[***0QAUTH SERVER CERT. PEM FI LE***]

The following snippet configures a Kafka cluster with an OAuth authenticated listener on port 9093. Notice that the
authentication section in the listener config contains all OAuth specific settings.

#. ..
ki nd: Kaf ka
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spec:
kaf ka:
|l i steners:
- nane: oauth
port: 9093
type: interna
tls: false
aut henti cati on:
type: oauth
jwksEndpoi nt Uri: [***JWKS ENDPO NT URI ***]
tl sTrustedCertificates:
- secret Nane: [***SECRET NAME***]
certificate: [***QAUTH SERVER CERT. PEM FI LE***]
user NameCl aim [***USER NAVE CLAI MF**]
val i dl ssuerUri: [***| SSUER URI ***]
maxSecondsW t hout Reaut henti cati on: 3600
#. ..
ki nd: Kaf kaNodePoo
spec:
j vhpt i ons:

j avaSyst enProperti es:
- nane: org.apache. kaf ka. sasl . oaut hbearer. al | owed. url s
val ue: [***QAUTH SERVER URL 1***],[***QAUTH SERVER URL 2***]

Note: If maxSecondswithoutReauthentication is not set, authenticated sessions remain open even after token
expiry.

Using OAuth 2.0 token-based authentication | Strimzi

Learn how to configure LDAP authentication for Kafka. LDAP is configured by creating a Kubernetes Secret that
stores your LDAP truststore, configuring your Kafka resource to include a custom type listener for LDAP, and adding
your LDAP server to the allowed list of LDAP URLSs in the KafkaNodePool resource.

« AnLDAPserver isavailable. The server is accessible from the Kafka K ubernetes environment.
* You have access to atruststore that contains the CA certificate of the LDAP server.

To set up LDAP, createaSecr et from the truststore. The Strimzi Cluster Operator will be able to mount the
Secr et for the brokers.

kubect| create secret generic [***SECRET NAME***] \
--nanespace [***NAMESPACE***] \
--fromfile=[***LDAP SERVER TRUSTSTORE FI LE***]

Afterward, configure your Kaf ka and Kaf kaNodePool resources to include the LDAP configuration.

#. ..
ki nd: Kaf ka
spec:
kaf ka:
| i steners:
- nane: |dap
port: 9094

type: internal
tls: false
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aut henti cati on:
type: custom
sasl: true
I'i stener Confi g:
pl ai n. sasl . server. cal | back. handl er. cl ass: org. apache. kaf ka. comm
on.security. |l dap.internal s. LdapPl ai nServer Cal | backHandl er
pl ai n. sasl . jaas. config: 'org.apache. kaf ka. conmon. secur
ity.plain.PlainLogi nModul e required ssl.truststore. password="[***SSL
TRUSTSTORE PASSWORD***]" ssl.truststore.location="/mt/[***SECRET
NAME* **] [ [ *** LDAP SERVER TRUSTSTORE FI LE***]" | dap_url ="1|daps://[***LDAP
SERVER URL***]:[***PORT***]" user_dn_t enpl at e="cn={ 0}, ou=users, dc=I| dap-dc, d
c=l dap";"
sasl . enabl ed. mechani sns: PLAIN
tenpl at e:
pod:
vol unes:
- nane: [***VOLUME NAME***]
secret:
secret Nanme: [***SECRET NANME***]
kaf kaCont ai ner:
vol uneMount s:
- nane: [***VOLUME NAME***]
nmount Pat h: /mmt /[ *** SECRET NAME***]

#. ..
ki nd: Kaf kaNodePool
spec:

j vOpt i ons:

j avaSyst enProperties:
- nane: com cl ouder a. kaf ka. | dap. al | owed. url s
val ue: [***LDAP SERVER URL 1***], [***LDAP SERVER URL 2***]

Apply the configuration changes to the Kafka resource and wait for the Strimzi Cluster Operator to reconcile the
cluster.

Learn how to enable SCRAM-SHA-512 authentication and generate SCRAM credentials for your clients.

To enable SCRAM-SHA-512 authentication, you can specify alistener in your Kafka resource that has authenticati
on.type set to scram-sha-512. Additionally, you create a KafkaUser resource to generate SCRAM credentials for your

clients.
#. ..
ki nd: Kaf ka
net adat a:

nane: mny-cl uster
nanespace: kafka

spec:
kaf ka:
|l i steners:
- name: scram
port: 9093

type: internal
tls: fal se
aut henti cati on:
type: scram sha-512
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To generate SCRAM credentials that your clients can use to access Kafka, you create a Kaf kaUser resource that
has spec.authentication.type set to scram-sha-512. For example:

#. ..
ki nd: Kaf kaUser
net adat a:

name: my-user
nanespace: kafka
| abel s:
strinei.iol/cluster: my-cluster
spec:
aut henti cati on:
type: scram sha-512

When the user specified by the Kaf kUser resourceis created, the Strimzi User Operator creates a new secret with
the same name as the Kaf kaUser resource. The secret contains the generated password (dat a. passwor d) as
well asaJAAS configuration string (dat a. sasl . j aas. conf i g). The password and JAAS are encoded with
Base64. As aresult, they must be decoded when you retrieve them for use.

Using kubectl, you can extract both the password and JAAS. However, when configuring your clients, you typically
want to extract the JAAS, as thisis the string that you add to your client’s configuration. Specificaly, the JAAS
string you extract is the value you set for sadl.jaas.config in your Kafka client configuration. The following command
example prints the full JAAS configuration generated for a user.

kubect| get secret [***SECRET NAME***] \
--nanespace [***NAMESPACE***] \
--out put jsonpath='{.data.sasl\.jaas\.config}' \
| base64 -d

Learn how to configure PLAIN (basic) authentication by applying a custom authentication configuration for Kafka on
an exposed listener.

To set up PLAIN, create a secret that contains the jaas.conf with the username-password configuration.

echo -n 'org. apache. kaf ka. common. security. pl ai n. Pl ai nLogi nMbdul e required us
er kaf ka="password";' > kafka-jaas. conf

kubect| create secret -n kafka generic ny-kafka-secret-nane --fromfil e=kafk
a-j aas. conf

Next, aRol e and aRol eBi ndi ng isneeded to be able to use the kafka-jaas.conf secret:

api Versi on: rbac. aut hori zati on. k8s.i o/ vl
ki nd: Rol e
net adat a:
nane: kafka-configuration-role
rul es:
- api Goups: [""]
resources: ["secrets"]
resour ceNanes: ["ny-kafka-secret-nanme"]
verbs: ["get"]
api Versi on: rbac. aut hori zati on. k8s.io/ vl
ki nd: Rol eBi ndi ng
nmet adat a:
name: kaf ka-confi guration-rol e-binding
subj ect s:
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- kind: ServiceAccount
name: my-cl uster-kaf ka
nanespace: kafka
rol eRef:
kind: Role
nane: kafka-configuration-role
api G oup: rbac. aut horization.k8s.io

Finally, the Kafka listener can be configured. By setting the spec.kafka.listeners[n].authentication.sadl to true, the
Strimzi Cluster Operator will configure SASL protocol for the listener.

#. ..

ki nd: Kaf ka

spec:

kaf ka:
i steners:
- nanme: plain

port: 9093
type: interna
tls: true

aut henti cati on:
type: custom
sasl: true
I'i stenerConfi g:
pl ai n. sasl . server. cal | back. handl er. cl ass: org. apache. kaf ka. conrm

on. security.plain.internals. Pl ai nServer Cal | backHandl er
sasl . enabl ed. mechani snms: PLAIN
pl ai n. sasl . j aas. config: ${secrets: kaf ka/ ny- kaf ka- secr et - nanme: k

af ka-j aas. conf}
config:
config.providers: secrets
config. providers. secrets.class: io.strinei.kafka. KubernetesSecr et Confi

gProvi der

Using RBAC Authorization | Kubernetes

Learn how to configure authorization for Kafka. Multiple types of authorization are available.

Learn how to configure Simple ACL authorization, ACL rules, and well as super users.

Learn how to enable and configure simple ACL authorization for Kafka.

Simple ACL authorization is enabled by setting spec.kafka.authorization.type to simple in your Kaf ka resource.
Additionally, to manage user (client) access, you create Kaf kaUser resources that have a matching authorization
type configured. Kaf kaUser resources configure authorization rules for users that require access to your cluster.

Thefollowing is an example Kaf ka resource with simple ACL and mTL S authentication enabled.

#. ..
ki nd: Kaf ka

10
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net adat a:
nane: my-cl uster
spec:
kaf ka:
aut hori zati on:
type: sinple
li steners:
- nane: tls
port: 9093
type: internal
tls: true
aut henti cati on:

type: tls

Following the configuration of the Kaf ka resource, you create Kaf kaUser resources, which define the access
control rules for the users (clients) accessing Kafka. When creating a Kaf kUser resource for simple authorization,
you set spec.authorization.type to simple (matching the authorization configuration of Kafka) Additionally, you
define the rules for the user with the acls property. Each rule is defined as an array.

Thefollowing isaKaf kaUser example configured for simple authorization that includes afew example rules.

#. ..
ki nd: Kaf kaUser
nmet adat a:
name: my-user
| abel s:
strinei.iol/cluster: my-cluster
spec:
aut hori zati on:
type: sinple
acl s:
- resource
type: topic
nane: my-topic
patternType: litera
oper ati ons:
- Read
- Descri be
- resource
type: topic
name: "*"
patternType: litera
type: allow
host: "*"
operati ons:
- Read
- resource
type: group
name: my-group
patternType: prefix
operati ons:
- Read

Note: The Kaf kaUser resource specifies the username in the metadata.name property. The username must

B follow the Kubernetes rules for the metadata fields. So for example underscores () are not allowed. If you
need to create a user with an incompatible name, disable the Strimzi User Operator and manage users directly
in Kafka. In this case, limitations on naming imposed by Kubernetes do not apply.

Object Names and IDs | Kubernetes

11
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Authorization

Learn how to configure ACL rulesfor simple ACL authorization.

ACL rules are specified in the acls property of the Kaf kaUser resource.

#. ..
ki nd: Kaf kaUser
spec:
aut hori zat i on:
type: sinple
acl s:

- resource
type: topic
name: "*"
patternType: litera

type: allow

host: "*"

operati ons:
- Read

The properties you use to define an ACL rule are as follows.
r esour ce

The resource property specifies the Kaf ka resource that the rule applies to. Simple authorization
supports the following resource types, which are specified in the type property.

e topic

e group

* cluster

» transactionalld

For topic, group, and transactional | D type resources you can specify the name of the resource that
the rule applies to in the name property. Resources of the cluster type do not have a name.

The name of the resource is either aliteral or a prefix. Thisis specified in the value of the patternT
ype property which can be either literal or prefix.

» Literal names (patterntype: literal) are interpreted as they are specified in name.
» Prefix names (patterntype: prefix) treat the value specified in name as aprefix. Theruleis
applied to all resources that have names starting with the prefix.

The name property accepts an asterisk (*) asavalue. If nameis set to * and patternTypeis literal,
the rule appliesto all resources.

#. ..

- resource:
type: topic
nanme: *

patternType: literal

type
The type property specifies the type of the rule. Thisis an optional property, the rule typeis set to
allow by default if it is not specified.
Important: While the type property accepts both allow and deny as values, deny
& rules are not supported.
host

Y ou use the hostproperty to restrict the rule to apply to a specified remote host. If set to *, theruleis

applied to all hosts. Thisisan optional property, the default valueis*.

12
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operations

The operations property specifies alist of operations for the rule. Supported operations are Read,
Write, Delete, Alter, Describe, All, IdempotentWrite, ClusterAction, Create, AlterConfigs, Describe
Configs.

Some operations are not valid on some resources. See the Apache Kafka documentation for a
comprehensive matrix regarding operations and their supported resources.

AclRule schemareference | Strimzi API reference
Operations and Resources on Protocols | Apace Kafka

In addition to creating users with KafkalUser resources that have specific access restrictions defined, you can choose
to designate super usersin your Kafka cluster. Super users have unlimited access, regardless of access restrictions.

To designate super users for a Kafka cluster, add alist of user principals to the spec.kafka.authorization.superUsers
property in your Kaf ka resource.

#. ..
ki nd: Kaf ka
spec:
kaf ka:
aut hori zati on:

type: sinple

super Users:

- CN=client 1

- user_2

- CN=client_3
|isteners:

- name: tls
port: 9093
type: internal
tls: true
aut henti cati on:

type: tls

If auser uses mTLS authentication, the username is the common name from the TLS certificate subject prefixed with
CN=. If you are not using the Strimzi User Operator and using your own certificates for mTLS, the username isthe
full certificate subject.

A full certificate subject can have the following fields.
CN=user, OQU=ny_ou, C=ny_org, L=nmy_| ocati on, ST=ny_state, C=my_country_code

Omit any fields that are not present.

Learn how to integrate an Apache Ranger service running in a Cloudera Base on premises cluster with an Apache
Kafka cluster that is deployed using Cloudera Streams M essaging Operator for Kubernetes.

Apache Kafka clusters deployed with Cloudera Streams M essaging Operator for Kubernetes can integrate with
Apache Ranger. Ranger is aframework to enable, monitor, and manage comprehensive data security. Specificaly,
you can use Ranger to authorize access requests made to Kafka. The Ranger service that you integrate with Kafka
must run in a Cloudera Base on premises cluster.

To provide authorization for various services, Ranger uses a plugin architecture. Ranger Plugins are lightweight Java
plugins developed for specific components and services that run as part of the target component’s VM process.

13
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Ranger plugins pull policies from Ranger, evaluate incoming requests providing authorization, and also capture and
push requests as audit events to different audit destinations. To provide authorization for Kafka, Ranger uses the
Ranger Kafka plugin. The Ranger Kafka plugin is shipped as part of the Cloudera Runtime parcel.

Integrating your Cloudera Streams Messaging Operator for Kubernetes Kafka clusters with Ranger requires that you
complete multiple configuration tasks. The following provides an overview of the process.

1

Creating a custom Kafka image that includes the Ranger Kafka plugin and ZooK eeper

This step involves building a new Kafkaimage that includes the Ranger Kafka plugin and ZooKeeper. Y our
new image will be based on the default Kafka image shipped with Cloudera Streams Messaging Operator for
Kubernetes. The Kafka Ranger plugin and ZooK eeper are extracted from a Cloudera Runtime parcel.

Configuring Ranger

This step involves creating a user in the Kerberos Key Distribution Center (KDC) of the Cloudera Base on
premises cluster as well as various configuration tasks that you complete in the Ranger Admin Web UI.
Creating Ranger plugin configuration files

This step involves creating various configuration files required for the Ranger Kafka plugin to function. These
files store settings such as how to reach Ranger, HDFS, the TLS truststore, and authentication credentials.

Optional: Configuring Ranger group authorization

Ranger group authorization enables you to add groups to policiesin Ranger. Users that are part of a group can be
authorized based on the permissions of the group. User group memberships are defined in an LDAP server. This
step involves setting up LDAP group mapping properties for the Ranger Kafka plugin.

Deploying a Ranger-integrated Kafka cluster

This step involves deploying a new Kafka cluster using the custom image you built as well as deploying the
various configuration files you created for the Ranger Kafka plugin.

Configuring Ranger authorization for Kafka requires that additional persistent storage is attached to each Kafka
broker.

These volumes must be unique per broker. Asaresult of how these volumes can be defined in Cloudera Streams
Messaging Operator for Kubernetes, you must create a separate Kaf kaNodePool for each broker. With this
limitation, scaling of Kaf kaNodePool s will not work. Thisis because each Kaf kaNodePool must be limited
toasinglereplica. If you want to scale your Kafka cluster, you must define another Kaf kaNodePool for the
new broker.

Ranger authorization does not work with KRaft combined mode.

Integration with Ranger is only supported for specific Cloudera Base on premises versions. Supported versions of
Cloudera Base on premises are as follows.

7.3.1 (any SP or CHF) 7.3.1.0

7.1.9 (any SP or CHF) 7.1.9.1023

Ensure that the Strimzi Cluster Operator isinstalled and running. See Installation.
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* You have a Cloudera Base on premises cluster with the following.

* Thecluster version is supported.

e The cluster must be secure. Both TLS/SSL (channel encryption) and Kerberos (authentication) must be
enabled.

e Optional: If you use HDFS or Solr to store Ranger audit data, HDFS or Solr must be installed on the cluster.

B Note: The following instructions and configuration examples configure both HDFS and Solr auditing.

» Accessto aregistry where you can upload a container image is required. The registry must also be accessible
by your Kubernetes cluster.
« Java8 or higher installed on the host which is used to generate the plugin configuration files.

Cloudera Private Cloud Base Release Notes

The Ranger Kafka plugin performing the authorization in Kafka's VM needs multiple JARs in order to be able to
function correctly. As aresult, you need to download a Cloudera Runtime parcel, extract the Ranger Kafka plugin
and ZooK eeper, and build a custom Kafka image that contains both. The image that you create is used to deploy your
Kafka cluster that integrates with Ranger.

Access to docker or equivalent utility that you can use to build, pull, and push images is required. The following steps
use docker. Replace commands where necessary.

1. Download a supported version of the Cloudera Runtime RHEL9 parcel.
Y ou can download the parcel from the Cloudera Archive.

htt ps://archive. cl oudera. com p/ cdh7/[***VERSI ON***] / par cel s/

Downloading the parcel requires authentication. Use your Cloudera credentials. For more information, see
Cloudera Runtime Download | nfor mation.

2. Extract the Ranger Kafka plugin and ZooK eeper from the downloaded parcel.

tar xf [***PARCEL FILE***] ' CDH-*/1i b/ranger-kafka-plugin/' 'CDH*/jars' \
&% cp -RL CDH */1i b/ ranger-kaf ka- pl ugin CDH-*/j ars/ zookeeper-*.jar

3. Verify that the Ranger Kafka plugin symlinks are resolved successfully.

[[ "$(find ranger-kafka-plugin/ -type |l | w -1)" -eq "0" ]] && echo "Ra
nger plugin synmbolic |inks resolved successfully." || echo "Error! Synbo
lic link resolution failed while extracting Ranger plugin."

4. Create afile named Dockerfile with the following contents.

FROM cont ai ner. reposi tory. cl ouder a. cont cl ouder a/ kaf ka: 0. 47. 0. 1. 5. 0- b123-
kafka-4.0.1.1.5

USER r oot

COPY --chnpd=644 ranger - kaf ka-pl ugin/lib/ranger-*.jar /opt/kafka/libs/
COPY --chnod=644 ranger - kaf ka- pl ugi n/1i b/ ranger - kaf ka- pl ugi n-i npl /opt/ kaf
kal/l'i bs/ ranger - kaf ka- pl ugi n-i npl /

COPY --chnpd=644 zookeeper-*.jar /opt/kafka/libs/

COPY --chnpd=644 zookeeper-*.jar /[opt/kafka/libs/ranger-kafka-pl ugin-inpl/
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RUN find /opt/kafka/libs/ranger-kafka-plugin-inpl/ -type d -exec chnmod +x

{} \;
RUN I n -s /mmt/ranger-kaf ka- pl ugi n/ conf /opt/kafkal/libs/ranger-kafka- pl ug
i n-inpl/conf

USER kaf ka

5. Build and tag the image using the Dockerfile you created.

docker build --tag [***YOUR REG STRY***]/[***| MAGE NAVE***]: [***TAG **]

6. Pushtheimageto aregistry.
docker image push [***YOUR REGQ STRY***]/[***| MAGE NAME***]: [ ***TAG **]

Take note of the registry, image name, and image tag. These are needed later on when deploying your Kafka
cluster in Kubernetes.

A custom Kafkaimage that contains an appropriate version of the Ranger Kafka plugin is available in aregistry of
your choosing. You can use thisimage to deploy a Kafka cluster that integrates with Ranger.

Cloudera Runtime Download Information

To enable an external Kafka cluster to work with Ranger, you must set up various users and policiesin Ranger and in
your Cloudera Base on premises cluster.

1. Create a Ranger Kafka plugin user.

The external Ranger Kafka plugin must be able to authenticate to various Cloudera services. Therefore, a user
must exists in the Kerberos Key Distribution Center (KDC) of the Cloudera Base on premises cluster that the
Ranger Kafka plugin can use to authenticate itself.

Create aKerberos principal and generate akeytab for it if it does not yet exist. These instructions refer to
primary part of this principal as[***PLUGIN PRINCIPAL***]. The realm of this principal isreferred to as
[*** KERBEROS REALM***] where needed.
2. Ensurethat the [*** PLUGIN PRINCIPAL***] user existsin Ranger.
Verification is required because users that you create in the KDC might not get synched immediately to Ranger.
3. Loginto the Ranger Admin Web Ul.
4. Create resource-based service in Ranger for the Kafka cluster.

Although it is possible to reuse an existing Kafka resource-based service, Cloudera recommends creating a new
one. Configure the required properties as follows.

« Service Name # The name of the resource-based service in Ranger. Arbitrary string, must be defined in the
plugin config [***KAFKA SERVICE NAME***] in the ranger-kafka-security.xml. It also appears in the audit
log, distinguishing the external Kafka from, for example, the Cloudera Private Cloud Base Kafka if installed.

» Username# Thisis alegacy parameter. It is added by default to the policies, but otherwise has no effect.
» Password # Thisis alegacy parameter. It has no effect.

e ZooKeeper Connect String # Thisis alegacy parameter. It has no effect. Leave as default.

« Add the following name and value pairsto Add New Configurations.

e policy.download.auth.users: [*** PLUGIN PRINCIPAL***]
e tag.download.auth.users: [*** PLUGIN PRINCIPAL***]
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5. Create usersfor Strimzi users.

The Strimzi operators as well as Kafkaitself have users which are unknown to the Cloudera Base on premises
cluster. [***KAFKA CLUSTER NAME***] is the name of your Kafka cluster running in Kubernetes. The nameis
an arbitrary string and is specified later on, when creating your Kaf ka resource.

a. CN=cluster-operator,O=io.strimzi
CN=[*** KAFKA CLUSTER NAME***]-kafka,O=io.strimzi
CN=[***KAFKA CLUSTER NAME***]-entity-user-operator,O=io.strimzi
CN=[*** KAFKA CLUSTER NAME***] -entity-topic-operator,O=i0.strimzi
CN=[*** KAFKA CLUSTER NAME***] -kafka-exporter,O=io.strimzi
f. CN=[***KAFKA CLUSTER NAME***]-cruise-control,O=io.strimzi
6. Set up Kafkapolicies.
a) Grant each Strimzi user permissions to all Kafka resources and actionsin all Kafka policies.
To do this, goto Service Manager Resource Policies [***KAFKA SERVICE NAME***] and add the Strimzi
users to the general policies with all action types granted.
b) Set up permissions for your Kubernetes Kafka cluster’s end users.
These users might be managed outside of the Cloudera Private Cloud cluster and you might have to define
them in Ranger. Add these users to the Kafka policies according to your requirements.
7. Ensureto configure HDFS policiesin Ranger so that the [***PLUGIN PRINCIPAL***] user has read, write, and
execute permission to the [*** AUDIT PATH***] or one of its parent folders.
The audit path is defined later as the value of xasecure.audit.destination.hdfs.dir in ranger-kafka-audit.xml, but it
is possible that in Ranger you can not choose the specific folder, only its parent folder.
8. Ensureto configure Solr policiesin Ranger so that the [***PLUGIN PRINCIPAL***] user has query and update
permissions to the Ranger audit Solr collection.

The Ranger audit Solr collection isreferred to as[*** SOLR AUDIT COLLECTION***]. It is defined later as xase
cure.audit.destination.solr.collection in ranger-kafka-audit.xml.

®oooT

Configure aresource-based service: Kafka

Adding a user

Configure aresource-based policy: Kafka

Configure aresource-based policy: HDFS

Configure aresource-based policy: Solr

Get or create a Kerberos principal for each user account

The Ranger Kafka plugin reguires a number of configuration files which store settings such as how to reach Ranger,
HDFS, the TL S truststore, authentication credentials, and so on. Some of these files can be saved from the Cloudera
Base on premises cluster, some must be created manually.

Save or create the following configuration files to a subfolder named conf.

i Important: File names must be an exact match with the names listed here.

ranger_truststorejks

Save the truststore of the Ranger Admin server in JKS format.
krb5.conf

Save the Kerberos client config from a Cloudera Base on premises cluster host.
kafka_plugin.keytab

Save the keytab of the previoudly created [***PLUGIN PRINCIPAL***] user.
jaas.conf
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Save the example below and edit the principal property.

ranger . Kaf kaServer {

com sun. security. aut h. nodul e. Kr b5Logi nMbdul e required

doNot Pr onpt =t r ue

useKeyTab=t rue

st or eKey=true

keyTab="/mt /ranger - kaf ka- pl ugi n/ conf _sensi ti ve/ kaf ka_pl ug
n. keyt ab"

princi pal ="[***PLUG N PRI NCl PAL***] @ *** KERBEROS REALMt**]":

ranger -kafka-security.xml
Save the following example.

<?xm version="1.0" encodi ng="UTF-8"?>
<confi guration>
<l-- Required user defined configuration block start -->
<property>
<namne>r anger . pl ugi n. kaf ka. pol i cy. rest. url </ name>
<val ue>[ *** RANGER REST URL***] </val ue>
</ property>
<property>
<name>r anger . pl ugi n. kaf ka. servi ce. nane</ name>
<val ue>[ *** KAFKA SERVI CE NAME***] </ val ue>
</ property>
<property>
<nane>r anger . pl ugi n. kaf ka. access. cl ust er. nane</ nanme>
<val ue>[ *** KAFKA ACCESS CLUSTER NAME***] </val ue>
</ property>
<l-- Required user defined configuration block end -->
<I-- Required hardcoded configuration block start -->
<property>
<nane>r anger . pl ugi n. kaf ka. pol i cy. cache. di r </ nane>
<val ue>/ mt/ranger - kaf ka- pl ugi n/ cache</ val ue>
</ property>
<property>
<nane>r anger . pl ugi n. kaf ka. pol i cy. sour ce. i npl </ nane>
<val ue>or g. apache. ranger. adm n. cl i ent. Ranger Adni nRESTC i ent </
val ue>
</ property>
<property>
<name>r anger . pl ugi n. kaf ka. policy.rest.ssl.config.file</name>
<val ue>/ opt / kaf ka/ | i bs/ r anger - kaf ka- pl ugi n-i npl / conf/r anger -
kaf ka- pol i cyngr - ssl . xm </ val ue>
</ property>
<property>
<name>r anger . pl ugi n. kaf ka. di sabl e. cache. i f. servi cenot f ound</
name>
<val ue>f al se</val ue>
</ property>
<!'-- Required hardcoded configuration block end -->
</ configuration>

Substitute the variables in this example as follows.

o [***RANGER REST URL***] # Ranger Admin server base URL. A comma separated list
of Ranger Admin base URLSs can be provided here if Ranger Admin High Availability is
configured. Y ou can also configure aload balancer URL if aload balancer was installed with
Ranger Admin High Availability.

o [***KAFKA SERVICE NAME***] # The Kafka service name as defined earlier in Ranger
Admin Ul.
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o [***KAFKA ACCESSCLUSTER NAME***] # Cluster name to be displayed in Ranger
audit logs. Thisis an optional config and can be removed. It has no effect other than afield
in Ranger audit logs. Cloudera recommends that you set thisto [***KAFKA CLUSTER
NAME***] [*** NAMESPACE***].

ranger -kafka-policymgr-ssl.xml

Save the following example. Thisfile only contains hardcoded properties. Y ou do not need to make
any changes.

<?xm version="1.0" encodi ng="UTF-8"?>
<confi guration>
<I-- Required hardcoded configuration block start -->
<property>
<nane>xasecure. pol i cyngr. cl i entssl.truststore</nanme>
<val ue>/ opt/ kaf ka/ | i bs/ r anger - kaf ka- pl ugi n-i npl / conf/ range
r _truststore.jks</val ue>
</ property>
<property>
<name>xasecure. policyngr.clientssl.truststore.credential.fi
e</ name>
<val ue>j ceks://fil el opt/kafkal/libs/ranger-kafka-pl ugi n-i npl/
conf/ ranger pl ugi nssl . j ceks</val ue>
</ property>
<I'-- Required hardcoded configuration block end -->
</ configuration>

ranger-kafka-audit.xml
Save the following example.

<?xm version="1.0" encodi ng="UTF- 8" ?>

<confi guration>
<I'-- Required user defined configuration block start -->
<pr operty>
<nanme>xasecure. audi t.is. enabl ed</ nane>
<val ue>t rue</ val ue>
</ property>
<!-- HDFS audit block start -->
<property>
<nanme>xasecure. audi t. desti nati on. hdf s</ nane>
<val ue>t r ue</ val ue>
</ property>
<property>
<name>xasecure. audi t. desti nati on. hdf s. di r </ name>
<val ue>hdfs://[***ACTI VE HDFS NAMENCDE HOST] : [ *** HDFS
NAMVENODE PORT***]/[*** AUDI T PATH ON HDFS***] </ val ue>
</ property>
<!-- HDFS audit block end -->
<l-- Solr audit block start -->
<property>
<nanme>xasecure. audi t. desti nati on. sol r </ nane>
<val ue>t rue</ val ue>
</ property>
<property>
<name>xasecure. audi t . desti nati on. sol r. zookeeper s</ nanme>
<val ue>[ *** ZOOKEEPER CONNECTI ON STRI NG***] </ val ue>
</ property>
<pr operty>
<nanme>xasecure. audi t. desti nati on. sol r. col | ecti on</ nane>
<val ue>[ ***RANGER AUDI T SOLR COLLECTI ON***] </ val ue>
</ property>
<property>
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<name>xasecure. audit.jaas.dient.option.principal </ name>
<val ue>[ ***PLUG N PRI NCl PAL***] @ *** KERBEROS REALM**] </ va

| ue>
</ property>
<I-- Solr audit block end -->
<l-- Required user defined configuration block end -->
<I'-- Required hardcoded configuration block start -->

<l-- HDFS audit block start -->
<property>
<name>xasecur e. audi t . desti nati on. hdf s. batch. fil espool . enabl e
</ nane>
<val ue>t rue</val ue>
</ property>
<property>
<nanme>xasecure. audi t . desti nati on. hdf s. batch. fil espool . dir</na
me>
<val ue>/ rmt/ r anger - kaf ka- pl ugi n/ audi t / hdf s/ spool </ val ue>
</ property>
<!-- HDFS audit block end -->
<l-- Solr audit block start -->
<property>
<name>xasecure. audi t . destination.solr.force.use.innmenory. |
aas. confi g</ nane>
<val ue>t rue</ val ue>
</ property>
<property>
<name>xasecure. audi t.jaas. dient. | ogi nMbdul eNane</ nanme>
<val ue>com sun. security. aut h. nodul e. Kr b5Logi nMbdul e</ val ue>
</ property>
<property>
<nane>xasecure. audit.jaas.dient.| ogi nMbdul eCont r ol Fl ag</ nam
e>
<val ue>r equi r ed</ val ue>
</ property>
<property>
<name>xasecure. audit.jaas. Cient.option. useKeyTab</ name>
<val ue>t r ue</ val ue>
</ property>
<property>
<nanme>xasecure. audi t.jaas. dient.option. st oreKey</ nanme>
<val ue>f al se</val ue>
</ property>
<property>
<nane>xasecure. audit.jaas.dient.option.servi ceNane</ name>
<val ue>sol r </ val ue>
</ property>
<property>
<name>xasecure. audit.jaas.dient.option. keyTab</ name>
<val ue>/ mt/ r anger - kaf ka- pl ugi n/ conf _sensi ti ve/ kaf ka_pl ug
n. keyt ab</ val ue>
</ property>
<property>
<nanme>xasecure. audi t . destination.solr. batch.fil espool . enable
</ nane>
<val ue>t rue</ val ue>
</ property>
<property>
<name>xasecure. audi t. destination. solr. batch.filespool.dir</na
me>
<val ue>/ mt/ r anger - kaf ka- pl ugi n/ audi t/ sol r/ spool </ val ue>
</ property>
<l-- Solr audit block end -->
<I-- Required hardcoded configuration block end -->
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<l-- Recommended but not required configuration block start -->
<property>
<name>xasecur e. audi t . provi der. sumary. enabl ed</ name>
<val ue>t rue</ val ue>
</ property>
<property>
<name>xasecure. audi t . desti nati on. netri cs</ name>
<val ue>t rue</ val ue>
</ property>
<l -- Recommended but not required configuration block end -->
</ configuration>

Substitute the variables in this example as follows.

e [***ACTIVE HDFSNAMENODE HOST***] # The hostname of the active HDFS NameNode.

o [***HDFSNAMENODE PORT***] # The port where the NameNode runs the HDFS protocol.
You can find port in Cloudera Manager HDFS Configuration NameNode Port .

e [***AUDIT PATH ON HDFS***] # The HDFS directory where audit ogs should be stored.

o [***ZOOKEEPER CONNECTION STRING***] # Zookeeper connection string as defined by
ZooK eeper Sessions. The chroot suffix should be the Znode of the Solr service. Y ou can find the
Znode in Cloudera Manager Solr Configuration ZooK eeper Znode . For example, host1:portl,
host2:port2/solr-infra.

e [***RANGERAUDIT SOLR COLLECTION***] # The Solr collection where Ranger audit logs
are stored. Optional, defaultsto ranger_audits if not configured.

o [***PLUGIN PRINCIPAL***] # The primary part of the Ranger Kafka plugin principal.

o [***KERBEROSREALM***] # The Kerberos realm of the Ranger Kafka plugin principal .

core-sitexml

Save the following example. Thisfile only contains hardcoded properties. Y ou do not need to make
any changes.

<?xm version="1.0" encodi ng="UTF-8"?>

<confi guration>
<l -- Required hardcoded configuration block start -->
<property>
<name>hadoop. securi ty. aut henti cati on</ name>
<val ue>ker ber os</ val ue>
</ property>
<property>
<name>hadoop. r pc. pr ot ect i on</ nanme>
<val ue>pri vacy</ val ue>
</ property>
<I'-- Required hardcoded configuration block end -->
</ configuration>

ranger pluginssl.jceks and hadoop-credstor e-password

Get the Ranger Admin server truststore password. Define and export the following shell variables so
that the commands to be run can access them:

e TRUSTSTORE_PASSWORD: The truststore password obtained above
« HADOOP_CREDSTORE_PASSWORD: A user defined password which will be used to
encrypt the truststore password

java -cp "ranger-kaf ka-plugin/install/lib/*" org.apache.ranger.c
redenti al api . buil dks create ssl TrustStore -val ue "${ TRUSTSTORE_P
ASSWORD} " - provider "jceks://filel$(pwd)/conf/rangerpluginssl.jc
eks" -storetype "jceks"
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echo -n $HADOOP_CREDSTORE PASSWORD > conf/ hadoop- cr edst or e- passw
ord

Configuring Apache Ranger High Availability

Ranger makes it possible to authorize users based on the group that they are in. If you want to use group
authorization, you must create a Secret containing LDAP data and extend your core-site.xml with required properties.
Thistask is optiona when configuring Ranger authorization for Kafka.

Ranger group authorization can be useful if you have a number of users but do not want to add them one-by-one to
the palicies. In this case you might want to utilize group authorization, which enables you to add groups to policiesin
Ranger.

If auser isamember of agroup, it can be authorized based on the permissions of its group. The Ranger Kafka
plugin running inside the Kafka broker pod is responsible for determining which groups the user belongsto. When
configuring Ranger authorization, you can optionally set up LDAP group mapping, in which case the Ranger Kafka
plugin connectsto an LDAP server, looks up the end user that made the request to Kafka, and finds the groups that
the user is a member of.

Thisisan optional step when configuring Ranger authorization. If you do not configure group mapping, user
permissions can not be determined based on group membership in Ranger, but other authorization methods (such as
user and role authorization) will still work as expected. Other group mappings are not supported in Cloudera Streams
Messaging Operator for Kubernetes.

The following example demonstrates how you can configure your Kafka cluster to use LDAP group mapping.

e A running LDAP server is required.

e TheLDAPTLS certificate is available to you.

* A bind user and password that Kafka can use to connect to the LDAP server for user and group lookup is available
to you.

1. Create additional LDAP resources in Kubernetes.

Connection to LDAP requires some additional information (including sensitive data), such as abind user
password, atruststore, and a truststore password. Y ou must create a Kubernetes Secr et that contains this data.
You mount this Secr et to Kafka broker podsin alater step. Mounting the Secr et makes the data available to
the Kafka Ranger plugin. The plugin uses this data to connect to the LDAP server.

a) Createthefollowing three files containing LDAP data.

e [***LDAP TRUSTSTORE FILE***] # Truststore file containing the LDAP server certificatein JKS
format.
e [***LDAP TRUSTSTORE PASSWORD FILE***] # File containing the password of the LDAP truststore.
e [***LDAP BIND USER PASSWORD FILE***] # File containing the password of the bind user, which is
used to connect to the LDAP server.
b) CreateaSecr et using thefilesyou created.

kubect| create secret generic [***LDAP CONFI G SECRET***] \
- - nanmespace [***NAMESPACE***] \
--fromfile=[***LDAP TRUSTSTORE FI LE***] \
--fromfile=[***LDAP TRUSTSTORE PASSWORD FI LE***] \
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--fromfile=[***LDAP BI ND USER PASSWORD FI LE***]

2. Configure core-site.xml.

The Ranger plugin searches for LDAP group lookup specific configuration in the core-site.xml file. Extend your
core-sitexml filewith LDAP related properties.

f Important:
The following snippet isincomplete and only contains common configurations across LDAP installations,
such as LDAP URL, bind user, and TL S configuration. It will not work out of the box.

Thisis because each LDAP setup is different and you can have differencesin, for example, where users or
groups are looked for in the directory hierarchy, what attribute is checked for group memberships, and so
on. Asaresult of this, you must extend this example based on your specific setup.

For more information, see the LDAP Groups Mapping and core-sitexml parameter referencein the
Apache Hadoop documentation. Search for the hadoop.security.group.mapping.ldap prefix in the
parameter reference to find relevant parameters.

<property>
<nanme>hadoop. securi ty. gr oup. mappi ng</ nane>
<val ue>or g. apache. hadoop. security. LdapG oupsMappi ng</ val ue>
</ property>
<property>
<nanme>hadoop. security. group. mappi ng. | dap. url </ name>
<val ue>[ *** LDAP URL***]</val ue>
</ property>
<property>
<name>hadoop. security. group. mappi ng. | dap. bi nd. user </ name>
<val ue>[ ***LDAP BI ND USER***] </ val ue>
</ property>
<property>
<nanme>hadoop. security. group. mappi ng. | dap. bi nd. password. fi |l e</ nanme>
<val ue>/ mt /| dap/ [ ***LDAP Bl ND USER PASSWORD FI LE***] </ val ue>
</ property>
<property>
<nanme>hadoop. security. group. mappi ng. | dap. ssl </ name>
<val ue>t rue</val ue>
</ property>
<property>
<nanme>hadoop. security. group. mappi ng. | dap. ssl . trust st or e</ nane>
<val ue>/ mt /| dap/ [ ***LDAP TRUSTSTORE FI LE***] </ val ue>
</ property>
<property>
<nanme>hadoop. security. group. mappi ng. | dap. ssl . truststore. password. fi
e</ name>
<val ue>/ mt /| dap/ [ ***LDAP TRUSTSTORE PASSWORD FI LE***] </ val ue>
</ property>

Adding agroup
Hadoop Groups Mapping | Hadoop
core-site.xml parameter reference | Hadoop

Once your custom imageis ready and all configuration files are prepared, you can deploy a Kafka cluster that can
integrate with Ranger. To do this, you deploy the Ranger Kafka plugin configuration files together with your Kafka
cluster. The configuration files are mounted in the Kafka pods as volumes making them available to Ranger Kafka
plugin. The files containing sensitive data are deployed as a Secret. Other files are deployed as a ConfigMap.
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1. Create aConf i gMap using the Ranger Kafka plugin configuration files that do not include any sensitive data.

kubect| create configmap [***KAFKA CLUSTER NAME***]-ranger - pl ugi n-config \
--nanespace [***NAMESPACE***] \
--fromfile=conf/core-site.xm \
--fromfile=conf/jaas.conf \
--fromfil e=conf/krb5. conf \
--fromfil e=conf/ranger-kaf ka-audit.xm \
--fromfil e=conf/ranger-kaf ka- pol i cynmgr-ssl.xm \
--fromfil e=conf/ranger-kaf ka-security.xm \
--fromfile=conf/ranger truststore.jks \
--fromfil e=conf/rangerpl ugi nssl . jceks

2. CreateaSecr et using the Ranger Kafka plugin configuration files that include sensitive data.

kubect| create secret generic [***KAFKA CLUSTER NAME***]-ranger-pl ugi n-c
onfig-sensitive \

--nanespace [***NAMESPACE***] \

--fromfil e=conf/hadoop- credst ore-password \

--fromfil e=conf/kaf ka_pl ugi n. keyt ab

3. CreateaYAML configuration containing your Per si st ent Voul entCl ai mand Kaf kaNodePool resources.

In order to be able to function correctly in case of temporary connectivity issues, the Ranger Kafka plugin needs
persistent storage. Each Kafka broker requires three distinct Per si st ent Vol uned ai ns (PVC) for this
purpose. The name of the PV Cs should match the mounted PV C namesin Kaf kaNodePool resources.

The required size of these volumes depend on your environment.

» The policy cache size depends on how many Ranger policies, roles, and tags you defined.

« Theaudit file spool servesthe purpose of storing the audit logslocally if the Ranger Kafka plugin can not
reach the audit destination.

« Thefile spool volume size depends on how many audit logs are generated and how long you want to retain
audit logsin the Kafka pod in case of connectivity issues to the audit target.

The following snippet contains the necessary Kubernetes resource configurations (PV C and Kaf kaNodePool )
for asingle broker. If you have more than one broker, define a similar configuration for each one.

Warning: Asaresult of the unique PV Cs per broker requirement, a different Kaf kaNodePool needs
to be defined for each broker. This also means that scaling of Kaf kaNodePool s will not work as each
Kaf kaNodePool must be limited to asinglereplica. If you want to scale your Kafka cluster, you have
to define another Kaf kaNodePool (and PVCs) for the new broker.

api Version: vl
ki nd: Persi st ent Vol uned ai m
nmet adat a:
name: [***KAFKA CLUSTER NAME***]-[***BROKER | D***] - pol i cy- cache
spec:
accesshMbdes:
- ReadWiteOnce
r esour ces:
requests:
storage: [***REQUI RED Sl ZE***]
limts:
storage: [***MAXI MUM SI ZE***]

api Version: vl
ki nd: Per si stent Vol uned ai m
net adat a:
nane: [***KAFKA CLUSTER NAME***]-[***BROKER | D***] - hdf s-fi | espool
spec:
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accesshMbdes:
- ReadWiteOnce
r esour ces:
requests:
storage: [***REQUI RED Sl ZE***]
limts:
storage: [***MAXI MUM SI ZE***]

api Version: vl
ki nd: Persi st ent Vol uned ai m
net adat a:
name: [***KAFKA CLUSTER NAME***]-[***BROKER | D***] -solr-fil espool
spec:
accesshMbdes:
- ReadWiteOnce
r esour ces:
requests:
storage: [**REQUI RED S| ZE***]
limts:
storage: [**MAXI MUM S| ZE***]

api Versi on: kafka.strinzi.iol/vlbeta2
ki nd: Kaf kaNodePool

net adat a:
name: [***KAFKA CLUSTER NAME***]-[***BROKER | D***]
| abel s:
strinei.iol/cluster: [***KAFKA CLUSTER NAME***]
spec:
replicas: 1
rol es:
- broker
tenpl at e:
pod:
vol unes:
- name: ranger - pl ugi n- conf
confi gMap:
nane: [***KAFKA CLUSTER NAME***]-ranger - pl ugi n-config
- nane: ranger-plugin-sensitive
secret:
secret Name: [***KAFKA CLUSTER NAME***]-ranger - pl ugi n- confi g-se
nsitive
- nane: ranger-plugi n-policy-cache
per si st ent Vol uned ai m
cl ai mMName: [***KAFKA CLUSTER NAME***] -[ *** BROKER | D***] - pol
i cy-cache
- name: ranger-plugin-hdfs-fil espool
per si st ent Vol uned ai m
cl ai mName: [***KAFKA CLUSTER NAME***] - [ *** BROKER | D***] - hdf s-
fil espool
- nane: ranger-plugin-solr-filespool
per si st ent Vol unmed ai m
cl ai mNanme: [***KAFKA CLUSTER NAME***]-[***BROKER | D***]-solr-
filespool
kaf kaCont ai ner:
env:
- nanme: HADOOP_CREDSTORE_PASSWORD
val ueFrom
secr et KeyRef :
name: [***KAFKA CLUSTER NAME***]-ranger - pl ugi n-confi g-sensit
ive

key: hadoop- credst ore-password
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vol umeMount s:
- name: ranger - pl ugi n- conf
nmount Pat h: / mt/ ranger - kaf ka- pl ugi n/ conf
- nane: ranger-plugin-sensitive
nmount Pat h: / mt/ ranger - kaf ka- pl ugi n/ conf _sensitive
- nane: ranger-plugi n-policy-cache
mount Pat h: / mt/ ranger - kaf ka- pl ugi n/ cache
- name: ranger-plugin-hdfs-fil espool
nmount Pat h: / mt/ ranger - kaf ka- pl ugi n/ audi t/ hdf s/ spool
- nane: ranger-plugin-solr-filespool
nmount Pat h: / mt/ r anger - kaf ka- pl ugi n/ audi t/ sol r/ spool

o [***KAFKA CLUSTER NAME***] # Kafka cluster name.
o [***BROKER ID***] # A unique broker ID within the same Kafka cluster.

4. If you configured Ranger group authorization, specify additional propertiesin your Kaf kaNodePool resources.

If you completed configuration for Ranger group authorization, you must mount [***LDAP CONFIG
SECRET***] asavolume and set the KAFKA_OPTS environment variable in your Kaf kaNodePool resources.

Mounting [***LDAP CONFIG SECRET***] mountsthe Secr et in the Kafka pods and makes sensitive LDAP
configuration available for the Ranger Kafka plugin. Setting the KAFKA_OPTS environment variable is required
so that the group mapping functionality in the Ranger plugin works correctly with recent Java versions.

#. ..
ki nd: Kaf kaNodePool
spec:
tenpl at e:
pod:
vol unes:
- nane: |dap-config
secret:
secret Nane: [***LDAP CONFI G SECRET***]
kaf kaCont ai ner:
env:
- nanme: KAFKA OPTS
val ue: "--add-exports java.nam ng/ com sun. jndi .| dap=ALL- UNNAMED"
vol umeMount s:
- nane: |dap-config
nmount Pat h: /mt /| dap

5. Deploy your Per si st ent Vol umeCl ai mand Kaf kaNodePool resources.

This creates the volumes and the Kaf kaNodepool s that will be used by the Kafka cluster you deploy in alater
step. If you created more than a single configuration file, ensure that you deploy all of them.

kubect| apply --file [***YAML CONFI G***] --nanmespace [***NAMESPACE***]
6. Ensurethat the status of each PV C isbound

kubect| get pvc --nanespace [*** NAMESPACE***]

7. CreateaYAML configuration that contains your Kaf ka resource.

#. ..
ki nd: Kaf ka
net adat a:

name: [ ***KAFKA CLUSTER NAME***]
annot at i ons:
strinzi.io/ node-pool s: enabl ed

spec:
kaf ka:
i mage: [***YOUR REG STRY***] /[ ***| MAGE***] : [ ***TAG **]
j vOpt i ons:
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j avaSyst enProperties:
- name: java.security.krb5. conf
val ue: /opt/kafkal/libs/ranger-kafka-pl ugi n-i npl / conf/krb5. conf
- nane: java.security.auth.login.config

val ue: /opt/kafka/libs/ranger-kafka-pl ugi n-i npl/conf/jaas. conf
aut hori zat i on:

type: custom
aut hori zerCl ass: org. apache. ranger. aut hori zati on. kaf ka. aut hori zer
. Ranger Kaf kaAut hori zer
config:
ranger.j aas. context: ranger

o [***KAFKA CLUSTER NAME***] # The name of the Kafka should be the one which was used during the
service creation step in Ranger setup.

o [***IMAGE REGISTRY***]/[***MAGE NAME***]:[***TAG***] #The location where you pushed the
previously built Docker image, which contains Kafka and Ranger artifacts.

8. Deploy the Kaf ka resource.

kubect| apply --file [***YAM. CONFI G***] --nanespace [***NAMESPACE***]

Persistent Volumes | Kubernetes

Users are created and managed with the Strimzi Entity Operator and KafkaUser resources.

The Strimzi Entity Operator can set up external Kafka users with Kaf kaUser resources. In theKaf kaUser
resource, authentication can be configured with spec.authentication property and authorization can be configured
using the spec.authorization.type property.

Thefollowing is an example of aKaf kaUser resource that has tls authentication and simple authorization

configured
#. ..
ki nd: Kaf kaUser
Spec:
aut henti cati on:
type: tls
aut hori zati on:
type: sinple
acl s:
- resource:
type: topic

nane: my-topic

patternType: literal
oper ati ons:

- Al

Learn about security for inter-broker and broker to controller communications.
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Kafka exposes ports 9090 and 9091 for inter-broker communication as well as communication with Cruise Control
and the operators. These listeners are not configurable and use mTL S authentication by default. As aresult, only
clients that have access to the certificate secrets can access K afka through these listeners. To protect these secrets, it
is possible to further limit access to the cluster by using RBAC authorization to restrict namespace access to specific
users.

By separating internal and external listeners, internal listener configurations can be simplified and kept secure when
opening the cluster for access to external clients.

Kafka uses KRaft controllers (nodes with the controller rol€) to store and manage metadata. As with inter-broker
communication, brokers talk to controllers over non#configurable listeners secured with mTL S authentication. This
means the communication is encrypted by default.

If the Kaf ka resource is configured with the simple authorization plugin that is built into Kafka, then
or g. apache. kaf ka. net adat a. aut hori zer. St andar dAut hori zer isused.

To enable simple authorization, set the spec.kafka.authorization.type property to simple, and configure alist of super
users. Super users are aways allowed without querying Access Control List (ACL) rules. ACLs allow you to define
which users have access to which resources at a granular level. Access rules can be specified for the Kaf kaUser .

#. ..
ki nd: Kaf ka
spec:
kaf ka:
aut hori zati on:
type: sinple
super Users:
- CN=user-1
- user-2
- CN=user-3

Using RBAC Authorization | Kubernetes

The Kaf ka resource allows users to specify the security context at the pod and container level with template
properties.

The Kaf ka resource allows users to specify the security context at the pod and container level with template
properties.

#. ..

ki nd: Kaf ka

spec:

kaf ka:
tenpl at e:
pod:
securityCont ext:
al | owPrivil egeEscal ation: false
capabilities:
drop:
- ALL

runAsNonRoot : true
secconpProfil e:
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Setting the security context of Kafka cluster components

type: RuntineDefaul t
kaf kaCont ai ner:
securityCont ext :
# ...
crui seControl :
tenpl at e:
pod:
securityCont ext:
# ...
crui seContr ol Cont ai ner:
# ...

In addition to Kafka, you can also set the security context of other Kafka cluster components configured in the

Kaf ka resource in the same way.

Pod Security Standards | Kubernetes
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