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Get started with TLS encryption in Cloudera Surveyor. Learn which types of traffic can be secured using TLS, along
with the available configuration properties and certificate management practices.

Y ou can protect sensitive data and ensure secure access by configuring TLS for Cloudera Surveyor. TLS can be
configured for the following types of traffic.

e TLSfor internal (backend) traffic — Secures traffic between the external access point (LoadBal ancer or
I ngr ess) and Cloudera Surveyor. Internal TLS ensures that even internal traffic within the Kubernetes cluster
remains encrypted, protecting against potential threats inside the cluster network.

e TLSfor client traffic — Secures connections from end users (clients) to the Cloudera Surveyor Ul. Configured
on the Kubernetes Ser vi ce that provides external access (LoadBal ancer or | ngr ess). Ensuresthat all data
exchanged with clients connecting from the outside world are encrypted.

e TLSfor LDAP traffic — Secures connections between Cloudera Surveyor and your LDAP authentication
provider. Typically, you set this up when you configure LDAP authentication.

Cloudera recommends that you enable TLSfor all of the above listed categories. This ensures that al traffic handled
by Cloudera Surveyor is secure.

Configure TLS with TLS-related propertiesin your custom valuesfile. TLSfor internal, client, and LDAP trafficis
configured separately.

TLSfor internal traffic is configured with the tisConfigs.* properties. For example:

tl1sConfigs:
enabl ed: true
secretRef: "[***TLS SECRET NAME***]"

» tlsConfigs.enabled — Enables or disables TLS

« tlsConfigs.secretRef — The name of the Kubernetes Secr et containing the TLS certificate and private key. This
Secr et must be created in advance or managed by cert-manager.

TLSfor client traffic is configured on the Ser vi ce (I ngr ess or LoadBal ancer ) that provides accessto
Cloudera Surveyor.

For | ngr ess, you configure ingress.tls.* properties. For example:

#. ..

i ngress:
enabl ed: true
protocol : "HTTPS"
cl assNane: "ngi nx"

rul es:
host: My- DOVAI N. EXAMPLE
port: 443

tls:

enabl ed: true
i ssuer: "[***| SSUER NAME***]"
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secretRef: "[***| NGRESS TLS CERT SECRET***]"

TLSfor | ngr ess istypically configured when you set up external accesswith | ngr ess. For a step-by-step guide
see Configuring external access with Ingress.

For LoadBal ancer s, the actual load balancer is provisioned and managed by your cloud or infrastructure provider.
Asaresult, TLS settings and certificate management may vary depending on the platform. Refer to vendor-specific
documentation for detailed guidance on configuring TLS.

TLSfor LDAP traffic is configured using global Truststore.* properties. These properties specify a Secr et that
contains atruststore with the TL S certificate of the root Certificate Authority (CA) of the LDAP certificate chain as
well as a password to access the truststore. Y ou typically configure these properties when you set up LDAP. For a
step-by-step guide, see Configuring LDAP authentication

Configuring external access with Ingress
Configuring LDAP authentication

Learn about managing TLS certificates in Cloudera Surveyor. Y ou can manage certificates manually or use cert-
manager to automate certificate management. Cloudera recommends automatic certificate management.

Cloudera Surveyor storesits TLS certificatesin Secr et s. The Secr et s are specified by the following two

properties.

 tIsConfigs.secretRef — Specifies the name of the Secr et containing the TLS certificate used for internal TLS
traffic.

« ingress.tls.secretRef — Specifies the name of the Secr et containing the TL S certificate used by thel ngr ess to
secure incoming client communications.

Both Secr et s must contain avalid certificate and private key. Cloudera recommends that you use cert-manager to
manage the Secr et s and the certificates that they store. Alternatively, you can choose to manage them manually.

cert-manager is a popular Kubernetes add-on for automating the management and issuance of TL S certificates. In
order to manage the certificates used by Cloudera Surveyor with cert-manager, you need the following.

* A cert-manager instance in your Kubernetes cluster.
* Anl ssuer deployed for cert-manager.

The management of thetwo Secr et s that Cloudera Surveyor uses to store certificates differs.

» tlsConfigs.secretRef —TheCerti fi cat e resourcefor this Secr et must be created manually. When creating a
Certi fi cat e resource, set spec.secretName to the same value as tIsConfigs.secretRef. Thisway cert-manager
saves the certificate and private key to the Secr et that Cloudera Surveyor uses.

* ingresstls.secretRef — TheCerti fi cat e resourcefor thisSecr et is created automatically when the cert-man
ager.iofissuer: [***ISSUER NAME***] annotation is set in the ingress.extraAnnotations property.

Specifically, the | ngr ess requests a certificate from cert-manager using | ssuer name from the annotation.
Thistriggers the creation of the Cer t i f i cat e resource and saves the certificate file and private key to the
Secr et defined iningress.tls.secretRef.
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When managing certificates manually, you must create the Secr et s that contain the certificates and private keys
manually. Ensure that you create and update the appropriate Secr et s which are specified in tIsConfigs.secretRef
and ingress.tls.secretRef.

Get started with authentication in Cloudera Surveyor. LDAP is the only supported authentication mechanismin
Cloudera Surveyor.

Cloudera Surveyor supports authentication of its end users. It supports a single authentication method, which is
LDAP. While configuring authentication is optional, it is enabled by default. As aresult, you must configure LDAP
authentication properties during or after installation.

Tip: If necessary, you can disable authentication by setting surveyorConfig.surveyor.authentication.enabled
Q to false. However, Cloudera does not recommend you deploy Cloudera Surveyor with authentication disabled.

LDAP properties define the LDAP server Cloudera Surveyor uses to authenticate users. The LDAP server you
configure must contain entries with valid usernames and passwords. When LDAP authentication is configured, users
must provide valid credentials to access the Cloudera Surveyor Ul.

Cloudera Surveyor uses an authentication key to securely generate authentication tokens. These tokens are sent to
clients and are required for subsequent access requests.

By default, Cloudera Surveyor automatically generates a cryptographically secure authentication key (128 random
bytes) when authentication is enabled and no key is explicitly configured. However, you can also manually generate
and configure the authentication key.

Manual configuration requires generating a sequence of at least 32 random bytes, saving it as afile, and configuring
it using a configuration property. Y ou can use any tool or method to generate the authentication key. Manually
generating and configuring the authentication key is required in the following scenarios:

*  When Cloudera Surveyor is deployed with FIPS mode enabled (fipsMode: true). Manual configuration is required
to ensure proper auditability and compliance with FIPS standards.

«  When you want to update an existing key.

The authentication key is sensitive data. It is stored in a Kubernetes Secr et and mounted to al Cloudera Surveyor
Pods. Because of this, Cloudera recommends following the security guidelines of your organization and restricting
access to Cloudera Surveyor Secr et s and Pods. Use standard K ubernetes access control mechanisms, such as
Role-Based Access Control (RBAC), to ensure proper security.

When manually configuring the authentication key, Cloudera recommends the following:

» Deletethe file containing the authentication key after configuration is complete.
« Update the authentication key on aregular basis. Y ou can update the authentication key at any time through
configuration.

Learn how to configure LDAP authentication in Cloudera Surveyor.

* TLSisenabled and configured for Cloudera Surveyor. See Channel encryption (TLS).
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e AnLDAP server isavailable that meets the following requirements:

* Theserver has TLS enabled.
» The server is accessible from the Kubernetes cluster where Cloudera Surveyor for Apache Kafkais deployed.

« Entries containing usernames and passwords are located under a common base in the directory information
tree. Passwords must be stored in the userPassword attribute in the user entries.

i Important:

Credentials, including user passwords, provided by clients must be verified against what is availablein
LDAP. Sensitive data is passed from clients to Cloudera Surveyor and from Cloudera Surveyor to the
LDAP server. Therefore, Cloudera strongly recommends that you configure TL S for both connections. TLS
configuration between Cloudera Surveyor and the LDAP server is covered in the following steps. For TLS
configuration between clients and Cloudera Surveyor, see Channel encryption (TLS).

1. If deploying with FIPS mode enabled, manually generate an authentication key.

When Cloudera Surveyor is deployed with FIPS mode enabled (fipsMaode: true), you must manually generate and
configure an authentication key.

The authentication key is a random sequence of at least 32 bytesthat is saved to afile. To generate it, use any tool
or method that is available to you. Take note of the location and name of the file that you create. Y ou will need to
specify thefilein alater step.

In non-FIPS deployments, you can skip this step. Cloudera Surveyor automatically generates a cryptographically
secure random key if the key isnot explicitly set.

2. Generate a Javatruststore (PKCS12 or JKS) containing the TLS certificate of the root Certificate Authority (CA)
of the LDAP certificate chain.

keytool -inport -trustcacerts -file [***LDAP ROOT CA***] \
-keystore [***TRUSTSTORE NAME***] \
-storepass [***TRUSTSTORE PASSWORD***] \
-storetype PKCS12

3. CreateaSecr et containing the truststore and the truststore password.

kubect| create secret generic [***LDAP TRUSTSTORE SECRET***] \
--nanespace [***NAMESPACE***] \
--fromfil es[***TRUSTSTORE SECRET KEY***] =[ *** TRUSTSTORE NAME***] \
--fromfile=s[***TRUSTSTORE PW SECRET KEY***] =[ *** PATH TO TRUSTSTORE PW
FI LE***]

Take note of [***LDAP TRUSTSTORE SECRET***], [*** TRUSTSTORE SECRET KEY***], and
[***TRUSTSTORE PW SECRET KEY***]. Y ou will need to specify these namesin a custom valuesfile you
createin alater step.

4. CreateaSecr et containing your LDAP principal and password (bind credentials).

kubect| create secret generic [***LDAP CREDENTI ALS SECRET***] \
--nanespace [***NAMESPACE***] \

--fromliteral =principal ="$(echo -n "Enter principal: ' >&2; read -s pr
i nci pal ; echo >&2; echo $principal)" --fromliteral =password="$(echo -n
"Enter password: ' >&2; read -s password; echo >&2; echo $password)"

e Takenote of [***LDAP CREDENTIALS SECRET***]. Y ou will need to specify this namein a custom values
fileyou create in alater step.

« Enter your principa and the password for the principal when prompted. Example principal:

cn=admni n, dc=openl dap-chart, dc=l dap
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5. Configure LDAP propertiesin a custom valuesfile (values.yml).
The following configuration snippet is an example containing LDAP properties for atypical setup.

Note: The surveyorConfig.surveyor.authentication.keys.active property is optional and is omitted from
E this example. When not configured, Cloudera Surveyor automatically generates a cryptographically secure
random key.

Explicitly configuring this property is only required when FIPS mode is enabled (fipsMode: tr
ue). When configuring manually, Cloudera recommends that you set this property directly through the
command line with the --set-file Helm option. An exampleis provided in alater step.

#...
surveyor Confi g:
surveyor:
aut henti cati on:
enabl ed: true
user Sessi onTi meout : P1D
i nactivityTi meout: PT1H
t okenRenewal | nterval : PT10M
quar kus
security:
| dap:
di r-cont ext:
url: | daps://openl dap-chart.|dap: 1390
princi pal : ${LDAP_PRI NCI PAL}
password: ${LDAP_PASSWORD}
i denti ty- mappi ng:
rdn-identifier: uid
sear ch- base-dn: ou=users, dc=openl dap- chart, dc=I dap
attri but e- mappi ngs:
"0":
from uid
filter: (uid={0})
filter-base-dn: ou=users, dc=openl dap-chart, dc=I dap
env:

- nane: LDAP_PRI NCI PAL
val ueFrom
secr et KeyRef :
name: [***LDAP CREDENTI ALS SECRET***]
key: princi pal
- nane: LDAP_PASSWORD
val ueFrom
secr et KeyRef :
name: [***LDAP CREDENTI ALS SECRET***]
key: password
gl obal Trust store:
secr et Ref :
name: [***LDAP TRUSTSTORE SECRET***]
key: [***TRUSTSTORE SECRET KEY***]
type: PKCS12
passwor d:
secret Ref:
name: [***LDAP TRUSTSTORE SECRET***]
key: [***TRUSTSTORE PW SECRET KEY***]

« surveyorConfig.surveyor.authentication.enabled - Enables or disables authentication. Set to true by default.
Included in the example as a reference, you do not need to set the property explicitly to enable authentication.

» surveyorConfig.surveyor.authentication.* - These properties control user session behavior and authentication
token management. They define the session timeout, inactivity timeout, and the interval for renewing
authentication tokens. All time intervals are specified in 1SO 8601 format. For optimal security, Cloudera
recommends that token renewal is shorter than or equal to half of the inactivity timeout.
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» surveyorConfig.quarkus.security.ldap.dir-context.* - These properties configure the LDAP server that
Cloudera Surveyor connects to. They specify the server URL, the distinguished name (DN) of the bind user,
and the password of the bind user. These are required for establishing a secure connection with the LDAP
directory.

The bind user credentials ( principal and password) are referenced from the LDAP_PRINCIPAL and LDAP
_PASSWORD environment variables. These environment variables are set using the env property. Their
contents are referenced from a Secr et that you created in a previous step.

Important: To ensure that Cloudera Surveyor connects to the LDAP server securely, the URL you
specify in surveyorConfig.quarkus.security.ldap.dir-context.url must start with |daps://.

» surveyorConfig.quarkus.security.ldap.identity-mapping.* - These properties configure how Cloudera Surveyor
interacts with the LDAP directory to identify users and map their group memberships. They define the
attributes and base DNs used to locate user entries and groups in the directory, as well asthe filters applied to
verify group membership.

For more information regarding surveyorConfig.quarkus.* properties, see Using Security with an LDAP
Realm in the Quarkus documentation.

Note: Groups are not required for authentication. Y ou might want to configure the surveyorConfig.q
E uarkus.security.ldap.identity-mapping.attribute-mappings.* properties accordingly.

* globalTruststore.secretRef.name - The name of the Kubernetes Secr et containing the truststore of the LDAP
server.

» globa Truststore.secretRef.key - The key in the Kubernetes Secr et that contains the truststore.

» globa Truststore.password.name - The name of the Kubernetes Secr et containing the truststore password.

« globalTruststore.password.key - The key in the Kubernetes Secr et that contains the truststore password.
6. Apply your configuration.

The helm upgrade command you run will differ depending on whether FIPS modeis enabled or not. If FIPS mode
is enabled, you must include the authentication key file using the --set-file option. Otherwise, omit this option to
use automatic key generation.

hel m upgr ade CLOUDERA- SURVEYOR [ *** CHART***] \
- - nanespace [ ***NAVESPACE***] \
--val ues [***VALUES. YML***]

hel m upgrade CLOUDERA- SURVEYOR [ *** CHART***] \
--nanespace [***NAVESPACE***] \
--val ues [***VALUES. YML***] \
--set-file surveyor Config.surveyor. aut henti cati on. keys. acti ve=[ ***PATH
TO AUTHENTI CATI ON KEY FI LE***]

LDAP authentication is enabled. Users are required to authenticate to access the Cloudera Surveyor Ul.

Using Security with an LDAP Realm | Quarkus
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Learn how to update an authentication key that Cloudera Surveyor uses to generate authentication tokens. Cloudera
recommends you update the key regularly. Alternatively, you might need to update the key as a security measure to
log out al users.

Y ou update the authentication key by updating surveyorConfig.surveyor.authentication.keys.active with a new key
that you generate. Additionally, you temporarily set surveyorConfig.surveyor.authentication.keys.passive to the
old key. Having both keys active at the same timeis required to ensure arolling transition of keys and prevents
users from being forced to relogin multiple times. After the new key is added and active, you remove the old key to
deactivateiit.

A complete Cloudera Surveyor configuration (afull values.yaml file with all configured properties) is required to
complete this task. Ensure you have the values file ready. Y ou can retrieve al values for your installation using the
‘helmget  values command.

hel m get val ues CLOUDERA- SURVEYOR \
--nanespace [***NAMESPACE***] \
--all

1. Generate anew authentication key and saveit as afile.
The authentication key is arandom sequence of at least 32 bytesthat is saved to afile. To generate it, use any tool
or method that is available to you.
Take note of the location and name of the file that you create. Y ou will need to specify the filein alater step.
2. Activate your new key.
a) Extract your old key.

kubect| get secret cloudera-surveyor-auth-keys \
--nanespace [***NAMESPACE***] \
- 0j sonpat h="{. dat a. key-active}"' \

| base64 --decode > ol d-key

b) Activate the new key.

hel m upgrade CLOUDERA- SURVEYOR [ *** CHART***] \
--nanespace [***NAMESPACE***] \
--val ues [***VALUES. YAML***] \
--set-file surveyorConfig.surveyor. aut henti cati on. keys. acti ve=[ *** PATH
TO NEW KEY FI LE***] \
--set-file surveyorConfig.surveyor. aut henticati on. keys. passi ve=ol d- key

¢) Roalling restart Cloudera Surveyor.

kubect| rollout restart depl oynent/ CLOUDERA- SURVEYOR \
--nanespace [ *** NAMESPACE* * *]

d) Wait until the deployment is successfully restarted.
Monitor the restart with the kubectl rollout.

kubect!| rollout status depl oynent/ CLOUDERA- SURVEYOR \
--nanespace [***NAMESPACE***] \

10
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--wat ch
The restart is successful once you see the following message.

depl oynent "cl ouder a-surveyor" successfully rolled out

e) Deletethe old key file you created in a previous step.

rmold key

3. Deactivate your old key by removing it from configuration.

hel m upgrade CLOUDERA- SURVEYOR [ *** CHART***] \
--nanespace [ *** NAMESPACE***]
--val ues [***VALUES. YAML***] \
--set-file surveyorConfig.surveyor. aut henti cati on. keys. acti ve=[ *** NEW
KEY FI LE***]

Notice that surveyorConfig.surveyor.authentication.keys.passive (the old key) is not provided. This removes and
deactivates the old key.

4. Rolling restart Cloudera Surveyor.

kubect| rollout restart depl oynent/ CLOUDERA- SURVEYOR \
--nanespace [ *** NAMESPACE* * *]

5. Wait until the deployment is successfully restarted.
Monitor the restart with the kubectl  rollout.

kubect| rollout status depl oynent/ CLOUDERA- SURVEYOR \
--nanespace [***NAMESPACE***] \
--wat ch

Therestart is successful once you see the following message.

depl oynent "cl ouder a-surveyor" successfully rolled out

The new authentication key is added. Authentication tokens are now signed with the new key. The old key isno
longer accepted. All users are required to relogin.

The new authentication key is sensitive data. Cloudera recommends that you delete the new key file you generated.

Cloudera Surveyor ensures secure access and permission management through Kafka Access Control Lists
(ACLSs). Cloudera Surveyor does not implement its own authorization model, and fully relies on the Kafka ACLs.
Additionally, Cloudera Surveyor supports atwo-level principal mapper model. This means you can configure a
centralized and a per-cluster principal mapping rule.

e TheKafkacluster’s authorizer implementation must support the DESCRI BE_ACLS Kafka API.

11
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When authorization is enabled for a Kafka cluster in Cloudera Surveyor configuration, Cloudera Surveyor
periodically fetches ACLs from Kafka, and enforces them on all endpoints. This means that al information shown by
Cloudera Surveyor follows the same authorization rules asin Kafka.

For example, querying the min.isr property of a Kafkatopic requires a TOPIC DESCRIBE_CONFIGS permission,
which means that Cloudera Surveyor will only provide the min.isr if the authenticated user has the exact permission
as described by the Kafka ACLSs.

The only deviation from the Kafka ACL model in Cloudera Surveyor is how clusters are shown to users on the
Cloudera Surveyor API. A user needs the CLUSTER DESCRIBE permission to access a cluster registered in
Cloudera Surveyor.

It is possible that authentication configured in Cloudera Surveyor produces different principal names than the ones
configured in the integrated Kafka clusters.

To match the users logged into Cloudera Surveyor with the principals configured in Kafka, you can use the following
two principal mapping rules:

» A global mapping rule— configured with surveyorConfig.surveyor.authentication.principal M appingRule
e A per-cluster mapping rule— configured with clusterConfigs.clusters[*].authorization.principa M appingRule

Both of these default to the identity mapping (DEFAULT). When the global mapping rule is configured, it appliesto
al principalsin all clusters. When the per-cluster mapping rule is configured, it only applies to the specific cluster,
and it is applied after the global mapping rule. The mapping rules follow the same pattern as used by the Kafka ssl.
principal.mapping.rules property.

user_john_smith DEFAULT DEFAULT user_john_smith
user_john_smith RULE:Muser\_(.*)$/u\_$1/ DEFAULT u_john_smith
user_john_smith DEFAULT RULEA(*)_(*)_(*)$N$L\$2/ user_john
user_john_smith RULE:Auser\_(.*)$/u\_$1/ RULEA(*)_(*)_(*)$N$1 \$2/ u_john

Operations and Resources on Protocols | Apache Kafka
Customizing SSL User Name | Apache Kafka
ssl.principal.mapping.rules | Apache Kafka
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