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The Cloudera Surveyor Ul provides a comprehensive set of features to manage and monitor Kafka entities such as
clusters, brokers, topics, and consumer groups across dedicated overview and details pages.

The Ul organizes functionality into dedicated pages accessible from the left-hand navigation, where you can manage
core Kafka entities including clusters, brokers, topics, and consumer groups. When an instance name is configured for
the deployment, it is displayed in the header to identify the Cloudera Surveyor instance.

Each left-hand navigation item leads to an overview page, which displays an overview of all entities of that type.
From an overview page, clicking an entity name opens the corresponding details page, which provides in-depth
information about the selected individual entity.

Alert and status icons such as 0 ° A 0 are used throughout the Ul to surface entity health, and highlight
issues and errors at a glance.

View and monitor all configured Kafka clusters with overall health status and aert summaries. Filter and sort
clusters by status, name, or alert severity. Click any cluster to open the Cluster Details page for comprehensive
information including broker status, topic metrics, and cluster-wide configurations.

CLOUDZ=RA Surveyor  production-us-east 0]
A Clusters Clusters c 8sec ® UE30s ~
£ Brokers
TOTAL CLUSTERS CRITICAL CONCERNING UNKNOWN HEALTHY
@ Topie A 10 01 A2 01 96
88 Consumer Groups
#) Producers
Clusters List
\i Q Search Clusters | status > Alerts ~ More -
Name $ Status $ Offline Brokers $ Under-Replicated Partitions $ Out-of-Sync Replicas $ Under-Min-ISR Partitions $ DataAge ¢
Cluster-1.U © Healthy 174 713 5/45 3/13 2d >
O Cluster-2 A Concerning  0/8 7/67 2/73 3/67 1598d >
Cluster-3 ) Loading 1598d >
Cluster-4 A Conceming  2/3 n3 5/59 3/13 N/A >
Cluster-5 @ Healthy 2/3 7/69 4/99 3/69 1598d >
Cluster-6 © Healthy on/A 7/49 2/44 3/49 1598d >
Cluster-7 © Healthy 0/6 ANA onA 3/35 1598d >
Cluster-8 @ Healthy 2/9 7/92 A2 ON/A 1598d >
Cluster-9 © Healthy 277 7770 0/81 3/70 440d >

Cluster-10 ) Loading 1598d >

Rows per page: (10 ~)  Showing 1110 0f 10 G ~) of 1 pages

(<)

View overall status, health, disk usage, alert information, and more for all brokers within a selected cluster. Filter
and sort brokers by status, ID, disk usage, or alert severity. Click any broker to open the Broker Details page for
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in-depth information about broker status, hosted replicas, log directories, and configuration settings. Configure

broker properties using the f Edit Properties option.

CLOUDZ=RA Surveyor  production-us-east

A Clusters Brokers ( Cluster: Cluster-1.US Production LongName + ) DataAge:937d  C 30sec @ Ui:30s ~
2 Brokers
TOTAL BROKERS CRITICAL CONCERNING UNKNOWN HEALTHY
Topics
=23 00 A1 @1 Q1
88 Consumer Groups
#) Producers R
Brokers List
| @ search Brokers Status v Alerts ~  More ~
D¢ Short Name $ status ¢ Alerts Controller $ Leaders $ Replicas $ Disk Usage (GB) ¢
1 broker-1.kafka.local.test.s. © Healthy A1 Yes 64 192 50/100 e >
2 broker-2 A Concerning ©1 A2 No 32 144 60/75 emm— >
3 broker-3 @ Unknown o1 No 0 0 Usade data unavailable >
Rowsperpage: (10 =) Showng1-30f3 (T %) oftpages

(<]

View and manage all topics within a selected cluster, including status, partition count, replica distribution, and
consumer group associations. Filter and sort topics by name, status, partition count, or aert severity. Click any
topic to open the Topic Details page for comprehensive information about partitions, replicas, consumer groups,

and topic configurations. Create new topics with custom configurations, update the configuration of existing
topics, or delete existing topics.
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CLOUDZRA Surveyor  production-us-east

A Clusters Topics (_ Cluster: Cluster1.US Production Long Name_~ )
& Brokers
TOTAL TOPICS
@ Topics
3
88 Consumer Groups
) Producers L
Topics List

Q_ Search Topics Status ~

CRITICAL

Q1

Alerts ~  (Visibility: Visible ~) More ~ [l Cle:

ar

Name $ Status $ Under-Replicated $ Offline Partitions $
topic-1 © Healthy 010 2/10
topic-3 A Concerning  7/7 17

Rows per page: (10 ~)  showing120f2

©

(0]
DataAge:2d G 29sec  ® UL:30s ~
'CONCERNING HEALTHY
A Q1

Retention Period $ Replication Factor $ Topic Size (GB) $

oN/A 3 onA
2days 3 0.01

() ot tpages

View and monitor all consumer groups within a selected cluster, including group status, member count, and lag
metrics. Filter and sort consumer groups by name, status, group type, or lag. Click any consumer group to open
the Consumer Group Details page for detailed information about partition assignments, members, subscribed

topics, and offset positions. Delete consumer groups as needed using the m Delete option.
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CLOUDZRA Surveyor  production-us-east ®
A Clusters Consumer Groups (_Cluster: Cluster1.US Producton Long Name_~ ) DataAge:1598d  C 265ec  ® Ui30s ~
B Brokers

TOTAL CONSUMER GROUPS CRITICAL CONCERNING UNKNOWN HEALTHY
@ Topics

2210 01 A1 Q1 Q7

B3 Consumer Groups

) Producers R
Consumer Groups List

: Q. Search Consumer Groups | Status~  Alerts +  More -
Name $ Status $ Type $ State $ Simple ¢ Coordinator $ Total Lag Topics $ Consumers $
consumer-gro, A Concerning Consumer Stable Yes 1 10 1 3 >
consumer-gro. O Critical Consumer Stable Yes 2 20 2 4 >
consumer-gro. @ Unknown Consumer Stable Yes 3 30 3 5 >
consumer-gro. @ Healthy Consumer Stable Yes 4 40 4 6 >
consumer-gro. @ Healthy Consumer Stable Yes 5 50 5 7 >
consumer-gro. @ Healthy Consumer Stable Yes 6 60 6 8 >
consumer-gro. @ Healthy Consumer Stable Yes 7 70 7 9 >
consumer-gro. @ Healthy Consumer Stable Yes 8 80 8 10 -y
consumer-gro. @ Healthy Consumer Stable Yes 9 90 9 1 >
consumer-gro. @ Healthy Consumer Stable Yes 10 100 10 12 >
Rowsperpage: (10 ~)  Showing 110010 (<) oftpages

L)

(<]

View and monitor all producers within a selected cluster, including producer status, partition count, and
transaction details. Filter and sort producers by status, 1D, or alert severity. Click any producer to open the
Producer Details page for comprehensive information about alerts, transactions, and partition producer state.
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CLOUDZRA Surveyor  production-us-east ®
A Clusters Producers ( Gluste Guster1 US Production LongName - ) DataAge:143d  C 29sec @ ui30s ~
& Brokers

TOTAL PRODUCERS CRITICAL CONCERNING UNKNOWN HEALTHY
Topics

10 01 A1 91 Q7

88 Consumer Groups

) Producers .
Producers List

\/ Q_Search Producers | Status~  Alerts +  More -

Producer ID $ Status $ Partition Count $ Last Timestamp $

1 /A Concerning 3 03 Mar 2025, 12:06:40 >
2 O critical 5 03 Mar 2025, 12:06:41 >
3 @ Unknown 2 03 Mar 2025, 12:06:42 >
4 @ Healthy 4 03 Mar 2025, 12:06:43 >
5 © Healthy 1 03 Mar 2025, 12:06:44 >
6 @ Healthy 6 03 Mar 2025, 12:06:45 >
7 @ Healthy 2 03 Mar 2025, 12:06:46 >
8 © Healthy 3 03 Mar 2025, 12:06:47 >
9 @ Healthy 7 03 Mar 2025, 12:06:48 >
10 @ Healthy 4 03 Mar 2025, 12:06:49 >
Rowsperpage: (10 ~)  Showing 110010 (<) oftpages

©

All pages display a summary section at the top providing an at-a-glance view of entity health and important metrics
without needing to scroll through detailed tables.

On overview pages the summary displays the total count of entities and a health breakdown displaying how many
entities are in each status category. Each status category is displayed in a separate tile with an icon and count.
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CLOUDZRA Surveyor  production-us-east

@

A Clusters Clusters

c 28sec @ UL30s
5 Brokers

TOTAL CLUSTERS

CRITICAL

HEALTHY
Ao e Az 0 ©6
B8 Cconsumer Groups

80 Producers

CONCERNING UNKNOWN
@ Topics

{«

]

On entity details pages, the summary displays key attributes specific to that entity in two sections. The upper section
typicaly includes the entity's overall status, a count of active alerts by severity, and entity-specific attributes such as
disk usage for clusters, state for consumer groups, or topic size for topics. Beneath adividing line, alower section
provides aggregate counts and summaries of related entities. For example, the Cluster Details page displays total
counts of related entities such as topics, brokers, consumer groups, and partitions.
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CLOUDZRA Surveyor  production-us-east

]

A Clusters R

A Cluster-1.US.Production.Long.Name DataAge:2d G 2sec  © Ui:30s ~
5 Brokers
@ Topics STATUS ALERTS DISK USAGE (GB) TAGS

@ Healthy ©1Critical A1 Concerning @ 1 Unknown 0.7/0.93 e tagl tag2 tag3 tagd tag5 tagh +7

B8 Consumer Groups
8) Producers .

ToPICS BROKERS CONSUMER GROUPS PARTITIONS

79/ ©77 A1 @1 4/ 02 A1 @1 8/ @6 A1 @1 13/ ©10 A1 @1

LOG DIRECTORIES REPLICAS ACTIVE CONTROLLERS

4/ ©2 A1 @1 45/ ©43 A1 @1 1

Tablesin Cloudera Surveyor support combinable filters displayed as pillsin the filter bar, removable individually or
al at once. Activefilters persist in the URL, enabling you to bookmark and share specific filtered views.

All tables include filters and filtering controls above the table. Overview pages typically provide the same set of

quick filter drop-down lists for common filtering needs, while details pages and their tabs offer page-specific options
depending on the data being displayed.

For example, the Cluster s page includes the following filters:

10
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CLOUDZRA Surveyor  production-us-east ®
A Clusters Clusters C 28sec @ Ul:30s ~
5 Brokers

TOTAL CLUSTERS CRITICAL CONCERNING UNKNOWN HEALTHY
Topics

A10 01 A2 (> 96

B8 Consumer Groups

) Producers .
Clusters List

Q search Clusters Status v Alerts v M

[ Q  Search Clusters ] Status ~ Alerts ¥ More ~

(<]

Sear ch box — Free—text search that filters by entity name.
Status drop-down list — Quick filter for entity status. Multiple statuses can be selected at once.

Alertsdrop-down list — Quick filter to display only entities with specific alert severities. Only one severity can
be selected at atime.

M oredrop-down list — Custom filtering with full control over options and filter operations.

Access custom filtering using the More drop-down list. Select an option from the list, then choose afilter operation
and specify your criteria. The available options are tailored to each page or tab and generally include amix of visible
table columns and additional entity attributes. Some visible table columns might not be available as filter options.

Topics List

Q Search Topics Status v Alerts v (Vlslblh(y Visible v) (Replication Factor: Greater Than or Equal To 3 ~ x) (Under—RepIicated Partition Count: Greater Than 1 ~ x) m
More ~ Tl Clear

Name $ Status $ Under-Replicated $ Offline Partitions $ Retention Period $ Replication Factor $ Operation: {GreaterThan ‘

topic-3 A Conceming  7/7 17 2 days 3 * Value: |1 =
Rows per page: ( 10 ~)  Showing 1-1 of 1
N ) Apply Cancel

Filter operations depend on the data type of the option you selected. The following operations are available per data
types:

Text fields (such as names, IDs, hosts):

e Equals/ Not Equal To — Exact match
¢ Contains/ Does Not Contain — Partial text match

11
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* Matches Regular Expression — Pattern matching using regex
e In/Not In—Match any value from alist
* Numeric fields (such as counts, sizes, offsets):

e Equals/ Not Equal To — Exact match
e Greater Than / Greater Than or Equal To — Compare numeric values
e LessThan/ Less Than or Equal To — Compare numeric values
e In/Not In—Match any value from alist
e Enumerated fields (such as status, severity, type):

e Equals/ Not Equal To — Exact match
e In/Not In—Match any value from alist
« All fidds:

e IsNull —Match null or missing values

The Entity Details drawer provides quick access to all Kafka entity attributes in a searchable format organized into
sections, without navigating away from the overview table.

Tablesfor entities such as brokers, topics, and consumer groups display the most important attributes for quick
scanning, but each entity has many additional attributes. The Entity Details drawer provides accessto all available
attributes for the selected entity. Open the drawer by clicking anywhere in arow except the entity name to view the
details of that entity.

CLOUDZRA Surveyor production-us-east ]
A Clusters Brokers (_ Cluster: Cluster1.Us ProductionLong Name_+ ) DataAge:937d  C 26sec  ® UL:30s ~
2 broker-1.kafka.local.test.short-name
2 Brokers
TOTAL BROKERS CRITICAL CONCERNING UNKNOWN HEALTHY
Topics
=3 00 A1 Q1 Q1 | @ search for fields
BB Consumer Groups
L B « About
&) Producers . STATUS
Brokers List @ Healthy
Q Search Brokers Status v Alerts v More ~ BROKER ID
1
D3 Short Name $ Status $ Alerts Controller $ Leaders $ Replicas $ Disk Usage (GB) $
SHORT NAME
1 broker-1.kafka.lo. © Healthy Al Yes 64 192 50/100 emmm > broker-1.kafka.local.test.short-name
2 broker-2 AConcemi @1 £ No 32 144 60/75 cmm— > ONLINE
Yes
3 broker-3 @Unknowr @1 No 0 0 Usaae data unavailable >
CONTROLLER
Rowsperpage: (10 ~)  Showing 1:30f3 (<) ofipages Yes
v Health
ALERTS
A1
DISK USAGE
50/100 emm
LEADER REPLICAS LOG SIZE
51200.00 MB
v Network
HOSTNAME
broker-1.kafka.local
PORT
9092
ADDRESS
broker-1.kafka local:9092
RACK
L «

The drawer organizes attributes into named sections that vary by entity type. For example, the Entity Details drawer
for brokers has About, Health, Network, and Associated Entities sections. Y ou can expand or collapse each section

12
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independently. Use the search field at the top of the drawer to filter attributes by name across al sections. Click any
other row to switch the drawer to that entity.

Click the L icon to collapse the drawer to a narrow strip. After you collapse the drawer, the strip remains visible
on the right edge of the page until you navigate away. The strip displays the name of the selected entity. While the
drawer is collapsed, clicking arow updates the selected entity shown in the strip but does not expand the drawer.

Click the » icon at the bottom of the strip to expand the drawer again.

Alerts surface problems detected in your Kafka environment, allowing you to quickly identify and investigate issues
across monitored Kafka entities.

Cloudera Surveyor continuously evaluates the state of each monitored Kafka entity during every snapshot. When
acondition outside expected bounds is detected, an alert is generated for that entity. Each alert has the following
properties:

Severity — Indicates the priority of the aert, categorized as ° Critical, #** Concerni ng, or e Unknown.

=
Alert type — Identifies the entity type the alert belongs to, such as A Cluster, =2 Broker, Topic, @

Partition, Log Dir.
e |ssuetype— Describes what was detected.
e Cause- Provides additional details.

Some alerts are always active by default and require no manual configuration, such as a broker going offline or a
partition losing its leader. Other alerts are threshold—based, such as consumer group lag or broker disk usage, and
only trigger when thresholds are configured. Y ou can set these thresholds on a per—cluster basis in Cloudera Surveyor
configuration. A comprehensive list of active alerts for your environment is available in the Alerts tab on each details

page.

Alerts can surface in the following locations throughout the Ul:

* On overview pages — The Status column reflects each entity's health based on its derts, and the Alerts quick filter
lets you filter the table to display only entities with alerts of a specific severity.

e Ondetails pages— An aert summary is displayed at the top of the page with the count of active alerts by severity.
A dedicated Alertstab providesthe full list of alerts for that entity, including aerts from its child entities.

e Onindividua fieldsin tables and the Entity Details drawer — Alert indicators appear inline next to specific data
values displaying when a particular metric has an issue.

The following example shows alerts on the Cluster Details page:

13
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CLOUDZRA Surveyor production-us-east ®
A Clusters .
A Cluster-1.US.Production.Long.Name DataAge:2d G 22sec  ® UL:30s ~
5 Brokers
@ Topics STATUS ALERTS DISK USAGE (GB) TAGS
@ Healthy ©1critical A1 Concerning @ 1 Unknown 0.7/0.93 e tagl tag? tag3 tagd tagh5 tagb +7

B8 Consumer Groups

80 Producers - - -
e TOPICS BROKERS CONSUMER GROUPS PARTITIONS

79/ ©77 A1 @1 4/ 02 A1 @1 8/ @6 A1 @1 13/ ©10 A1 @1
LOG DIRECTORIES REPLICAS ACTIVE CONTROLLERS
4/ 02 A1 @1 45/ ©43 A1 @1 1

eAlens Brokers ~ Configuration  Client Configurations

Alerts

((a search Aterts ) More -
Severity $ Alert Type ¢ Issue $ Topic $ Partition $ Replica $ Broker $ Log Dir $ Group ¢ Alert $

A Concerning 2 Broker Imbalanced - - 1 1 Example is. >
O Critical ®@ Topic Config Quer. topic-1 Example i >
O Critical A Cluster Broker Lead. Example is >
@ Unknown A Cluster Broker Repli Example is. >
© Critical B Log Dir Usage Abov.. - - 3 3 Examplelogdi.. - Example is. >
© Critical B Partition Offline topic-2 3 Example is. >
© Critical w0 Replica Out of Sync topic-1 4 4 4 Example is.. >
A Concerning 85 Consumer Group Total Lag Co. consumer-gr. Example is. >
Rows per page: (10 ~)  Showing1-8of8 € ~) of 1 pages

1. Alert summary displaysthe total count of alerts by severity for this cluster and al its child entities.
2. Child entity summaries display the total count and status distribution of child entities.

Note: The summariesdisplay entity status counts, not alert counts. However, because each entity's status
E is determined by its active alerts, these indicators reflect the overall health impact of alerts across related
entities.
3. TheAlertstab displaysthe full list of all aerts with detailed information including severity, alert type, issue type,
affected entities, and cause messages.

Alerts appear asinlineindicators next to individual data fields throughout the Ul, making problems visible at a glance
wherever the affected datais displayed.

When Cloudera Surveyor detects a problem, it surfaces inline indicators on the affected fields. These indicators
surface aerts that are also tracked in the Alertstab. This visibility ensures you can quickly spot problems while
scanning tables or viewing entity details, without navigating to the Alertstab. These indicators are displayed asicons
alongside field valuesin tables, detail pages, and the Entity Details drawer.

14
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Clusters List

Q search Clusters Status ¥ Alerts v More ~

Name ¢ Status ¢ Offline Brokers Under-Replicated Partitions & Out-of-Sync Replicas $ Under-Min-ISR Partitions $ Data Age $

Cluster-1.U... @ Healthy 1/4 7113 5/45 3/13 2d >
O cluster-2 A Concerning 0/8 7/67 2/73 3/67 1598d >
Cluster-3 () Loading 1599d >
Cluster-4 A Concerning 2/3 713 5/59 3/13 N/A >
Cluster-5 @ Healthy 2/3 7/69 4/99 3/69 1599d >
Cluster-6 © Healthy ON/A 7/49 Offline 3/49 1599d >
Cluster-7 @ Healthy 0/6 AN/A f‘N"A 3/35 1599d >
Cluster-8 @ Healthy 2/9 7/92 A3 ON/A 1599d >
Cluster-9 @ Healthy 2/7 7/70 0/81 3/70 440d >
Cluster-10 () Loading 1599d >

Rows per page: imivjw Showing 1-10 of 10 [170 of 1 pages

The following examples represent common field-level issues detected within your Kafka environment:

» Replication factors below the recommended minimum
* In—sync replica counts that do not match expectations
« Consumer group lag exceeding thresholds

« Partition sync states indicating offline replicas

Data refresh controls throughout the Cloudera Surveyor Ul enable you to manage data update frequency, and provide
information on how fresh the dataiis.

The Cloudera Surveyor Ul includes various data refresh control options. These provide information on how recently
the data was published in the Ul, how old the latest snapshot is, and allow you to control Ul update frequency. These
controls do not offer away to configure the snapshot interval or offer away to trigger a new snapshot on-demand.

15
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CLOUDZRA Surveyor  production-us-east ®

A Clusters Brokers (_ Cluster: Cluster1.Us Production Long Name - ) DataAge:937d  C 30sec @ Ui:30s ~

2 Brokers
@ Topics
B8 Consumer Groups

80 Producers

Data Age: 937d C 30sec ® Ul:30s ~

The following controls are available on al Cloudera Surveyor Ul pages:

» DataAge: [TIME] — Snapshot time counter. Displays the time since Cloudera Surveyor took a snapshot of the
Kafka cluster. Snapshots are taken automatically at preconfigured intervals.

e [TIME] — Refresh timer and button. Displays the time until next automatic refresh to display latest snapshot
data. Click to refresh the Ul and display |atest available snapshot data on-demand. Does not trigger a new Kafka
snapshot.

@ / @ — Pause and resume buttons for automatic refresh.
e Ul [TIME] — Dropdown that sets the automatic refresh frequency for displaying snapshot data.

Note: The DataAge: [TIME] counter is not displayed on the Cluster s page, as snapshot ageis only relevant
within a specific cluster.

This examples shows a scenario in which snapshots are taken every 10 minutes:

1. Minute O: Cloudera Surveyor takes a snapshot of the Kafka cluster
2. Minute 0-10:

« DataAge: [TIME] counter starts at 0 and counts up to 10 minutes.
» The snapshot datais published on the Ul either automatically with the next automatic refresh or when you

click the e [TIME] button.
» Changesin Kafkathat happened after the snapshot was taken are not visible.
3. Minute 10:

» Cloudera Surveyor takes the next snapshot.
o DataAge: [TIME] resetsto 0.

16
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Clusters

4. Minute 10+: After the next Ul refresh, data from the new snapshot is displayed, including the most recent Kafka

changes.

Note: Broker and topic configuration datais an exception to the snapshot system. Configuration changes are
E retrieved on demand during page load rather than relying on snapshots. Consequently, neither the backend

snapshot settings nor the Ul refresh controls affect this data.

Kafka cluster health, offline broker counts, under-replicated partitions, and out-of-sync replicas are monitored from
the Clusters page in Cloudera Surveyor.

The Cluster s page provides a comprehensive overview of all Kafka clusters monitored by Cloudera Surveyor. View
cluster health status, active alerts, and key metrics at a glance. Filter and sort clusters by status, name, or alert severity

to quickly identify clusters requiring attention.

CLOUDZRA Surveyor  production-us-east

Cluste
£ EriD Clusters
£ Brokers

TOTAL CLUSTERS

A 10

@ Topics
88 Consumer Groups

&) Producers .
Clusters List

Q Search Clusters

Name $ Status ¢
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At the top of the page, health summary tiles display the total number of clusters categorized by status, providing an

at-a-glance view of the overall health distribution across all clusters.

Beneath thetiles, atable displays the following essential cluster metrics for quick health assessment:

Name — A unique identifier for the cluster. Click to open the Cluster Details page.
Status— The overall health status of the cluster.

Offline Brokers— The count of brokers that are offline.
Under-Replicated Partitions— The count of partitions with fewer replicas than configured.
Out-of-Sync Replicas — The count of replicas not in sync with their leaders.
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e Under-Min-I SR Partitions— The count of partitions with in-sync replicas below minimum.
« Data Age— Thetime elapsed since cluster data was last collected.

Click any cluster row to open the Entity Details drawer for quick accessto al cluster attributes. Click the cluster
name to go to the Cluster Details page.

The Cluster Details page provides comprehensive information about an individual cluster. At the top of the page,
health summary tiles display the cluster's overall status and key metrics for child entities including brokers, topics,
consumer groups, partitions, and replicas.
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The page organizes cluster information through the following tabs:

« Alerts—View and monitor al alerts affecting the cluster.
* Brokers—View al brokersin the cluster and their status.
« Configuration — View aggregated configuration across all brokersin the cluster.

» Client Configurations— Preview, copy, and download client configuration files for the cluster, such as
connection properties and CA certificates.

Download client configuration files for a monitored Kafka cluster from Cloudera Surveyor to connect externa clients
to that cluster.

The Client Configurations tab contains a bundle of client configuration files for a Kafka cluster monitored by
Cloudera Surveyor. When thetab is populated, it displays abundletitle, afile count, and alist of files with optional

18



Cloudera Streams Messaging Operator for Kubernetes Clusters

descriptions. Y ou can preview, copy, or download individual files. Use Download All to download the complete
bundle as azip archive.

Thefiles available on this tab depend on how Cloudera Surveyor is configured. Typical bundlesinclude a client
configuration properties file, one or more CA certificates, and optionally a README or other instructional document.
Y our Cloudera Surveyor administrator configures what is available on this tab. For information about configuring the
bundle contents, see Exposing client configurations for download.

If the Client Configurationstab is empty, no files or download actions are available. Thistypically indicates that
your Cloudera Surveyor administrator has not configured a client configuration bundle for this cluster. Contact your
Cloudera Surveyor administrator.
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1. In Cloudera Surveyor, go to Clusters and select your Kafka cluster.
2. Open Cluster Details and select the Client Configurations tab.
3. Download files from the bundle.
* Todownload al filesasazip archive, click Download All.
* Todownload an individual file, locate it in the list and click Download next to it.
4. Toreview afile before downloading, click Preview or Copy next toit.

If you downloaded the full bundle, extract the archive to aworking directory. Keep al filestogether in the same
directory because some configuration files might reference other filesin the bundle by relative path.

Exposing client configurations for download
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Kafka broker status, disk usage, leader and replica counts, and configuration properties are monitored and edited from
the Brokers page in Cloudera Surveyor.

The Broker s page provides detailed information about all brokers within a selected cluster. Monitor broker health,
resource usage, and active aerts. Filter and sort brokers by status, ID, disk usage, or aert severity to quickly identify
brokers requiring attention.
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At the top of the page, health summary tiles display the total number of brokers categorized by status, providing an at-
a-glance view of the overall health distribution across all brokersin the selected cluster.

Beneath thetiles, atable displays the following essential broker metrics for quick health assessment:

e |D-A uniqueidentifier for the broker. Click to open the Broker Details page.

» Short Name— A shortened broker hostname for easier identification. Calculated by removing the longest
common suffix from broker hostnames, or using hostname:port when hostnames are identical.

» Status— The overal health status of the broker.

e Alerts— A summary of aert counts by severity.

e Controller — Anindication of whether this broker is the cluster controller. This column is only displayed for
ZooK eeper-based clusters.

* Leaders— The number of partition leaders hosted on the broker.
* Replicas— The number of partition replicas hosted on the broker.
» Disk Usage (GB) — The total disk space used across all log directories.
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Brokers

Click any broker row to open the Entity Details drawer for quick accessto all broker attributes. Click the broker 1D

to go to the Broker Details page.

The Broker Details page provides in-depth information about an individual broker's status and health. At the top of
the page, health summary tiles display the broker's overall status and key metrics including disk usage, replica count,

and leader count.
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The page organizes broker information through the following tabs:

e Alerts—View and monitor all alerts affecting the broker.

» Configuration —View and edit broker configuration properties.
* LogDirectories— Monitor log directory status and disk usage.
* Replicas— View all partition replicas hosted on this broker.
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Alert §
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Edit broker propertiesin Cloudera Surveyor using the 4 Edit Properties option on the Configuration tab of the

Broker Details pages. This option provides comprehensive control over broker settings.

Important: If an external tool manages your Kafka cluster, that system might control configuration.

Changes made directly through Cloudera Surveyor might be overwritten during the subsequent configuration

reconciliation or deployment cycle.
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Broker configuration properties control Kafka broker behavior and settings. In Cloudera Surveyor, you modify these

=
properties using the == Brokers Broker Details Configuration / Edit properties option, which opens the Edit
Properties modal. The modal displays all broker configuration properties retrieved from Kafka and allows you to bulk
edit with a single operation. Modified properties are marked with indicators, and changes are staged for review before
being applied. If you navigate away with unsaved changes, warnings are displayed and your edits are automatically
preserved.

The property list includes both static and dynamic Kafka properties. However, you can only successfully modify
dynamic properties.

Whether a property is dynamic or static isindicated by the Read Only attribute. Static properties are marked as Read
Only: yes, while dynamic properties are Read Only: no. When you attempt to modify a static property and apply
changes, Kafka rejects the modification. Thisis because static properties are fundamental broker settings that require
abroker restart to take effect. Because Cloudera Surveyor does not manage the lifecycle of clusters and cannot restart
brokers, you cannot change these properties through the Ul.

o~ wD

Y ou must have the necessary permissions to modify broker configurations in your Kafka cluster. The required
Kafka ACL isALTER_CONFIGS on the BROKER resource.

Broker configuration editing must be enabled for the target cluster. If the Edit Properties button is greyed out,
editing is disabled for this cluster through Cloudera Surveyor configuration. For more information, see Disabling
broker configuration editing.

In Cloudera Surveyor, click % Brokers.

Click the cluster name in the breadcrumb at the top left and select your target cluster from the list.
Click the ID of abroker to open the Broker Details page for that broker.

Go to the Configuration tab.

Click / Edit Properties.

Edit propertiesin the Edit Properties modal.

a) Find the properties you want to modify.

b) Select or deselect the checkbox next to each property to add or remove property overrides.
¢) Update the property values using the Property Value field.

d) Click OK.

Q Tip: Selecting a checkbox adds the property override even if the value matches the default.

T

Review your changes and click ™ Apply Changes.
Properties that are modified are marked with an indicator pill. Y ou can aso choose to discard your changes by

clicking m Discard Changes.
In the confirmation dialog, click Apply to confirm your changes.

Y our configuration changes are immediately applied to Kafka and are instantly visible in Cloudera Surveyor. While
the configuration values update immediately in Cloudera Surveyor, propagation of these changes to all brokers might
take afew moments.
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Topics

Kafkatopic health, partition distribution, replica placement, and consumer group subscriptions are monitored and
managed from the Topics page in Cloudera Surveyor.

The Topics page provides comprehensive information about all topics in the selected cluster. Monitor topic health,
partition distribution, replica status, and consumer group subscriptions. Filter and sort topics by name, status, partition
count, or aert severity. Create new topics or delete existing ones as needed.
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At the top of the page, health summary tiles display the total number of topics categorized by status, providing an at-
a-glance view of the overall health distribution across all topicsin the selected cluster.

Beneath thetiles, atable displays the following essential topic metrics for quick health assessment:

* Name- A uniqueidentifier for the topic. Click to open the Topic Details page.

» Status— The overal health status of the topic.

* Under-Replicated — The count of partitions with fewer in-sync replicas than configured.
« Offline Partitions— The count of partitions with no active leader.

* Retention Period — The duration for which messages are retained.

* Replication Factor — The number of replicas for each partition.

e Topic Size (GB) — Thetotal size of al replicas.

Tip:
Q The Topics page includes a Visibility quick filter to filter between visible and hidden topics. Thisfilter is
unique to the T opics page. Topics are marked as hidden based on a configurable name pattern.

The default patternis: ~(__.+|ATLAS .+). This pattern filters topics that use common internal topic naming
conventions. Y ou can customize this pattern in Cloudera Surveyor configuration.
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Click Add Topic to create a new topic with custom configurations. Click any topic row to open the Entity Details
drawer for quick accessto all topic attributes. Click the topic name to go to the Topic Details page.

The Topic Details page provides comprehensive information about an individual topic. At the top of the page, health

summary tiles display the topic's overall status and key metrics including partition count, replication factor, and
partition health indicators.
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The page organizes topic information through the following tabs:

e Alerts—View and monitor all alerts affecting the topic.

« Configuration —View and edit topic configuration properties. Increase partition count and manage property
overrides.

» Partitions—Monitor partition health and replica distribution.

* Replicas— View detailed information regarding the partitions of this topic.

Consumer Groups— View consumer groups consuming from this topic and monitor their lag.
* Producers— View producers associated with this topic.

Create new topics with custom propertiesin Cloudera Surveyor using the @ Add Topic option on the Topics page.

Topics are the fundamental units of data organization in Kafka, organizing messages into named streams that
producers write to and consumers read from. In Cloudera Surveyor, you create topics using the Topics @ Add

Topic option, which opensthe Create Topic drawer. The drawer provides an interface to configure mandatory
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properties aswell as property overrides. Property overrides customize behaviors such as data retention or cleanup
policies, overriding the default values defined at the server level.

Choose your partition count and replication factor carefully. Partition count can be increased later, but cannot be
decreased. Changing the replication factor is possible, but requires partition reassignment, which is not possible using
Cloudera Surveyor. For more information, see Increasing replication factor in the Apache Kafka documentation.

* You must have the necessary permissions to create topicsin your Kafka cluster. The required Kafka ACL is
CREATE on the CLUSTER or TOPIC resource.

In Cloudera Surveyor, click Topics.
2. Click the cluster name in the breadcrumb at the top |eft and select your target cluster from the list.

Click @ Add Topic at the top right of the table.

In the Create Topic drawer, enter the following required information:

* Topic Name— A unique identifier for the topic.
e Partitions— The number of partitions (determines parallelism).
« Replication Factor — The number of replicas for each partition. Replicas cannot exceed the broker count.

5. Configure property overridesin the Property Overrides section.

3 Click f Edit Properties.

b) Inthe Edit Properties modal, find the properties you want to modify.
¢) Select the checkbox next to each property to include it in your changes.
d) Update the property values using the Property Value field.

e) Click OK.

Q Tip: You can aso edit individual properties that are added to the Property Overrides section by clicking

the / icon or remove them by clicking the m icon. You can aso clear al overrides using the m
Clear All option.

Review your configuration and click @ Create Topic.
7. Inthe confirmation dialog, click Create to confirm topic creation.

Thetopicis created in Kafka. However, the new topic will not be visible in Cloudera Surveyor until the next Kafka

snapshot is taken and data from the new snapshot is published to the Ul. The Create Topic drawer remains open,
the Namefield is cleared and focused. All other fields and property overrides are preserved, so you can immediately
create another topic without reopening the drawer.

Edit topic configuration properties in Cloudera Surveyor using the / Edit Properties option on the Configuration
tab of the Topic Details pages.
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Important: If an external tool manages your Kafka cluster, that system might control configuration.
Changes made directly through Cloudera Surveyor might be overwritten during the subsequent configuration
reconciliation or deployment cycle.

Topic configuration properties control various aspects of topic behavior including data retention, cleanup policies,
compression settings, and replication behavior. In Cloudera Surveyor, you modify these properties using the

Topics Topic Details Configuration / Edit Properties option, which opens the Edit Properties modal. The modal
displays al topic configuration properties retrieved from Kafka and allows you to bulk edit with a single operation.
Modified properties are marked with indicators, and changes are staged for review before being applied. If you
navigate away with unsaved changes, warnings are displayed and your edits are automatically preserved. The
Configuration tab also provides an option to increase the partition count.

When you modify topic configurations, the changes take effect immediately without requiring a broker restart.
However, the replication factor of atopic is read-only and cannot be modified through the Cloudera Surveyor UI.
Replication factor is set when the topic is created. To change the replication factor of an existing topic, you must
use Kafka's partition reassignment tool. For more information, see Increasing replication factor in the Apache Kafka
documentation.

Y ou must have the necessary permissions to modify topic configurations in your Kafka cluster. The required
Kafka ACL isSALTER_CONFIGS on the TOPIC resource.

In Cloudera Surveyor, click Topics.

Click the cluster name in the breadcrumb at the top left and select your target cluster from the list.
Click the Name of atopic to open the Topic Details page for that topic.

Go to the Configuration tab.

Increase partition count.

a) Locatethe PARTITIONSfield at the top of thetab.

g s~ w DN

b)
Click the f icon next to the field.
¢) Enter anew valuethat is greater than the existing value.

i Important: You cannot decrease the partition count.

d) Click Save.
6. Edit topic properties.

i Click 4 Edit Properties.

b) Inthe Edit Properties modal, find the properties you want to modify.

c) Select or deselect the checkbox next to each property to add or remove property overrides.
d) Update the property values using the Property Value field.

e) Click OK.

Q Tip: Selecting a checkbox adds the property override even if the value matches the default.

7. il

Review your changes and click Apply Changes.
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Properties that are modified are marked with an indicator pill. Y ou can aso choose to discard your changes by

clicking m Discard Changes.
8. Inthe confirmation dialog, click Apply to confirm your changes.

Y our configuration changes are immediately applied to Kafka and are instantly visible in the Cloudera Surveyor Ul.

Delete topics in Cloudera Surveyor using the m Delete option on the Topics pages or the m Delete Topic option
on the Topic Details pages.

Important: If an external tool manages your Kafka cluster, topics deleted directly through Cloudera
Surveyor might be recreated during the subsequent reconciliation or deployment cycle.

Deleting atopic permanently removes all messages, partition data, and topic metadata from the cluster. This operation
cannot be undone.

Y ou delete topics when decommissioning services, cleaning up test or development topics, or removing obsolete data
streams. Deleting a topic immediately disrupts any applications that are still using the topic.

e You must have the necessary permissions to delete topicsin your Kafka cluster. The required Kafka ACL is
DELETE on the TOPIC resource.

e You must verify that all consumers and producers have stopped using the topic.
* You must verify that no applications, system, data pipeline, or other tooling depends on the topic.

In Cloudera Surveyor, click Topics.
2. Click the cluster name in the breadcrumb at the top left and select your target cluster from the list.
3. Locate the topic you want to delete in the table.

Click ¢ m Delete on the right side of the topic row.

Q Tip: You can also delete atopic from the Topic Details page by clicking Actions m Delete.
5. Type delete in the confirmation diaog.

Click m Delete to confirm deletion.

Thetopic and al its data are permanently deleted from Kafka. However, the deleted topic will remain visiblein
Cloudera Surveyor until the next Kafka snapshot is taken and data from the new snapshot is published to the Ul.
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Kafka consumer group lag, partition assignments, member status, and committed offset positions are monitored and
managed from the Consumer Groups page in Cloudera Surveyor.

The Consumer Groups page provides detailed information about all consumer groups in the selected cluster.
Monitor consumer group health, lag metrics, member status, and partition assignments. Filter and sort consumer
groups by name, status, group type, or lag. Delete consumer groups as heeded.
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At the top of the page, health summary tiles displays the total number of consumer groups categorized by status,
providing an at—a—glance view of the overall health distribution across all consumer groupsin the selected cluster.

Beneath thetiles, atable displays the following essential consumer group metrics for quick health assessment:

« Name- A uniqueidentifier (Group Id) for the consumer group.

e Status— The overall health status of the consumer group derived from active alerts.
* Type—Thetype of consumer group such as Consumer, Classic, or Streams.

» State—The current state of the consumer group such as Stable, Empty, or Dead.

e Simple— Theindication of whether the consumer group is a simple consumer group. Simple consumer groups
have committed offsets but do not use the entire consumer group protocol with coordinator or rebalancing.

e Coordinator — The broker ID of the group coordinator responsible for managing this consumer group.
» Total Lag— The combined lag across all partitions consumed by the consumer group.

« Topics— The number of topics with offsets committed by the consumer group.

e Consumers— The number of active consumer membersin the group.
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Consumer Groups

Click any consumer group row to open the Entity Details Drawer for quick accessto all consumer group attributes.

Click the consumer group nameto go to the Consumer Group Details page.

The Consumer Group Details page provides detailed information about an individual consumer group. At the top of

the page, health summary tiles display the consumer group's overall status and key metrics including member count,
total lag, and subscribed topic count.
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e Alerts—View and monitor al alerts affecting the consumer group.
« Partition Assignment — View partition offset positions and lag. Edit offsets as needed.
*  Members— View active consumer group members and their partition assignments.

Data Age: 1599d

(0]

c 23sec @ ur30s ~ (@ peete

TYPE
CONSUMER

COORDINATOR
1

Alert ¢
Example issue cause for . >
Example issue cause for . >

Example issue cause for >

(x ) of 1 pages

Edit consumer group offsetsin Cloudera Surveyor using the Edit Committed Offsets option on the Partition

Assignment tab of the Consumer Group Details pages.

Consumer offsets track the position of each consumer group within atopic partition, allowing consumers to resume

o
reading from where they left off. In Cloudera Surveyor, you edit offsets using the BB Consumer Groups Consumer

Group Details Partition Assignment / Edit Committed Offsets option, which opens the Edit Committed Offsets
modal. The modal allows you to select a scope and choose from multiple reset strategiesto control where consumers

will begin reading messages.
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Editing offsets changes the position from which consumers read messages when they restart. This operation only
updates the stored offset position in Kafka. Active consumers must be stopped to ensure that the updated offsets take
effect.

Y ou edit offsetsto replay messages after a processing error, skip problematic messages that are causing consumer
failures, or reprocess data with updated business logic. Offset edits are also useful for testing consumer behavior or
recovering from incorrect offset commits.

o r wD

Y ou must have the necessary permissions to alter consumer group offsetsin your Kafka cluster. The required
Kafka ACL is READ on the GROUP resource.

You must stop all consumer applications in the target consumer group before editing offsets. Active consumers do
not pick up the updated offsets until they restart and rejoin the consumer group.

In Cloudera Surveyor, click Eg Consumer Groups.

Click the cluster name in the breadcrumb at the top left and select your target cluster from the list.

Click the Name of a consumer group to open the Consumer Group Details page for that consumer group.
Go to the Partition Assignment tab.

Click 4 Edit Committed Offsets to open the offset editor.
In the Edit Committed Offsets modal, select a scope from the Scope drop-down menul.

» All Subscribed Topic Partitions— Apply the offset edit to al partitions consumed by this consumer group.

« Topics— Select specific topics to edit offsets for all their partitions.

e Topics & Partitions — Select specific topic partitionsindividually.

If you selected the Topics or Topics & Partitions scope, select the topics and partitions from the searchable list.
In the Selected Strategy section, select a strategy.

The following strategies are available:

e Set To Current — Resets to the consumer group's currently committed offset.

* Set To Earliest — Resets to the beginning of the partition (oldest available message).

e Set To Latest — Resets to the current end of the partition (newest available message).

» Set To Date Time — Resets to the offset at a specific date and time. When selected, a Date Time field is
displayed to enter the date and time.

« Set To Time Duration — Resets to the offset to a point in time based on a specified duration. When selected, a
Duration (ms) field is displayed to enter the duration in milliseconds.

e Set To Custom Offset — Resets to an exact offset value. When selected, an Offset field is displayed to enter the
offset value.

Click Apply.

The offset positions are updated in Kafka. When consumer applications restart, they resume reading from the updated
positions.

Restart consumer applications to begin reading from the updated offset positions.
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Delete consumer groups in Cloudera Surveyor using the m Delete option on Consumer Groups pages or the m
Delete option on the Consumer Group Details pages.

Deleting a consumer group permanently removes the group's metadata and all committed offset records from the
cluster. This operation cannot be undone.

Y ou delete consumer groups when decommissioning applications, cleaning up test or development environments, or
removing stale consumer groups that are no longer in use. When a deleted consumer group is recreated by restarting
an application, it starts fresh with no offset history, and the offset behavior is determined by the auto.offset.reset
property (typically starting from latest or earliest).

e You must have the necessary permissions to delete consumer groups in your Kafka cluster. The required Kafka
ACL is DELETE on the GROUP resource.

e You must verify that all consumer applicationsin the target group have stopped. Deleting an active consumer
group might cause unexpected behavior when consumers attempt to commit offsets or rejoin.
* You must verify that no applications or monitoring tools depend on the consumer group's offset information.

oo
In Cloudera Surveyor, click B8 Consumer Groups.
2. Click the cluster name in the breadcrumb at the top |eft and select your target cluster from the list.
3. Locate the consumer group you want to delete in the table.

Click * m Delete on theright side of the consumer group row.

Tip: You can aso delete a consumer group from the Consumer Group Details page by clicking the m
Delete option.

5. Type delete in the confirmation dialog.

Click m Delete to confirm deletion.

The consumer group and its committed offsets are permanently deleted from Kafka. However, the deleted consumer
group will remain visible in Cloudera Surveyor until the next Kafka snapshot is taken and data from the new snapshot
is published to the Ul.

Kafka producer status, transaction state, and partition output are monitored from the Producers page in Cloudera
Surveyor.
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The Producer s page provides detailed information about all producersin the selected cluster. Monitor producer
health, transaction status, and partition output. Filter and sort producers by status, 1D, or alert severity to quickly
identify producers requiring attention.

CLOUDZRA Surveyor production-us-east [©)
A Clusters Producers ( Cluster: Cluster1.US Production LongName_~ ) DataAge:143d G 29sec  ® UL30s ~
2 Brokers

TOTAL PRODUCERS CRITICAL CONCERNING UNKNOWN HEALTHY
@ Topics @10 01 A1 @1 Y,
B8 Consumer Groups
&) Producers
Producers List
(@ scarcnproducers | status~  Alerts ~  More -
Producer ID $ Status $ Partition Count $ Last Timestamp $
1 A Conceming 3 03 Mar 2025, 12:06:40 >
2 © critical 5 03 Mar 2025, 12:06:41 >
3 @ Unknown 2 03 Mar 2025, 12:06:42 >
4 @ Healthy 4 03 Mar 2025, 12:06:43 >
5 @ Healthy 1 03 Mar 2025, 12:06:44 >
6 © Healthy 6 03 Mar 2025, 12:06:45 >
7 @ Healthy 2 03 Mar 2025, 12:06:46 >
8 @ Healthy 3 03 Mar 2025, 12:06:47 >
9 © Healthy 7 03 Mar 2025, 12:06:48 >
10 @ Healthy 4 03 Mar 2025, 12:06:49 >

Rowsperpage (1) Showng 1100110 () atrpsges

(]

At the top of the page, health summary tiles display the total number of producers categorized by status, providing an
at-a-glance view of the overall health distribution across all producersin the selected cluster.

Beneath thetiles, atable displays the following essential producer metrics for quick health assessment:

* Producer ID — A unique identifier for the producer. Click to open the Producer Details page.
e Status— The overal hedlth status of the producer.

« Partition Count — The number of partitions this producer iswriting to.

e Last Timestamp — The most recent timestamp of producer activity.

Click any producer row to open the Entity Details drawer for quick accessto all producer attributes. Click the
producer ID to go to the Producer Details page.

The Producer Details page provides comprehensive information about an individual producer's transactions and
partition state. At the top of the page, health summary tiles display the producer's overall status, alert summary, and
key metrics including partition count and last timestamp.
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CLOUDZRA Surveyor  production-us-east

]
A Clusters

40 1 ( Cluster: Cluster-1.US Production.Long.Name ~ )

5 Brokers

DataAge:144d G 24sec @ Ui:30s ~
® Topics STATUS ALERTS PARTITION COUNT LAST TIMESTAMP
/A 2 Concerning

3 03 Mar 2025, 12:06:40

A Concerning
B8 Consumer Groups

iRioducess) Alerts  Transactions  Partitions

Alerts

Q Search Alerts M

Severity $ Alert Type $ Issue $ Alert $
A Concerning 83 Consumer Group Total Lag Concerning Producer 1 has elevated error rate
O critical 85 Consumer Group Total Lag Critical Producer 1 failed to write to partition
Rows per page: (10 ~)  showing120f2 G ~) of 1 pages

(<)

The page organizes producer information through the following tabs:

e Alerts—View and monitor al alerts affecting the producer.
e Transactions— View al transactions associated with this producer and their state.

Partitions— View partition producer state and epoch information for each partition.
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