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Cloudera Data Catalog is a service within Cloudera that enables you to understand, manage, secure, and govern data
assets across the enterprise.

Cloudera Data Catalog helps you understand data lying in your data lake. You can locate relevant data of interest
based on various parameters. Using Cloudera Data Catalog, you can understand how data is interpreted for use, how it
is created and modified, and how data access is secured and protected.

Note: Cloudera Data Catalog is supported in the EU and APAC regional Control Plane. You can ensure

IE that you manage, secure, collaborate, and govern data assets across multiple clusters and environments
within the EU region or APAC region where your organization operates as per the data protection regulatory
requirements.

Data Services

Data Engineering Data Warehouse Machine Learning

Data Management

Replication Manager Data Catalog Management Console

Cloudera Data Catalog enables data stewards across the enterprise to work with data assets in the following ways:
* Organize and curate data globally

* « Organize data based on business classifications, purpose, protections needed, etc.
» Promote responsible collaboration across enterprise data workers
» Understand where relevant data is located

+ + Catalog and search to locate relevant data of interest (sensitive data, commonly used, high risk data, etc.)
» Understand what types of sensitive personal data exists and where it is located
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* Understand how data is interpreted for use

* « View basic descriptions: schema, classifications (business cataloging), and encodings
* View statistical models and parameters
* View user annotations, wrangling scripts, view definitions etc.
* Understand how data is created and modified

* + Visualize upstream lineage and downstream impact
* Understand how schema or data evolve
* View and understand data supply chain (pipelines, versioning, and evolution)
* Understand how data access is secured, protected, and audited

* « Understand who can see which data and metadata (for example, based on business classifications) and
under what conditions (security policies, data protection, anonymization)
* View who has accessed what data from a forensic audit or compliance perspective
* Visualize access patterns and identify anomalies

Cloudera Data Catalog Terminology

In a VM-based environment, the Cloudera Data Catalog Profiler architecture uses a Cloudera Data Hub workload
cluster.

E Note:
The VM-based architecture (using the Cluster) is deprecated from the 3.0.0 release but remains available
until 7.2.18 is supported (Sept 2025). Therefore, based profilers will also not be available in versions after
7.2.18. Only Compute Cluster enabled environment will be able to run profilers after version 7.2.18.

For more information, see Cloudera Support lifecycle policy.

After registering a VM-based environment, you have to launch a Cloudera Data Hub cluster for each data lake to
provide the resources and services required for a profiler workload. This can be handled by Cloudera Data Catalog.
For more information, see Launch profiler Cluster.
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K

Note: In comparison to a Kubernetes pod in a Compute Cluster enabled environment, a Cloudera Data Hub
workload cluster reserves compute resources even when a profiler task is not running. Also, more services are
required to be included in the Cloudera Data Hub cluster template in contrast to the default compute cluster:
Zookeeper

For configuration information, naming, synchronization and group services over large
clusters in distributed systems

Yarn

For resource management

1. Cloudera Data Hub uses the internal service called Cloudbreak to start the necessary services in the Profiler
Cloudera Data Hub cluster. It is also used to access data about profilers and the data lake. In comparison, the
Cluster Proxy provides the connection between the Cloudera Data Hub Ul service and the rest of the Cloudera
Data Catalog services.

2. An additional Amazon Relational Database (PostgreSQL) is used to store data required for the profiling process,
such as, Custom Sensitivity Profiler Rules, profiler-data lake mappings and datasets.

3. Knox is used to authenticate services between your and Cloudera’s environment

=

Livy is used together with a dedicated Scheduler Service to start the individual profiler instances with Spark jobs.

5. The Cloudera Data Hub cluster manages the different services responsible for the profiling.

a.

b.

Profiler Admin service is similar to an interface for Profilers. It allows Cloudera Data Hub to fetch information
from the workload Cloudera Data Hub about scheduled jobs, profiler configurations and so on.

Profiler Metrics is responsible for the metrics calculation and synching it to Cloudera Data Hub database and

Atlas.

The profilers use a cloud storage called Profiler output bucket as a temporary storage to aggregate all their
collected data, such as profiler snapshots, which help to continue the profiling by saving interim data.

6. The final profiler results are stored in an attached cloud storage.

Cloudera Data Hub
Introduction to Data Lakes

Cloudera Management Console

Next to the Cloudera Data Hub based profiler cluster, Cloudera Data Catalog offers the possibility to run profilers as a
containerized service in a standardized Kubernetes base cluster called Externalized Compute Cluster. This consumes
far less resources and provides auto-scaling.

K

Note:

The VM-based architecture (using the Cluster) is deprecated from the 3.0.0 release but remains available
until 7.2.18 is supported (Sept 2025). Therefore, based profilers will also not be available in versions after
7.2.18. Only Compute Cluster enabled environment will be able to run profilers after version 7.2.18.

For more information, see Cloudera Support lifecycle policy.
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1. Once the container-ready environment is set up, a default Kubernetes cluster (Externalized Compute Cluster) is
also created in this environment.

Note: The Kubernetes jobs and API server offers the same API and Ul interface capabilities for you as
E the VM-based Cloudera Data Hub, therefore, there is no difference in use.

2. The Profiler Launcher Service (PLS) internal to Cloudera Data Catalog schedules Kubernetes jobs, cron jobs in
the compute cluster using HTTP API calls. Each type of a profiler has its own Kubernetes cron-jobs for handling
scheduled profilers.

3. Once the time of the schedule is reached the Kubernetes job will launch a pod that will start profiling a data lake
or ranger audit logs. The configuration for the jobs are received via the Cloudera Data Catalog API.

4. Using these settings the profiler connects to a data lake, identifies all the assets present in the data lake then starts
profiling.

5. The results will be synced to Atlas and Cloudera Data Catalog using their respective APIs.

Cloudera Data Hub

Cloudera Management Console

Using Compute Clusters in AWS environments
Using Compute Clusters in Azure environments

Before you access Cloudera Data Catalog on premises, you must deploy the service.

Before deploying Cloudera Data Catalog, make sure you have reviewed and compiled with the requirements in the
installation guide for your environment.

Cloudera Data Catalog is supported on both Openshift and ECS clusters. For more information, see the related
documents.
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To access the Cloudera Data Catalog, you must have the required credentials.
Follow these instructions to provide the required access to the Cloudera Data Catalog users.

The PowerUser must provide the requisite access to subscribers who plan to use Cloudera Data Catalog as per the
requirement.

E Note: To launch and delete profilers you must be a PowerUser.

You need the following roles to use Cloudera Data Catalog:
» DataCatalogCspRuleManager

Using this role, you can create, deploy new Cluster Sensitivity Profiler rules, create new regex, and run validations
on newly created rules.
+ DataCatalogCspRuleViewer

Additionally, using Cloudera Manager, you must configure Apache Atlas and Apache Ranger services. Use the
following instructions to complete the process.

1. Cloudera Manager Clusters Atlas Configuration .
2. Enable the Kerberos Authentication for the Apache Atlas service.

Enable Kerberos Authentication ATLAS-1 (Service-Wide) ™

atlas.authentication.method. kerberos
28 kerberos.auth.enable




CDP Public Cloud / Data Catalog Before you start

3. In the search bar, look up the following property:conf/atlas-application.properties_role safety valve and enter the
values for the Atlas service:

atlas.proxyuser.dpprofiler.hosts=*
atlas.proxyuser.dpprofiler.users=*

atlas.proxyuser.dpprofiler.groups=*

_ CDEP Deployment from 2023-0ct-22 0023
m (CLOUDARA Cluster 1

Manager

@) ATLAS-T  Actions~ 0ct 26,5:26 AMUTC

Status Instances  Configuration ~ Commands  Charts Library ~ Audits ~ WebUl +  Quick Links ~

Q conf/atlas-application.properties @fFilters  Role Groups  History & Rollback
% Audits
Filters Show All Descriptions
Atlas Server Advanced Configuration Snippet  Atlas Server Default Group ' Undo o]
v SCOPE (Safety Valve) for conf/atlas-

et atlas proxyuser.dpprofiler hosts=
Wide) 0 atlas proxyuser.dpprofiler.users=*

; 4 conf/atlas-application properties_ole_safety_valve atlas proxyuser dpprofiler groups=*

v CATEGORY
1-10f1
Main
Advanced 1

rity

Stacks Collection

v STATUS

© Error

A Warning

(# Edited 1

£ Parcels % Non-Default 1
) Include Overrides 0

E Running Commands )

& suj
@ admin

7.11.3 1 Edited Value Reason for change: | Modified Atlas Server Advanced Configuration Snippet (Safety Valve) for conf/atlas-application.properties ‘ Save Changes(cTRL+s)

4. For the Apache Ranger configuration updates, go to Cloudera Manager Clusters Ranger Configuration .

5. In the search bar, look up the following property:conf/ranger-admin-site.xml and enter the values for the Ranger
service:

Name: ranger.proxyuser.dpprofiler.hosts
Value: *

Name: ranger.proxyuser.dpprofiler.users
Value: *

Name: ranger.proxyuser.dpprofiler.groups
Value: *

E Note: You can add new rows using the + icon.
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_ CCDEP Deployment from 2023-Oct-22 00:23
m CEOHD=RE Cluster 1

Manager

@ RANGER-1 Actions ~ 0ct 26, 5:24 AMUTC

2 Clusters

Status  Instances ~ Configuration ~ Commands ~ Charts Library ~ Audits ~ Web Ul  Quick Links +

B Hosts

‘ Q conf/ranger-admin-site.xmi @Filters  Role Groups  History & Rollback
o Audits
Filters Show All Descriptions
i Ranger Admin Advanced Configuration Snippet  Ranger Admin Default Group 1)
(afety Valve) for conf/ranger-admin-site.xml View as XML
o conf/ranger-admin-site. xml_role_safety_valve Name [ ranger.proxyuser.dpprofilerhosts ‘ oo
1
viwe [+ \
v CATEGORY Description [ J
Mail 0
Advanced 1 [JFinal
Monitoring Name [ ranger proxyuser dpprofilerusers |me
e [+ \
Description ‘ ‘
v STATUS
©Eror . [JFinal
Av
@ d 0
‘ Name ‘ ranger.proxyuser.dpprofiler.groups | me
mmands [ f Non-Default 1
(D) Include Overrides
vae [+ \
Description I ‘
[JFinal

1-10f1

Later, restart Atlas and Ranger services respectively.

You must provide the required role access to use Cloudera Data Catalog.

1. From Cloudera Management Console Environments > Select an environment > select the Actions drop-down >
Manage Access.

10
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2. Search for the user who requires Cloudera Data Catalog access > Select the check-box, either EnvironmentAdmin
or EnvironmentUser > Click Update Roles.

Update Resource Roles for

g

8 0O 0O OO0

0 O

]

DFFlowDeveloper ©

DFFlowUser @

DFProjectCreator @©

DWAdmin ®

DWUser ©

EnvironmentAdmin @

EnvironmentPrivilegedUser
6]

EnvironmentUser @

MLAdmin ®

MLBusinessUser @

MLUser ®

MLViewer ®

Grants permission to create and edit draft flows for a given CDP environment.
Grants permission to view and monitor deployments for a given CDP environment.
Grants permission to create a DataFlow Project within a given CDP environment.

Grants permission to create, delete, and update Cloudera Data Warehouse clusters for a given CDP
environment.

Grants permission to view Cloudera Data Warehouse cluster for a given CDP environment.

Grants all the rights to an environment.
Grants permission to execute privileged Operating System (root user) actions on virtual machines.

Grants permission to set the workload password for the environment.

Grants permission to create and delete Cloudera Machine Learning workspaces for a given CDP
environment. MLAdmins will also have Site Administrator level access to all the workspaces
provisioned using this environment. That is, they can run workloads, monitor, and manage all user
activity on these workspaces.

Grants permission to list Cloudera Machine Learning workspaces for a given CDP environment.
MLBusinessUsers will also be able to view shared machine learning applications

Grants permission to list Cloudera Machine Learning workspaces for a given CDP environment.
MLUsers will also be able to run workloads on all the workspaces provisioned using this

environment.

Grants permission to list Cloudera Machine Learning workspaces. This can be used to allow users
to browse the workspace list page in the CDP control plane user interface.

Cancel Update Roles

11
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Update Resource Roles for .

()  DFFlowDeveloper ®
DFFlowUser ®

DFProjectCreator @®
DWAdmin ®

DWUser ©
EnvironmentAdmin @

EnvironmentPrivilegedUser
0]

O 00 0o oo

EnvironmentUser @

(<]

]

MLAdmin @

()  MLBusinessUser ®

() MiUser ©

() MLViewer ®

Grants permission to create and edit draft flows for a given CDP environment.
Grants permission to view and monitor deployments for a given CDP environment.
Grants permission to create a DataFlow Project within a given CDP environment.

Grants permission to create, delete, and update Cloudera Data Warehouse clusters for a given CDP
environment.

Grants permission to view Cloudera Data Warehouse cluster for a given CDP environment.

Grants all the rights to an environment.
Grants permission to execute privileged Operating System (root user) actions on virtual machines.

Grants permission to set the workload password for the environment.

Grants permission to create and delete Cloudera Machine Learning workspaces for a given CDP
environment. MLAdmins will also have Site Administrator level access to all the workspaces
provisioned using this environment. That is, they can run workloads, monitor, and manage all user
activity on these workspaces.

Grants permission to list Cloudera Machine Learning workspaces for a given CDP environment.
MLBusinessUsers will also be able to view shared machine learning applications

Grants permission to list Cloudera Machine Learning workspaces for a given CDP environment.
MLUsers will also be able to run workloads on all the workspaces provisioned using this
environment.

Grants permission to list Cloudera Machine Learning workspaces. This can be used to allow users
to browse the workspace list page in the CDP control plane user interface.

P S TS S E N O S NP BN E P

Cancel Update Roles

3. Navigate back to the Clusters page and select Actions > select Synchronize Users

Allow the sync operation to complete and the changes to take effect.

2 Attention: For tenant specific roles and related permissions, see Account roles.

Related Information

Authorization for viewing Assets

Authorization for viewing assets

Cloudera Data Catalog users must have appropriate authorization set up in Apache Ranger to view certain asset types.

Hive Ranger Policy - You must set up Hive Ranger resource-based policies as per your work requirements for Hive

assets in Cloudera Data Catalog.

For example, the following diagram provides a sample Hive Ranger policy with all permissions.

12
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Create Policy

Service Manager > Hadoop SQL Policies > Create Policy

Last Response Time
07/25/2024 05:11:52 PI/I

Policy Details
Policy Name* Hive_Ranger ) ® Nomal
Policy Label Hive x
Hive Database o8 x [ _incuce @)
Hive Table x [ _incude @)
Hive Column < x [ _incude @)
Description Hive Ranger Policy
Audit Logging' €D
Allow Conditions: hide
Select Roles Select Groups Select Users Permissions Delegate Admin
) 0 D ) () (G 3 () () ) () (Be)
Seect Seect Cammt B . DEDEETD O [« ]
’

Atlas Ranger Policy- You must set-up Ranger policies for Atlas in order to work with asset search and tag flow

management.

For example, the following diagram provides a sample Atlas Ranger policy.

Last Response Time

Related Information
Providing role access

Ranger Policies Overview

Configuring resource-based services
Restricting access for certain users of Cloudera Data Catalog

Create Policy 07/25/2024 05:23:57 PN
Service Manager > cm atlas Policies > Create Policy
Policy Details
Policy Type L) © Add Validity Period
Policy Name* Policy Name ) D @ Nomal
Policy Label Atas X | Ranger X
Type Catagory - x [ _inolce @)
Description ~ Atlas Ranger Policy
AuditLogging' @)
Allow Conditions: hide ~
Select Roles Select Groups Select Users Permissions Delegate Admin
"
Select... Select... . [w] n

Restricting access for certain users of Cloudera Data Catalog

To have a fine-grained access to the same user from accessing the assets in Cloudera Data Catalog, you can perform
some additional changes. For example, if you want to restrict some users from accessing specific table information,
you must set-up a Ranger policy such that these users will not have access to the asset details.

To create the Ranger policy to restrict users from accessing asset details, for example, with a specific classification,
refer to the following images:

13
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Last Response Time

Eaticlcy 07/26/2024 07:06:04PM
Service Manager > cm_atlas Policies > Edit Policy
Policy Details
policy i EE@
Policy Name* Hive._restrict_test ) @ omal
Policy Label Hive_restrict_test X
[ _incude @)
Entity Type x
Entity Glassification * | g e e tag conas x [ _incude @)
None Select...
Description This is a test policy for
J
Audit Logging* @
The following image displays the Deny Conditions set for the specific user.
Deny Conditions: hide «
Select Roles Select Groups Select Users Permissions Delegate Admin
Select. Select. o n
e

The result is depicted in the following image, where the user has no permissions to access the specified dataset.

CLOUDZRA

Data Catalog Asset Details

List properties for entity request failed Error from Atlas. Forbidden :
Received 403. Body {"errorCode":"ATLAS-403-00-

O gorey is not authorized to perform read
entity: guid=49f0ce0a-e75a-4f72-b8ae-1b64dc891a20%)

Code - 403) ‘

o oL

Contact

2]

N Bookmarks

[8 Pr

) Atlas Tags

Additionally, when you plan to restrict data access, please note the following:

* Audit summarization for the asset evolves from the Ranger Audit Profiler and Metrics service.

* Various Hive Column Statistical metrics for columns of the asset evolves from Atlas as part of the profile data of
a column.

To ensure that the data related to audit summary and Hive Column Statistics are not visible to the subscribers, you
must make sure to turn off the audit profiler and the Hive Column Profiler respectively.

Authorization for viewing Assets

The Dashboard provides quick access to vital service information at a glance, in the form of visual, actionable
navigation for multiple operations. The user-friendly navigation enables viewing, filtering, and acting upon data
quickly and in a simple manner.

14
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Data Stewards can view the Dashboard at a glance, and also focus on the most important tasks, enabling faster
decision making as well as immediate action. The application lets you perform multiple actions for different types of
content that helps in visualizing information with ease.

CLOUD=RA
Data Catalog

Dashboard

@ Dashboard Welcome to Cloudera Data Catalog

Q h Data Catalog is a service within Cloudera Data Platform that enables you to understand, manage, secure, and govern data assets across the enterprise.
B Dpa .
Get started with Data Catalog X

T Bookmarks @ These resources will help you learn about how to use Cloudera Data Catalog
[ Profilers Start Guide [7  Explore use cases [Z  Documentation [2
&

Data Lakes Total Assets Profiler configured Assets profiled

W oaws g

My Datasets And Bookmarks Active Profilers Data Lakes
Social Name Assets Author Datalake
* 00 Test_dataset 0 Andrés Szuromi

Search Assets

Discover assets across multiple Data Lakes. Find tags or
assets in your Data Lake using Hive assets, attribute
facets, or free text

Search Now

Manage Datasets

Group data assets into Datasets to organize data based
on business classifications, purpose and protection
requirements

Manage Now

Review Profilers

Find the patterns across the tables and apply tags for

security rules. Create a custom profiler

Review Now

@ Help
(]

The displayed cards and tabs are fully interactive, with clickable areas for easy navigation to relevant parts of
applications. Users can access individual sections and narrow down the information displayed.

CLOUDZRA
Data Catalog Dashboard X
@ Dashboard Welcome to Cloudera Data Catalog
Q h Data Catalog is a service within Cloudera that enables you to understand, manage, secure, and govern data assets across the enterprise.
E D
Lt Get Started with Data Catalog X

> =5 Data Sharing These resources will help you learn how to use Cloudera Data Catalog.

L

Data Lakes

N Bookmarks Start Guide [2  Explore Use Cases [2  Documentation [%

[ Profilers

O At

Total Assets Profiler Configured Assets Profiled

aws 7

My Datasets and Bookmarks ~ Active Profilers ~ Data Lakes

Datalake v  Profiler Name ~

Data Lake Status Profiler Name Assets Last Run
© Not Active Activity Profiler 0 Assests Profiled 02/13/2025 02:59 PM CET

s de @ Active Data Compliance 0 Assests Profiled 02/20/2025 06:50 AM GET See Details
© Active Statistics Collector 0 Assests Profiled 02/25/2025 11:45 AM CET
@ Active Cluster Sensitivity Profiler 0 Assests Profiled -NA:

s de-envi @ Active Hive Column Profiler 0 Assests Profiled NA- See Details
© Active Ranger Audit Profiler 0 Assests Profiled 02/25/2025 02:00 PM CET

? Search Assets Manage Datasets Review Profilers
Discover assets across multiple data lakes. Find tags or
assets in your data lake using Hive assets, attribute

facets, or free text

Group data assets into datasets to organize data based
on business classifications, purpose and protection
requirements.

7 Find the patterns across the tables and apply tags for
security rules. Create a custom profiler.

Search Now Manage Now Review Now

The Dashboard page contains information on the data lakes, the total number of assets that are profiled, along with
the assets that are scanned for data.
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CLOUD=RA
Data Catalog

Dashboard

& Dashboard

Welcome to Cloudera Data Catalog

Data Catalog is a service within Cloudera Data Platform that enables you to understand, manage, secure, and govern data assets across the enterprise.
Get started with Data Catalog X
@ These resources will help you learn about how to use Cloudera Data Catalog
Start Guide [2  Explore use cases [2  Documentation [2

Data Lakes Total Assets Profiler configured Assets profiled

M aws g

My Datasets And Bookmarks Active Profilers Data Lakes

Status Provider Name Version

@ Running m 7218
@ Running aws 7.218

© Running aws 7.218

>
@ Help
(]

Search Assets

Discover assets across multiple Data Lakes. Find tags or
assets in your Data Lake using Hive assets, attribute
facets, or free text

Search Now

Manage Datasets

Group data assets into Datasets to organize data based
on business classifications, purpose and protection
requirements

Manage Now

Review Profilers

Find the patterns across the tables and apply tags for
security rules. Create a custom profiler

Review Now

4

Additionally, you can manage the datasets created and bookmarked by you, check the status of profilers, and search or
discover assets.

An overview of terminology used in Cloudera Data Catalog.
Profiler

Enables the Cloudera Data Catalog service to gather and view information about different relevant
characteristics of data such as shape, distribution, quality, and sensitivity which are important to
understand and use the data effectively. For example, view the distribution between males and
females in column Gender, or min/max/mean/null values in a column named avg_income. Profiled
data is generated on a periodic basis from the profilers, which run at regularly scheduled intervals.
Works with data sourced from Apache Ranger Audit Logs, Apache Atlas Metadata Store, and Hive.

Data Lake
A trusted and governed data repository that stores, processes, and provides access to many kinds
of enterprise data to support data discovery, data preparation, analytics, insights, and predictive
analytics. In the context of Cloudera, a Data Lake can be realized in practice with an Cloudera

Manager enabled Cloudera cluster that runs Apache Atlas for metadata and governance services,
and Apache Ranger for security services.

ECS

The Embedded Container Service (ECS) service enables you to run Cloudera Data Services on
premises by creating container-based clusters in your data center. In addition to the option to use
OpenShift, which requires that you deploy and manage the Kubernetes infrastructure, you can also
deploy a Embedded Container Service cluster, which creates and manages an embedded Kubernetes
infrastructure for use with Cloudera Data Services on premises.

Openshift Container (OCP)
OpenShift is an enterprise platform for container orchestration.
Data Asset

A data asset is a physical asset located in the Cloudera ecosystem such as a Hive table which
contains business or technical data. A data asset could include a specific instance of an Apache
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Hive database, table, or column. An asset can belong to multiple asset collections. Data assets are
equivalent to “entities” in Apache Atlas.

Datasets

Datasets allow users of Cloudera Data Catalog to manage and govern various kinds of data objects
as a single unit through a unified interface. Asset collections help organize and curate information
about many assets based on many facets including data content and metadata, such as size/schema/
tags/alterations, lineage, and impact on processes and downstream objects in addition to the display
of security and governance policies.

About Cloudera Data Catalog
Introduction to Data Lakes
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https://docs.cloudera.com/data-catalog/cloud/core-concepts/topics/dc-data-catalog-overview.html
https://docs.cloudera.com/management-console/cloud/data-lakes/topics/mc-data-lake.html
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