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In on premises environments, the Kubernetes based Compute Cluster is automatically launched after starting the
profilers in the user interface.

Note: You must be a Power User to launch a profiler cluster.

On the Search page, click the Get Started link to proceed.

CLOUDZRA
Data Catalog Search &
@ D oard Q rch 2 Atlas [2 Ranger
Q. search
Data Lakes ~ Setup the Profiler for -env-datalake X

Profiler runs profiling operations on assets' data located in the data lake. Setting up profilers results in new cron jobs in Kubernetes and additional 12 cores and 24 GB RAM is

®0e env-datalake 835 required to run them efficiently. Get Started >
Filters b94gfx-env-datalake | 835 C | Action~
TYPE Q A [ Type Name Qualified Name Created On Owner Source
([ Hive Table () HiveTable claim_savings cost_savings.claim_savings@cm Fri Sep 20 2024 hive hive
(3 HBase Table () HiveTable eu_countries hortoniabank.eu_countries@cm Fri Sep 20 2024 hive hive
+ Add New Value Clear () HiveTable campaigns marketing.campaigns@cm Fri Sep 20 2024 hive hive
OWNERS Q A (J Hive Table persons personal_data.persons@cm Fri Sep 20 2024 hive hive
O atlas (] Hive Table clickstream marketing clickstream@cm Fri Sep 20 2024 hive hive
[ esso_rasharma () HiveTable tax_2015 finance.tax_2015@cm Fri Sep 20 2024 hive hive
O hive )
() HiveTable sales marketing.sales@cm Fri Sep 20 2024 hive hive
O public
(J Hive Table customer_address test_dss_db.customer_address@cm Fri Sep 20 2024 hive hive
Clear
() Hive Table reason test_dss_db.reason@cm Fri Sep 20 2024 hive hive
ENTITY TAG A
() Hive Table date_dim test_dss_db.date_dim@cm Fri Sep 20 2024 hive hive
+ Add New Value Clear
() Hive Table ship_mode test_dss_db.ship_mode@cm Fri Sep 20 2024 hive hive
\: Hive Table call_center test_dss_db.call_center@cm Fri Sep 20 2024 hive hive
[0 HiveTable time_dim test_dss_db time_dim@cm Fri Sep 20 2024 hive hive
(J Hive Table income_band test_dss_db.income_band@cm Fri Sep 20 2024 hive hive
() Hive Table store test_dss_db.store@cm Fri Sep 20 2024 hive hive
() Hive Table catalog_returns test_dss_db.catalog_returns@cm Fri Sep 20 2024 hive hive

Click Setup Profiler, Cloudera Data Catalog processes the request and the profiler creation will start.
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[ Profiler Setup - -env-datalake

Setting up the profiler enables the cluster to fetch the data related to the profiled assets. The profiled
assets contain summarized information pertaining to Cluster Sensitivity Profiler, Ranger Audit Profiler,
and Hive Column Profile.

Setup Profil

The High Availability (HA) feature for profilers, including launching and managing jobs are supported by default. No
separate action is required to enable the HA functionality or its components.

Note: Once you schedule the profiler jobs, navigate to the Profilers page to view the status of the respective
profiler jobs.

Search
Q search 2 Atlas [2 Ranger
Data Lakes A ) Profiler Cluster is being created x
®6 -env-datalake 835 b94gfx-env-datalake | 835 C Action ~
[ Type Name Qualified Name Created On Owner Source
Filters
() Hive Table claim_savings cost_savings.claim_savings@cm Fri Sep 20 2024 hive hive H
TYPE Q A
() Hive Table eu_countries hortoniabank.eu_countries@cm Fri Sep 20 2024 hive hive
([ Hive Table
g () Hive Table campaigns marketing.campaigns@cm Fri Sep 20 2024 hive hive
HBase Table
& Add New Val . (] Hive Table persons personal_data.persons@cm Fri Sep 20 2024 hive hive H
lew Value lear
() Hive Table clickstream marketing clickstream@cm Fri Sep 20 2024 hive hive
OWNERS Q A
() Hive Table tax_2015 finance.tax_2015@cm Fri Sep 20 2024 hive hive
[J atlas
o () Hive Table sales marketing sales@cm Fri Sep 20 2024 hive hive H
csso_rasharma
0 hive ([ Hive Table customer_address test_dss_db.customer_address@cm Fri Sep 20 2024 hive hive
O public [ Hive Table reason test_dss_db.reason@cm Fri Sep 20 2024 hive hive H
Clear () Hive Table date_dim test_dss_db.date_dim@cm Fri Sep 20 2024 hive hive :
ENTITY TAG ~ (J Hive Table ship_mode test_dss_db.ship_mode@cm Fri Sep 20 2024 hive hive
+ Add New Value Clear () Hive Table call_center test_dss_db.call_center@em Fri Sep 20 2024 hive hive H
() Hive Table time_dim test_dss_db.time_dim@cm Fri Sep 20 2024 hive hive H
[ Hive Table income_band test_dss_db.income_band@cm Fri Sep 20 2024 hive hive
(] Hive Table store test_dss_db.store@cm Fri Sep 20 2024 hive hive H
() Hive Table catalog_returns test_dss_db.catalog_returns@cm Fri Sep 20 2024 hive hive :
(J HiveTable web_site test_dss_db.web_site@cm Fri Sep 20 2024 hive hive
[7] Hive Table customer test_dss_db.customer@cm Fri Sep 20 2024 hive hive H pl
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CLOUD=ZRA
Data Catalog Search
far Dashboard Q rch 2 Atlas [2 Ranger
Q_ Ssearch
Data Lakes ~ @ Profiler Cluster is provisioned successfully x
®0e env-datalake 835 b94gfx-env-datalake | 835 C Action~
J Type Name Qualified Name Created On Owner Source
Filters
(] Hive Table claim_savings cost_savings.claim_savings@cm Fri Sep 20 2024 hive hive
TYPE Q A
(J Hive Table eu_countries hortoniabank.eu_countries@cm Fri Sep 20 2024 hive hive
[J Hive Table
() Hive Table campaigns marketing.campaigns@cm Fri Sep 20 2024 hive hive
[ HBase Table
() Hive Table persons personal_data.persons@em Fri Sep 20 2024 hive hive
+ Add New Value Clear —
(J Hive Table clickstream marketing.clickstream@cm Fri Sep 20 2024 hive hive
OWNERS Q A
() Hive Table tax_2015 finance.tax_2015@cm Fri Sep 20 2024 hive hive
[J atlas
_ () Hive Table sales marketing sales@em Fri Sep 20 2024 hive hive
() csso_rasharma -
O hive () Hive Table customer_address test_dss_db.customer_address@cm Fri Sep 20 2024 hive hive
[J public (] Hive Table reason test_dss_db.reason@cm Fri Sep 20 2024 hive hive
Clear ([ Hive Table date_dim test_dss_db.date_dim@cm Fri Sep 20 2024 hive hive
ENTITY TAG ~ (J HiveTable ship_mode test_dss_db.ship_mode@cm Fri Sep 20 2024 hive hive
+ Add New Value Clear () Hive Table call_center test_dss_db.call_center@em Fri Sep 20 2024 hive hive
() Hive Table time_dim test_dss_db.time_dim@cm Fri Sep 20 2024 hive hive
() Hive Table income_band test_dss_db.income_band@cm Fri Sep 20 2024 hive hive
() Hive Table store test_dss_db.store@cm Fri Sep 20 2024 hive hive
(J Hive Table catalog_returns test_dss_db.catalog_returns@cm Fri Sep 20 2024 hive hive
(] Hive Table web_site test_dss_db.web_site@cm Fri Sep 20 2024 hive hive

Hive Table customer test_dss_db.customer@cm Fri Sep 20 2024 hive hive 1 4

Cloudera Data Catalog Profilers
The Cluster Sensitivity Profiler
The Ranger Audit Profiler
The Hive Column Profiler

Cloudera Data Catalog supports launching profilers using the Command-Line Interface (CLI) option.

The CLI is one executable and does not have any external dependencies. You can execute some operations in the
Cloudera Data Catalog service using the Cloudera CLI commands.

Users must have valid permissions to launch profilers on a data lake.

For more information about the access details, see Prerequisites to access Cloudera Data Catalog.

You must have the following entitlement granted to use this feature:

DATA_CATALOG _ENABLE_API_SERVICE

In your Cloudera CLI environment, enter the following command to get started in the CLI mode.
cdp datacatalog --help
This command provides information about the available commands in Cloudera Data Catalog.
The output is displayed as:

NAME

datacatalog
DESCRIPTION



https://docs.cloudera.com/data-catalog/1.5.5/core-concepts/topics/dc-understanding-the-profiler.html
https://docs.cloudera.com/data-catalog/1.5.5/core-concepts/topics/dc-understanding-the-sensitive-data-profiler-sdp.html
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Launching profilers

Cloudera Data Catalog Service is a web service,

using this service user can

execute operations like launching profilers in Data Catalog.
AVAILABLE SUBCOMMANDS
launch-profilers

You get additional information about this command by using:

cdp datacatalog launch-profilers --help

NAME

launch-profilers -
DESCRIPTION

Launches DataCatalog profilers in a given datalake.

NAME
launch-profilers - Launches DataCatalog profilers in a given datalak
e.
DESCRIPTION
Launches DataCatalog profilers in a given datalake.
SYNOPSIS
launch-profilers
--datalake <value>
[-—enable-ha | --no-enable-ha]
[--profilers <value>]
[--instance-types <value>]
[-—-max-nodes <value>]
[--cli-input-json <value>]
[-—generate-cli-skeleton]
OPTIONS
--datalake (string)
The CRN of the Datalake.
-—-enable-ha | —-—-no-enable-ha (boolean)
Enables High Availability (HA) for datacatalog profilers (default
value is false). The High Availability (HA) Profiler cluster
provides failure resilience and scalability but incurs additional
cost.
--profilers (array)
List of profiler names that need to be launched. (Applicable only
for compute cluster enabled environments) .
Syntax:
"string" "string"
--instance-types (array)
List of instance types to be used for the auto-scaling node group
setup (Applicable only for compute cluster enabled environments) .
Syntax:
"string" "string"
--max-nodes (integer)
Maximum number of nodes that can be spawned inside the auto-scal
ing
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on.

nput

OUTPUT

node group, in the range of 30 to 100 (both inclusive). (Applicabl
only for compute cluster enabled environments) .

--cli-input-json (string)
Performs service operation based on the JSON string provided. The
JSON string follows the format provided by --generate-cli-skelet

If other arguments are provided on the command line, the CLI value

will override the JSON-provided values.

—-—-generate-cli-skeleton (boolean)
Prints a sample input JSON to standard output. Note the specified
operation is not run if this argument is specified. The sample i

can be used as an argument for --cli-input-json.

success -> (boolean)
Status of the profiler launch operation.

datahubCluster -> (object)
Information about a cluster.

clusterName -> (string)
The name of the cluster.

crn -> (string)
The CRN of the cluster.

creationDate -> (datetime)
The date when the cluster was created.

clusterStatus -> (string)
The status of the cluster.

nodeCount -> (integer)
The cluster node count.

workloadType -> (string)
The workload type for the cluster.

cloudPlatform -> (string)
The cloud platform.

imageDetails -> (object)
The details of the image used for cluster instances.

name -> (string)
The name of the image used for cluster instances.

id -> (string)
The ID of the image used for cluster instances. This is
internally generated by the cloud provider to uniquely
identify the image.

catalogUrl -> (string)
The image catalog URL.

catalogName -> (string)
The image catalog name.

environmentCrn -> (string)
The CRN of the environment.
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credentialCrn -> (string)
The CRN of the credential.

datalakeCrn -> (string)
The CRN of the attached datalake.

clusterTemplateCrn -> (string)
The CRN of the cluster template used for the cluster creation.

FORM FACTORS
public

E Note:

The following parameters are only applicable to Compute Cluster environments (they are ignored in VM-
based environments):

* --profilers ***V4LUE***

* --instance-types KEXPALUE***

* --max-nodes ***VALUE***

You get additional information about this command by using:

cdp datacatalog delete-profiler --help

NAME

delete-profiler - Deletes DataCatalog profiler in a given datalake.
DESCRIPTION

Deletes DataCatalog profiler in a given datalake.

SYNOPSIS
delete-profiler
-—-datalake <value>
[--cli-input-json <value>]
[-—generate-cli-skeleton]
OPTIONS

--datalake (string)
The CRN of the Datalake.

--cli-input-json (string)
Performs service operation based on the JSON string provided. The

JSON string follows the format provided by --generate-cli-skeleton

If other arguments are provided on the command line, the CLI val

ues
will override the JSON-provided values.
--generate-cli-skeleton (boolean)
Prints a sample input JSON to standard output. Note the specified
operation is not run if this argument is specified. The sample inp
ut
can be used as an argument for --cli-input-json.
OUTPUT
FORM FACTORS
public
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You can use the following CLI command to launch the data profiler:

cdp datacatalog launch-profilers --datalake [***DATALAKE CRN***]

Example:

cdp datacatalog launch-profilers --datalake crn:cdp:data
lake: DATACENTERNAME : c*****pb-ccce—-4**d-a**1-8**x**x****8:datalake:4*****5e—c**
1_4**2_8**6_1********2
{
"success": true

}

Deleting the profiler container (pod) jobs removes all the Custom Sensitivity Profiler rules and other updates to the
specified profiler.

To overcome this situation, when you decide to delete the profiler jobs, there is a provision to retain the status of the
Cluster Sensitivity Profiler rules:

» If your profiler jobs have rules that are not changed or updated, you can directly delete them.

» If the rules were modified or updated, you have an option to download the modified rules along with deletion. The
modified rules consist of the suspended system rules and the deployed custom rules. Using the downloaded rules,
you can manually add or modify them to your newly added profiler jobs or the profiler cluster.

IS Note:

When you delete the scheduled jobs, the associated Kubernetes cron job object is deleted from the
Kubernetes cluster.

» The associated data of the profilers from the Cloudera Management Console database is also deleted for
the specified data lake.

1. On the Search page, select the data lake.
2. Click the Actions drop-down menu and select Delete Cluster.
3. Click Yes to proceed.

10
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4. If you agree, select the warning message I understand this action cannot be undone.

Are you sure to delete the profiler or -env-datalake? X

Deleting the profilers removes the scheduled Kubernetes Jobs. You will no longer be able to view
information related to Cluster Sensitivity Profiler, Ranger Audit Profiler, and Hive Column Profiler. Any
configuration changed for any profiler will also be lost and cannot be recovered even when you plan to re-
launch profilers again in future. However, rules related to Cluster Sensitivity Profiler will be retained and
can be recovered if you re-launch profilers in future.

I understand this action cannot be undone.

5. Click Delete.
The application displays the following message.

The profiler cluster is deleted successfully.

On-Demand Profilers

You can use On-Demand Profilers to profile specific assets without depending on the cron-based scheduling of
profilers jobs. The On-Demand Profiler option is available in the Asset Details of the selected asset.

The following image shows the Asset Details page of an asset. You can run an On-Demand Profiler for Hive Column
Profiler and Cluster Sensitivity Profiler by clicking on the appropriate Run button. The next scheduled run provides
details about the next scheduled profiling for the respective profilers.

E Note: You can use the On-Demand Profiler feature to profile both external and managed tables.

11
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On-Demand Profilers

Asset Details

raw_bookings

Properties

Type: HIVE TABLE
# of Columns: 8

Data Lake: cloudera-catalog-vm-10

Datasets: 0
Owner.

Created On: 10/15/2025 05:38 PM CEST
Last Updated At: 10/16/2025 01:46 PM CEST
Table Type: EXTERNAL_TABLE

Database: airline_operations
DB Catalog: cm
Parent: airline_operations

Qualified Name

airline_operations.raw_bookings@cm

Comment

+ Add Comment

Description

+ Add Description

H Profilers | 2

Cluster Sensitivity Profiler
“.# Profiler Job Request Received.
Profiling in progress (1/4) ...

2 Atlas

Once the profier is finished, the page s refreshed.

Hive Column Profiler

Lastrun: 10/16/2025 01:46 PM CEST | Status: SUCCESS
Next Schedule Run: 10/16/2025 02:45 PM CEST

© Run

Classifications @ Managed || @ System | | @ Propagated i Terms H
+ Add Classification + Add Terms
Figure 1: Tracking on-demand profilers
Profilers
Data Lake

as cloudera-catalog-vm:

Jobs Configs Tag Rules

Filters Clear All
Profiler Stage Status Job ID Start On Last Updated On

Job Status

() Finished 24 °

[ Running 0 °

[ Failed 0 °
Table Stats Metrics Service ® Finished 83 10/16/2025 01:46 PM CEST 10/16/2025 01:46 PM CEST

Profilers
Table Stats Livy ® Finished 81 10/16/2025 01:45 PM CEST 10/16/2025 01:46 PM CEST

() Cluster Sensitivity Profiler 9
Table Stats Scheduler Service ® Finished 78 10/16/2025 01:45 PM CEST 10/16/2025 01:45 PM CEST

() Ranger Audit Profiler 6
Cluster Sensitivity Metrics Service @ Finished 84 10/16/2025 01:48 PM CEST 10/16/2025 01:48 PM CEST

() Hive Column Profiler 9
Cluster Sensitivity Livy ® Finished 82 10/16/2025 01:45 PM CEST 10/16/2025 01:48 PM CEST
Cluster Sensitivity Scheduler Service ® Finished 79 10/16/2025 01:45 PM CEST 10/16/2025 01:45 PM CEST
Ranger Audit Livy ® Finished 80 10/16/2025 01:45 PM CEST 10/16/2025 01:46 PM CEST
Ranger Audit Scheduler Service @ Finished 77 10/16/2025 01:45 PM CEST 10/16/2025 01:45 PM CEST
Cluster Sensitivity Metrics Service ® Finished 76 10/16/2025 12:48 PM CEST 10/16/2025 12:48 PM CEST
Cluster Sensitivity Livy ® Finished 74 10/16/2025 12:45 PM CEST 10/16/2025 12:48 PM CEST
Cluster Sensitivity Scheduler Service @ Finished 70 10/16/2025 12:45 PM CEST 10/16/2025 12:45 PM CEST
Table Stats Metrics Service @ Finished 75 10/16/2025 12:46 PM CEST 10/16/2025 12:46 PM CEST
Table Stats livy ® Finished 73 10/16/2025 12:45 PM CFST 10/16/2025 12:46 PM CFST

12
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On-Demand Profilers

Asset Details

enriched_flight_data

Properties

Type: ICEBERG TABLE
# of Columns: 8

Data Lake: cloudera-catalog-hue-lake-9

Qualified Name
airline_operations.enriched_flight_data@cm

Comment

Datasets: 0
Owner:

Created On: 10/15/2025 05:30 PM CEST
Last Updated At: 10/15/2025 05:43 PM CEST
Table Type: EXTERNAL_TABLE

Database: airline_operations

DB Catalog: cm

Parent: airline_operations

Classifications

+ Add Classification

+ Add Comment

Description

+ Add Description

@ Managed | (@ System | @ Propagated

Figure 2: Tracking on-demand profilers

Profilers Details

1ar / Profilers / Profilers Details

© Data Compliance Profiler @

== cloudera-catalog-hue-lake-9

RECENT JOB ID TOTAL JOBS

& JODMTBVME 15

Job History Configuration Tag Rules

TOTAL PROFILED ASSETS
B 53

LAST RUN
10/16/2025 01:44 PM CEST

Terms

+ Add Terms

NEXT RUN
10/16/2025 06:48 PM CEST

Profilers | 2

Data Compliance Profiler

Lastrun: 10/15/2025 06:50 PM CEST | Status: SUCCESS
Next Schedule Run: 10/16/2025 06:48 PM CEST

Statistics Collector Profiler
Processing the asset.

Once the profier is finished, the page s refreshed.

(2 Atlas g

© Run

Disable Profiler

SCHEDULE FREQUENCY (UTC)
At 04:48 PM

Q Search by Job Id Time Range ~  Job Type ~ C Refresh
The Job History shows the profiling jobs started in the last 30 days by default.

Status Job Id Job Type Started On Finished On Profiled Assets

° JDMTBVME On Demand 10/16/2025 01:44 PM CEST 10/16/2025 01:45 PM CEST 1/1 H
o WLVSQ3KE On Demand 10/16/2025 01:43 PM CEST 10/16/2025 01:45 PM CEST 1/1 H
o 2RXKPSH4 Scheduled 10/15/2025 06:48 PM CEST 10/15/2025 06:50 PM CEST 6/6 H
o PNVZG29V Scheduled 10/15/2025 05:40 PM CEST 10/15/2025 05:42 PM CEST 7/7 H
° Z2FKKSX8 Scheduled 10/15/2025 04:49 PM CEST 10/15/2025 04:50 PM CEST 7/7 H
o GKDTJA9V On Demand 10/15/2025 04:39 PM CEST 10/15/2025 04:40 PM CEST 1/1 H
o 9C6M3JIKY On Demand 10/15/2025 04:38 PM CEST 10/15/2025 04:38 PM CEST 1/1 H
° YDZVTJPR On Demand 10/15/2025 04:36 PM CEST 10/15/2025 04:37 PM CEST 1/1 H
° UP998XNU Scheduled 10/15/2025 03:49 PM CEST 10/15/2025 03:51 PM CEST 7/7 H Dl

13
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Asset Details

L3
enriched_flight_data 2 Atlas
Properties H Profilers | 2
Type: HIVE TABLE Qualified Name Cluster Sensitivity Profiler
# of Columns: 9 airline_operations.enriched_flight_data@cm Lastrun: NA | Status: NA © Run
Data Lake Next Schedule Run: 10/17/2025, 8:45:00 AM (UTC)
Datasets: 0 Comment
Owner: admin + Add Comment
Created On: Wed Oct 15 2025 18:07:14 GMT+0200 (Centr... Hive Column Profiler
Last Access Time: Wed Oct 15 2025 18:07:14 GMT+0200... Description “* Profiler Job Request Received.
Table Type: EXTERNAL_TABLE . Profiling in progress...
+ Add Description
Database: airline_operations Once the profiler is complete the page will refresh
DB Catalog: cm
Parent: airline_operations
Classifications @ Managed | (@ System | | @ Propagated § Terms
+ Add Classification + Add Terms
Profilers / Jobs »
-datalake -
L
Jobs Configs Tag Rules
Filters clear Al (1 Bv v
Job Status Profiler Status Job ID Started On Last Updated On
() Finished 4 Table Stats (On-Demand) @ Finished hzgi7yaw Oct 16 2025 14:04:51 Oct 16 2025 14:07:04
() Running 0
Cluster Sensitivity (On-Demand) @ Finished WmFv8hfs Oct 16 2025 14:01:36 Oct 16 2025 14:04:12
[ Failed 0
Table Stats (On-Demand) @ Finished PAMENJGX Oct 16 2025 14:01:36 Oct 16 2025 14:05:02
Profilers Table Stats @ Finished RbTIQEX8 Oct 16 2025 10:45:29 Oct 16 2025 10:52:16
() Ranger Audit Profiler 0
() Hive Column Profiler 3

() Cluster Sensitivity Profiler 1

E Note:

Tracking Profiler Jobs

Use the Profilers > Jobs page for tracking the respective profiler jobs.

Under Profilers Jobs , you can have an overview of your started profiler jobs. By using the D, W, M filters, you can
go back up to a day, week or a month, to see your previous jobs. Use this page to quickly check if your profiler jobs
are failing.

14



CDP Private Cloud Data Services / Data Catalog Viewing profiler configurations

Profilers ' Jobs

datalake v

Jobs Configs

Filters Clear Al Bv v
Profiler Status Job ID Start Time Last Updated

Job Status rotte ;

D Finished 3 Cluster Sensitivity @ Failed J8dKWBHi Sep 10 2024 15:03:17 Sep 10 2024 15:03:21

Ri

O Romning 0 Table Stats (On-Demand) ® Finished 3Dg8SWnJ Sep 10 2024 14:50:43 Sep 10 2024 14:50:47

() Frailed 1
Table Stats (On-Demand) ® Finished 5wqVCKX8 Sep 10 2024 14:48:39 Sep 10 2024 14:49:36

Profilers Cluster Sensitivity (On-Demand) ® Finished iw7vFnFW Sep 10 2024 14:46:32 Sep 10 2024 14:47:35

() Ranger Audit Profiler 0

([ Cluster Sensitivity Profiler 2

() Hive Column Profiler 2

For each profiler job, you can view the details about:

* Profiler type

» Job Status

* JobID

* Start Time

» Last Updated Time

Using this data can help you to troubleshoot failed jobs or even understand how the jobs were profiled and other
pertinent information that can help you to manage your profiled assets.

Note: More than one occurrence of Scheduler Service or Livy indicates that there could be more assets to be
profiled. For example, if an HBase schedule has about 80 assets to be profiled, the first 50 assets would be
profiled in the first Livy batch and the other assets get profiled in the next batch.

In case of Ranger Audit profiling, there could be a “NA” status for the total number of assets profiled. It indicates that
the auditing that happens is dependent on the Ranger policies. In other words, the Ranger policies are actually profiled
and not the assets.

You can monitor the last status of individual profilers by viewing them in Profiler > Configs. Also, you can change
their resources, sensitivity and scheduling.

Profilers * Configs

Jobs Configs

Profiler Configuration

Name Last Run Time Last Run Status Next Scheduled Run Config Version ~ Status
Ranger Audit Profiler NA NA Tomorrow at 12:00 AM (UTC) 1 Active
Cluster Sensitivity Profiler an hour ago SUCCESS Today at 4:03 PM (UTC) 9 Active
Hive Column Profiler NA NA Tomorrow at 12:00 AM (UTC) 2 Active

Monitoring the profiler configurations has the following uses:

» Verify which profilers are active or inactive.
»  Verify the status of the profiler runs.
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* View the last run time and status and the next scheduled run.

IE Note: You can also filter your profilers by job status, type for the last day, week and month.

In addition to the generic configuration, there are additional parameters for the Ranger Audit Profiler that can
optionally be edited. You can configure the scheduling and the available resources for your profiler.

1. Go to Profilers and select your data lake.
2. Goto Profilers Configs .

3. Select Ranger Audit Profiler.
The Detail page is displayed.

* o Active

Use the toggle button to enable or disable the profiler.
5. Select a schedule to run the profiler using a quartz cron expression.
6. Set the Input block size.

IS Note: The minimum allowed value is 100000, the maximum is 10000000.

7. Continue with the Pod Configurations and set the Kubernetes job resources:

Pod configurations specify the resources that would be allocated to a pod when the profiler job starts to run. As
all profilers are submitted as Kubernetes jobs, you must decide if you want to add or reduce resources to handle
workload of various sizes.

* Pod CPU Limit: Indicates the maximum number of cores that can be allocated to a Pod. The accepted values
range from one through eight.

* Pod CPU Requirement: This is the minimum number of CPUs that will be allocated to a pod when its
provisioned. If the node where a pod is running has enough resources available, it is possible (and allowed)
for a container to use more resource than its request for that resource specifies. However, a container is not
allowed to use more than its resource limit. The accepted values range from one through eight.

*  Pod Memory Limit: The maximum amount of memory can be allocated to a Pod. The accepted values range
from 1 through 256.

*  Pod Memory Requirement: This is the minimum amount of RAM that will be allocated to a pod when it is
provisioned. If the node where a pod is running has enough resources available, it is possible (and allowed)
for a container to use more resource than its request for that resource specifies. However, a container is not
allowed to use more than its resource limit. The accepted values range from 1 through 256.

8. In Executor Configurations, update the following:

Executor configurations are the runtime configurations. These configuration must be changed if you are changing
the pod configurations and when there is a requirement for additional compute power.

a. * Number of workers: Indicates the number of processes that are used by the distributed computing
framework. The accepted values range from one through eight.
* Number of threads per worker: Indicates the number of threads used by each worker to complete the job.
The accepted values range from one through eight.
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*  Worker Memory limit in GB: To avoid over utilization of memory, this parameter forces an upper
threshold memory usage for a given worker. For example, if you have a 8 GB Pod and 4 threads, the value
of this parameter must be 2 GB. The accepted values range from one through four.

9. Click Save to apply the configuration changes to the selected profiler.

The Ranger Audit Profiler
Understanding the Cron Expression generator

In addition to the generic configuration, there are additional parameters for the Hive Column Profiler that can
optionally be edited.

1. Go to Profilers Configs .

2. Select Hive Column Profiler.
The Detail page is displayed.

> o Active

Use the toggle button to enable or disable the profiler.
4. Select a schedule to run the profiler. This is implemented as a quartz cron expression.
For more information, see Understanding the Cron Expression generator on page 24.
5. Select Last Run Check and set a period

E Note:
The Last Run Check enables profilers to avoid profiling the same asset on each scheduled run.

If you have scheduled a cron job, for example set to start in about an hour, and have enabled the Last Run
Check configuration for two days, this setup ensures that the job scheduler filters out any asset which was
already profiled in the last two days.

If the Last Run Check configuration is disabled, assets will be picked up for profiling as per the job cron
schedule, honoring the asset filter rules.

6. Set the sampling configurations. When an asset or table is profiled, instead of scanning the whole table, the
profiler sample selects only a subset of records as it finds them.

a) Set the Sample Count: Indicates the number of times a table must be sampled for profiling. A value less than 3
and higher than 30 is not recommended.

b) Set the Sample Factor: Controls the randomization of records. Less value promote better random samples and
higher values results in poor samples. A value 0.001 indicates that the data that is retrieved from Hive and a
new random number is generated. If the value is less than or equal to the provided proportion (0.001), it will be
chosen in the result set. If the value is greater, it is ignored. The accepted values range from 0,001 through 0,5.

¢) Set the Sample Records: Indicates the number of records to be retrieved in a given sample. Consider this as
LIMIT clause of the SQL query. The accepted values range from 100 through 100000.
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7. Continue with the Pod Configurations and set the Kubernetes job resources:

Pod configurations specify the resources that would be allocated to a pod when the profiler job starts to run. As
all profilers are submitted as Kubernetes jobs, you must decide if you want to add or reduce resources to handle
workload of various sizes.

* Pod CPU limit: Indicates the maximum number of cores that can be allocated to a Pod. The accepted values
range from one through eight.

* Pod CPU Requirements: This is the minimum number of CPUs that will be allocated to a Pod when its
provisioned. If the node where a Pod is running has enough resources available, it is possible (and allowed)
for a container to use more resource than its request for that resource specifies. However, a container is not
allowed to use more than its resource limit. The accepted values range from one through eight.

*  Pod Memory limit: Maximum amount of memory can be allocated to a Pod. The accepted value format
examples are: The accepted values range from 1 through 256.

*  Pod Memory Requirements: This is the minimum amount of RAM that will be allocated to a Pod when it is
provisioned. If the node where a Pod is running has enough resources available, it is possible (and allowed)
for a container to use more resource than its request for that resource specifies. However, a container is not
allowed to use more than its resource limit. The accepted values range from 1 through 256.

8. In Executor Configurations, update the following:

Executor Configurations are the runtime configuration. These configuration must be changed if you are changing
the Pod configurations and when there is a requirement for additional compute power.

*  Number of workers: Indicates the number of processes that are used by the distributed computing framework.
The accepted values range from one through eight.

* Number of threads per worker: Indicates the number of threads used by each worker to complete the job.
The accepted values range from one through eight.

*  Worker Memory limit in GB: To avoid over utilization of memory, this parameter forces an upper threshold
memory usage for a given worker. For example, if you have a 8 GB Pod and 4 threads, the value of this
parameter must be 2 GB. The accepted values range from one through four.

9. Add Asset Filter Rules as needed to customize the selection and deselection of assets which the profiler profiles.
a) Set your Deny List and Allow-list.

The profiler will skip profiling assets that meet any criteria in the Deny List and will include assets that meet
any criteria in the Allow List.

1. Select the Deny-list or Allow List tab.
2. Click Add New to define new rules.
3. Select the key from the drop-down list. You can select from the following:

» Database name
* Asset name

* Asset owner

* Path to the asset
* Created date

4. Seclect the operator from the drop-down list. Depending on the keys selected, you can select an operator
such as equals, contains. For example, you can select the name of assets that contain a particular string.

5. Enter the value corresponding to the key. For example, you can enter a string as mentioned in the previous
example.

6. Click Done. Once rule is added, you can toggle the state of the new rule to enable it or disable it as needed.

10. Click Save to apply the configuration changes to the selected profiler.

The Hive Column Profiler

Understanding the Cron Expression generator
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In addition to the generic configuration, there are additional parameters for the Cluster Sensitivity Profiler that can
optionally be edited. You can configure the scheduling and the available resources for your profiler.

1. Go to Profilers and select your data lake.
2. Goto Profilers Configs .

3. Select Cluster Sensitivity Profiler.
The Detail page is displayed.

* o Active

Use the toggle button to enable or disable the profiler.
5. Select a schedule to run the profiler. This is implemented as a quartz cron expression.
For more information, see Understanding the Cron Expression generator on page 24.
6. Select Last Run Check and set a period if needed.

E Note:

The Last Run Check enables profilers to avoid profiling the same asset on each scheduled run.

If you have scheduled a cron job, for example set to start in about an hour, and have enabled the Last Run
Check configuration for two days, this setup ensures that the job scheduler filters out any asset which was
already profiled in the last two days.

If the Last Run Check configuration is disabled, assets will be picked up for profiling as per the job cron
schedule, honoring the asset filter rules.

7. Set the sampling configurations. When an asset or table is profiled, instead of scanning the whole table, the
profiler sample selects only a subset of records as it finds them.

a) Set the Sample Count: Indicates the number of times a table must be sampled for profiling. A value less than 3
and higher than 30 is not recommended.

b) Set the Sample Factor: Controls the randomization of records. Less value promote better random samples and
higher values results in poor samples. A value 0.001 indicates that the data that is retrieved from Hive and a
new random number is generated. If the value is less than or equal to the provided proportion (0.001), it will be
chosen in the result set. If the value is greater, it is ignored. The accepted values range from 0,001 through 0,5.

c) Set the Sample Records: Indicates the number of records to be retrieved in a given sample. Consider this as
LIMIT clause of the SQL query. The accepted values range from 100 through 100000.

8. Continue with the Pod Configurations and set the Kubernetes job resources:

Pod configurations specify the resources that would be allocated to a pod when the profiler job starts to run. As
all profilers are submitted as Kubernetes jobs, you must decide if you want to add or reduce resources to handle
workload of various sizes.

* Pod CPU limit: Indicates the maximum number of cores that can be allocated to a Pod. The accepted values
range from one through eight.

* Pod CPU Requirements: This is the minimum number of CPUs that will be allocated to a Pod when its
provisioned. If the node where a Pod is running has enough resources available, it is possible (and allowed)
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for a container to use more resource than its request for that resource specifies. However, a container is not
allowed to use more than its resource limit. The accepted values range from one through eight.

Pod Memory limit: Maximum amount of memory can be allocated to a Pod. The accepted value format
examples are: The accepted values range from 1 through 256.

Pod Memory Requirements: This is the minimum amount of RAM that will be allocated to a Pod when it is
provisioned. If the node where a Pod is running has enough resources available, it is possible (and allowed)
for a container to use more resource than its request for that resource specifies. However, a container is not
allowed to use more than its resource limit. The accepted values range from 1 through 256.

9. In Executor Configurations, update the following:

Executor Configurations are the runtime configuration. These configuration must be changed if you are changing
the Pod configurations and when there is a requirement for additional compute power.

Number of workers: Indicates the number of processes that are used by the distributed computing framework.
The accepted values range from one through eight.

Number of threads per worker: Indicates the number of threads used by each worker to complete the job.
The accepted values range from one through eight.

Worker Memory limit in GB: To avoid over utilization of memory, this parameter forces an upper threshold
memory usage for a given worker. For example, if you have a 8 GB Pod and 4 threads, the value of this
parameter must be 2 GB. The accepted values range from one through four.

10. Add Asset Filter Rules as needed to customize the selection of assets to be profiled.

a) Set your Deny List and Allow-list.

The profiler will skip profiling assets that meet any criteria in the Deny List and will include assets that meet
any criteria in the Allow List.

1. Select the Deny-list or Allow List tab.
2. Click Add New to define new rules.
3. Select the key from the drop-down list. You can select from the following:

* Database name
* Asset name

* Asset owner

* Path to the asset
* Created date

4. Select the operator from the drop-down list. Depending on the keys selected, you can select an operator
such as equals, contains. For example, you can select the name of assets that contain a particular string.

5. Enter the value corresponding to the key. For example, you can enter a string as mentioned in the previous
example.

6. Click Done. Once rule is added, you can toggle the state of the new rule to enable it or disable it as needed.

11. Click Save to apply the configuration changes to the selected profiler.

The Cluster Sensitivity Profiler

Understanding the Cron Expression generator

You can use preconfigured tag rules or create new rules based on regular expressions and values in your data to limit
the number of assets to be profiled by the Cluster Sensitivity Profiler. When a tag rule is matching your data, the
selected Apache Atlas classification (also known as a Cloudera Data Catalog tag) is applied. This way you can save
compute resources instead of running the profiler on the whole of your data.

Tag Rules are categorized based on their type into the following groups:
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» System Deployed: These are built-in rules that cannot be edited. You can only enable or disable them for your
data.

* Custom Deployed: Tag rules that you create, edit and deploy on clusters after validation will appear under this
category. Hover your mouse over the tag rules to deploy or suspend them as needed. Click the * icon in the
Action column to enable your custom tag rules. You can also edit these tag rules.

* Custom Draft: You can create new tag rules and save them for later validation and deployment on clusters. Such
rules appear under this category.

CLOUD=RA
Data Catalog

Profilers ' Tag Rules

de-ge-edienv-vl -

Jobs  Configs  TagRules

Rule Groups Q S
B8 Profilers System Deployed 77 Name Description Associated Tags Created By Status
O Ala; Custom Deployed 490 AUT_Passport_Detection  AUT_Passport_Detection AUT_Passport_Detection Deployed
Custom Draft 17 LVA_IBAN_Detection LVA_IBAN_Detection LVA_IBAN_Detection Deployed
ROU_IBAN_Detection ROU_IBAN_Detection ROU_IBAN_Detection Deployed
NOR_NationallD_Detection  NOR_NationallD_Detection NOR_NationallD_Detection Deployed
FRA_IBAN_Detection FRA_IBAN_Detection FRA_IBAN_Detection Deployed
DEU_IBAN_Detection DEU_IBAN_Detection DEU_IBAN_Detection Deployed
FIN_NationallD_Detection  FIN_NationallD_Detection FIN_NationallD_Detection Deployed
ESP_Passport Detection  ESP_Passport_Detection ESP_Passport_Detection Deployed

After creating your rule, you have to validate them with test data and, then Deploy them from Custom Draft.

E Note: Tag Rules can be temporarily suspended.

Profilers ' Tag Rules

v1 -

Jobs Configs Tag Rules

Rule Groups Q e te

System Deployed 77 Name Description Associated Tags Created By Status

Custom Deployed 490 AUT_Passport_Detection ~ AUT_Passport_Detection AUT_Passport_Detection Deployed
W

Custom Draft 17 LVA_IBAN_Detection LVA_IBAN_Detection LVA_IBAN_Detection Deployed

Atlas tag management

You can create a custom profiler by adding the required tags, regex entries to specific columns within your tables. You
can evaluate the tags and regex entries to Boolean values.

1. On the Profilers page, click Tag Rules.

2. On the Tag Rules tab, click New to create a new profiler tag rule.
3. Enter the name of the new custom profiler tag rule.
4

. Enter the description for the custom tag rule.
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5. Select the tags to apply to assets which match your regex expressions. You can select tags from the drop-down list
and or enter a new value to create a new tag.

New tags that you create here are added with a dp_ prefix in the list of Atlas tags. For example, if you add a new
tag called credit_card, this tag will be added as dp_credit_card in Apache Atlas.

6. Enter the rule for the column name. As you enter the values, regex name and resource names are auto populated.
Select the column that is needed for your custom profiler.

7. Enter the column value for the DSL.

Based on your entry, Cloudera Data Catalog auto-populates values from the entries already available in the
Resources tab. For more information about behaviors, see Using DSL Grammar.

8. Click Save and Validate.

Data Catalog / Profilers

Custom Rule Resources

Name * v Regex Q +
SampleRegex_1580209003967
Description
SampleRegex_1.58020939186e+12
DeployRegex1580209681238
SampleRegex_1.58020999412e+12
Tags *
SampleRegex_1.58021014275e+12
Column Name Expression SampleRegex_1.58021014308e+12
DeployRegex1580210288950
Column Value Expression *

SampleRegex_1580276618318

Save Cancel Save & Validate SampleRegex_1580277217453

In the validation pop up window that appears, enter data to validate your custom profiler tag rule. Make sure you
separate each data entry with a new line.

9. Click Save to create a tag rule and validate and deploy it later.

To use custom regex entries within your new custom profiler tag rules, you can also add new regex values. If a match
is found, the expression is evaluated to True.

1. Go to Profilers Tag Rules .
2. Click New.

3. In the Resources in the panel on the Custom Profiler page, click +. The Regular Expression Editor page
appears.

4. Enter the name of the new regular expression.
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5. Enter a valid regular expression.

For example:

\b (([a-zA- ZO 9 \= \ @((\[[ -9] {1 33\.[0- 1 31\, 1{1,3}\. [a—zA-
20=9\=1 4\ (fa z21{2,4}1[0-91{1, 3} \ \b
Regular Expression Editor Save Cancel
Regular Expression (Max 15360 characters) Y Match Information
Test String Test

6. Enter the list of test strings to evaluate the new regular expression.
If the test string is valid, then the match information gets auto populated in the Match Information box.

7. Click Save to add the new regular expression to the list of regex Resources.

Using Domain-specific Language (DSL) grammar, you can combine different regex expressions in intuitive ways to
bring out new functionality while creating custom profiler rules.

The two behaviors available in this framework are the following:

1. falseldentity - Always evaluates to false, regardless of the input.
2. trueldentity - Always evaluates to true, regardless of the input.

These two behaviors are used in the following examples and descriptions.

Keyword: AND

AND works the same way it does other languages. Hence following observations.

falseIdentity and trueldentity == falseldentity
falselIdentity and falseIdentity == falseldentity
trueldentity and trueldentity == trueldentity

trueldentity and falselIdentity == falseldentity

Here we are using == to show their equality.
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The OR operator works the same way it does in other languages.

falseIdentity or trueldentity == trueldentity
falseIdentity or falseldentity == falseldentity
trueldentity or trueldentity == trueldentity
trueldentity or falseldentity == trueldentity

Expand DSL to use as follows.

val rulel= falselIdentity and trueldentity and trueldentity

val rule2= trueldentity and trueldentity and trueldentity

val rule3=rulel and rule?2

rule3 or trueldentity

The above expression evaluates to true.

The NOT operator negates the value of a regex expression ( from TRUE to FALSE and vice versa).

not (falseIdentity) == trueldentity

not (trueldentity) == falseldentity
Use the not operator as follows.

val rulel= falseldentity and trueldentity and trueldentity

val rule2= trueldentity and trueldentity and trueldentity

val rule3=rulel and rule2

val ruled=rule3 or trueldentity

rule4 and not (falselIdentity)

The above expression evaluates to true.

In the Profiler > Configs > Detail page, a cron expression defines when the profiler schedule executes and visualizes
the next execution dates of your profiling jobs.

The Unix cron expression uses the following typical format:
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Each * in the cron represents a unique value.

Cron Expression: 0 18 * * *

In this format the * characters represent the following units:Minute hour day(month) month day(week)
For example, consider a cron with the following values:

CRON Expression: 30 10 155 *

This cron expression is scheduled to run the profiler job at: “At 10:30 on 15th  day-of-month in May.”

Note: The * character is a replacement for the "day-of-the-week". It is not specified on which day of the
week the job has to run.

Consider another example:
3010*57
This cron expression is scheduled to run the profiler job at: “At 10:30 on Sunday in May”.

Note: The * character is a replacement for the "day-of the month". It is not specified on which day of the
month the job has to run.

You can change the value of cron as and when it is required depending on how you want to schedule your profiler job.

The Open Group Base Specifications Issue 8: crontab

By default profilers are scheduled to run at every 24 hours at midnight UTC timezone.

1. Goto Profilers Configs .
2. Select the profiler to proceed further.

CLOUDZRA
Data Catalog

Profilers / Configs

@ Dashboard

Jobs  Configs  TagRules

Profiler Configuration

rofilers
Name Last Run Time Last Run Status Next Scheduled Run Config Version ~ Status

Ranger Audit Profiler 09/12/2024 06:30 PM CEST SUCCESS 09/12/2024 07:00 PM CEST 1 Active
Hive Column Profiler 09/12/2024 08:00 AM CEST SUCCESS 09/12/2024 08:00 PM CEST 1 Active

Cluster Sensitivity Profiler 09/11/2024 06:20 PM CEST SUCCESS 09/12/2024 07:20 PM CEST 1 Active
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3. Switch the toggle to the desired state.

CLOUDZRA

Data Catalog Profilers / Configs / Detail

Ranger Audit Profiler

Data Lake: dc-qe-edi-env-v1

With the Ranger audit Profiler, you can view who has accessed which data from a forensic audit or compliance perspective, visualize access patterns, and identify anomalies in access patterns

) Bookmarks Q Active

[8 Profilers

e Schedule*

0%/30% 7%

v Advance Options

Cancel
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