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CDP Public Cloud / Data Catalog Missing authorization for viewing assets

Cloudera Data Catalog users must have appropriate authorization set up in Apache Ranger to view certain asset types.

If you do not have access to a dataset, a similar error message to the following can be seen:

CLOUDZRA
Data Catalog

Asset Details List properties for entity request failed Error from Atlas. Forbidden :

o) Received 403. Body {"errorCode":"ATLAS-403-00-
001" H is not authorized to perform read
l (0] L Contact Code - 403) ‘ entity: guid=49f0ceOa-e75a-4f72-b8ae-1b64dc891a20"}

Last Response Time

Edit Policy 07/25/2024 07:06:04PM

Service Manager > cm_atlas Policies > Edit Policy

Policy Details

Policy ype ) © Add Validity Period

policy 0+ (BB
Policy Name* Hive_restrict_test ) ® Nomal
Policy Label Hive_restrict test. X
Entity Type Tk [ _incuce @)
Entity Glassification * | g e ate tag conds x [ _noice @)

Entiy D [ _incude @)
None Select...
Description This is a test policy for

AudtLogging' QB

The following image displays the Deny Conditions set for the specific user.

Deny Conditions: ide -

Select Roles Select Groups Select Users Permissions Delegate Admin

Read Entity

Select. Select [w] n
’

Y ou must set up Hive Ranger resource-based policies as per your work requirements for Hive assetsin Cloudera Data
Catalog.

The following diagram provides a sample Hive Ranger policy with all permissions.
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Create Policy

Policy Details

Service Manager > Hadoop SQL Policies > Create Policy

Last Response Time
07/25/2024 05:11:52 Fl1

Policy Type

Policy Name*

Policy Label

Hive Database

Hive Table

Hive Column

Description

Audit Logging*

Allow Conditions:

Access
Hive_Ranger
Hive x
DB X
< x
< x

Hive Ranger Policy

(= @)

L]

© Add Validity Period

® Noma

Select Roles

Select.

Select Groups Select Users

csso_aszuromi X
Select.

[ sotect ] upoate ] crote J orop | attor | incex J Lock | ar ] read | write [ Reptadmin I Service Admin ]

Permissions Delegate Admin

I 7ororary UDF Acmin ] Rotresh ] w storago I o

s

Additionally, you must set up Ranger policies for Atlas to work with asset search and tag flow management.

Note: When a subscriber is provided with user access either as EnvironmentAdmin or EnvironmentUser, by
default, the user is synchronized with the default Atlas policiesin Ranger. Thisimplies that the same user has

access to all the datasets in the environment.

The following diagram provides a sample Atlas Ranger policy.

Last Response Time

@ Creatapeby 07/25/2024 05:23:57 PN
Service Manager > cm _atlas Policies > Create Policy
Policy Details
(o4
Resource Policy Type L) © Add Validity Period
Polcies
Policy Name* Policy Name ) Enabled @® Nomal
Policy Label Atas X Ranger X
Type Catagory - x [ _incude @)
Description Atlas Ranger Policy
Seaurty
Zone
4
& Audit Logging' @B
Settngs
Allow Conditions: ide
Select Roles Select Groups Select Users Permissions Delegate Admin
«
Select... Select... . [w] n

When you plan to restrict data access, note the following:

e Audit summarization for the asset evolves from the Ranger Audit Profiler and Metrics service.
« Various Hive Column Statistical metrics for columns of the asset evolves from Atlas as part of the profile_data of

acolumn.

To ensure that the data related to audit summary and Hive Column Statistics are not visible to the subscribers,
you must make sure to turn off the Ranger Audit Profiler/Activity Profiler and the Hive Column Profiler/Statistics
Collector Profiler respectively.
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Providing role access

Ranger Policies Overview
Resource-based Services and Policies
Configuring resource-based policies

This page provides answers to frequently asked questions about problems that you might encounter while you use
Cloudera Data Catal og.

Y ou must note about specific permissions that are needed to access Cloudera Data Catal og.

Users have to add themselves to at |east one Data Lake as an Environmental ~ Admin or Environmental User. This
allows you to search for assets on the Data Lake, add tags, and business glossaries to these assets.

In order to use Profilers (Cloudera Data Hub clusters specific to Cloudera Data Catalog or Kubernetes based profiling
jobsin Compute Cluster based environments) related features, you must have a PowerUser role. This runs Spark jobs
and provides some valuable insights / suggestions.

Associating tagsto Hive assetsfailson 7.2.16 cluster.
B Note: Thisissue only appliesfor VM-based environments.

The issue can be resolved by adding the following Spark configuration:

spark.sensitive.profil er.tableSampl ePercentage=50 to profiler scheduler conf by adding the configuration under the
key - profiler_scheduler_spark_conf.

The value passed in the configuration must be an integer value ranging from 1 to 100.

This value indicates the percentage of rows to be picked up as a sample for the profiler job.
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