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Profilers create metadata annotations that summarize the content and shape characteristics of the data assets (such as
distribution of valuesin abox plot or histogram).

Note:
E The VM-based architecture (using the Cluster) is deprecated from the 3.0.0 release but remains available

until 7.2.18 is supported (Sept 2025). Therefore, based profilerswill also not be availablein versions after
7.2.18. Only Compute Cluster enabled environment will be ableto run profilers after version 7.2.18.

For more information, see Cloudera Support lifecycle policy.

Cloudera Data Catalog supports different environments:

When using the VM-based environment, you can create a Cloudera Data Hub cluster for a profiler engine to run
data profiling operations as a pipeline on data located in one of your datalakes. Y ou can install the profiler agent
in adatalake and set up a specific schedule to generate various types of data profiles.

When using the Compute Cluster enabled environment, after launching a profiler cluster, aninternal service
provisions new Kubernetes pods, scheduling and running profiler jobs on-demand.

Note:
Ij ¢ InaVM-based Cloudera Data Hub cluster environment, you can launch the profiler engine (on the

Cloudera Data Hub cluster) for a data lake after selecting the data lake and clicking Launch Profilers. Note
that, if the selected data lake aready has the profiler engine attached, then the Launch Profilers option is
not displayed.

e Also, the Cloudera Data Hub for the profiler can be set up only by accessing the Cloudera Data Catalog
Ul and is not supported through the Cloudera Management Console.

Cluster Sensitivity Profiler The profiler automatically classifies your data with preconfigured tags,
such as, Pll, PCI, HIPAA and others.

Ranger Audit Profiler A Ranger audit log summarizer.

Hive Column Profiler Provides summary statistics like Maximum, Minimum, Mean, Unique,

and Null values at the Hive column level.

In VM-based environments (with Cloudera Data Hub workflows), profilers do not support Iceberg tables,
however, they are discoverable. In Compute Cluster enabled environments, |ceberg tables can be profiled.

Supported file formats:
e VM-based environments:

e CSV

e Avro
Compute Cluster based profilers may hang if the underlying AWS cloud provider environment cannot provide the
necessary memory for the executor instances. In this case, reconfigure your executors with 4-5 GB memory in
Profiler Details Configuration .

The Cluster Sensitivity Profiler automatically performs context and content inspection to detect various types of
sensitive data and suggest suitable classifications or tags based on the type of sensitive content detected or discovered.
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e Bank account

e Credit card

* Driver number (UK)
e Email

e IBAN number

e Austria(AUT)

e Belgium (BEL)

* Bulgaria(BGR)

e Switzerland (CHE)

e Cyprus(CYP)

e Czech Republic (CZE)
e Germany (DEU)

e Denmark (DNK)

e Spain (ESP)

» Estonia (EST)

e Finland (FIN)

e France (FRA)

* United Kingdom (GBR)
e Greece (GRC)

e Croatia(HRV)

e Hungary (HUN)

+ lIreland (IRL)
e lceland (ISL)
o ltay (ITA)

» Liechtenstein (LIE)
e Lithuania(LTU)
o Latvia(LVA)
e Luxembourg (LUX)
+ Mata(MLT)
* Netherlands (NLD)
* Norway (NOR)
e Poland (POL)
e Portuga (PRT)
¢ Romania (ROU)
e Slovakia (SVK)
e Sovenia(SVN)
* Sweden (SWE)
e |Paddress
* NP
¢ Name
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National |D number

* Bulgaria(BGR)
e Switzerland (CHE)

* Czech Republic (CZE)

e Denmark (DNK)
e Spain (ESP)

» Estonia (EST)

* Finland (FIN)

e Greece (GRC)

e lreland (IRL)
e lceland (I1SL)
o ltay (ITA)

e Lithuania(LTU)
e Latvia(LVA)

* Norway (NOR)
* Poland (POL)

e Portuga (PRT)

¢ Romania (ROU)
e Sovakia(SVK)
* Sweden (SWE)

National insurance number (UK)

Passport number

e Austria(AUT)

* Belgium (BEL)

e Switzerland (CHE)
e Germany (DEU)

e Spain (ESP)

* Finland (FIN)

«  France (FRA)

»  Greece (GRC)

e lreland (IRL)
o ltaly (ITA)
+ Poland (POL)

e United Kingdom (UK)

Bank Routing Number

US Social Security Number
Society for Worldwide Interbank Financial Telecommunication (SWIFT)

Telephone

Y ou can view the shape or distribution characteristics of the columnar data within a Hive table based on the Hive
Column Profiler.

There are different charts available to help visualize the shape and distribution of the data within the column as well

as summary statistics for a column with numerical data. These include the following:

Unique Vaues
Null Values
Max
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« Min

* Mean
Overview Schema Metadata Audits Policy Access Audits
Q Search column £ Edit ~
Chart Type Name Type Unique Values * Null Values Max Min Mean Comment Classifications Terms
v Ll flight_id_raw string 15 0
vl passenger_name_raw string 22 0
v Ll seat_assignment_raw string 21 0
v @& aircraft_model_raw string 7 0
v e origin_airport_raw string 7 0
vl destination_airport_raw string 12 0

v ool age_raw int 20 1 62 25 3855  Passengerage. Pll data subjectto ... (3YEND +1 +1
v ol ticket_price_usd_raw decimal(102) 17 0 1500 855 667.35 Total ticket fare in USD. Confident ... (@ JoLiilD) +2

* Approximate values as being computed using HLL algorithm.

The profiler computes column univariate statistics that are displayed using an appropriate chart in the Schema tab.

Pie charts are presented for categorical data with limited number of categories or classes. Examples include data such
as eye colors that only have afixed list of values (categories or labels).

Asset Details

Q, Search column £ Edit ~
Chart Type Name Type Unique Values * Null Values Max Min Mean Comment Classifications Terms
v o Ll flight_id_raw string 15 0
vl passenger_name_raw string 24 1
v Ll seat_assignment_raw string 25 0
v e aircraft_model_raw string 8 0
~ ¢ origin_airport_raw string 8 0

Profiled : 100.0% rows, 52 minutes ago

OTR ®BUD OLHR @FRA @SN @JFK @®BUD @CDG @OTP

v Ll destination_airport_raw string 12 0

&

3929 Passengerage. Pll data subjectto ... (3 YD) +1 +1
vl ticket_price_usd_raw decimal(102) 18 0 1500 855 671.99  Total ticket fare in USD. Confident .. (SYLED +2

v Ll age_raw int 21 1 62 2

* Approximate values as being computed using HLL algorithm.

When the data within columns is numeric, a histogram of the distribution of values organized into 10 groups (decile
frequency histogram) and a box plot with afive-number summary (mean, median, quartiles, maximum, and minimum
values) are shown for the column.
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Al age_raw int 2 1 62 25 3929  Passengerage. Pll data subjectto .. (3YSIL D +1 +1
Profiled : 100.0% rows, 56 minutes ago
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The Ranger Audit Profiler

Y ou can view who has accessed which data from aforensic audit or compliance perspective, visualize access patterns,
and identify anomalies in access patterns using the Ranger Audit Profiler.

The Ranger Audit Profiler uses the Apache Ranger logs to show the most recent raw event data aswell as
summarized views of event by type of access and access outcomes (allowed/denied). These views are obtained by
profiling the recordsin the data lake.

Top 10 Users

user_2
user_3
user_1

hive
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Profiler data testing

Y ou must note the important information about profiler services.

E Note: The Cloudera Data Catalog profilers are not tested at par with the Hive scale.

Test data for VM-based environments
The following dataset has been validated and works as expected:

e DataHub Master: m5.4xlarge

e Hivetables: 3000 Hive assets

» Total Number of assets (including Hive columns, tables, databases): 1,000,000
e Totd DataSize=1GB

« Partitions on Hive tables: Around 5000 partitions spread across five tables
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