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Cloudera Data Engineering Data Recovery Service overview

The Data Recovery Service (DRS) isamicroservice in Cloudera Data Services on premises. It allows you to
backup and restore Cloudera Data Engineering compute clusters. This enables you to protect Cloudera Data
Engineering services, Virtual Clusters (VCs), job definitions, and job execution metadata against datacenter failures
or infrastructure migrations.

f Important:

* DRSissupported in Cloudera Data Engineering from Cloudera Data Services on premises 1.5.5 SP4
release onwards.

* DRS backs up and restores the Cloudera Data Engineering control plane and compute entities. It does not
perform disaster recovery for the underlying Cloudera Base on premises Base cluster (Cloudera Manager,
HDFS, or Base Ozone object storage). Base cluster data lake recovery is managed independently through
Base Cluster backup procedures.

¢ In Cloudera Data Engineering, DRSis only supported on Cloudera Embedded Container Service clusters
only. It is not supported on OpenShift Container Platform clusters.

DRSin Cloudera Data Engineering is natively integrated into the Cloudera Management Console. It provides
automated, policy-driven backup and point-in-time recovery capabilities for Cloudera Data Engineering compute
workloads and Cloudera Control Plane states. By capturing consistent snapshots of Cloudera Data Engineering
services, Virtua Clusters (V Cs), job definitions, application resources, and execution metadata, DRS ensures
business continuity and rapid recovery during unexpected datacenter outages, regional infrastructure failures, cluster
corruption, or planned environment migrations.

For more information about DRS, see Data Recovery Service (DRS) overview.

Cloudera Data Engineering DRS supports three primary backup and restore topologies:

Same Cloudera Embedded Container Service cluster and same Point-in-time state recovery on the same Cloudera Embedded
Cloudera Base on premises Base cluster. Container Service cluster. Preserves all Cloudera Base on premises
Base cluster connections, logs, and historical job metrics.

Different Cloudera Embedded Container Service cluster and same Restores Cloudera Data Engineering state to a secondary Cloudera

Cloudera Base on premises Base cluster. Embedded Container Service cluster connected to the same underlying
Cloudera Base on premises Base cluster. Job logs, storage paths, and
Cloudera Base on premises Base cluster integrations remain intact.

Different Cloudera Embedded Container Service cluster and different | Restores Cloudera Data Engineering state to a new Cloudera

Cloudera Base on premises Base cluster. Embedded Container Service cluster linked to a new Cloudera Base
on premises Base cluster. Requires re-mapping Cloudera Manager
endpoints, updating K erberos keytabs, and configuring certificates.
Historical job run logs stored in the original Base cluster will not be
visible unless the Base Cluster itself was also replicated.

Learn how to perform backup and restore of Cloudera Data Engineering using the Data Recovery Service (DRS).
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Cloudera Data Engineering Backup and restore Cloudera Data Engineering using Data Recovery
Service

Important: If you switch to a secondary Cloudera Base on premises base cluster without performing a
backup and restore of the original base cluster, logs for pre-backup runs (stderr, stdout, fgstatus, and event
logs) will not be visible.

1. Create a backup of the Cloudera Data Engineering services and virtual clusters.
2. Deleteal the Cloudera Data Engineering Services and Virtual Clustersthat are already created in the secondary
Cloudera Base on premises Base cluster.

3. If any dedicated Cloudera Embedded Container Service cluster nodes were setup for Cloudera Data Engineering
before backup, then setup the dedicated Cloudera Embedded Container Service cluster nodes again. For
instructions, see Dedicating Cloudera Embedded Container Service nodes for Cloudera Data Engineering.

4. Restore the Cloudera Data Engineering services and virtual clusters.
5. Toseeif the restore operation is successful, perform the following steps:
a) Inthe Clouderaconsole, click the Data Engineering tile. The Cloudera Data Engineering Home page displays.
b) Click Administration in the left navigation menu. The Administration page displays.
¢) Inthe Services column, select the environment for which you want to see the logs.
d) Click Monitoring Logs and check if the Config restart is successful.
e) If the Config restart failed, then restart the Cloudera Data Engineering restore using DRS again.
6. If you restored the Cloudera Data Engineering to a new Cloudera Base on premises secondary base cluster, then

update the keytab in Cloudera Data Engineering service only if the keytab on the secondary cluster has changed. If
the keytab is unchanged, you do not need to update it. For instructions, see Updating Hadoop Authentication.

7. Configure the TLS certificates again. For instructions about how to configure TL S certificates for Cloudera Data
Engineering service, see Updating the Control Plane certificates in Cloudera Data Engineering services and for
virtual clusters, see Updating the Control Plane certificatesin Cloudera Data Engineering Virtual Clusters.

Important: If you experience issues accessing the Spark Ul after arestore operation, clear your browser
cookies and cache, or click the Spark Ul link again to refresh the session.
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