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Cloudera Data Engineering Overview

Overview

Users must be assigned roles on Cloudera Data Engineering Services and Virtual Clusters to provide them with
specific access to the Service or the Virtual Cluster.

Important:  Starting from Cloudera Data Engineering on premises 1.5.5 release, User Access Management
including the new roles (Service Admin, Service User, VC Admin, VC User, and VC Viewer) is supported
only for Cloudera Data Engineering Service installation using Embedded Container Service.

For Cloudera Data Engineering Service installation using OpenShift Container Platform, the user accesses
the Services and the Virtual Clusters with the DEAdmin and DEUser roles only. User Access Management is
not applicable for Cloudera Data Engineering Service and Virtual Clusters in OpenShift Container Platform.
Assigning the roles to manage and access the Service and Virtual Clusters is not applicable.

User Access Management allows you to assign the roles to manage and access the Cloudera Data Engineering Service
and Virtual Clusters by defining the access levels for a particular user or groups. With User Access Management,
you can define whether a user or a group of users can administer or view a Service or a Virtual Cluster. For more
information about User Management, onboarding new users, or assigning roles, see User Management.

Limitations

• When a user or a group is added to or removed from Cloudera Data Services on premises, you must clear the
browser cache or open the same URL in a new tab to refresh the users or groups list.

• In the Cloudera Data Engineering UI, to assign a role on a Virtual Cluster in the Service, the user must at least be
assigned a Service User role at that Service. Cloudera Data Engineering CLI or API allows you to directly assign
a role in a Virtual Cluster even though you do not have any role assigned in the Service. But, you cannot access
the Virtual Cluster because you do not have access to the Service itself. This will not result in an effective role
management as users first need to be assigned a role on the Service before assigning a role on a Virtual Cluster.

• The roles assigned as part of the User Access Management are not applicable for Airflow deployments. Any
user who can submit an Airflow DAG can access all the DAGs available in the Cloudera Data Engineering
environment irrespective of the role they are assigned. To disable creating the Airflow jobs in the Virtual Cluster,
update the configmap after creating the Virtual Cluster by executing the following command:

DEX_APP_NAMESPACE=<***DEX_APP_NAMESPACE***> && \
MODIFIED_VALUE=$( \
    set -o pipefail; \
    kubectl get configmap ${DEX_APP_NAMESPACE}-api-cm -n ${DEX_APP_NAME
SPACE} \
        -o go-template='{{index .data "dex.yaml"}}' | \
    yq eval '.airflowJobsEnabled = false' - | \
    jq -R -s '.' \
) && \
[ "${MODIFIED_VALUE}" != "\"\"" ] && \
kubectl patch configmap ${DEX_APP_NAMESPACE}-api-cm -n ${DEX_APP_NAMESPACE
} \
    --type='json' \
    -p="[{\"op\": \"replace\", \"path\": \"/data/dex.yaml\", \"value\": 
${MODIFIED_VALUE}}]" && \
kubectl rollout restart deployment ${DEX_APP_NAMESPACE}-api -n ${DEX_APP_N
AMESPACE} && \
kubectl scale deployment --replicas=0 ${DEX_APP_NAMESPACE}-airflow-webser
ver -n ${DEX_APP_NAMESPACE}

To identify <***DEX_APP_NAMESPACE***>, do the following steps:

1. In the Cloudera console, click the Data Engineering tile. The Cloudera Data Engineering Home page displays.
2. Click Administration in the left navigation menu. The Administration page displays.
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3. In the Services column, select the Service containing the virtual cluster for which you want to identify the
namespace.

4. In the Virtual Clusters column on the right, click the Cluster Details icon for the virtual cluster for which you
want to identify the namespace. In the Cluster Details, VC-ID is your <***DEX_APP_NAMESPACE***>.

Access roles in Cloudera Data Engineering

Learn about role-based access in Cloudera Data Engineering.

Important:  If you upgrade from Cloudera Data Engineering 1.5.4 or earlier, you use either the DEAdmin or
the DEUser roles. A user with the DEAdmin role has the same Administrator level permissions in Cloudera
Data Engineering 1.5.5 as well. Starting from the Cloudera Data Engineering 1.5.5 release, the DEUser role
is deprecated. A user assigned with a DEUser role in a particular environment can access all the Cloudera
Data Engineering Services and Virtual Clusters of that environment. Cloudera recommends you to unassign
the DEUser role and assign one of the relevant new roles for the users.

Access roles available in Cloudera Data Engineering:

Important:  Artifacts refer to jobs, resources, repositories, job runs, and sessions.

• DE Admin: A DEAdmin user has full access to all the components in the Cloudera Data Engineering including
the Services and the Virtual Clusters within a specific environment. A DEAdmin can view and manage the
artifacts created by any user in the environment.

• Roles at Cloudera Data Engineering Service:

• Service Admin: A Service Admin can manage a specific Service with full access to the underlying Virtual
Clusters, including the associated artifacts. By default, a Service Admin gets full-access to all the Virtual
Clusters and the associated artifacts in a specific Service even though they are not assigned any role in the
Virtual Cluster.

• Service User: A Service User can only view the details of a specific Service. A Service User cannot update
or delete a Service. Also, a Service User cannot implicitly view the underlying Virtual Clusters or the artifacts
within a Virtual Cluster, unless they are explicitly assigned at least a VC User role in the Virtual Cluster.

• Roles at Cloudera Data Engineering Virtual Cluster:

• VC Admin: A VC Admin can manage a specific Virtual Cluster with full access to all its associated artifacts.
• VC User: A VC User can access a specific Virtual Cluster to create and manage the artifacts that are owned by

them or explicitly shared with them by another user.
• VC Viewer: A VC Viewer can access a specific Virtual Cluster with view-only access to all the artifacts in the

Virtual Cluster. A VC Viewer cannot run, delete, or change any artifacts. Cloudera recommends using the VC
Viewer role for view-only scenarios. For example, support-related scenarios, where a Support Executive has to
view the artifacts and the logs to debug any issue.
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Important:

• In a Cloudera Data Engineering Virtual Cluster, you must have at least one of the following roles to access
the Virtual Cluster:

• DEAdmin
• DEUser (deprecated)
• Service Admin
• VC Admin
• VC Uset
• VC Viewer

• A DEAdmin and Service Admin can assign a role in a Cloudera Data Engineering Service.
• A DEAdmin, Service Admin, and VC Admin can assign a role in a Cloudera Data Engineering Virtual

Cluster.
• For a user or a group to appear in the search while assigning a role in the Virtual Cluster, the user or group

must have a role assigned in the corresponding Cloudera Data Engineering Service. You must have at
least a Service User role to assign a role in the Virtual Cluster. For example, if you want to assign user-01
as VC Admin for the VC-01 (Virtual Cluster) in the Service-01 (Service), then user-01 must at least be a
Service User in Service-01.

• A Service User can only access the Virtual Cluster only if they have a role assigned in the Virtual Cluster.
A Service User with a VC Admin role can view, update, and delete the specific Virtual Cluster. Whereas,
a Service User with either a VC User or VC Viewer role can only view a Virtual Cluster.

Role-based access for Services

The following table lists the roles and actions a user can perform in the Cloudera Data Engineering Service:

Role Create View Update Delete

DE Admin Yes Yes Yes Yes

Service Admin No Yes Yes Yes

Service User No Yes No No

VC Admin No Yes No No

VC User No Yes No No

VC Viewer No Yes No No

Important:  A role assigned in a Virtual Cluster is effective only if a role is assigned to the user or the group
in the respective Service (at least Service User).

Role-based access for Virtual Clusters

The following table lists the roles and actions a user can perform in the Cloudera Data Engineering Virtual Cluster:

Role Create View Update Delete

DE Admin Yes Yes Yes Yes

Service Admin Yes Yes Yes Yes

VC Admin No Yes Yes Yes

VC User No Yes No No

VC Viewer No Yes No No
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Assigning a role in a Cloudera Data Engineering Service

Learn about how to assign a new role for a user or a group in a Cloudera Data Engineering Service.

Procedure

1. In the Cloudera console, click the Data Engineering tile. The Cloudera Data Engineering Home page displays.

2. Click Administration in the left navigation menu. The Administration page displays.

3. In the Services column, select the Service for which you want to assign a new role and click Service Details.

4. Click User Access Management.

5. Click Assign User or Group.
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6. In the Search for a User or a Group field, search for the user or the group you want to assign the new role to and
select the relevant user or the user group from the search results.

7. In the Select a Role drop-down list, select the role that you want to assign.

8. Click Assign.
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Unassigning a role in a Cloudera Data Engineering
Service

Learn about how to unassign a role for a user or a group in a Cloudera Data Engineering Service.

Procedure

1. In the Cloudera console, click the Data Engineering tile. The Cloudera Data Engineering Home page displays.

2. Click Administration in the left navigation menu. The Administration page displays.

3. In the Services column, select the Service where you want to unassign a role and click Service Details.

4. Click User Access Management.

5. In the Search field, select one of the following options depending on for which you want to unassign the role:

• Users
• Machine Users
• Groups

Depending on the option you select, a relevant list of users or groups appear.

6. In the table, go to the Actions column and click the Remove icon for the user or group for which you want to
unassign the role.

7. Click Confirm.

Assigning a role in a Cloudera Data Engineering Virtual
Cluster

Learn about how to assign a new role for a user or a group in Cloudera Data Engineering Virtual Cluster.

Before you begin
Make sure that the user or the group has a role (at least a Service User) assigned in the corresponding Service.
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Procedure

1. In the Cloudera console, click the Data Engineering tile. The Cloudera Data Engineering Home page displays.

2. Click Administration in the left navigation menu. The Administration page displays.

3. In the Services column, select the Service containing the Virtual Cluster where you want to assign a new role.

4. In the Virtual Clusters column on the right, click the Cluster Details icon for the Virtual Cluster for which you
want to assign the role.

5. Click  Configurations User Access Management .

6. Click Assign User or Group.

7. In the Search for a User or a Group field, search for the user or the user group you want to assign the new role and
select the relevant user or user group from the search results.
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8. In the Select a Role drop-down list, select the role that you want to assign.

9. Click Assign.

Unassigning a role in a Cloudera Data Engineering Virtual
Cluster

Learn about how to unassign a role for a user or a group in Cloudera Data Engineering Virtual Cluster.

Procedure

1. In the Cloudera console, click the Data Engineering tile. The Cloudera Data Engineering Home page displays.

2. Click Administration in the left navigation menu. The Administration page displays.

3. In the Services column, select the Service containing the Virtual Cluster where you want to unassign the role.

4. In the Virtual Clusters column on the right, click the Cluster Details icon for the virtual cluster where you want to
unassign the role.

5. Click  Configurations User Access Management .

6. In the Search field, select one of the following options depending on for which you want to unassign the role:

• Users
• Machine Users
• Groups

Depending on the option you select, a relevant list of users or groups appear.
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7. In the table, go to the Actions column and click the Remove icon for the user or the group for which you want to
unassign the role.

8. Click Confirm.
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