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Backing up Cloudera Data Engineering jobs on remote storage

Backing up Cloudera Data Engineering jobs on remote

storage

Y ou can back up Cloudera Data Engineering jobs and associated resources. Backups are saved as ZIP files that can be
used to restore jobs and their associated resources. Backups and restores are al so supported for remote storage (also

known as object store).

Note: Currently, the user who runs the cde backup restore command has permissions, by default, to run

E the jobs. This may cause Cloudera Data Engineering jobs to fail if the workload user differs from the user
who runs the jobs on Source Cloudera Data Engineering Service where the backup was performed. This
failure is due to the Workload User having different privileges as the user who is expected to run the job.
Additionally, backup and restore functionality does not include Airflow metadata related to connections and
variable definitions. Those must be manually recreated in the new service.

Table 1: Artifacts included in the backup, comparison of CLI and Ul methods

Artifacts Using CDE CLI Using Backup Jobslink ol

Job: Spark Y \%

Job: Airflow Y Y

Resource: files Y Y

Resource: docker runtimes Y Y

Resource: python-venv (for Spark) Y Y

Resource: python-venv (for Airflow) Y (Since 1.21.0) Y (Since 1.21.0)

Git Repository Y N

Credentials Y N

Spark Session N N

Spark Session logs N N

(Including statement history)

Job Runs Y (Since 1.22.0) N

Job Run logs N N

(Driver, Executor, API)

Airflow DAG logs N N

Airflow connections N N

Airflow variables N N

Virtual cluster endpoint/URL Optionally, you can retain the virtual cluster endpoint/URL using the Cloudera C
ibrg‘slilr;fti on, see note on retaining virtual cluster endpointsin Restoring Clouder.

Note: By default, backups created using the CDE CL I include only jobs and resources. To include additional
E artifacts in the backup, use the appropriate --include-xxx option in the CLI command.

E Note: If scheduleis enabled on Spark jobs and you want to retain them during restoration, consider the

following:

« Whilerestoring, any schedule with an end date earlier than the current date will be disabled.
e Theschedule start date is set to the restoration date to avoid catch-up.
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Before you begin
«  Download and configure the CDE CLI.
Steps for backing up on remote storage

1. Run the cde backup create command to create a backup of the jobsin the virtual cluster your CDE CLI is
configured to interact with. By default, all job configurations in the cluster are backed up, but the resources are
not. Y ou can use command flags to change this behavior as follows:

--continue-on-error

If set to true, the archive generation continues even if there are errors for some items. It works only
for remote storage.
--credential-filter

Selects credentials to be backed up using the fieldname] operator]argument syntax. This command
flag can be repeated. The name of the job and resource API field is 'fieldname' and the 'operator is
one of the following: 'eq’, 'noteq, 'lte, 'It', 'gte’, ‘gt 'in’, 'notin’, 'like', 'rlike’. Y ou can add multiple
filters using and. For example:

cde backup create --credential-filter "nanme[noteq]test" --creden
tial-filter "created[gte]2020-01-01"

--include-active-air flow-pyenv
If set to true, it backs up the active Airflow Libraries and Operators with the associated credentials
and secret. The default valueisfalse.

--include-cr edential-secr ets
Backs up credential secrets.

f Warning: Inthe archive, the backed up secrets are not encrypted.

--include-credentials
Backs up al virtual cluster credentials. By default, the credential secrets are not included in the
backup.

--include-job-resour ces
Backs up all resources associated with the selected jobs. These resources cannot be filtered out by
the --resource-filter parameter.

--include-jobs
Backsup al jobsin thevirtua cluster. Thisis the default behavior.

--include-resour ce-credentials

Backs up credentials for the resources. Y ou cannot filter out selected credentials using the credenti
dfilter parameter. Thisisthe default behavior.

--include-resour ces
Backs up all resourcesin the virtual cluster, including those not associated with jobs.
--job-filter <FILTER_STRING>

Selects jobs to back up using the fieldname] operatorJargument syntax. This command flag can be
repeated. The name of the job and resource API field is 'fieldname' and the 'operator is one of the
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following: 'eq’, 'noteq, ‘lte, It 'gte, ‘gt', 'in’, 'notin’, 'like', 'rlike’. Y ou can add multiple filters
using and. For example:

cde backup create --job-filter "nane[noteq]test” --job-filter "c
r eat ed[ gt e] 2020- 01- 01"
--resour ce-filter <FILTER_STRING>

Selects resources to back up using the fieldname] operator]argument syntax. This command

flag can be repeated. Filter by adding detail to the filter syntax, for example, filter syntax
'fieldname] operator]argument’. The name of the job and resource API field is 'fieldname’ and the
‘operator isone of thefollowing: ‘e, 'noteq’,  'lte, 'It', 'gte, 'gt’, 'in', 'notin’, 'like', 'rlike'. You can
add multiple filters using and. For example:

' name[ not eq] ny-resource', ' created[gte] 2020-01- 01"

--output

The output in text or JSON format. The default is text format.
--remote-storage

Backs up to the remote storage. The default valueisfalse.
--remote-path

Use the remote backup file relative path together with the remote-storage parameter. Do not include
the filename in the path. The path is relative to /dex/backup/.

--remote-name

Use the remote backup file name together with the remote-storage parameter. If the file name is not
specified, then a default generated valueis used.

--validate
After aremote backup archiveis created, it validates the archive.

Example for backing up to remote storage all jobs and its related resources, plus all resources whose name
contains "data".

cde backup create --renote-storage --include-resources --resource-filter
"name[ | i ke] Ydat a%

Example for creating a backup on remote storage:

./ cde backup create --renpte-storage --renote-path test --renote-nane ar
chive. zip

# out put

{"archiveRel ati vePat h":"test/archive. zi p", "archi veURL": "s3a: // dex- dev-d
ef aul t - aws- st or age/ dat al ake/ | ogs/ dex/ backup/t est/archive. zi p", "code": 201}

Result

Depending on your browser settings, you are either prompted for alocation to save thefile, or thefileis
downloaded to your default download location. The fileis a ZIP file named archive-< TIMESTAMP>.zip.

To restore a backup file, see Restoring Cloudera Data Engineering jobs from backup.
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Y ou can back up Cloudera Data Engineering jobs and their associated resources and/or repositories. Backups are
saved as ZIPfiles that can be used to restore jobs and their associated resources and/or repositories. Backups and
restoresis also supported for remote storage (also known as object store).

Note: Currently, the user who runs the cde backup restore command has permissions, by default, to run

E the Jobs. This may cause Cloudera Data Engineering jobsto fail if the workload user differs from the user
who runs the jobs on Source Cloudera Data Engineering Service where the backup was performed. This
failure is due to the Workload User having different privileges as the user who is expected to run the jab.
Additionally, backup and restore functionality does not include Airflow metadata related to connections and
variable definitions. Those must be manually recreated in the new service.

Before you begin
« Download and configure the CDE CLI.

Steps for backing up on local storage

1. Run the cde backup create command to create a backup of the jobsin the virtual cluster your CDE CLI is
configured to interact with. By default, all job configurations in the cluster are backed up, but the resources are
not. Y ou can use command flags to change this behavior as follows:

--credential-filter
Selects credential s to be backed up using the fieldname] operator]argument syntax. This command
flag can be repeated. The name of the job and resource API field is fieldname' and the 'operator’ is
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one of thefollowing: 'eq’, 'noteq, 'lte, 'It', 'gte’, ‘gt 'in’, 'notin’, 'like, 'rlike’. Y ou can add multiple
filters using and. For example:

cde backup create --credential-filter "name[noteqg]test" --creden
tial-filter "created[gte] 2020-01-01"

--include-active-air flow-pyenv
If set to true, it backs up the active Airflow Libraries and Operators with the associated credentials
and secret. The default valueisfalse.

--include-credential-secrets
Backs up credential secrets.

f Warning: Inthe archive, the backed up secrets are not encrypted.

--include-credentials
Backs up al virtual cluster credentials. By default, the credential secrets are not included in the
backup.

--include-j ob-resour ces
Backs up all resources associated with the selected jobs. These resources cannot be filtered out by
the --resource-filter parameter.

--include-jobs
Backs up al jobsin the virtual cluster. Thisis the default behavior.

--include-r esour ce-credentials
Backs up credentials for the resources. Y ou cannot filter out selected credentials using the credenti
dfilter parameter. Thisisthe default behavior.

--include-r esour ces
Backs up al resources and repositories (internally these are also resources only) in the virtual
cluster, including those not associated with jobs.

--job-filter <FILTER_STRING>

Selects jobs to back up using the fieldname] operator]argument syntax. This command flag can be
repeated. The name of the job and resource API field is 'fieldname' and the ‘operator’ is one of the
following: 'eq’, ‘'noteq’, 'lte, 'It', ‘gte’, 'gt', in’, 'notin’, 'like', 'rlike’. Y ou can add multiple filters
using and.

For example: The following command backs up locally al jobs whose name is not test, and which is
created later than or equal to 2020-01-01, and al their related resources:

cde backup create --job-filter "name[noteq]test” --job-filter "c

reat ed[ gt e] 2020- 01- 01"

--local-path <FILENAME>
Specifiesthe local file path and name to store the backup. By default, the backup filenameisarch
ive-<timestamp>.zip.

--output
The output in text or JSON format. The default is text format.

--resour ce-filter <FILTER_STRING>

Selects resources to back up using the fiel dname[operator]argument syntax. This command flag can
be repeated. The name of the job and resource API field is 'fieldname' and the 'operator’ is one of




Cloudera Data Engineering Backing up Cloudera Data Engineering jobs on local storage

thefollowing: 'eq’, 'noteq’, 'Ite, 'It', 'gte,  'gt’, 'in’, 'notin’, 'like', 'rlike'. Y ou can add multiple filters
using and. For example:

cde backup create --resource-filter "name[eq]test" --resource-fi
Iter "created[gte] 2020-01-01"

For example, to backup all jobs containing the string etl and include all resources associated with those jobs:

cde backup create --job-filter "nane[like] %tl % --include-job-resources

2. Validate the backup using the cde backup list-archive command. For example:
cde backup list-archive --1ocal -path archive-2021-11-10TO01: 24: 06. zi p

Confirm that all jobs and resources that you expected to be backed up are included.
Result

The output of cde backup list-archive is similar to the following:

"backup_set": [

{
"id": "vl/backupset/vl/f332bb06-7612- 4345- 8f 3b- da4f 27f 315b3/ ",
"cdeVersion": "1.18.0-b59",
"clusterI D': "cluster-2bqgdpfrs",
"appl D': "dex-app- 82w px6d",
"app_name": "yjtest",
"user": "csso_yjlu",
"backupStarted": "2022-10-07T06: 39: 46. 082837691Z"
}
1,
"entries": |
{
"backup_set": "vl1/backupset/vl/f332bb06-7612-4345- 8f 3b- da4f 27f 315b3/
' "entityType": "Job",
"nanme": "exanpl e-a",
"adj ust edNane": "exanpl e-a",
"archi veDirectoryPath": "v1/jobs/vl/d7826797-4985- 455f - a9c8- 2ablcc
624d9b/ ",
"user": "csso_ yjlu"
%1
"backup_set": "vl1/backupset/vl/f332bb06-7612-4345- 8f 3b- da4f 27f 315
b3/ ",
"entityType": "Resource",
"nane": "exanpl e-data",
"adj ust edNane": "exanpl e-data",

"archiveDirectoryPath": "vi1/resources/v1l/41979747-5adl-40c3-b301-cd5
7111411F9/",
"user": "csso_yjlu"
}

]
}

E Note: Some of the command examples provided use jq to parse the JSON output and make it more
readable.

Before you begin
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Request an access token and save it as an environment variable to use in API calls. For instructions, see Getting a
Cloudera Data Engineering API access token .

Steps
1. Determinethe API URL for the virtual cluster containing the job you want to back up:

a. Navigate to the Cloudera Data Engineering Overview page.

b. Inthe Cloudera Data Engineering Services column, select the service containing the virtual cluster with the
jobs you want to back up.

c. IntheVirtua Clusters column on theright, click the Cluster Detailsicon for the virtual cluster containing
the jobs you want to back up.

d. Copy the URL under JOBS API URL, and set it as an environment variable. For example:

export CDE_JOBS_API ="htt ps://pnjkrgn5. cde-czl nkz4y. na- 01. xvp2- 7p8o. c
| ouder a. si t e/ dex/ api/v1l"

2. Back up jobs using a URL-encoded filter with the syntax name[like]< QUERY>, modeled after the SQL
like operator. For example, to back up jobs containing the string etl, set jobfilter to namef[like] %et!% (URL-
encoded as name%5BIike%5D %256t %625):

curl -k \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

-X GET "${CDE_JOBS_API }/ adm n/ export ?exportjobs=true& obfilter=name%Bl i
ke D¥@5et | ¥25&export j obr esour ces=t r ue&exportresour ces=fal se" \

-H "accept: application/zip" \

--out put cde-etl-jobs-backup. zip

To back up al jobs and associated resources, omit the jobfilter parameter:

curl -k \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

- X GET "${CDE_JOBS_API }/adm n/ export ?exportj obs=t r ue&exportj obr esour ces=
true&exportresources=fal se" \

-H "accept: application/zip" \

--out put cde-all-jobs-backup. zip

To back up al jobs and associated resources, and the active Airflow Libraries and Operators with the
associated credentials and secrets, run:

curl -k \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

- X GET "${CDE_JOBS_API }/ adm n/ export ?exportj obs=t r ue&exportj obr esour ces=
true&exportresour ces=f al se&exportactiveairfl owpyenv=true” \

-H "accept: application/zip" \

3. (Optional) You can validate a backup file by uploading it to the /admin/list-archive endpoint. For example, for
a backup file named cde-all-jobs-backup.zip:

curl -k \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

-X POST "${CDE_JOBS _API}/adm n/list-archive" \
-H "accept: application/json" \

-H "Content-Type: multipart/formdata" \

-F "file=@ path/tol/ cde-all-jobs-backup. zi p; t ype=appl i cati on/ zi p" \
| ja

Before you begin

10


https://docs.cloudera.com/data-engineering/cloud/api-access/topics/cde-api-get-access-token.html
https://docs.cloudera.com/data-engineering/cloud/api-access/topics/cde-api-get-access-token.html

Cloudera Data Engineering Restoring Cloudera Data Engineering jobs from backup

Steps
In the Cloudera console, click the Data Engineering tile. The Cloudera Data Engineering Home page displays.
Click Jobs in the left navigation menu. The Jobs page displays.

From the drop-down in the upper |eft-hand corner, select the Virtual Cluster with the jobs that you want to
back up.

w NP

4.

Result

Important: The user interface for Cloudera Data Engineering 1.17 and higher has been updated. The left-
hand menu provides easy access to commonly used pages. The steps below vary dlightly, for example, the
Overview page has been replaced with the Home page. Y ou can also manage ajob by clicking Jobs on the
left-hand menu, then selecting a Virtual Cluster from a drop-down at the top of the Jobs page. The new
home page still displays Virtual Clusters, but now includes quick-access links located at the top for the
following categories: Jobs, Resources, and Download & Docs.

Click i atthe top right, and then click Backup Jobs.

Depending on your browser settings, you are either prompted for alocation to save thefile, or thefileis
downloaded to your default download location. The fileis a ZIP file named archive-< TIMESTAMP>.zip.

To restore a backup file, see Restoring Cloudera Data Engineering jobs from backup.

Y ou can restore Cloudera Data Engineering jobs and associated resources from a backup ZIPfile.

K

Note: The backup and restore functionality does not include Airflow metadata related to connections and
variable definitions. Recreate those manually in the new service. If the backup contains Airflow Libraries and
Operators, consider the following:

L]

Restoring a backup with active Airflow Libraries and Operators can take 5 to 60 minutes, depending on
the packages.

Y ou can restore the backup only to avirtual cluster that does not have active or maintenance mode
Airflow Libraries and Operators.

Restore the backup to the same Cloudera Data Engineering version. If you try to restore to a newer
Cloudera Data Engineering and Airflow version, the restore can fail due to Python version or PIP
constraint changes. In such a case, remove the Airflow Libraries and Operators from the archive.

Note: If scheduleis enabled on Spark jobs and you want to retain them during restoration, consider the
following:

While restoring, any schedule with an end date earlier than the current date will be disabled.
The schedule start date is set to the restoration date to avoid catch-up.

11
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Note: To retain the Virtual Cluster (VC) endpoint or URL within the same service when restoring to a new

E application instance VC, you must first delete the original VC. Then, create the new application instance VC
using the same ID asthe original. Y ou can only perform this process using the Cloudera Data Engineering
API.

curl -X'PCST \

" [ *** CONTROL- PLANE- HOST***] / dex/ api / vl/cluster/[***CLUSTER- I D***] /i ns
tance' \

-H "accept: application/json' \

-H ' Content-Type: application/json \

-b cdp-sessi on-t oken=[ *** CDP- SESSI ON- TOKEN***] \

-d ' {

"id": "[***APP-1 NSTANCE- | D***] ",

"name": "[***APP- | NSTANCE- NAME* **] " |

"config": {
"resources": {
"cpu_requests": "20",
"mem requests": "80G"
}
}
}l
Before you begin

* You must have avalid backup file to restore from. For instructions on backing up Cloudera Data Engineering
jobs, see Backing up Cloudera Data Engineering jobs .
e Download and configure the CDE CLI.

Steps

1. Run the cde backup restore command to restore a backup file to the virtual cluster your CDE CLI is configured
to interact with. Use the --duplicate-handling flag to select the policy for handling duplicate jobs. The possible
values are:
error

Return an error if there are duplicate job names, and abort the restore operation. This is the default
behavior.

rename
If ajob name in the backup conflicts with an existing job, keep the existing job and rename the
restored job by appending a numerical identifier to the job name.

keep-original
If ajob name in the backup conflicts with an existing job, keep the existing job and do not restore
the backed up job.

For example:

cde backup restore --1local -path archive-2021-11-10T01: 24: 06. zip --duplic
at e- handl i ng renane

--remote-path

If you use aremote storage, use this flag for the relative remote storage path of the backup to be
restored. This restores the archive in the remote object store. Include a filename in the path. The
path is relative to /dex/backup/.

Restore exampl e for remote storage:

./ cde backup restore --renpte-path test/archive.zip

12
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# the output is simlar to list-archive

Result

Validate that the jobs and resources were restored by running cde job list and cde resource list.

E Note: Some of the command examples provided use jq to parse the JSON output and make it more
readable.

Before you begin

¢ You must have avalid backup file to restore from. For instructions on backing up Cloudera Data Engineering
jobs, see Backing up Cloudera Data Engineering jobs .

¢ Reguest an access token and save it as an environment variable to usein API calls. For instructions, see
Getting a Cloudera Data Engineering APl access token .

Steps
1. Determinethe API URL for the virtual cluster that you want to restore the jobs and resources to:

a. Inthe Cloudera console, click the Data Engineering tile. The Cloudera Data Engineering Home page
displays.

b. Click Administration on the left navigation menu. The Administration page displays.

c. Inthe Services column, select the service containing the virtual cluster where you want to restore the job.
Then, in the Virtual Clusters column, click the Cluster Detailsicon.

d. Click JOBSAPI URL. The Jobs APl URL is copied to the clipboard.

e. Pastethe URL into atext editor to set the Jobs APl URL as an environment variable. For example:

export CDE JOBS _API ="htt ps://pnjkrgn5. cde-czl nkz4y. na- 01. xvp2- 7p80. c
| ouder a. sit e/ dex/ api/v1"

2. Restore jobs from the backup file by uploading the backup file to the /admin/import endpoint. Y ou can choose
how to handle duplicate job names using the duplicatehandling=<POLICY> parameter. The options are:
error

Return an error if there are duplicate job names, and abort the restore operation.

rename

If ajob name in the backup conflicts with an existing job, keep the existing job and rename the
restored job by appending a numerical identifier to the job name.

keep-original
If ajob name in the backup conflicts with an existing job, keep the existing job and do not restore
the backed up job.

For example, to restore a backup named cde-etl-jobs-backup.zip using the rename duplicate handling policy:

curl -k \

-H "Aut hori zation: Bearer ${CDE TOKEN}" \

-X POST "${CDE JOBS APl }/adm n/inmport" \

-H "accept: application/json" \

-H "Content-Type: multipart/formdata" \

-F "file=@ path/to/ cde-etl-jobs-backup. zi p; t ype=appl i cati on/ zi p" \
-F dupl i cat ehandl i ng=r enane \

| ja

Before you begin

13
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Important: The user interface for Cloudera Data Engineering 1.17 and higher has been updated. The left-
hand menu provides easy access to commonly used pages. The steps below vary dlightly, for example, the
Overview page has been replaced with the Home page. Y ou can also manage ajob by clicking Jobs on the
left-hand menu, then selecting a Virtual Cluster from a drop-down list at the top of the Jobs page. The new
home page still displays Virtual Clusters, but now includes quick-access links located at the top for the
following categories: Jobs, Resources, and Download & Docs.

* You must have avalid backup file to restore from. For instructions on backing up Cloudera Data Engineering
jobs, see Backing up Cloudera Data Engineering jobs .

Steps

1. Inthe Cloudera console, click the Data Engineering tile. The Cloudera Data Engineering Home page displays.

2. Click Jobsin the left navigation menu. The Jobs page displays.

3. From the drop-down list in the upper left-hand corner, select the Virtual Cluster that you want to restore jobs
to.

4. Click { atthe top right, and then click Restore Jobs.

5. Click Chooseazipfile.

6. Browse to the ZIP file containing the backup of jobs and resources you want to restore, and then click Open.

7. Click Select to restore the backup.

Result

The jobs and resources from the backup file are restored using the rename duplicate handling policy. If ajob name
in the backup conflicts with an existing job, the restore operation keeps the existing job and renames the restored
job by appending a numerical identifier to the job name. If the backup contains Airflow Libraries and Operators,
the Airflow Libraries and Operators are restored as well.

In Cloudera Data Engineering version 1.20.3, the backup and restore function was not implemented yet for Airflow
Operators and Libraries. To restore a Cloudera Data Engineering version 1.20.3 Virtual Cluster (V C) from a backup,
first create the VC manually, after that create and activate the Airflow Operators and Libraries with the same
requirements.txt file that the original V C used, and restore the jobs, resources, and so on from the archive.

Make sure that you have created a backup on alocal storage from a Cloudera Data Engineering version 1.20.3VC
with active state Airflow Operators and Libraries with the following command:

cde backup create --include-jobs --include-resources  --include-credential-secrets --include-credential s --local -path
backup.zip

Optionally, you can validate the backup.
cde backup  list-archive --local-path backup.zip

1. Create aVVC manually with the same configuration (Spark version, CPU, memory, and so on) as the original VC.
For more information, see Creating virtual clusters.

2. Create and activate the Airflow Operators and Libraries manually. Use the same requirements.txt file that the
backed up VC used.

For more information about obtaining the requirements.txt file, see In-place upgrade with Airflow Operators and
Libraries.
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3. Restore the jobs, resources, and so on from the archive.
cde backup restore --local-path backup.zip

Important: If thereisacde-airflow-pyenv-[***ID***] resource listed in the output in the Failed items
section, ignoreit.

Example:

$ cde backup restore --1local-path backup.zip
8. 2KB/ 8. 2KB 100% [ ]

backup. zi p
Al'l items restored successfully! Details:
Successfully restored itens:

Job: helloworld ( Created )

Job: sparkhell o ( Created )

Resource:files ( Created )

Resour ce: cde-ai rfl ow pyenv-1711096070 ( Created )

Creating virtual clusters
In-place Upgrade with Airflow Operators and Libraries
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