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How to Enable Unauthenticated Access

Before invoking the CDP Data Visualization Data API, you must first enable it in the configuration file of the Web
Server, and obtain an API key.

Y ou might have to enable “ Enable Unauthenticated Access’ for the application if you are attempting to access the
API outside of CML or CDSW jobs or sessions.

See the “Public Applications” section of https://docs.cloudera.com/machine-learning/1.4.1/applications/topics/ml-
securing-applications.html Securing Applications

To enable CDP Data Visualization Data API, update the configuration settings, and restart the CDP Data
Visualization instance.

B Note: Thisisonly possible for CDP Data Visualization instance running in CML and CDSW

1. Navigateto the Site Settings from the navigation menu and Advanced Site Settings section at the bottom of the
page.

2. Addthe ENABLE_API_KEYSand DATA_API_ENABLED settingsin the configuration file of the Arcadia Web
Server:

ENABLE APl _KEYS = True # If you plan to access via APl keys
DATA _API _ENABLED = True

3. Restart the CDP Data Visualization service.

When you do not login directly into the visual layer of CDP Data Visualization, you must obtain an APl key and
implement it when using Data APIs.

Follow the instructions shown in Creating new APl keys.

1. After obtaining an APl Key, you can use it to authenticate the user to access the dataset, and invoke the data layer
of CDP Data Visualization at the following endpoint:

http(s)://server:port/arc/api/data

2. Proceed with using the Data API interface.
For more information, see Example of Data APl usage.

Creating new APl keys
Example of Data APl usage
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How to Enable Unauthenticated Access

To avoid creating Data API requests from scratch, CDP Data Visualization provides access to details of the data
requests.

Thistask isoptional.

1. Addthefollowing settingsin Advanced Site Settings section of the Site Settings page:

ENABLE DSREQ PERF_DI SPLAY = True
COWPRESS DSREQ = True
2. Restart the CDP Data Visualization service.
3. Open an existing dashboard.
In this example, we selected Cereals.
4. Usethe keyboard shortcut Shift + Control/Cmd + G to open the Performance Profile interface.




Migrating visua artifacts with REST APls

5. Hover over aline that represents avisual 1D, we selected 75, and view the duration, type, and details of the query
that runs against that visual.

The query uses the same API and includes the details of the data requests. Y ou can use this dataset request as the
payload for your Data API call.

Profile Data x

Profile Current Load Counters Layout Queries Historical Logs Clone Info
QUERY EXECUTION BY VISUAL ID (drag 1o select area to zoom in)
0 H 1
75 i 1 |
;? 1 build.start 0.002196
' dataset request
' A 4 {"version’:1’highlighting":false,type™"SQL" limit":5000,'dimensions™
124253000 T2AzS3.50 [{"type":"SIMPLE",'expr":"[cereal_name] as
‘cereal_name™}],'aggregates":[{"expr":"sum([calories]) as
‘Calories” 'order":{"asc":false,pri":1}},
QUERY DETAIL {"expr":"sum([complex_carbohydrates_grams]) as 'Carbohydrates"},
{"expr";"sum([fat_grams]) as 'Fat"},
Time % ID % Type % Duration (seconds) {"expr":"sum([dietary_fiber_grams]) as 'Fiber"},

{"expr":"sum([potassium_mg]) as 'Potassium™},

2022-11-10T11:42:52.681Z 0 startup {expr"“sum(lp tut_airl_grarns]] as Protein’),
2022-11-10T11:42:53.116Z 0 staticetch 017 | expr"sum(lsodium_mgl) as 'Sodium’},
{"expr":"sum([sugars_grams]) as 'Sugar"},
11-10T11:42:53.119, e 17 {"expr""sum([vitamins_and_minerals]) as
2022 0 Zsa119z 0 staticfete 0 'Vitamin_s.fMineraIs"  ksglStreamPosition";™ 'dataset_id":11
2022-11-10T11:42:53.131Z 0 staticfetch 0.18 build.complete 0.000770
query
2022-11-10T11:42:53.5247 0 QueryRun 0.53 Detail SELECT TA_0. cereal_name" as "cereal_name’,
mesma i ITA N aclasian an “Malaciaa®
2022-11-10T11:42:53.524Z 75 Query 041  start 2022-11-10
name json
querytracker 78-
runner.create

runner.start
build.start
dataset request
‘“order"{"asc":false,'pri":1}}], 'ksqlStreamPosition™","d:
build.complete

<n23>
DONE

Migrating visual artifacts with REST APIs

In addition to Ul-enabled export and import, CDP Data Visualization provides REST APIsthat give more flexibility
in choosing what objectsto migrate. While migrating artifacts using the Ul alows you to directly specify export of
visuas, dashboards, and apps, REST APIs enable you to specify awider range of migratable objects.

About this task

Note: You do not migrate events and segments separately, but as part of dataset migration. Similarly, you do
E not migrate thumbnails along with dashboards or visuals that they represent.




Migrating visua artifacts with REST APIs

Enable and create the relevant data API keys, both for the source and destination machines. For instructions, see
Enabling API keys and Creating new API keys. The examples used in these instructions use the secret API key that
appears when you generate the keys for the first time, asin Creating new API keys.

1. Export the objects by submitting a GET reguest on the source machine. For instructions, see Exporting visual
artifacts with REST APIs.

2. Import the objects by submitting a POST request on the target machine. For instructions, see Importing visual
artifactswith REST APIs.

Enabling API keys
Creating new APl keys

1. Authenticate the user using the data API.

2. After authenticating, submit a GET request to the following address for a source machine:source _arcviz_ip/arc/
migration/api/export/
For instructions on import, see Importing visual artifacts with REST APIs.

Thisisasample Python code snippet for authenticating and submitting the GET request that exports dashboards with
IDs 2115 and 2110, and then writing the response to the my_app.json file.

export requests
headers = {' AUTHORI ZATI ON : ' api key secret api key'}
payl oad = {' dashboards': '[2115, 2110]', 'filenane': 'apitestmigration',
"dry_run':'Fal se'}
r = requests.get('source_arcviz_ip/arc/nigration/api/export/', headers=hea
ders, paranms=payl oad)
with open(' my_app.json', 'wW) as f:
f.wite(r.text)

Importing visua artifacts with REST APIs

Make sure that the * .json file with information about exported visual artifacts is on the destination machine.

1. Authenticate the user using the data API.
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Migrating visua artifacts with REST APIs

2. After authenticating, submit a POST request to the following address for a destination machine:
destination_arcviz_ip/arc/migration/api/import/
For instructions on export, see Exporting visual artifacts with REST APIs.

Thisis a sample Python code snippet for authenticating and submitting the POST request that imports dashboards
with IDs 2115 and 2110, which were earlier saved (from a metadata perspective) asmy_app.json. Thisfileis
uploaded to the Data Visualization server during the import.

i mport requests

headers = {' AUTHORI ZATI ON : ' api key secret _api key'}

payl oad = {"dry_run': Fal se, "dataconnection_name":"data_connection"}

files = {"inport_file': open('/Users/ny_nane/ Downl oads/ ny_app.json','r')}

r = requests. post (' destination_arcviz_ip/arc/mgration/api/inport/', files=fi
| es, data=payl oad, header s=headers)

print r.status_code # 200 is success

Exporting visual artifacts with REST APIs
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