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Creating new roles

Creating new roles

About this task
Admin users with Manage roles and users privilage can create new roles for Role Based Access Control (RBAC).

The following steps demonstrate how to create a new role.

Procedure

1. On the main navigation bar, click the (gear) icon.
2. Inthe drop-down menu, click Manage Roles.
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Creating new roles

3. Click NEW ROLE.
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min~

Data Visualization N

ActivityLlog ~ Users&Groups ~ ManageRoles  ManageAPIKeys  Email Templates  CustomStyles  Custom Colors  CustomDates  StaticAssets  Site Settings

Manage Roles

+NEW ROLE ]

Role / Dest Components Users Groups
Analyst s @
Create and manage visual apps

Database admin |
Connection level management and dataset creation

Doc test role s o
System Admin |
Full access to all features
Visual Consumer |

View access to visual apps

The Role definition interface appears, open on the Privileges tab.
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Data Visualization

vityLog ~ Users&Groups  ManageRoles ~ Manage APIKeys ~ Email Templates ~ CustomStyles ~ CustomColors ~ CustomDates  StaticAssets Site Settings

Roles / Role Detail

Lsave | EOTING)

Name enter role name

Description enter descript

@Privileges & Members

Component Type

1}
o

System

+ ADD PRIVILEGE

4. Name and save the new role.
a) Inthe Namefield, enter the name of the new role.
In thisexample, Test Role 1 is used.
b) Inthe Description field, enter abrief purpose for the new role.
c) Click SAVE.

Activitylog ~ Users&Groups | ManageRoles ~ Manage APIKeys  Email Templates  CustomStyles  Custom Colors ~ CustomDates  StaticAssets Site Settings

Roles / Role Detail

Test Role 1

Name TestRole 1

Description Testing role creation

@Privileges | & Members

Component Type

System

+ ADD PRIVILEGE
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o
;\
:
:




Adding privileges

5. To check that the role exits, click Roles at the top of the menu.

CLOUD=RA

Data Visualization

Activity Log Users & Groups

Roles Role Detail

e N

Y ou can see that the new roleisin thelist of roles.
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Data Visualization

Activitylog ~ Users&Groups | ManageRoles ~ Manage APIKeys  Email Templates ~ CustomStyles  Custom Colors  CustomDates  Static Assets St Settings

Manage Roles

+NEW ROLE

Role / Description Components Users Groups

Analyst

s @
Create and manage visual apps
Database admin s w
Connection level management and dataset creation
Doc test role 7 |
System Admin s o
Full access to all features
TestRole 1 s o
Testing role creation
Visual Consumer s @

View access to visual apps

Continue by defining Role privilages and Editing role assignments for the new role.

Editing role assignments
Role privileges

After you declare anew rolein the Role Based Access Control (RBAC) system of Data Visualization, you can start
adding the various privileges.

The following steps demonstrate how to add or change privileges defined for a specific role. In this example, Test
Role 1 is used, which was previously defined in Creating new roles:

1. On the main navigation bar, click the (gear) icon.
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Setting system privileges

2. Inthe drop-down menu, click Manage Roles.
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3. Inthe Rolesinterface, next to the role to edit, click the Edit(pencil/edit) icon.
Test Role 1 m

Testing role creation

4. Onthe Role definition interface, you can set the following groups privileges:
e Setting system privileges
e Settingrole privileges
»  Setting connection privileges
e Setting dataset privileges
5. Click SAVE to preserve the new privilege assignments.
Related Information
Creating new roles
Setting system privileges
Setting role privileges
Setting connection privileges
Setting dataset privileges

Setting system privileges
System-level privileges are key components of the Role Based Access Control (RBAC) system in Data Visualization.

About this task

E Note:
For more information on possible permissions, see RBAC permissions.

The following steps demonstrate how to add system privilegesto arole. In thisexample, Test Role 1 is used.




Setting role privileges

Procedure

1. Onthe System component line, click the Select all checkbox, the one closest the name of the System category
name.

This activates the next four checkboxes, granting the permissions for the following actions:

* Create workspaces

* Manage roles and users

« Manage site settings

« Manage custom styles

* Managejobs, email templates
* View activity logs

* Manage data connections

Privileges & Members
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System = v v v v v @ v |
+ ADD PRIVILEGE
To grant only some of these System permission, de-select the ones not permitted by the new role.
L
Privileges & Members
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+ ADD PRIVILEGE

2. Click SAVE at the top of the interface to save the changes to the role.

What to do next
Proceed to Setting role privileges.

Related Information
Setting role privileges
RBAC permissions

Setting role privileges

Role privileges are separate components of the Role Based Access Control (RBAC) system in Data Visualization.
They define the level of dataset accessthat aroleisalowed to grant to the members of a specified role.
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Setting role privileges

About this task

E Note:

For more information on possible permissions, see RBAC permissions.

The following steps demonstrate how to add role privilegesto arole. In this example, Test Role 1 is used.

Procedure

1. Add another privilege by clicking the ADD PRIVILEGE button.

Privileges & Members

& - &
¢ s & VN Sy &
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2. The ADD PRIVILEGE modal window appears.
Component Type Connection r
“ Connection(s) * select connection(s)...

e | I

Y ou can see that the default privilege typeis at the Connection level, but it can be changed by selecting Role or
Dataset from the list of Component Types.

3. Inthe Add Privilege modal window, under Component Type, select Role.




Setting role privileges

4. From Roles(s), select either Visual Consumer, arole that was defined earlier.
Y ou can repeat this step to add more roles to this privilege.

Add Privilege
Component Type Role v
% Roles(s) * | ]
Analyst
Data Admin
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Setting role privileges

5. After selecting the appropriate roles, click CREATE.

Add Privilege

Component Type Role

% Roles(s) * Visual Consumer *

CANCEL

The Role privilege for the Visual Consumer role appears on the list of privileges.

By default, it contains all possible privileges for arole component:

e Grant manage dataset
e Grant manage dashboards
» Grant view dashboards
Privileges & Members
& &
3 o o &
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System = v < < r r
Visual Consumer = «o vl 40 «o o
| +ao0 PRIVILEGE

Note the following:

a
b.

The privilege type appears with the Rolesicon.

The Grant view dashboards permission is mandatory if the other permissions exist, and cannot be removed.

If you uncheck both Grant manage dashboards and Grant manage dataset, then the Grant view dashboards
permission becomes mutable and can be unselected.

The Grant manage dashboards permission is mandatory if Grant manage dataset permission is, and cannot be
removed. If you uncheck Grant manage dataset, it becomes mutable and can be unsel ected.

This privilege may be deleted by clicking the Delete icon.
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Setting connection privileges

6. For therole permission on Visual Consumer, select only the Grant view dashboards permission.

Privileges & Members
o &
& o
3° & & &
& & & & @
' & & o X 2 & & §
o s 2 x> & o' & P )
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System = v < v r r
Visual Consumer = o o
| <+ ADD PRIVILEGE

7. Repeat the previous steps twice, creating the following privileges:

e Onrole Analyst, specify the Grant manage dashboards and Grant view dashboards permissions.
e Onrole Data Admin, specify all permissions: Grant manage dataset, Grant manage dashboards, and Grant

view dashboards.
Privileges & Members
% &
¢ &
& & C) 2
K & & & Q)
3 o & e & o o 0
. & ¢ EN & e & & & ©
@ ) F & o & G S o > ¢ & o
& F & & & & S R R & & & &
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g ™ e’ @ S & @ & 5 A @ 2
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5 & & & g & e & & & & & & & @&
Component Type o© Ko & & & <€ o & o & & & o o o <¢
System = v “ ’ 4 ¢
Visual Consumer = 7 i}
Analyst = ’ 7 i}
Data Admin = ¢ @ 7 @ @
‘ < ADD PRIVILEGE

8. Click SAVE at the top of the interface to save the updates.

The members that get thisrole, defined under the Members tab, can grant dataset access defined by the role-based
privilege rows.

The selections in the rows indicate the level of privilages that each role, as defined on the Component line,
receives. For example, Analysts can grant Manage and View privilages to users.

The dataset access permissions are granted to the roles defined on the component line.

Proceed to Setting connection privileges.

Setting connection privileges
RBAC permissions

Connection privileges are separate components of the Role Based Access Control (RBAC) system in Data
Visualization. Depending on the parameters of the business case, they may be specified identically (and at the same
time) for anumber of connections, or set separately for each connection.

12
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Setting connection privileges

About this task

The following steps demonstrate how to add connection-level privilegesto arole. In this example Test Role 1 is used.

Procedure

1. Add another privilege by clicking the ADD PRIVILEGE button.

Privileges & Members

> Cd
& Koy
& ° 9 &
Sy 'S & ) @
& o & -8 ~ 2 & s CH
) & b o 3 & Q¥
& & & i ° & o3 3
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& @ e ) ) & ) & & ® @ ¥ 3 & &
# £ PP F P s & & R 5
Component Type ¢ FFF F ¢ FE & F \G‘QD & ¥ F
System = v v < ’ v
Visual Consumer = ¢
Analyst & v v i |
Data Admin = v v =) v o
+ ADD PRIVILEGE
[emrs sl

The Add Privilege modal window appears.

Add Privilege
Component Type Connection ¥
“ Connection(s) * select connection(s)...

e | I

Y ou can see that the default privilege typeis at the Connection level, but it can be changed by selecting either
Role or Dataset from the list of Component Types. In this example, Connection level accessis defined.
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Setting connection privileges

2. From Connection(s), select either All connections or one of the individual connections.

In this example, access to the samples connection is selected.

Add Privilege

Component Type Connection "

% Connection(s) * | |
All connections
Arcadia Enterprise

Y ou can repeat the previous step to add more connections to this privilege.

14



Setting connection privileges

3. Click CREATE.

Add Privilege
Component Type Connection ¥
% Connection(s) * samples x

CANCEL | CREATE

The connection privilege for the samples connection appears on the list of privileges for therole.
By default, al possible privileges for a connection component are selected:

e Manage analytical views
e Import data
» Create datasets, explore tables

Privileges & Members
& &
@ Koy
% & ) <P
S £ & & @
I & & o <] S -
& & N & &£ S LE &£ ©
& & Ca & & & 25 2 & > ¢! & ®
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wf’Q & e’ 2 o ) =2 @Qe’ .gf 5 '}‘# & AP & o
& & & o -9 & ¥ & & & & & o b ¥ Fd
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Component Type el Ky Ky Ky < K Ky & o o Ky \6& o &F & &®
Systemn = v v v ’ v
Visual Consumer = v o
Analyst = " v o
Data Admin & E | v r o
samples % o 7 v v v o mo
| +no0PRIVILEGE

Note the following:

a. The privilege type appears with the Connection icon.

b. Manage analytical views and Import data are independent of one another, and they include the Create datasets,
explore tables permission. If you uncheck both of these 'greater’ permissions, Create datasets, explore tables
becomes mutable, and can be unselected. But then you will no longer have any connection-level access
components.

c. Thisprivilege may be deleted by clicking the Delete icon.

E Note:

For more information on possible permissions, see RBAC permissions.
4. Click SAVE at the top of the interface to save the latest changes to the role definition.

Proceed to Setting dataset privileges.
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Setting dataset privileges

Related Information
Setting dataset privileges
RBAC permissions

Setting dataset privileges

Dataset privileges are separate components of the Role Based A ccess Control (RBAC) system in Data Visualization.
Depending on the parameters of the business case, they may be specified identically (and at the same time) for a
number of datasets, or set separately for each dataset.

About this task

The following steps demonstrate how to add dataset-level privilegesto arole. In this example, Test Role 1 is used.

Procedure

1. Add another privilege by clicking the ADD PRIVILEGE button.
2. Inthe Add Privilege modal window, from Component Type, select Dataset.

Add Privilege
Component Type | Connection &
Role
% Connection(s) *
(€) Connection

| CANGEL | CREATE
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Setting dataset privileges

3. From Connection(s), select either All connections or one of the individual connections.
In this example, access to the samples connection is selected.

Add Privilege
Component Type Dataset .
% Connection * ‘ select dataset connection... .

All connections

Dataset(s) *
& (®) Arcadia Enterprise

‘ CANCEL | CREATE
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Setting dataset privileges

4. From Datasets(s), select either All datasets or one of the individual connections.
To select additional datasets, repest this step.

In this example, access to the Cereals, Iris, and World Life Expectancy datasets is selected. Notice that the
datasets include the dataset ID.

Add Privilege

Component Type Dataset E
% Connection * samples .
& Dataset(s) * Cereals (ID: 9) % | Iris (ID: 3) x

World Life Expectancy (I1D: 8) =

CANCEL ‘ N

The dataset privilege for the Iris, Cereals, and World Life Expectancy datasets appears on the list of privilegesfor
therole.

By default, it contains all possible privileges for a dataset component:

e Manage dataset
« Manage dashboards
* View dashboards

Privileges & Members

)
& R
& o o &
S) S & & @
2 o & ) x & v &
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Qeg G & & @ Cd 2> & o -?‘0 & & ° &
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& o & & & & & & & & o P & y 3 )
<+ > & S & & & & ¢ @ & & ¥ ¥ S
& & & < 4 2 @ (Q & Qa A Q?J Q?J b’b
a2 &Q &Q (\T’Q o.bQ 5 Q.,,B & - . Qu‘ & & &
Component Type ¥ FFE ¢ & & F ¢ & ¥ F
System = v v v ’ "
Visual Consumer & ’ o
Analyst & v el o
Data Admin = < | v 7 i
samples % e ? v v o
Cereals, & o < o < < " mo
Iris, World Life
Expectancy
+ ADD PRIVILEGE

Note the following:

a. The Dataset icon specifies the type.
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Editing role assignments

b. Two of the permissions, Manage dashboards and View dashboards are mandatory if the privilege contains the
manage dataset permission, and cannot be removed. The checkboxesin these columns arefilled in and fixed.

» |If you unselect Manage dataset, then the M anage dashboards becomes mutable, and can be unsel ected.
 If you uncheck Manage dashboards, View dashboards becomes mutable, and can be unsel ected.
¢. You can delete this privilege by clicking the Deleteicon.

B Note:

For more information on possible permissions, see RBAC Permissions.
5. Click SAVE at the top of the interface to save the changes to therole.

The role definition for Test Role 1 is now complete. Note that it has 6 distinct components.

Roles

<+ NEW ROLE

Role / Description Components Users Groups

b

Analyst 4

[

b

Data Admin &

[

b

TestRole 1 rd
Testing role creation

[

Visual Consumer &S W

RBAC permissions

The following steps demonstrate how to edit role assignments for a specific role.

In this example, Test Role 1 is used, which was previously defined in Creating new roles.

1. Onthe main navigation bar, click the (gear) icon.
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Assigning roles to users

2. Inthe drop-down menu, click Manage Roles.
%~ o~ a, -

# Set Homepage
= Job Status +all NEW DASHBOARD

451 NEW APP

= Activity Log
& Users & Groups Over the last 7 days...
i Manage Roles

@, Manage API Keys

Dashboards were created

Apps were created
= Email Templates

@ Custom Styles
P & Custom Colors

Custom Dates LEARN

[ Static Assets Get Started

5 Site Settings

Datasets were created

What's New in 6.4.0

Dashboard )
Documentation

3. Inthe Rolesinterface, next to the role to edit, click the Pencil icon.
TestRole 1 m

Testing role creation

E Note: If you do not have any roles defined, see the instructions in Creating new roles.

4. Onthe Role definition interface, click Edit.
5. Click the Members tab and proceed to edit member roles through one of the following procedures:

e Assigning rolesto a single user
e Assigning rolesto user groups
e Assigning multiple rolesto multiple users
Related Information
Creating new roles
Assigning rolesto asingle user
Assigning roles to user groups
Assigning multiple roles to multiple users

Assigning roles to users

About this task
In this article, we demonstrate how to add usersto arole. We are using an existing role Test Role 1.

To assign users to existing roles, follow these steps:

20
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Assigning roles to users

Procedure

1. Under the Memberstab, in the Userslist, click Edit User(s)

Role Assignment

Members

Search Q

Available to select Selected

St E\ Select users from the left to add to
] Administrator the role’s members

_J ArcadiaAdmin
CJ ArcadiaUser
) CArep1

) CArep2

) NVrep1

) NormalUser
1 ORrep1

Enter new user name <+ ADD

CANCEL ‘ APPLY

The Role Assignment modal window for users appears.
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Assigning roles to users

Role Assignment

Members

Search Q

Available to select Selected

) Select All Select users from the left to add to

[ Administrator the role’s members

) ArcadiaAdmin
() ArcadiaUser
] CArep1

) CArep2

) NVrep1

) NormalUser

] ORrep1

Enter new user name =+ ADD

CANCEL ‘ APPLY
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Assigning roles to users

2. There are several options for adding a user to a membership:
* Search

If you have along list of usersin the Members section, use the Search box to match user names, select them
from the sub-list, and then click Add to move them to the right side of the modal window. Click Apply.

Role Assignment Role Assignment
Members Members
vailable to selec Selected Available to selec Selected
Salact AN [«]  Selectusers fromthe left to add to Salact AN [=] Salect All
¥ ArcadiaAdmin the role's members ArcadiaAdmin
@ ArcadiaUser ArcadiaUser
—

Enter new user name Enter new user name
CANCEL APPLY CANCEL APPLY

e Select

In the Members section, select the users to assign to the role and click Add to move them to the right side of
the modal window. Click Apply.

Role Assignment Role Assignment
Members Members
Search Q Search Q

Available to selec Selected Available to select Selected
Select All E Select All Select All Select All
Administrator ArcadiaAdmin Administrator ArcadiaAdmin
CArep1 ArcadiaUser CArep1 ArcadiaUser
CArep2 = CArep2 NormalUser
NVrep1 NVrep1 SimpleUser

ORrepT

ORrep1 Whrep1

¥ SimpleUser
WArep1

Enter new user name Enter new user name
CANCEL APPLY CANCEL APPLY

o Select All

To assign all usersto Members, select All to get all user names, and then click Add to move them to the right
side of the modal window. Click Apply.
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Assigning roles to users

Role Assignment

Members Members
Search Q Search Q
) Select All Select All EI Select All
@ Administrator ArcadiaAdmin ArcadiaAdmin
@ CArepl ArcadiaUser ArcadiaUser
« CArep2 NormalUser NormalUser
¥ NVrep1 SimpleUser SimpleUser
¥ ORrep1 Administrator
@ WArep1 CArep1
CArep2
NVrep1
Enter new user name =+ ADD Enter new user name +ADD
CANCEL APPLY CANCEL APPLY

Role Assignment

Adding Externally Defined Users; LDAP Authentication

For convenience, the Role Assignment interface supports adding into the list of assignees usernames that are
not stored locally. For example, known usernames available through LDAP authentication may be added in

this manner.

Enter the new user name, and click Add. After the new user name appearsin the Members section, select it and
click Add to move the new user to the right side of the modal window. Click Apply.
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Assigning roles to users

Role Assignment

Members

Search

Available to select

Selected

[ Select All

) Administrator
[ ArcadiaAdmin
([ ArcadiaUser

Role Assignment

Members
Search Q
Available to select

Selected

([ Select All

[J Administrator
O ArcadiaAdmin
) ArcadiaUser

O CArep1 [J CArep1
[J CArep2 0 CArep2
O NVrep1 ) NVrep1
) NormalUser O NormalUser
() ORrep1 ) ORrep1
NewestUser Enter new user name
- APP - APPLV
Role Assignment
Members
Search
Available to select O ArcadiaUser
) CArep1
(] CArep2
O NVrep1
) NormalUser
) ORrep1
) SimpleUser
() WArep1
Enter new user name
Remove

To move users out of Members, select the user(s) on the right side panel, and then click . Click Apply.

Role Assignment

Members

Search

Available to select

Enter new user name

O Administrator
[ ArcadiaAdmin
([ ArcadiaUser

@ CArep1
¥l CArep2

@ NVrep1
) NormalUser

O SimpleUser

Role Assignment

Members

Search Q

Available to select

O Select All .
P

) CArep1
) CArep2
[ NVrep1
) ORrep1
O WArep1

Enter new user name

Selected

O Select All

) Administrator
O ArcadiaAdmin
([ ArcadiaUser
[J NormalUser
0 SimpleUser
) admin

O NewestUser

APPLY
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Assigning roles to user groups

Thelist of users assigned to the role appearsin the Role: Test Role 1 interface, under the Members tab.
3. Click Save. A confirmation of role update appears briefly on the screen.

[\ ARCADIA DATA VISUALS  DATA & - HELP - & Administrator -

Roles / Role Detail

20le: Test Role 1
=3
Name Test Role 1
Description Testing role creation

Privieges & Members

& Users % Groups Require all groups | EDIT GROUP(S) |

Username First Name Last Name Group Name
NewestUser

Administrator

ArcadiaAdmin

ArcadiaUser

NormalUser

SimpleUser

admin

Assigning roles to user groups

About this task
In this article, we demonstrate how to add user groupsto arole. We are using an existing role Administrators Only.

To assign user groups to existing roles, follow these steps:
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Assigning roles to user groups

Procedure

1. Under the Memberstab, in the Usersligt, click Edit User(s).

Privileges & Members

& Users 4e* Groups

Username First Name Last Name Group Name

The Role Assignment modal window for groups appears.

Role Assignment

Members

Search Q

Available to select Selected

| Select All

) Administrators
_J Arcadians

_J Everyone

] Group One

| SalesReps

Enter new group name + ADD

[ Require all groups

Select groups from the left to add
to the role's members

CANCEL ‘ APPLY
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Assigning roles to user groups

2. There are several options for adding groups to role membership:

Search

If you have along list of groupsin the Members section, use the Search box to match group names, select
them from the sub-list, and then click Add to move them to the right side of the modal window. Click Apply.

Role Assignment

Role Assignment

Members Members
0| a ! o
:
Select All Select groups from the left to add Select All Select All
Arcadians SalesReps
SalesReps >
Enter new group name Enter new group name
CANCEL APPLY CANCEL APPLY
Select

In the Members section, select the groups to assign to the role and click Add to move them to the right side of

the modal window. Click Apply.

Role Assignment

Role Assignment

Members Members
Search Q Search Q
- -
Select All Select All Select All . Select All
e P
Administrators Everyone Administrators
Everyone Group One
Group One > SalesReps
SalesReps
Enter new group name Enter new group name
CANCEL APPLY CANCEL APPLY
Select All

To assign all groupsto Members, select All to get al group names, and then click Add to move them to the

right side of the modal window. Click Apply.
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Assigning rolesto user groups

Role Assignment

Members

Search

¥ Everyone

« Group One

¥ SalesReps

@ Administrators

¥ Arcadians

+ ADD

(<]

Select groups from the left to add
to the role's members

CANCEL APPLY

Role Assignment

Members

Search

+ ADD

ADD >>

Select All

Everyone
Group One
SalesReps
Administrators
Arcadians
CANCEL

Adding Externally Defined Users; LDAP Authentication

For convenience, the Role Assignment interface supports adding into the list of assignees user goups that are
not stored locally. For example, known groups available through L DAP authentication may be added in this

manner.

Enter the new group name, and click Add. After the new group name appears in the Members section, select it
and click Add to move the new group to the right side of the modal window. Click Apply.
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Assigning roles to user groups

Role Assignment

Members

Search

Available to select

Selected

Role Assignment

Members

Search

Available to select

m Selected

- q &
£ Select All Select groups from the left to add O Select All Select groups from the left to add
() Everyone to the role's members O Everyone to the role's members
J Group One O Group One
O salesReps (] SalesReps
[ Administrators O Administrators
O Arcadians () Arcadians
NewestGroup Enter new group name
Role Assignment
Members

Search Q

Available to select Selected

[ Select All [ Select All

) Everyone

O Group One

() SalesReps

O Administrators

) Arcadians

Enter new group name

* Remove

Role Assignment

Members

Search

Available to select

Enter new group name

Selected
[« O Select All
¥ Everyone

@ Group One

[# SalesReps

) Administrators
() Arcadians

¥ NewestGroup

APPI

= lo SalesReps

Role Assignment
Members
Search

Available to select

O select All

() Everyone
O Group One

) NewestGroup

Enter new group name

Selected
O Select All

) Administrators

O Arcadians

APP|

The list of groups assigned to the role appearsin the Role: Administrators Only interface, under the Members tab.
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Assigning multiple roles to multiple users

3. Click Save. A confirmation of role update appears briefly on the screen.

A ARCADIA DATA ' S DATA &~ HELP » & Administrato

Roles / Role Detail

~ole: Administrators Only

Caoe [ omen

Name Administrators Only

Description Full Administrator Privileges over all domains

Privileges & Members

& Users s Groups Require all groups | EDIT GROUP(S)

Username First Name Last Name Group Name

Administrators

Arcadians

Assigning multiple roles to multiple users

About this task

In this article, we demonstrate how to add multiple users to multiple roles in the Users interface. We are using
existing roles Test Role 1 and View Only.

To assign multiple usersto existing roles, follow these steps:

Procedure

1. Onthe main navigation bar, click, the Gear icon.
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Assigning multiple roles to multiple users

2. Inthe drop-down menu, click Users & Groups.

# S5Set Homepage
¢ = JobStatus

| Site Administration:

| Activity Log

& Users & Groups I
& Manage Roles

4, Manage APl Keys

&= Email Templates

& Custom Styles
& Custom Colors
I Custom Dates
I [a] Static Assets
of Site Settings

The Manage Users & Groups interface appears, open on the Users tab.

3. Select the users that you want to assign to roles. We used CArepl, CArep2, NVrepl, ORrepl, and WArepl.

[\ ARCADIA DATA

Activity Log Users & Groups Manage Roles Manage API Keys Email Templates Custom Styles

Manage Users & Groups

I & NEW USER ” & NEW GROUP ‘

& Users iF Groups

I+ADU TO GROUP ~ | <+ ADD TO ROLES ~ | @ DELETE

(] Username Permissions Date Joined Last Login

01 admin Admin 2 years ago a year ago
Administrator Admin ayear ago 20 days ago
ArcadiaAdmin Admin 2 months ago 2 months ago
ArcadiaUser Normal 2 years ago 7 months ago

@ CArepl Normal ayear ago a year ago

@  CArep2 Normal a year ago a year ago
NormalUser Normal 2 months ago 2 months ago

@  NVrepl Normal ayear ago ayear ago

«  ORrepl Normal a year ago a year ago
SimpleUser Normal 7 months ago 7 months ago

¥  WArepl Normal a year ago a year ago

Showing 1 to 11 of 11 entries

Member of Group(s)
Administrators
Administrators

Administrators

SalesReps

SalesReps

SalesReps

SalesReps

SalesReps

Custom Colors

Roles

Test Role 1, Administrators Only
Test Role 1, Administrators Only

Test Role 1, Administrators Only

TestRole 1

Test Role 1

Test Role 1

Custom Dates Static Assets Site Settings

Status

AT N RN T T T T T T Y
B 8 5 82 8B B B B B B B
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Assigning multiple roles to multiple users

4. Click Addto Roles.

[\ ARCADIA DATA

Activity Log Users & Groups Manage Roles Manage API Keys Email Templates Custom Styles Custom Colers Custom Dates Static Assets Site Settings

Manage Users & Groups

I & NEW USER ” & NEW GROUP ‘

& Users & Groups

[+ 40D T0 GROUP ]| + ADD TO ROLES ~ |} DELETE |

0L issi Date Joined Last Login Member of Group(s) Roles Status
©1  admin Admin 2 years ago ayear ago Administrators Test Role 1, Administrators Only n &S o
) Administrator Admin ayearago 20 days ago Administrators Test Role 1, Administrators Only n & o
(]  ArcadiaAdmin Admin 2 months ago 2 months ago Administrators Test Role 1, Administrators Only n & o
() ArcadiaUser Normal 2 years ago 7 months ago Test Role 1 [ 4] S o
@ CArepl Normal ayear ago ayear ago SalesReps 4] |
@  CArep2 Normal ayearago ayearago SalesReps n & o
) NormalUser Normal 2 months ago 2 months ago Test Role 1 & o
#  NVrepl Normal ayear ago a year ago SalesReps u & o
@  ORrepl Normal ayear ago a year ago SalesReps u & o
SimpleUser Normal 7 months ago 7 months ago Test Role 1 n & o
- Normal ayearago ayearago SalesReps n & o

Showing 1to 11 of 11 entries

5. Inthe drop-down menu, select the roles you plan to assign to the selected users, and click Save.
We used theroles Test Role 1 and View Only.

[+ ADD TO GROUP ~ | 4 ADD TO ROLES = | @ DELETE | [+ ADD T0 GROUP ~ | + ADD TO ROLES | & DELETE | + ADD TO GROUP ~ | + ADD TO ROLES v | 1 DELETE |
~1 Administrators Only ~J Administrators Only | Administrators Only
") Test Role 1 I Test Role 1 # Test Role 1
] View Only > # View Only > « View Only

Save Save

Results

Note the changes to the information in the Users interface.
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Deleting roles

[\ ARCADIA DATA

Activity Log Users & Groups Manage Roles Manage API Keys Email Templates Custom Styles Custom Colors Custom Dates Static Assets Site Settings
Manage Users & Groups
I & NEW USER ” & NEW GROUP ‘
& Users & Groups
+ ADD TO GROUP = | + ADD TO ROLES | @ DELETE
o0 Permi Date Joined Last Login Member of Group(s) Roles Status
) admin Admin 2 years ago a year ago Administrators Test Role 1, Administrators Only n rs
)  Administrator Admin ayear ago 20 days ago Administrators Test Role 1, Administrators Only n rd
()  ArcadiaAdmin Admin 2 months ago 2 months ago Administrators Test Role 1, Administrators Only n rd
() ArcadiaUser Normal 2 years ago 7 months ago Test Role 1 n &
)  CArep1 Normal ayear ago a year ago SalesReps Test Role 1, View Only n rd
(] CArep2 Normal ayear ago a year ago SalesReps Test Role 1, View Only n rd
) NormalUser Normal 2 months ago 2 months ago Test Role 1 &
(] NVrepl Normal ayear ago a year ago SalesReps Test Role 1, View Only n rs
(]  ORrepl Normal ayear ago a year ago SalesReps Test Role 1, View Only n &
] SimpleUser Normal 7 months ago 7 months ago Test Role 1 n &
I"‘ WArep1 Normal ayear ago ayear ago SalesReps Test Role 1, View Only I n &

Showing 1to 11 of 11 entries

Deleting roles

Deleting a previously defined role in Role Based Access Control system isvery simple.

About this task

E Note: Thisfeatureis only available to users with Manage roles and users privileges.

B 8 8B B B B B 8 8 85 B

The following steps demonstrate how to add or change privileges defined for a specific role. We are using Test Role

1, previously defined in Creating new roles.

Procedure




Deleting roles

3. Inthe Rolesinterface, next to the role to delete, click the Trashcan icon.

/\ ARCADIA DATA VISUALS  DATA &~ HELP ~ & admin ~
Roles
Role / Description Components Users Groups
Analyst &
Data Admin &S o
Test Role 1 &S i
Testing role creation
Test Role 2 S W d
Visual Consumer & W

4. Inthe Delete Confirmation modal window, click Delete.

Are you sure you want to delete
selected role?

Cancel
)

Related Information
Creating new roles
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