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What's new in Cloudera Data Warehouse Private Cloud?

This section lists major features and updates for the Cloudera Data Warehouse (CDW) service in CDP Private Cloud.

April 28, 2021
This release of Cloudera Data Warehouse (CDW) service on CDP Private Cloud introduces the new features and
improvements that are described in this topic.

New features

• Support for Red Hat OpenShift version 4.6
• Low resource hardware requirements mode for OpenShift environments: In this release, you can deploy CDW

Private Cloud using fewer nodes, memory, and processors to get the functional benefits of CDW on Private Cloud.
For details, see Get started with OpenShift low resource mode requirements.

Note:  Cloudera recommends that you use the Low Resource Mode option for proof of concept (POC)
purposes only. This feature is not recommended for production deployment.

• Impala Virtual Warehouses now support ACID reads on ORC tables: Impala Virtual Warehouse users can now
run SQL queries on ORC ACID tables.

• Hive ACID compaction fixes: Multiple stability fixes have been made to increase the efficiency of Hive ACID
compaction operations.

Behavioural changes

• New hardware requirements for standard resource mode: For details, see Get started with OpenShift standard
resource mode requirements
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• Custom service accounts can be used when installing CDP Private Cloud 1.2 with the following limitations and
workarounds:

• Limitation (DWX-6845): Demo data fails to load.
• Limitation (DWX-6954): Only Hue is supported as the SQL editor for both Hive and Impala Virtual

Warehouses.
• Workaround (DWX-5941, DWX-7152): When you use custom service accounts during CDP Private Cloud 1.2

installation, you must add the custom service account users to the HDFS, HBase, and Hadoop SQL services
using the Ranger Admin Web UI in Cloudera Manager:

1. In Cloudera Manager, select  RangerRanger Admin Web UI  to launch the Service Manager page.
2. In the Service Manager page, select the edit icon for HDFS to edit the service:

a. In the Add New Configurations region of the Edit Service page, add the custom HDFS service account
user to the Value listed for the following parameters:

tag.download.auth.users

policy.download.auth.users

Make sure you separate user names with a comma.

For example:

b. Click Save to save your changes and return to the Service Manager page.
3. On the Service Manager page, click the edit icon for HBASE to edit the service:

a. In the Add New Configurations region of the Edit Service page, add the custom HBase service account
user to the following configuration parameters:

policy.grantrevoke.auth.users

tag.download.auth.users

policy.download.auth.users

Separate user names with a comma.

For example:
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b. Click Save to save your changes and return to the Service Manager page.
4. In the Service Manager page, under HBASE, click the cm_hbase link to navigate to the configuration page

for cm_hbase policies:

5. On the cm_hbase Policies page, click the edit icon for the all-table, column-family, column policy and add
the custom HBase service account user to this policy:

6. Click Save to save your changes and navigate back to the Service Manager page.
7. In the Service Manager page, click the edit icon for HADOOP SQL to edit the service:

a. In the Edit Service page, scroll down to the Add New Configurations region and add the custom Impala
and Hive service account users, separating user names with commas, to the following configuration
parameters:

tag.download.auth.users

policy.download.auth.users

policy.grantrevoke.auth.users

6



Release Notes What's new in Cloudera Data Warehouse Private Cloud?

b. To the policy.download.auth.users also add {USER}, separating user names with commas, to configure
access to your SQL editor.

c. Click Save to save your changes.

December 16, 2020
This release of Cloudera Data Warehouse (CDW) service on CDP Private Cloud introduces the new features and
improvements that are described in this topic.

This release of CDW Private Cloud contains the following features:

• Support for Red Hat OpenShift version 4.5.
• Support for OpenLDAP in addition to Microsoft Active Directory LDAP.
• CDW endpoints on OpenShift clusters are now secured with TLS.

Tip:  If you copied a URL to configure a connection in CDW Private Cloud 1.0, you must re-copy
the new TLS-enabled URL in CDW Private Cloud 1.1. For example, you might have copied a URL to
configure a connection in Data Analytics Studio, Hue, the JDBC URL, or a URL to connect with Impala
shell. For information about managing Virtual Warehouse endpoints see, SSL-enabled client endpoints.
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• Alerts have been added for the CDW service in the Management Console Dashboard to monitor the service health
in terms of resource usage, network/security issues, and pod issues:

1. Navigate to  Management ConsoleDashboardData Warehouse , and click the arrow adjacent to the alert to
expand it:

2. After expanding the alert, there are multiple options for troubleshooting. For example, in this KubeJobFailed
alert for Data Warehouse, you can review the event in RedHat OpenShift Console, select the diagnostic bundle
link to download logs, or click View More Details to launch the Grafana dashboard for this issue:
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August 17, 2020
This release of Cloudera Data Warehouse (CDW) service on CDP Private Cloud introduces the new features and
improvements that are described in this topic.

This is the first release of CDW service Private Cloud. It contains the following features:

• "Noisy neighbor" prevention achieved through workload isolation.
• Hive and Impala Virtual Warehouses with concurrency, auto-scaling, and auto-suspend features.
• Data Analytics Studio (DAS) and Hue SQL to support querying and analysis.
• On-premises LDAP integration and SSL with PostgreSQL.
• Grafana monitoring dashboards for Hive and Impala.
• Diagnostics and log collection.
• Separate compute and storage on-premises.
• Improved CPU and memory utilization across the data warehousing apps.
• A central console from which you can secure and govern your data across data warehouses.

For an overview of CDW service Private Cloud and how to get started with CDW Private Cloud see Private cloud
support and Getting Started with OpenShift requirements.

Known issues and limitations in Cloudera Data
Warehouse Private Cloud

This section lists known issues and limitations that you might run into while using the Cloudera Data Warehouse
(CDW) service in CDP Private Cloud.

General known issues
This topic describes the general platform-wide known issues for Cloudera Data Warehouse (CDW) Private Cloud.
DWX-7301: LDAP Group Sync is not supported by CDW Private Cloud 1.2

Problem: Ranger group-based policies are not supported by CDW because the LDAP group
mappings cannot be fetched by CDW.

Workaround: None available.

DWX-6736: Ranger KMS on the CDP base cluster not supported

Problem: Queries fail on Hive Virtual Warehouses if the CDP Base cluster contains Ranger KMS.

Workaround: None available.

DOCS-7431: LDAP limitations in CDW Private Cloud Virtual Warehouses

Problem: CDW Private Cloud workloads in Hive, Impala, Hue, and Data Analytics Studio (DAS)
use simple bind authentication without filters. However, Management Console control plane uses
search bind.

Workaround: CDW Workloads use the LDAP Bind User field as the user bind pattern after
replacing the user name with the pattern string. The workload users should be under the same sub-
tree as the LDAP bind user.

DWX-5496: If Cloudera Manager truststore or the external database/vault is updated, CDW
environment activation fails

Problem: If you have activated environments in CDW Private Cloud 1.1 and you update the
Cloudera Manager truststore or the external database/vault truststore, you must update all of your
CDW Private Cloud components or environment activation fails in CDW Private Cloud 1.1.

For example, you might perform truststore updates for the following use cases:
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• To rotate the database certificate.
• To add a new CA certificate for a secure connection to an external vault.
• To rotate the Cloudera Manager certificate.

For information about these tasks, see Updating TLS certificates in the Management Console
documentation set.

Workaround: If any of these scenarios apply to your deployment, perform the following steps to
make sure you can activate CDW environments for Database Catalogs and Virtual Warehouses in
CDW Private Cloud 1.1:

1. In CDW Private Cloud 1.1, delete or remove all existing Virtual Warehouses.
2. Back up all the corresponding metadata or DDL to ensure you can recreate the objects contained

in your Database Catalogs. Also back up your table data.

Important:  Backup of corresponding metadata or DDL is mandatory for custom
Database Catalogs, but it is also highly recommended for the default Database
Catalog as well.

3. Delete or remove all existing Database Catalogs except the default Database Catalogs.
4. Deactivate the environment in CDW. To deactivate an environment, navigate to the environment

tile and click the deactivate icon . Follow the prompts to deactivate the environment.
5. Update the certificate in the Management Console UI.
6. In the CDW UI, reactivate the environment.
7. Recreate the non-default Database Catalogs.
8. Recreate the Virtual Warehouses.

After you perform these steps, you can use your Virtual Warehouses in CDW Private Cloud 1.1
with the updated truststore. For more information about managing SSL-enabled client endpoints in
CDW Private Cloud, see SSL-enabled client endpoints.

Known issues on OpenShift cluster environments
This topic describes the OpenShift cluster environment known issues for Cloudera Data Warehouse Private Cloud.
DWX-4723: HTTP 504 Gateway timeout error returned when you delete an environment

Problem: When a CDW Private Cloud environment is deleted in the CDW Private Cloud UI, an
HTTP 504 Gateway timeout error can be returned.

Workaround: Using the OpenShift CLI, increase the route timeout to 60s on the OpenShift cluster:

oc annotate route <route-name> --overwrite haproxy.router.openshi
ft.io/timeout=60s

For more information about setting this timeout, see the OpenShift documentation.

Known issues in Database Catalogs
This topic describes the Database Catalog known issues for Cloudera Data Warehouse Private Cloud.
DWX-4534: Default Database Catalog fails to start when Hive metastore on base cluster does not use
PostgreSQL database

In CDW Private Cloud version 1.1, you must use a PostgreSQL database for your Hive metastore
on the base cluster. For more information, see Base cluster database requirements for CDW Private
Cloud.

DWX-5247: Database Catalog managed tables location points to incorrect directory
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Problem: Default Database Catalogs that are created with the CDW Private Cloud UI point to an
incorrect directory location for managed tables.

Workaround: To correct this, perform the following steps:

1. Using Data Analytics Studio (DAS), run a DESCRIBE statement to check the default database
MANAGEDLOCATION setting:

DESCRIBE database default;

DB_NAME   COMMENT                 LOCATION                    
       MANAGEDLOCATION                 more…
default   Default Hive database   hdfs://ns1/warehouse/dwx- m
ore...  hdfs://ns1/user/hive/warehouse  more…
               

Note the HDFS URL because you will need it to correct the setting in Step 3.
2. Still using DAS, run the following query to get the correct path for the default database:

SET hive.metastore.warehouse.dir;

Result:
hive.metastore.warehouse.dir=/warehouse/dwx-impala7b096/wareh
ouse-1597085504-cv4b/warehouse/tablespace/managed/hive

Note that this path does not include the HDFS URL that you obtained in Step 1.
3. A user with ALTER privileges on the default database sets the database's MANAGEDLOCAT

ION using the following elements from previous steps:

• HDFS URL from Step 1: hdfs://ns1…
• Results returned by the SET statement used in Step 2: …/warehouse/dwx-impala7b096/ware

house-1597085504-c4b/warehouse/tablespace/managed/hive

ALTER DATABASE default SET MANAGEDLOCATION 'hdfs://ns1/wareh
ouse/dwx-impala7b096/warehouse-1597085504-cv4b/warehouse/tab
lespace/managed/hive';

Known issues in Hive Virtual Warehouses
This topic describes the Hive Virtual Warehouse known issues for Cloudera Data Warehouse (CDW) Private Cloud.
DWX-8048: Unable to fetch LDAP user group on Hive Virtual Warehouses

Problem: LDAP group mapping resolution is configured incorrectly for Hive. This can cause
authorization problems, and you may see the following error in the HS2 logs: "Failed to get groups
 for user".

Workaround: Edit the StatefulSet of the Hive Virtual Warehouse as follows:

1. SSH into the Kubernetes cluster.
2. Edit StatefulSet as follows:

kubectl edit statefulset hiveserver2 -n
[***VIRTUAL-WAREHOUSE-ID***]

3. Search for the following string:

if [[ $LDAP_URL == ldaps* ]] ; then
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4. Add the following command before the if [[ $LDAP_URL == ldaps* ]] ;     then line:

export LDAP_URL=$(xmllint --xpath "//LDAPConfig/ldap_url/tex
t()" /mnt/config/current/ldap.xml); echo LDAP_URL=$LDAP_URL;

5. Search for the following string:

-set hadoop.security.group.mapping.ldap.ssl.keystore

6. Replace the -set hadoop.security.group.mapping.ldap.ssl.keystore string with the following:

-set hadoop.security.group.mapping.ldap.ssl.truststore

7. Search for the following string:

-set hadoop.security.group.mapping.ldap.ssl.keystore.password

8. Replace the -set     hadoop.security.group.mapping.ldap.ssl.keystore.password string with the
following:

-set hadoop.security.group.mapping.ldap.ssl.truststore.passw
ord

9. Search for the following command:

/usr/local/bin/config-merger /opt/impala/conf/core-site.xml /
mnt/config/current/ldap.xml /opt/impala/conf/core-site.xml

10. Add the following flags next to the related flags:

-wf2 ldap.user.search.base \
...
-map ldap.user.search.base=hadoop.security.group.mapping.ld
ap.base \
-map ldap.user.search.base=hadoop.security.group.mapping.ldap.
userbase \
...
-map ldap.group.search.base=hadoop.security.group.mapping.lda
p.groupbase \

11. Save the changes and exit.

DWX-7142: Hive Virtual Warehouses return an out-of-memory error when accessing Ozone

Problem: When Hive Virtual Warehouses access Ozone storage, an out-of-memory error message is
returned.

Workaround: None.

DWX-6234: WAIT TIME seconds cannot be set to "0" in the Hive Virtual Warehouse UI

Problem: The slider that can be used to set WAIT TIME in the Hive Virtual Warehouse UI displays
a range from 0 to 1000, but if you set it to 0, the UI automatically changes it to 60.

Workaround: None.

DWX-6241: "Run Autoscaling Demo" option fails

Problem: When you select the Run AutoScaling Demo menu option on Hive Virtual Warehouses, it
fails to cause the Virtual Warehouse to auto-scale.

Workaround: Add the owner of the database or the tables as a user with read or read/write access to
the tables directly in the Autoscaling Demo.

DWX-6163: SHOW TABLES command does not produce a list of tables that are owned by the current
user
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Problem: When you run the SHOW TABLES command against a Hive Virtual Warehouse, tables
are only returned if you have explicit read or read/write access to the table, or if you belong to a
group that has read or read/write access. If you only have access to the tables because you are the
owner of the objects, you can query the table content, but the table names do not appear in the
SHOW TABLES command output.

Workaround: Add the owner of the database or the tables as a user with read or read/write access to
the tables directly.

DWX-4703: Using UDFs and custom JARs are not supported

Problem: In the 1.1 release of Cloudera Data Warehouse Private Cloud, using UDFs and custom
JARs are not supported on Hive Virtual Warehouses.

Workaround: none

DWX-4842: Entities are not being created in Atlas

Problem: Base clusters that are using Java 11 might be using truststores in PKCS12 format.
Currently, Hive Virtual Warehouses on CDW Private Cloud only supports truststores in JKS format.
This prevents the entities from being created in Atlas.

Workaround: Using the keytool, convert the PKCS12 truststore in the base cluster to a JKS
truststore.

DWX-5241: Intermittent query execution failures

Problem: Query execution might fail producing return code 2 from   org.apache.hadoop.hive.ql.ex
ec.tez.TexTask with multiple Vertex class errors.

Workaround: To address this issue set either of the following properties to false at the session-level:

SET hive.mapjoin.optimized.hashtable=false;

-Or-

SET hive.optimize.scan.probedecode=false;

Known issues in Impala Virtual Warehouses
This topic describes the Impala Virtual Warehouse known issues for Cloudera Data Warehouse Private Cloud.
Impala Virtual Warehouses might produce an error when querying transactional (ACID) tables

Problem: If you are querying transactional (ACID) tables with an Impala Virtual Warehouse and
compaction is run on the compacting Hive Virtual Warehouse, the query might fail. The compacting
process deletes files and the Impala Virtual Warehouse might not be aware of the deletion. Then
when the Impala Virtual Warehouse attempts to read the deleted file, an error can occur. This
situation occurs randomly.

Workaround: Run the INVALIDATE METADATA statement on the transactional (ACID) table
to refresh the metadata. This fixes the problem until the next compaction occurs. For information
about running this statement, see INVALIDATE METADATA statement.

DWX-8048: Unable to fetch LDAP user group on Impala Virtual Warehouses

Problem: LDAP group mapping resolution is configured incorrectly for Impala. This can cause
authorization problems, and you may see the following error in the Impala logs: "Failed to get gr
oups for user".

Workaround: Edit the StatefulSet of the Impala Virtual Warehouse as follows:

1. SSH into the Kubernetes cluster.
2. Edit StatefulSet as follows:

kubectl edit statefulset coordinator -n
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[***VIRTUAL-WAREHOUSE-ID***]

3. Search for the following string:

-set hadoop.security.group.mapping.ldap.ssl.keystore

4. Replace the -set hadoop.security.group.mapping.ldap.ssl.keystore string with the following:

-set hadoop.security.group.mapping.ldap.ssl.truststore

5. Search for the following string:

-set hadoop.security.group.mapping.ldap.ssl.keystore.password

6. Replace the -set     hadoop.security.group.mapping.ldap.ssl.keystore.password string with the
following:

-set hadoop.security.group.mapping.ldap.ssl.truststore.passw
ord

7. Save the changes and exit.

Known issues in Hue
This topic describes the Hue known issues for Cloudera Data Warehouse Private Cloud.

There are no known issues.
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