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Asthe administrator for your AWS environment, ensure that the environment meets the requirements for Cloudera on
cloud and Cloudera Data Flow. Then set up your AWS cloud credential and register the environment.

Follow the steps to ensure that your AWS environment meets the Cloudera and Cloudera Data Flow requirements:

« Review the Cloudera AWS account requirements. The link isin the Related information section below.
» Verify that your AWS account for Cloudera has the required resources.
* Verify that you have the permissions to manage these resources.

» Verify that the following services are available in your environment for Cloudera Data Flow to use:

*  Network — Amazon VPC
e Compute — Amazon Elastic Kubernetes Service (EKS)
» Load Balancing — Amazon ELB Classic Load Balancer
* Persistent Instance Storage — Amazon Elastic Block Store (EBS)
» Database — Amazon Relational Database Service (RDS)
» Determine your networking option:

e Useyour own VPC
* Allow Clouderato create a VPC

To understand each option, see: Cloudera Data Flow Networking. The link isin the Related information section
below.

* Regions:
» Sdlect a Cloudera on cloud-supported region that also includes the AWS Elastic Kubernetes Service (EKS).

For more information, see: Cloudera Supported AWS regions and the Region Table in AWS Regional Services.
The links are in the Related information section below.

* Ports and outbound network access:

« Review the port requirements for the Cloudera default security group. See: Cloudera Management Console -
Security groups. Thelink isin the Related information section below.

« Configure portsfor NiFi to access your source and destination systems in the data flow.

« If youareusing afirewall or a security group setting to prevent egress from the workspace, you must ensure
that the outbound destinations required by Cloudera Data Flow are reachable. For more information, see
Outbound network access destinations for AWS The link isin the Related information section below.

« |f the egressis blocked to these URL s, then autoscaling fails to pull new images and the instances will have
broken pods.

Follow the recommended and minimum required security group settings by AWS. For more information, see
Amazon EKS security group considerations. The link isin the Related information section below.

Create arole-based AWS credential that allows Cloudera on cloud to authenticate with your AWS account and
has authorization to provision AWS resources on your behalf. Role-based authentication uses an IAM role with an
attached |AM policy that has the minimum permissions required to use Cloudera.

To set up an AWS Cloud credential, see Creating a role based provisioning credential for AWS. Thelink isin the
Related information section below.
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After you have created this |AM policy, register it in Cloudera as a cloud credential. Reference this credential when
you register an AWS environment in Cloudera environment as described in the next step.

A Cloudera user must have the PowerUser role in order to register an environment. An environment determines the
specific cloud provider region and virtual network in which resources can be provisioned, and includes the credential
that should be used to access the cloud provider account.

To register an AWS environment in Cloudera on cloud, see Cloudera AWS Environments.

Cloudera Data Flow networking in AWS

Clouderaon cloud

Cloudera on cloud supported AWS regions

AWS Regional Services

Cloudera Management Console

Amazon EKS security group considerations

Creating arole based provisioning credential for AWS
Clouderaon cloud

Outbound network access destinations for AWS

Cloudera Data Flow supports different networking options depending on how you have set up your VPC and subnets.
If you want Cloudera Data Flow to use specific subnets, make sure that you specify them when registering a Cloudera
environment.

If you specified amix of public and private subnets during environment registration, Cloudera Data Flow by default
will provision the Kubernetes nodes in the private subnets. For Cloudera Data Flow to work, the private subnets
reguire outbound internet access. This can be achieved by configuring NAT gateways in separate public subnets
and making sure that outbound internet traffic is routed viathe NAT gateway. The VPC you are using must have
an Internet Gateway set up which ultimately provides internet access to the public subnets. Following this approach
allows the Cloudera Data Flow services running on Kubernetes nodes in your private network to connect to the
internet while also preventing inbound connections from the internet.

Y ou can configure Cloudera Data Flow to either use a private or public load balancer to allow users to connect to
flow deployments. Using a private load balancer is possible when your Cloudera environment contains at least two
private subnets. When you are using a private load balancer, you need to ensure connectivity between the client
network from where your users are initiating connections and the private subnetsin your VPC. Thisistypically done
by setting up VPN access between the private subnetsin AWS and the corporate network.

If you want to allow users to connect to flow deployments from the internet you can use the public load balancer
option. This option will provision public load balancers in public subnets allowing your usersto connect to flow
deployments without the need to set up VPN connectivity between the private subnets and your corporate network.

Important: Clouderarecommends that you either use afully private deployment in private subnets with
private load balancers or amix of private subnets with a public load balancer. Cloudera does not recommend
provisioning Cloudera Data Flow in public subnets.

The image below represents afully private deployment where Kubernetes nodes and load balancers are deployed in
the private subnets.
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If you choose to use your own VPC, verify that it meets the minimum requirements and review Clouderas
recommended setup.

VPCs can be created and managed from the VPC console on AWS. For instructions on how to create anew VPC on
AWS, refer to Create and configure your VPC in the AWS documentation.

Verify that your VPC meets the following requirements and recommendations:
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» Cloudera Data Flow requires at least two subnets, each in adifferent Availability Zone (AZ). If you require a
public endpoint for Cloudera Data Flow, provision at least one public subnet.

« Ensurethat the CIDR block for the subnetsis sized appropriately for each Cloudera Data Flow environment. Y ou
must have enough 1Ps to accommodate:

e The maximum number of autoscaling compute instances.
* A fixed overhead of 48 |P addresses for three instances for core Cloudera Data Flow services.
* You must enable DNSfor the VPC.

» Provision two subnets, each in adifferent Availability Zone (AZ).

» If you do not require a public endpoint, use two private subnets.
» If you require a public endpoint, use one private subnet and one public subnet.

» Private subnets should have routable IPs over your internal VPN. If IPs are not routable, private Cloudera Data
Flow endpoints must be accessed viaa SOCKS. Thisis not recommended.

» Tagthe VPC and the subnets as shared so that Kubernetes can find them. Also, for load balancersto be able to
choose the subnets correctly, you must tag either the private or public subnets.

A tagin AWS consists of akey and avalue.
» Totag private subnets, enter kubernetes.io/role/internal-elb for the key and 1 for the value.

¥ Tags - optional

Key Value - optional

Q. kubernetes.io/role/internal-elb X Q 1 X Remove

Add new tag

You can add 48 more tags.

« Totag public subnets, enter kubernetes.io/role/elb for the key and 1 for the value.
¥ Tags - optional

Key Value - optional
Q, kubernetes.io/role/elb X Q 1 X Remove
‘ Add new tag

You can add 48 more tags.

Note: Theload balancer must be on a public subnet for access to Cloudera Data Flow. By default, if they are
available, Cloudera Data Flow will configure the EKS to run on private subnets.

VPC Console on AWS
Create and configure your VPC

Y ou can choose to create a VPC through Cloudera.

If you choose to create a VPC through Cloudera, three subnets will be automatically created.
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Cloudera Data Flow Limitations on AWS

Y ou will be asked to specify avalid CIDR in IPv4 range that will be used to define the range of private |Ps for EC2
instances provisioned into these subnets.

For more information, see the AWS documentation Amazon EKS - Cluster VPC Considerations and Creating a VPC
for your Amazon EKS Cluster. The links are in the Related information section below.

Amazon EKS - Cluster VPC Considerations
Creating a VPC for your Amazon EKS Cluster

Review the default AWS service limits and your current AWS account limits.

By default, AWS imposes certain default limits for AWS services for each user account. Make sure you review your
account's current usage status and resource limits before you start provisioning additional resources for Cloudera and
Cloudera Data Flow.

For example, depending on your AWS account, you may only be allowed to provision a certain number of EC2
instances. Be sure to review your AWS service limits before your proceed.

For more information, see the AWS documentation: AWS Service Limits and Amazon EC2 Resource Limits.
Cloudera Data Flow environments have the following resource limits on AWS:

» Certificate creation (for TLS) uses LetsEncrypt which islimited to 2000 certs/week. As such, asingle tenant in
Cloudera can create a maximum of 2000 flows per week.

AWS Service Limits
Amazon EC2 Resource Limits
ENI Max Pods

Customers with strict security policies beyond what the default Cloudera cross-account policy permits can enable
Cloudera Data Flow for a Cloudera environment with more restricted |AM policies. To do so, an administrator must
attach the Compute Restricted |AM policy with the cross-account role associated with the Cloudera environment.

Cloudera Data Flow uses AWS |AM write permissions to create/del ete Roles and Instance Profiles. If due to security
reguirements you cannot provide IAM write permission in the role' s policy, you can set up static pre-created roles
and an instance profile. Cloudera Data Flow makes use of these static pre-created roles and instance-profile while
provisioning the cluster.

Note: Cloudera Data Flow will only be able to use the pre-created Roles and Instance Profile if the
entittement LIFTIE_USE_PRECREATED_|AM_RESOURCESfor the tenant in useis set.
To enable Cloudera Data Flow with restricted IAM policies, perform the following tasks:

1. CreatethelAM Roles and Instance Profile pair.
2. Createtherestricted policies and attach them to the Cloudera cross-account role
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Enablethe LIFTIE_USE PRECREATED_|AM_RESOURCES entitlement and then create the lAM roles and instance
profile.

Confirm that the LIFTIE_USE_PRECREATED |IAM_RESOURCES entitlement is enabled for the tenant in
consideration.

1. Apply the following CloudFormation template to create the following:

¢ |AM role called cdp-eks-master-role
* |AM role and instance profile pair called cdp-liftie-instance-profile

AWETenpl at eFor mat Ver si on: 2010- 09- 09
Description: Creates Liftie | AMresources
Par anet ers:
Tel emet r yLoggi ngEnabl ed:
Description: Telenetry |logging is enabled
Type: String
Tel emet ryLoggi ngBucket :
Descri ption: Telenmetry |oggi ng bucket where Liftie logs will be store

Type: String
Tel emet r yKns Key ARN:
Description: KMS Key ARN For Tel enetry | oggi ng bucket.
Type: String
Default: ""
Tel emet ryLoggi ngRoot Di r:
Description: Telenetry |ogging root directory inside telenetry |ogg
i ng bucket used for storing |ogs.
Default: "cluster-|ogs"
Type: String
Condi ti ons:
Tel enmet r yLoggi ngEnabl ed:
Fn: : Equal s:
- {Ref: Tel enetrylLoggi ngEnabl ed}
- true
KMSKey ARNFor Tel enet r yLoggi ngBucket | sEnpty: !'Not [!Equals [!Ref Telenetry
KnmsKeyARN, ""]]
Resour ces
AWESer vi ceRol eFor AmazonEKS
Type: AWS: : | AM: Rol e
Properti es:
AssumeRol ePol i cyDocunent :
Version: 2012-10-17

St at enent :
- Effect: Alow
Pri nci pal :
Servi ce:
- eks. amazonaws. com
Acti on:

- sts:AssuneRol e
ManagedPol i cyAr ns:
- arn:aws:iam:aws: pol i cy/ AmazonEKSSer vi cePol i cy
- arn:aws:iam:aws: pol i cy/ AmazonEKSC ust er Pol i cy
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Rol eName: cdp-eks-nmaster-rol e
Nodel nst anceRol e:
Type: AWS: : | AM: Rol e
Properti es:
AssuneRol ePol i cyDocunent :
Version: 2012-10-17

St at enent :
- Effect: Alow
Pri nci pal :
Servi ce:
- ec2.anmzohaws. com
Acti on:

- sts: AssuneRol e
Path: "/"
ManagedPol i cyAr ns:
- arn:aws:iam:aws: pol i cy/ AmazonEKSWr ker NodePol i cy
- arn:aws:iam:aws: policy/ AmazonEKS_CNI _Policy
- arn:aws:iam:aws: policy/ AmazonEC2Cont ai ner Regi st r yReadOnl y
Rol eNanme: cdp-liftie-instance-profile
Pol i ci es:
- PolicyName: ssmrequired
Pol i cyDocunent :
Version: 2012-10-17
St at enent :
- Effect: Al ow
Acti on:
- ssm Cet Paraneters
Resour ce:
D ey
- PolicyName: cl uster-autoscaler
Pol i cyDocunent :
Versi on: 2012-10-17
St at enent :
- Effect: Allow
Acti on:
- autoscal i ng: Descri beAut oScal i ngG oups
- autoscal i ng: Descri beAut oScal i ngl nst ances
- autoscal i ng: Descri beTags
- autoscal i ng: Descri beLaunchConfi gurati ons
- autoscal i ng: Set Desi redCapaci ty
- autoscal i ng: Ter mi nat el nst ancel nAut oScal i ngG oup
- ec2: Descri beLaunchTenpl at eVer si ons
Resour ce:
B
- Pol i cyNanme: ebs-csi
Pol i cyDocunent :
Version: 2012-10-17
St at enent :
- Effect: Al ow
Acti on:
- ec2: Creat eSnapshot
- ec2: AttachVol une
- ec2: Det achVol une
- ec2: Modi fyVol unme
- ec2: Descri beAvail abi |l i tyZones
- ec2: Descri bel nst ances
- ec2: Descri beSnapshot s
- ec2: Descri beTags
- ec2: Descri beVol unes
- ec2: Descri beVol uneshMbdi fi cati ons
Resource: "*"
- Effect: Al ow
Acti on:
- ec2: CreateTags
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Resour ce:
"arn:aws: ec2: *:*:vol une/ *"
"arn:aws: ec2: *: *: snapshot/*"
Condi ti on:
Stri ngEqual s:
"ec2: Creat eActi on":
- CreateVol une
- CreateSnapshot
- Effect: Alow
Acti on:
- ec2: Del et eTags
Resour ce:
"arn:aws: ec2: *:*:vol une/*"
"arn:aws: ec2: *: *: snapshot/*"
- Effect: Alow
Act i on:
- ec2: Creat eVol une
Resource: "*"
Condi ti on:
StringLi ke:
"aws: Request Tag/ ebs. csi.aws. confcluster": "true"
- Effect: Allow
Acti on:
- ec2: Creat eVol une
Resource: "*"
Condi ti on:
StringLi ke:
"aws: Request Tag/ CSI Vol uneNange": "*"
- Effect: Alow
Acti on:
- ec2: Creat eVol une
Resource: "*"
Condi ti on:
StringLi ke:
"aws: Request Tag/ kubernetes.i o/ cluster/*": "owned"
- Effect: Alow
Acti on:
- ec2: Del et eVol une
Resource: "*"
Condi ti on:
St ringLi ke:
"ec2: Resour ceTag/ ebs. csi . aws. conf cl uster":
- Effect: Alow
Acti on:
- ec2: Del et eVol une
Resource: "*"
Condi ti on:
StringLi ke:
"ec2: Resour ceTag/ CSI Vol uneName": "*"
- Effect: Allow
Acti on:
- ec2: Del et eVol une
Resource: "*"
Condi ti on:
StringLi ke:
"ec2: Resour ceTag/ kubernetes. i o/ creat ed-for/ pvc/ nane":

"true"

[LIT]

- Effect: Allow
Acti on:
- ec2: Del et eSnapshot
Resource: "*"
Condi ti on:
StringlLi ke:
"ec2: Resour ceTag/ CSI Vol uneSnapshot Nanme": "*"
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- Effect: Al ow
Acti on:
- ec2: Del et eSnapshot
Resource: "*"
Condi ti on:
StringLi ke:
"ec2: Resour ceTag/ ebs. csi . aws. comf cl uster": "true"
- PolicyName: efs-csi
Pol i cyDocunent :
Version: 2012-10-17
St at enment :
- Effect: Alow
Acti on:
- elasticfilesystem Descri beAccessPoints
- elasticfilesystem DescribeFil eSystens
- elasticfil esystem Descri beMount Targets
Resource: "*"
- Effect: Alow
Acti on:
- elasticfil esystem Creat eAccessPoi nt
Resource: "*"
Condi ti on:
StringLi ke:
"aws: Request Tag/ ef s. csi . aws. confcluster”: "true"
- Effect: Al ow
Acti on:
- elasticfil esystem Del et eAccessPoi nt
Resource: "*"
Condi ti on:
Stri ngEqual s:
"aws: Resour ceTag/ ef s. csi . aws. comf cl uster": "true"
- HIf
- Tel enetrylLoggi ngEnabl ed
- PolicyName: telenetry-s3-1ist-bucket
Pol i cyDocunent :
Version: 2012-10-17
St at enment :
- Effect: Al ow
Acti on:
- s3: Li st Bucket
Resour ce:
- I'Sub "arn:aws:s3:::${Tel emetryLoggi ngBucket }'
- 1'Sub "arn:aws:s3:::${Tel emetryLoggi ngBucket }/ ${ Te
| enetrylLoggi ngRootDir}/*'
- I Ref ' AWS: : NoVal ue'
- 1If
- Tel enetrylLoggi ngEnabl ed
- PolicyName: telenmetry-s3-read-wite
Pol i cyDocunent :
Versi on: 2012-10-17

St at enent :
- Effect: Alow
Acti on:
- s3:*(bj ect

- s3: Abort Mul ti part Upl oad
- s3: Get Bucket Acl
Resour ce:
- I'Sub "arn:aws:s3:::${Tel enetrylLoggi ngBucket }'
- I'Sub "arn:aws:s3:::${Tel enetrylLoggi ngBucket }/ ${ Tel em
etryLoggi ngRootDir}/*'
- I'Ref ' AWS: : NoVal ue'
- HIf
- KMBKeyARNFor Tel enet ryLoggi ngBucket | sEnpt y
- PolicyName: s3-kns-read-wite-policy

12



Cloudera Data Flow AWSrrestricted policies

Pol i cyDocunent :
Version: 2012-10-17
St at enent :
- Effect: Allow
Acti on:
- kms: Decrypt
- kms: Gener at eDat aKey
Resour ce:
- 1Sub ${Tel ermet r yKnsKey ARN}
- I Ref ' AWS: : NoVal ue'
- Pol i cyName: cali co-cni
Pol i cyDocunent :
Version: 2012-10-17

St at enent :
- Effect: Alow
Act i on:
- ec2: Modi fylnstanceAttri bute
Resour ce:
nan
Condi ti on:
Stri ngEqual s:

"ec2: Attribute": "SourceDest Check"
Nodel nst anceProfi | e:

Type: AWS: : | AM : I nstanceProfile
Properties:

Pat h: /

I nstanceProfil eNane: cdp-liftie-instance-profile

Rol es:

- ' Ref Nodel nst anceRol e

2. Inthe AWS console Cloudformation wizard, provide values for the following properties:

« Stack Name: Provide an appropriate name. Example: compute-precreated-roles-and-instanceprofile)

« TelemetryL oggingBucket: Name of the log bucket. Example: compute-logging-bucket

« TelemetryLoggingEnabled: Set it to true.

* TelemetryLoggingRootDir: Verify that it is set to the default value cluster-logs.

«  TelemetryKM SKeyARN: If the telemetry bucket is encrypted, specify the KMS Key ARN. The default value
isnull.

CloudFormation Stacks Create stack

Specify stack details

Specify template

Stap 2 Stack name
Specify stack details

Stack name

compute-precreated-roles-and-instanceprofile

Parameters

TelemetrylLoggingBucket
cnmpu.te-ll.ogg-;'.g.- nucllaet

TelemetryLoggingEnabled
true I . -

TelemetryLoggingRootDir

cluster-logs

Cancel Previous m
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3. Onthelast pagein the wizard process, click the | acknowledge... checkbox to allow creation of IAM resources
with special names.

b Quick-create link

Capabilities

(@ The following resource(s) require capabilities: [AWS::1AM::Role]

This template contains |dentity and Access Management (IAM) resources. Check that you want to create each of these resources and that they have
the minimum required permissions. In addition, they have custom names. Check that the custom names are unique within your AWS
account. Learn more

| acknowledge that AWS CloudFormation might create 1AM resources with custom names.

Cancel Previous Create change set | m

4. Click Create stack.

Results
On the Cloudformation Resour ces tab, you find the precreated role and instance profile.

Delete Update Stack actions ¥ Create stack W
compute-precreated-roles-and-instanceprofile
Stack info Events Resources Outputs Parameters Template Change sets
Resources (3
’ c
Q ®
Logical ID - Physical ID v Type v Status v Status reason
AWS5e RoleForAma,
fuiceRist armaza ip-eks-master-role [2 AWS-IAM:-Role © )
nEKS CREATE_COMPLETE
AWSZIAM: InstanceP
NodeinstanceProfile cdp-liftie-instance-profile © . I
rofile CREATE_COMPLETE
NodelnstanceRol 3p-Uftie-Instance-profile AWS-1AM: Rol ©
L i
elnstanceRole o - CREATE_COMPLETE

What to do next
Update the environment role to use the restricted role and policy.

Create the restricted policies and attach them to the Cloudera cross-
account role

Update the environment role to use the Cloudera Data Hub and Compute restricted policies. Y ou can do this during
the environment-creation process or before you enable the environment.

About this task

To enable the Cloudera Data Flow experience after the environment has been created, an Administrator needs to
attach the Compute Restricted |AM policy and the Cloudera Data Hub restricted policy with the Cloudera cross-
account role associated with the environment.

To use Cloudera Data Flow with the most restrictive options available, you need to create a custom Customer
Managed Key (CMK) defining it on Environment level. The Compute Restricted |IAM policy provided here requires
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the existence of such akey. If you want to use Cloudera Data Flow with less restrictive options, you can modify the
policy in away that allows Cloudera to create and manage the key for you.

1. Go to the Environments page.

Environments = Environments

Enable Permission Verification e

Create Cross-account Access Policy

Copy the following JSON to create an AWS |IAM policy

DEENM Minimal

The default role allows for the default set of operations including everything that the minimal role allows for.

{

"Statement": [

{
"sid": "CloudFormationFull",

"Action": [
"cloudformation:*"
I [
"Effect": "Allow",
"Resource": [
W

Create Cross-account Access Role

Use Service Manager Account ID and External ID to create an AWS IAM role

Service Manager Account ID*

External ID¥

[

Cross-account Role ARN *

2. Inthe Create Cross-account Access Palicy field, attach the Compute Restricted IAM policy:
Replace the following placeholdersin the JSON file:

o [***YOUR-ACCOUNT-ID***] with your account ID in use.
e [***YOUR-IAM-ROLE-NAME***] with the IAM restricted role associated with this policy.
e [***'YOUR-SUBNET-ARN-*"***] supplied during the Cloudera Environment(s) creation.

Note: Provide al the subnets present in all the Cloudera Environment(s) that you intend to use it for
E the experience. If at any point a new Cloudera Environment is created or an existing oneis updated for
subnets, provide it here.
[***YOUR-IDBROKER-ROLE-NAME***] with the ID Broker Role namein use.
[***YOUR-LOG-ROLE-NAME***] with the Log Role name in use.
e [***YOUR-KMS-CUSTOMER-MANAGED-KEY-ARN***] with KMS key ARN.

{
"Version": "2012-10-17",

"Id": "ConputePolicy_v12",
"Statenent": [
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e/[***

"Sid": "SimulatePrincipal Policy",
"Effect": "Al ow',
"Action": [
"iam Si mul at ePri nci pal Pol i cy"
]

Resource":

"arn: {{ .ARNPartition }}:iam:[***YOUR- ACCOUNT-| D***]:

YOUR- | AM ROLE- NAME* **] "
]

"Sid": "RestrictedPerm ssionsVi ad ouder aRequest Tag",
"Effect": "All ow',
"Action": [

"cl oudf or mati on: Creat eSt ack",

"cl oudf or mat i on: Cr eat eChangeSet ",

"ec2:. createTags",

"eks: TagResour ce"

]

Resource": "*",
"Condition": {
"StringLike": {
"aws: Request Tag/ C ouder a- Resour ce- Name": [
"crn:{{ .CRNPartition }}:*"
]

}
}

"Sid": "RestrictedPermnm ssionsVi ad ouder aResour ceTag",
"Effect": "All ow',
"Action": [
"aut oscal i ng: Del et eTags",
"aut oscal i ng: Det achl nst ances",
"aut oscal i ng: ResunePr ocesses"”,
"aut oscal i ng: Set Desi redCapacity",
"aut oscal i ng: SuspendProcesses",
"aut oscal i ng: Ter m nat el nst ancel nAut oScal i ngG oup",
"aut oscal i ng: Updat eAut oScal i ngG oup”,
"cl oudf or mat i on: Del et eChangeSet ",
"cl oudf or mat i on: Del et eSt ack”,
"cl oudf or mat i on: Descri beChangeSet ",
"cl oudf or mat i on: Descri beSt acks",
"cl oudf or mat i on: Cancel Updat eSt ack",
"cl oudf or mat i on: Cont i nueUpdat eRol | back",
"cl oudf or mat i on: Descri beSt ackEvent s",
"cl oudf or mat i on: Descri beSt ackResour ce",
"cl oudf ormat i on: Descri beSt ackResour ces",
"cl oudf or mat i on: Execut eChangeSet ",
"cl oudf or mati on: Li st St acks",
"cl oudwat ch: del et eAl arns",
"cl oudwat ch: put Metri cAl arni',
"ec2: Att achVol une",
"ec2: Creat eNetwor kl nterface",
"ec2: Creat eVol une",
"ec2: Del et eVol une",
"ec2: Runl nst ances",
"eks: Descri beUpdat e",
"eks: Li st Updat es”,
"eks: Updat ed ust er Confi g",
"eks: Updat ed ust er Ver si on",
"i am Get Rol ePol i cy",
"iam Li stlnstanceProfiles",
"iam Li st Rol eTags",

r ol
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"i am RenoveRol eFrom nst anceProfile",
"i am TagRol e",

"i am Unt agRol e",

"l ogs: Descri beLogSt reans",

"l ogs: FilterLogEvents"

]

Resource": "*",
"Condition": {
"StringLike": {
"aws: Resour ceTag/ C ouder a- Resour ce- Nane": |
"crn:{{ .CRNPartition }}:*"
]

}
}

"Sid": "RestrictedPerm ssionsVi ad oudFor mati on",
"Effect": "Allow',
"Action": [
"aut oscal i ng: Cr eat eAut oScal i ngG oup",
"aut oscal i ng: Creat eLaunchConfi gurati on",
"aut oscal i ng: Creat eOr Updat eTags",
"aut oscal i ng: Del et eAut oScal i ngG oup”,
"aut oscal i ng: Del et eLaunchConfi gurati on",
"aut oscal i ng: Descri beAut oScal i ngl nst ances”,
"aut oscal i ng: Descri beLaunchConfi gurati ons",
"aut oscal i ng: Descri beScal i ngActivities",
"aut oscal i ng: Descri beSchedul edActi ons",
"aut oscal i ng: Descri beTags",
"dynanodb: Descri beTabl e",
"ec2: Aut hori zeSecurityG oupEgress",
"ec2: Creat eLaunchTenpl at e",
"ec2: CreateSecurityGoup",
"ec2: Del et eLaunchTenpl at e,
"ec2: Del et ePl acenent G oup™,
"ec?2: Del eteSecurityG oup"”,
"ec2: Descri beAccount Attri butes”,
"ec2: Descri bel nages",
"ec2: Descri bel nst anceSt at us",
"ec2: Descri bel nst ances",
"ec2: Descri beKeyPairs",
"ec2: Descri beLaunchTenpl at eVer si ons",
"ec2: Descri beLaunchTenpl at es",
"ec2: Descri bePl acenent G oups",
"ec2: Descri beRegi ons",
"ec2: Descri beRout eTabl es",
"ec2: Descri beSecurityG oups”,
"ec2: Descri beVol unes",
"ec2: RevokeSecurit yG oupEgr ess”,
"ec2: RevokeSecurityG oupl ngress”,
"eks: CreateCl uster",
"eks: Del eteCl uster"

]

Resource": "*",
"Condition": {
"For AnyVal ue: StringEqual s": {
"aws: Cal l edVia": |
"cl oudf or mat i on. amazonaws. cont
]

}
}
} ’
{

"Sid": "RestrictedEC2Per m ssi onsVi ad ouder aResour ceTag",

17



Cloudera Data Flow

AWSrrestricted policies

"Effect": "All ow',
"Action": [
"ec2: Reboot | nst ances",
"ec2: Startl nstances”,
"ec2: St opl nst ances",
"ec2: Ter m nat el nst ances"

]

Resource": [

[T T]

I,
"Condition": {
" For AnyVal ue: Stri ngLi ke":
"ec2: Resour ceTag/ G ouder a- Resour ce- Nanme": [
"crn:{{ .CRNPartition }}:*"
]
}
}

"Sid": "Restrictedl anPer m ssi onsToCd ouder aResour ces",
"Effect": "Alow',
"Action": [
"i am PassRol e"
],
"Resource": [
"arn: {{ .ARNPartition }}:iam:[***YOUR- ACCOUNT-I|D***]:rol

e/ [ ***YOUR- | DBROKER- ROLE- NAME* **] " |

"arn:{{ .ARNPartition }}:iam:[***YOUR- ACCOUNT-I|D***]:rol

e/ [ ***YOUR- LOG ROLE- NAME***] ",

*- eks-

*-eks-

"arn:{{ .ARNPartition }}:iam:[***YOUR- ACCOUNT-ID***]:role/liftie-
service-rol e",

"arn: {{ .ARNPartition }}:iam:[***YOUR- ACCOUNT-ID***]:role/liftie-
wor ker - nodes™,

"arn:{{ .ARNPartition }}:iam:[***YOUR ACCOUNT-I|D***]:rol e/ cdp-ek

s-master-rol e",

ftie-i

{

"arn:{{ .ARNPartition }}:iam:[***YOUR- ACCOUNT-1D***]:rol e/ cdp-1i
nst ance- profil e"

]

"Sid": "RestrictedKMSPerni ssi onsUsi ngCust orrer Provi dedKey",
"Effect": "Allow',
"Action": [

"kns: CreateG ant ",

"kmns: Descri beKey",

"kms: Encrypt ",

"kms: Decrypt ™,

"kms: ReEncrypt *",

"kms: Gener at eDat aKey*"

]

i?esour ce":
"[ *** YOUR- KM5- CUSTOVER- MANAGED- KEY- ARN* **] "

]

"Sid": "All owCreat eDel et eTagsFor Subnet s",
"Effect": "Allow',
"Action": [

"ec2: Creat eTags",

"ec2: Del et eTags"

!

i?esource": [
"arn:{{ .ARNPartition }}:ec2:[***YOUR SUBNET- REG ON***]: [ *** YOUR-

ACCOUNT- | D***] : subnet / *"
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"Sid": "MdifylnstanceAttribute",
"Effect": "Alow',
"Action": [
"ec2: Modi fyl nstanceAttri bute"
]

Resource": |

ngn

] L]
"Condition": {
"StringEqual s": {
"ec2: Attribute": "SourceDest Check"
}
}

"Sid": "OherPerm ssions",

"Effect": "All ow',

"Action": [
"aut oscal i ng: Descri beAut oScal i ngG oups”,
"ec2: Aut hori zeSecurityG oupl ngress”,
"ec?2: Creat eLaunchTenpl at eVer si on",
"ec?2: Creat ePl acenent G oup",
"ec2: Del et eKeyPair",
"ec2: Del et eNet wor kl nterface",
"ec2: Descri beAvai l abi lityZones",
"ec2: Descri bel nstanceTypes",
"ec2: Descri beNet wor kl nt erfaces",
"ec?2: Descri beSubnet s",
"ec2: Descri beVpcAttri bute",
"ec2: Descri beVpcs",
"ec2: | nportKeyPair",

"ec2: Updat eSecurityG oupRul eDescri pti onsl ngress”,

"ec2: Get | nst anceTypesFrom nst anceRequi r enent s",
"eks: Descri bed uster",

"eks: Creat eAccessEntry",

"eks: Del et eAccessEntry",

"eks: Li st AccessEntries",

"eks: Descri beAccessEntry",

"eks: Associ at eAccessPol i cy",

"eks: Di sassoci at eAccessPol i cy",

"eks: Li st Associ at edAccessPol i ci es",

"el asti cl oadbal anci ng: Descri beLoadBal ancers",
"iam Cet Rol e",

"iam Li st Rol es",

"iam Get | nstanceProfile"

]

Resource": [

[LIT]

"Sid": "AlowSsnmParans",
"Effect": "Alow',
"Action": [
"ssm Descri bePar anet er s",
"ssm Get Par amet er ",
"ssm Get Par arret er s",
"ssm Get Par anet er Hi story",
"ssm Cet Par anmet er sByPat h"

]

Resource": |
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"arn:aws: ssm *: *: paranmet er/ aws/ servi ce/ eks/ optini zed-am / *"
]
}1
{

"Sid": "Cf Deny",
"Effect": "Deny",
"Action": [

"cl oudf ormati on: *"
]

Resource": |

[T

[
"Condition": {
"For AnyVal ue: StringLi ke": {
"cl oudf ormati on: | nport Resour ceTypes": [
]
}
}

"Sid": "ForAutoscalingLi nkedRol e",
"Effect": "Allow',
"Action": [
"i am Creat eServi ceLi nkedRol e"

I
"Resource":

"arn:{{ .ARNPartition }}:iam:[***YOUR- ACCOUNT-I|D***]:rol e/ ans-se
rvi ce-rol e/ aut oscal i ng- pl ans. amazonaws. coml AWSSer vi ceRol eFor Aut oScal i ngP
| ans_EC2Aut oScal i ng"

]1
"Condition": {
"StringLike": {

"i am AWsSer vi ceNane": "autoscal i ng- pl ans. amazonaws. cont
}
}
I
. .
"Sid": "ForEksLi nkedRol e",
"Effect": "Allow',
"Action": [
"iam Creat eServi ceLi nkedRol e"
]

i?esour ce": |
"arn:{{ .ARNPartition }}:iam:[***YOUR- ACCOUNT-I|D***]:rol e/ ans- se
rvi ce-rol e/ eks. amazonaws. com AWsSer vi ceRol eFor EKS"

] L]
"Condition": {
"StringLike": {
"i am AWBSer vi ceNane": "eks.amazonaws. coni
}
}
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3. Depending on whether you created a custom Customer Managed Key (CMK) to be used for EBS encryption or
you want Clouderato generate and manage the CMK for you, select one of the following options:

e Provide own CMK - if you want to use your own custom CMK
* Let Clouderagenerate CMK - if you want to allow Clouderato generate and manage your CMK

a. If you have not already created it, create a custom CMK. Verify that the policy (thisis different from the

IAM poalicy) for CMK at KMS has the required additional permissions blocks defined.

For more information, see Using CMK s with Cloudera Data Flow.

b. Providethe KMS CMK for volume encryption in the policy section with Sid: RestrictedK M SPermissions
UsingCustomerProvidedK ey.

Replace the RestrictedK M SPermi ssionsUsingCustomerProvidedK ey policy section with the following:

{
"Sid": "AlIlCreat eAndManageKMs",
"Effect": "Allow',
"Action": [
"knms: Create*",
"kms: Descri be*",
“kms: Enabl e*",
"kns: Li st*",
"knms: Put *",

"kns:
"kns:
"kns:
"kns:
"kns:
"kns:
"kns:

Updat e*",

Revoke*",

Di sabl e*",

Get*",

Del et e*",

Schedul eKeyDel eti on",
Cancel KeyDel eti on”

]

esource": "*"

In the Create Cross-account Access Role section, associate the cross-account access role with the Compute
Restricted IAM policy.

Click Create Credential.

Repeat the steps to add the Data Hub restricted policy.

Copy the following Cloudera Data Hub restricted policy in the Create Cross-account Access Policy field:
Replace the following placeholdersin the JSON file:

* [YOUR-ACCOUNT-ID] with your account ID in use.
* [YOUR-IDBROKER-ROLE-NAME] with your IDBroker role name.

{
"Version": "2012-10-17",
"Statenent": |
{
"Effect": "Al ow',
"Action":

[
"ec2: Del et eTags",
"ec2: Associ at eAddr ess",
"ec2: Startl nstances",
"ec2: St opl nst ances",
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"ec2: Att achVol une",

"ec2: Descri beAddr esses",
"ec2: Ter m nat el nst ances",
"ec2: Del eteSecurityG oup”

]

iiiesour ce": "*",
"Condition": {
"Stringlike": {

"ec2: Resour ceTag/ C ouder a- Resour ce- Nane":

"crn:cdp: *"

]

"Effect": "Allow',
"Action": [
"cl oudf ormat i on: Del et eSt ack",
"aut oscal i ng: SuspendProcesses",
"aut oscal i ng: Updat eAut oScal i ngG oup",
"aut oscal i ng: ResunePr ocesses",
"aut oscal i ng: Det achl nst ances",
"aut oscal i ng: Del et eAut oScal i ngG oup”,
"rds: St opDBI nst ance",
"rds: Start DBl nst ance"

]

i?esource": txn
"Condition": {
"StringLike": {

"aws: Resour ceTag/ Cl ouder a- Resour ce- Nane":

"crn:cdp: *"

]

"Effect": "Alow',

"Action": [
"cl oudf or mati on: Cr eat eSt ack",
"cl oudf or mat i on: Get Tenpl at e",
"ec2: Creat eTags"

],
"Resource": [
I
"Condition": {
"StringLike": {
"aws: Request Tag/ O ouder a- Resour ce- Nane":
"crn: cdp: *"
]
}
}

"Effect": "All ow',
"Action":
"ec2: Del et eVol une",
"ec2: CreateSecurityG oup",
"ec2: Del et eKeyPai r",
"ec2: Descri beKeyPairs",
"ec2: Descri beAvail abi lityZones",
"ec2: Descri bel nages",
"ec2: Del et eLaunchTenpl at e",
"ec2: Descri beVol unes",
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"ec2: Creat eVol une",

"ec2: Descri bel nstances",

"ec2: Descri beRegi ons",

"ec2: Descri bel nst anceTypeO f eri ngs",
"ec2: Descri bel nstanceTypes",

"ec2: Descri beRout eTabl es",

"ec2: Descri beSecurityG oups"”,

"ec2: Descri beSubnet s",

"ec2: Descri beVpcAttri bute",

"ec2: Descri beVpcs",

"ec2: Descri bel nt er net Gat enways”,

"ec?2: Descri beVpcEndpoi nt s",

"ec2: descri beAddr esses"”,

"ec2: Descri beNat Gat eways",

"ec2: Descri beVpcEndpoi nt Servi ces",

"ec2: Modi f ySubnet Attri bute",

"ec2: Modi fyVpcAttri bute",

"ec2: Creat ePl acenent G oup",

"ec2: Descri bePl acenment G oups",

"ec2: | nportKeyPair",

"ec2: Descri beLaunchTenpl at es",

"ec2: Creat eLaunchTenpl at e",

"ec2: Runl nst ances",

"ec2: Descri beAccount Attri butes",

"st s: DecodeAut hori zat i onMessage",

"cl oudf ormati on: Descri beSt acks",
"dynanodb: Del et eTabl e",

"dynanodb: Descri beTabl e",

"iam Li stlnstanceProfil es",

"iam Li st Rol es",

"dynanodb: Li st Tabl es",

"aut oscal i ng: Descri beAut oScal i ngG oups",
"aut oscal i ng: Descri beScal i ngActivities",
"aut oscal i ng: Cr eat eAut oScal i ngG oup",
"aut oscal i ng: Ter mi nat el nst ancel nAut oScal i ngG oup”
"cl oudwat ch: Del et eAl arns",

"cl oudwat ch: Put Metri cAl arnt',

"cl oudwat ch: Descri beAl arns",

"el asti cl oadbal anci ng: Cr eat eLoadBal ancer ",
"el asti cl oadbal anci ng: Cr eat eTar get G oup",
"el asti cl oadbal anci ng: Descri beLoadBal ancers",
"el asti cl oadbal anci ng: Descri beTar get G oups",
"el asti cl oadbal anci ng: AddTags",

"el asti cl oadbal anci ng: Regi st er Target s",
"el asti cl oadbal anci ng: Descri beTar get Heal t h",
"el asti cl oadbal anci ng: Descri beLi st eners",
"el asti cl oadbal anci ng: Creat eLi st ener",
"el asti cl oadbal anci ng: Del et eLi st ener",
"el asti cl oadbal anci ng: Del et eTar get G oup",
"el asti cl oadbal anci ng: Del et eLoadBal ancer ",
"el asti cl oadbal anci ng: Der egi st er Tar get s",
"s3: Get Bucket Locati on",

"cl oudf or mat i on: Descri beSt ackEvent s",

"cl oudf ormat i on: Descri beSt ackResour ces",
"cl oudf or mat i on: Descri beSt ackResour ce",
"cl oudf or mati on: Li st St ackResour ces",

"cl oudf or mat i on: Updat eSt ack",

"cl oudf or mat i on: Get Tenpl at e",

"iam Get | nstanceProfile",

"iam Si mul at ePri nci pal Pol i cy",

"i am Get Rol e",

"rds: AddTagsToResour ce",

"rds: Creat eDBIl nst ance",

"rds: Creat eDBSubnet G oup",
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"rds: Del et eDBI nst ance",

"rds: Del et eDBSubnet G oup",

"rds: Li st TagsFor Resour ce",

"rds: RenobveTagsFr onResour ce",
"rds: Cr eat eDBPar anet er G oup”,
"rds: Del et eDBPar anet er G oup”,
"rds: Descri beEngi neDef aul t Par anet er s",
"rds: Modi f yDBPar anet er G oup”,
"rds: Descri beDBPar anet ers",

"rds: Descri beDBPar anet er G oups”,
"rds: Descri beDBSubnet Gr oups”,
"rds: Descri beDBI nst ances",

"rds: Modi f yDBI nst ance",

"rds: Descri beCertificates",

"kms: Li st Keys",

"kns: Li st Al'i ases",

"ec2: Modi fyl nstanceAttribute",
"ec?2: Creat eLaunchTenpl at eVer si on"

]

Resource": "*"

"Effect": "Alow',
"Action": [

"i am PassRol e"
]

Resource": |

Using Customer Managed Keys with Cloudera Data Flow

"arn:aws:iam: [ ***YOUR- ACCOUNT- I D***]:rol e/ [ *** YOUR-

| DBROKER- ROLE- NAME* * *] "
]

%1
"Sid": "ldentityAccessManagenentLi mted",
"Action": [
"iam Cr eat eSer vi celLi nkedRol e"
] L]
"Effect": "Alow',
"Resource": [
"arn:aws:iam:*:rol e/ aws-service-rol e/ *"
]
}

By default, Cloudera Data Flow uses your account level KM S key for EBS storage encryption. Y ou can optionally

secure your datawith a custom KMS key.
Y ou have two options to implement Customer Managed Keys (CMKS):

» define anew default KM S key for EBS encryption on AWS account level
« define akey on Cloudera Data Flow environment level

When you define a new account level default key in AWS, you need to add policies to your key definition that allow

for storage provisioning and fulfilling scaling requests.
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f Important: Defining a new default key affects all EBS storage encryption within your account.

1. Create a custom encryption key on the AWS Management Console.
The key policy section of the new key must contain additional permissions. Add the three required permission
blocks in the example below.

Replace [*** YOUR ACCOUNT ID***] and [*** YOUR ACCOUNT REGION***] with your AWS account 1D
and with the AWS region where you want to deploy Cloudera Data Flow, respectively.

"Sid": "AllowAut oscal i ngServi ceLi nkedRol eFor At t achment OF Per
si st ent Resour ces",

"Effect": "Allow',

"Principal": {

"AWE': "arn:aws:iam:[***YOUR ACCOUNT ID***]:rol e/ ans-se
rvice-rol e/ aut oscal i ng. amazonaws. com’ AWsSer vi ceRol eFor Aut oScal i ng"

}

ction": "kns: CreateG ant",
"Resource": "*",
"Condition": {
"Bool ": {

"kns: G ant | sFor AWBResource": "true"
}

"Sid": "AllowAut oscal i ngServi ceLi nkedRol eUseOf TheC\WK",
"Effect": "Alow',
"Principal": {
"AWS": "arn:aws:iam:[***YOUR ACCOUNT | D***]:rol e/ aws-se
rvi ce-rol e/ aut oscal i ng. amazonaws. com AWSSer vi ceRol eFor Aut oScal i ng"

}

ction":

[
"kms: Encrypt ",

"kns:
"kns:

"kns

"kns:

Decrypt",
ReEncrypt *",

: Cener at eDat aKey* ",
Descri bekKey"

]

Resource": "*"

"Sid': "Alow EKS access to EBS. ",
"Effect": "Alow',
"Principal": {

"AWE D R
!

"kns

"kns:
"kns:
"kns:
"kns:
"kns:

]

ction":

[
:CreateG ant”,
Encrypt",
Decrypt",
ReEncrypt*",
Cener at eDat aKey* ",
Descri bekKey"

Resource": "*",
"Condition": {
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"StringEqual s": {
"kms: Cal | er Account": "[***YOUR ACCOUNT | D***]",
"kms: viaService": "ec2.[***YOUR ACCOUNT REG ON***] . anma
zonaws. cont

}
}

Important: If you fail to add these permissions, you will encounter failures when enabling Cloudera Data
Flow sinceit will be unable to provision the necessary encrypted storage using the custom key.

2. Set the newly created key asthe default KM S key for EBS encryption.
For more information, see Default KM S key for EBS encryption.

3. If you are also userestricted IAM policies with Cloudera, make sure you provide the KMS CMK for volume
encryption when you Create the restricted policies and attach them to the cross-account role .

When you define a custom KM S key at the Cloudera environment level, you need to add policies to your key
definition that allow for storage provisioning and fulfilling scaling requests.

1. Create a custom encryption key on the AWS Management Console.

The key policy section of the new key must contain additional permissions. Add the three required permission
blocksin the example below.

Replace [*** YOUR ACCOUNT ID***] and [*** YOUR ACCOUNT REGION***] with your AWS account 1D
and with the AWS region where you want to deploy Cloudera Data Flow, respectively.

"Sid": "AllowAut oscal i ngServi ceLi nkedRol eFor Att achnment O Per
si st ent Resour ces",
"Effect": "Alow',
"Principal": {
"AWS': "arn:aws:iam:[***YOUR ACCOUNT | D***]:rol e/ aws-se
rvi ce-rol e/ aut oscal i ng. amazonaws. com AWSSer vi ceRol eFor Aut oScal i ng"

}

ction": "kns: CreateG ant",
"Resource": "*",
"Condition": {
"Bool ": {
"kns: G ant | sFor AWSResour ce": "true"
}

"Sid": "AIlowAut oscal i ngServi ceLi nkedRol eUseOf TheC\WK",
"Effect": "Allow',
"Principal": {
"AWE': "arn:aws:iam:[***YOUR ACCOUNT I D***]:rol e/ aws-se
rvice-rol e/ aut oscal i ng. amazonaws. com AWsSer vi ceRol eFor Aut oScal i ng"

}

"Action": [
"kns: Encrypt ",
"kmns: Decrypt",
"kms: ReEncrypt *",
"kms: Gener at eDat aKey*",

26


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#EBSEncryption_key_mgmt
https://docs.cloudera.com/management-console/cloud/environments/topics/mc-setting-up-compute-cluster-permissions-aws.html

Cloudera Data Flow Using Customer Managed Keys with Cloudera Data Flow

"kmns: Descri beKey"
]

Resource": "*"

"Sid"': "Alow EKS access to EBS.",
"Effect": "All ow',
"Principal": {
"AWS': T
by
"Action":
"kms: CreateG ant ",
"kns: Encrypt ",
"kmns: Decrypt ",
"kms: ReEncrypt *",
"kns: Gener at eDat aKey*",
"kms: Descri beKey"

]

Resource": "*",
"Condition": {
"StringEqual s": {
"kms: Cal | er Account™: "[***YQOUR ACCOUNT | D+*=*]",

"kms: vi aService": "ec2.[***YOUR ACCOUNT REG ON***] . anma
zonaws. cont

}
}

Important: If you fail to add these permissions, you will encounter failures when enabling Cloudera Data
Flow sinceit will be unable to provision the necessary encrypted storage using the custom key.

2. When registering your Cloudera environment, follow these steps on the Region, Networking and Security page to
assign the custom key:

& Customer Managed Encryption Keys

© oo

Select Encryption Key*

a. Under Customer-Managed Keys, click Enable Customer-Managed Keys.
b. Select the CMK you want to enable for this environment from the Select Encryption Key drop-down list.

For more information on registering a Cloudera environment, see Register an AWS environment from Cloudera
ul.

3. If you are also using restricted IAM policies with Cloudera, make sure you provide the KMS CMK for volume
encryption when you Create the restricted policies and attach them to the cross-account role.
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