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A flow definition represents the data flow logic that you can download from NiFi, import to the Cloudera Data
Flow Catalog and run in serverless mode. Y ou can develop this data flow for your function in any development
environment using Apache NiFi and then deploy the function on a Function as a Service (FAAS) solution on AWS,
Azure, or the Google Cloud Platform (GCP).

Y ou have three main options for developing your flow:

» Use Cloudera Data Flow Flow Designer and publish your draft as a flow definition in the Catalog. For more
information on using the Flow Designer, see Creating a new draft. In this case you can skip the downloading flow
and importing flow to Catal og steps as you have already added your flow to the Cloudera Data Flow Catal og.

» Use Clouderaon cloud Data Hub with the Flow Management template, if you are a Cloudera customer who has a
Clouderaon cloud Data L ake.
For more information on how to set up a managed and secured Flow Management cluster in Cloudera on cloud,
see Setting up your Flow Management cluster.

» Develop the data flow in your local development environment using open source Apache NiFi.

Once you have developed and tested your NiFi flow, you can deploy it as a Cloudera Data Flow function in serverless

mode using one of the three cloud providers function services: AWS Lambda, Google Cloud Functions, and Azure
Functions.

To make sure that your NiFi data flow can be deployed as afunction in Cloudera Data Flow, review your traditional
NiFi flow development process and follow the best practices outlined in the next sections.

Creating a new draft
Setting up your Flow Management cluster

To make sure that your Apache NiFi dataflow can be deployed as afunction in Cloudera Data Flow, follow the best
practices outlined in this section.

1. Create a Process Group and associate a Parameter Context to it.

The Parameter Context can itself inherit or not, from other Parameter Contexts. Make sure that the name of your
Parameter Contexts starts with aletter and it only consists of letters, numbers, and the underscore (_) character.

2. Gointo the Process Group and add an Input Port.

Thisisthe start of your flow where the Cloudera Data Flow Functions code will “generate” a FlowFile containing
the payload generated by the function’ s trigger. See the corresponding sections of each cloud provider in the
Cloudera Data Flow Functions documentation to see what the FlowFile's content would be.

3. Add your processors to extract the required data from the FlowFile and perform the required actions.

4. Oncetheflow isdesigned, parameterize all processor and controller service properties that should be externalized
for configuration during function creation.

Make sure that all parameters have names that start with aletter and only consist of letters, numbers, and the
underscore (_) character.

In this example, use the EvaluateJsonPath processor to extract the bucket name and the object key, and continue the
flow as you wish, for example fetch the data, compress it and send the result to a different location.



https://docs.cloudera.com/dataflow/cloud/flow-designer-create-flow/topics/cdf-flow-designer-create-flow.html
https://docs.cloudera.com/cdf-datahub/7.3.1/quick-start-fm/index.html
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Developing aNiFi flow for Cloudera Data Flow Functions

When using an AWS Lambda with an S3 trigger, the generated FlowFile would have a payload similar to this:

E{>J A events
1

Queued 0 (0 bytes)

~ | m EvaluateJsonPath
EvaluateJsonPath 1.13.2.2.1.2.0-283

org.apache nifi - nifi-standard-nar
In 0 (0 bytes)
Read/Write 0 bytes /0 bytes
Out 0 (0 bytes)
Tasks/Time 0/ 00:00:00.000
1

Name matched
Queued 0 (0 bytes)

¥

@ FetchS30bject
-~ FetchS30bject 1.13.2.2.1.2.0-283
org.apache nifi - nifi-aws-nar

In 0 (0 bytes)

Read/Write 0 bytes /0 bytes

QOut 0 (0 bytes)

Tasks/Time 0/00:00:00.000
1

Name success
Queued 0 (0 bytes)

¥
u CompressContent
~ CompressContent 1.13.2.2.1.2.0-283

org.apache.nifi - nifi-standard-nar
In 0 (0 bytes)
Read/Write 0 bytes /0 bytes
Qut 0 (0 bytes)
Tasks/Time 0/00:00:00.000
1

Name success
Queued 0 (0 bytes)

¥
~ | m PutS30bject
~ PutS30bject 1.13.2.2.1.2.0-283
org.apache.nifi - nifi-aws-nar
In 0 (0 bytes)
Read/Write 0 bytes /0 bytes
Out 0 (0 bytes)

Tasks/Time 0/00:00:00.000

5 min
5min
5 min
5 min
Name failure, unmatched
Queued 0 (0 bytes)
5 min
5 min
e '-‘——-_.____
:"” Name failure
> min Queued 0 (0 bytes)
Name failure
Queued 0 (0 bytes)
5 min
5 min Name failure
5 min Queued 0 (0 bytes)
5 min
5 min
5min
5 min
5 min

T

R A failure
EEEEw o>
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"Records": [
{
“eventVersion": "2.1",
"eventSource"
"awsRegion": "us-east-2",
"eventTime": "2021-08-06T09:
"eventName": "ObjectCreated:
"userIdentity": {
"principalld": "AWS:AIDAVRSV7HNNHFQQOE2F4"
},
"requestParameters": {
"sourcelPAddress": "18.222.152.52"
},
"responseElements": {
"x-amz-request-id": "WBPMSW@@26J3NWEH",
"x-amz-id-2":
3}

},
"s3": {
"s3SchemaVersion': "1.0",

aws:s3",

"configurationId": "ad@ecl124-9c9f-476e-9dd1-9e513d9af822",

"bucket": {
"name": "pvillard-naaf-input",
"ownerIdentity": {

“"principalId": "A339RKRQ79DOV"
}

+y
"arn": "arn:aws:s3:::pvillard-naaf-input"

h

"object": {

"key": "@4f56bcf-cb15-4244-9379-2abc7ac0cd8d"

"size": 1024,
"eTag": "265bc4c12162ffcal79a58975728a033",
"sequencer": "00618D86BB8BE365D41"

"Cco/DVtbHFYtb+rXQrEMUFInZSxtebZL61KG79emsACUDQUIYrAziY3frha9AzX+RSLx9s5yJM140MCn@6poZv1dIQIg5TgRx"

Y ou can design aflow that would just push as-is the event generated by the function’ strigger into S3. This can be
useful when you do not know beforehand what would be generated by a given trigger.

event

Queued 0 (0 bytes)

v

, PutS30bject
- ot 113
org.apache.nifi - nifi-
In 0 (0 bytes)
Read/Write 0 bytes/ 0 bytes
Out 0 (0 bytes)

Tasks/Time 0/00:00:00.000

5 min
2 min
5 min

2 min
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Aswith any data flow that you build, it isimportant to test it before deployment. Data flows to be used by AWS
Lambda require an Input Port and most often will also contain at least one Output Port. This makesit quite easy to
test these data flowsin NiFi.

1. Go to the Parent Process Group within Apache NiFi and add a GenerateFl owFile processor.
2. Set the Custom Text property to any value that you want to feed into your data flow.

For example, to simulate an event indicating that data was added to an S3 bucket, you would set the Custom Text
property to the following:

"Records": |

{
"awsRegi on": "us-east-1",
"s3": {
"bucket ":
"name": "ny-nifi-Ilogs",
"arn": "arn:aws:s3:::exanpl e-bucket"
},
"object": {
"key": "nifi-app_2021-10-12_18. 36.1 0g. gz",
"size": 1024,
}
}
}

]
}

3. Connect the GenerateFl owFile processor to the Input Port of the Process Group that you will runin Lambda.
The Run Once feature of NiFi makesit easy to create this FlowFile and send it to the Process Group.
4, Start the Process Group and ensure that the data processes as expected.

If not, you can fix the data flow and trigger the GenerateFlowFile processor again, until you have properly
handled the data.

When ready, you can download the Flow Definition from NiFi and upload it to the Catalog in Cloudera Data Flow.

When ready, you can download the Flow Definition from Apache NiFi, import it to the Cloudera Data Flow Catal og,
and deploy the function on AWS, Azure, or the Google Cloud Platform (GCP) to run it in serverless mode. In
Cloudera Data Flow Functions, only flows versioned in the Cloudera Data Flow Catalog can be used as functions.

The Download flow definition option in NiFi alows you to download the flow definition of a Process Group asa
JSON file. After you have downloaded your flow from NiFi, you can import it into Cloudera Data Flow. For detailed
instructions, see Downloading a flow definition from NiFi .

Download a flow definition from NiFi



https://docs.cloudera.com/dataflow/cloud/develop-flow-definitions/topics/cdf-download-flow-definition.html

Cloudera Data Flow Uploading an Apache NiFi flow to the Catalog

Before an Apache NiFi flow can be run in serverless mode on a cloud provider function service, you must register
it as a Cloudera Data Flow function by importing it into the Cloudera Data Flow Catalog. With Cloudera Data Flow
Functions, only flows versioned in the Cloudera Data Flow Catalog can be used as functions.

If you want to use aNiFi flow in Cloudera Data Flow, you must import it to Cloudera Data Flow as a flow definition.
When imported, the flow definition is added to the Catalog and you can start using it. For instructions, see Importing
a flow definition.

Importing aflow definition

To be able to run the NiFi flow in AWS Lambda, you need to add the Cloudera Data Flow function handler libraries
to S3.

1. Click Functionsin the |eft navigation pane and download the Cloudera Data Flow Function binaries for AWS
Lambda.

AWS Lambdawill use these binaries to run the NiFi flow.

CLOUDZRA
DataFlow

Functions

N <> @

DataFlow Functions for DataFlow Functions for DataFlow Functions for
AWS Lambda Azure Functions Google Cloud Functions

Flow

& Download Document tation [2 & Download Documentation [2 & Download Documentation [2

Download the binary for executing flows in these Cloud Providers
(54

2. Upload this binary to an S3 bucket that you will later reference when creating the function in AWS Lambda.
The S3 bucket needs to be in the same region as where the Lambda is being created/depl oyed.



https://docs.cloudera.com/dataflow/cloud/import-flow-definitions/topics/cdf-import-flow-definition.html
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Retrieving data flow CRN

3. Copy the S3 URI for later use.

Amazon S3 Buckets dataflowfunctionsquickstart

naaf-aws-lambda-1.0.0-SNAPSHOT-bin.zip

naaf-aws-lambda-1.0.0-SNAPSHOT-bin.zip

| Copy S3 URI H M Download H Open [ H Object actions ¥ I
Properties Permissions Versions

Object overview
Owner
cloud-aws-pm-cdp-sandbox-env

AWS Region
US West (Oregon) us-west-2

Last modified
August 17, 2022, 22:33:47 (UTC-05:00)

Size
75.6 MB

Type
zip

Key

S3 URI

s3://dataflowfunctionsquickstart/libs/naaf-aws-lambd
a-1.0.0-SNAPSHOT-bin.zip

Amazon Resource Name (ARN)

arn:aws:s3::dataflowfunctionsquickstart/libs/naaf-aw
s-lambda-1.0.0-SNAPSHOT-bin.zip

Entity tag (Etag)
39b2af2f20a945593fc0c71a26fbc02f-5

Object URL

https://dataflowfunctionsquickstart.s3.us-west-2.ama
zonaws.com/libs/naaf-aws-lambda-1.0.0-SNAPSHOT-bin.zi
B

libs/naaf-aws-lambda-1.0.0-SNAPSHOT-bin.zip

Retrieving data flow CRN

When configuring your function on the cloud provider service page, you need to provide the Customer Resource
Number (CRN) of the flow to be executed.

Y ou can retrieve the CRN by checking the flow in the Cloudera Data Flow Catalog.

Note: The CRN must include the specific version of the flow that should be executed, so it should end with
some version suffix such as /v.1.
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Flow Catalog

Q
Name ul
NaaF - Trigger event to S3 ]
MyCLIFlowDefinition c
syslog-to-kafka-dgrzebien o]
Data Quality Example (o]
$3 to S3 Avro with S3 Notifications R
S3 to S3 Avro R
Kafka to S3 Avro R
syslog-to-kafka o]
nismaily_test_dfx o]
ginta_test o]

»

NaaF - Trigger event to S3
3 minut €

Low RIPTION

This flow just takes the payload of the FlowFile generated by the function trigger and send it into S3. This
function does not have any Interest other than looking at what the payload looks like for any trigger.

© crncdp:dfus-west-1:558b¢1d2-8867-4357-8524-311d51259233:flow.NaaF—Trigger-event-to-S3

Only show deployed versions

Deploy >

ATE

2021-10-21 15:15

N

© crncdpdfus.

CEST by Pierre Villard

w

est-1:558bc1d2-886

4357-8524-311d51259233:flow:NaaF—Trigger-event-10-S3/v.1

Thefirst step of executing Cloudera Data Flow Functions code in your cloud environment is fetching the flow
definition to be executed from the Cloudera Data Flow Catalog. For this, you need to create a service account and
provision an access key.

1. Navigatetothe Management Console User Management Users.
2. From the Actions menu, select Create Machine User.

3. Provide aname and click Create.

Create Machine User

naaf_service_account

The user details page is displayed showing information about the user.

E Note: Machine user names cannot start with a double underscore ("__").

A Cloudera machine user must have API access credentials to access Cloudera services through the Cloudera CLI or

API.

10
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1. Click the Roles tab on the user account details page.
2. Click Update Roles.
The Update Roles pane is displayed.
3. Select the DFFunctionMachineUser role to assign it to your user.
4. Click Update.
When the role is added, you should see:

CLOUDZRA

YOREANSRNNE  Uscrs naaf_service_account =

Name naaf_service_account

Workload User Name @ srv_naaf_service_account

CRN © craltusiam:us-west-1:9d74eeed-1cad-45d7-b645-7cci9edbb73d:machine... 01
TenantID ® 9d74eeed-1cad-45d7-b645-7ccf9edbb73d O Actions ¥
Creation Date 08/29/2022 8:25 PM CEST
Workload Password @ Set Workload Password (Workload password is currently not set)
Azure Object ID @ Not available
AccessKeys  Roles  Resources  Groups  SSHKeys
Update Roles (c)
Role * Group Policies
DFFunctionMachineUser ® Policies

5. Select the Access Keystab on the user account details page.
6. Click Generate Access Key.

The Generate Access Key modal window is displayed. it gives you an Access Key ID and a Private Key, which
will be required when configuring your function.

7. Click Generate AccessKey.
A messageis displayed that your access key has been successfully created.

Y ou can copy your Access Key ID and your Private Key. Y ou will need these when configuring your function.

8. You can also download the credentials file into the .cdp directory in your user home directory. Or run the
command cdp configure and enter the access key 1D and private key to create a Cloudera credentials filein the
same directory.

When ready, you should see something like this:

CLOUDZRA

[YOvReaNIY  (Jscrs  naaf_service_account @

Name naaf_service_account

Workload User Name @  srv_naaf_service_account

CRN @ craltusiiamius-west-1:9d74eeed-1cad-45d7-b645-7ccf9edbb73d:machine...
TenantID © 9d74eeed-1cad-45d7-b645-7ccf9edbb73d C Actions +
Creation Date 08/29/2022 8:25 PM CEST

Workload Password @ Set Workload Password (Workload password is currently not set)

Azure Object ID © Not available

AccessKeys  Roles  Resources  Groups  SSHKeys

Generate Access Key €]

Type Access Key ID Status Creation Time +

vl €b360117-6a8d-4442-b465-47667860c005 Active 09/01/2022 4:02 PM CEST
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