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DataFlow security

As a security administrator, understand the out-of-the box security features as well as the tasks that you need to
perform to authorize CDP users.

CDP provides the following security features:

• User authentication
• Role-based user authorization
• Data encryption

You must assign roles to CDP users based on their DataFlow job responsibilities.

User authentication

Users are automatically authenticated through the CDP identity provider. For more information, see CDP Security
Overview.

Role-based user authorization

DataFlow roles allow you to set user permissions. Assign one or more of the following roles to a CDP user:

• To enable a user to view and search flow definitions and ReadyFlows, assign the DFCatalogViewer role.
• To enable a user to import and manage flow definitions in the DataFlow Catalog and add ReadyFlows to the

DataFlow Catalog, assign the DFCatalogAdmin role.
• To enable a user to manage the lifecycle of a DataFlow environment, assign the DFAdmin role.
• To enable a user to manage flow deployments such as view a flow deployment in NiFi, suspend or terminate a

flow deployment, or change the NiFi version, assign the DFFlowAdmin role.
• To enable a user to manage flow deployments and deploy flow definitions, assign the DFFlowAdmin role and

either the DFCatalogViewer or DFCatalogAdmin role.
• To enable a user to view, search, and monitor deployed flows, assign the DFFlowUser role.

For more information on the DataFlow roles, see DataFlow Authorization.

Data encryption

CDP encrypts data at rest and in motion.

Data at rest

When you import a flow definition, the flow definition is encrypted and stored in the DataFlow
Catalog. DataFlow Catalog is a service that enables you to manage flow definitions centrally.

Note:

• Logs and the NiFi FlowFile, Content, and Provenance repositories are stored
in your cloud account. Access to the logs and repositories is based on user
permissions.

• Before you import a flow definition:

• Verify that the flow definition will not write secure information to the logs
• Parameterize sensitive configuration

Data in transit

When you deploy a flow, the encrypted flow definition is transferred to your cloud account where
it is decrypted and deployed. During a flow deployment, data can be transferred between servers,
systems, applications, and users. Every transfer is a secure and trusted exchange through TLS.
Through cryptographic protocols, TLS encrypts and authenticates:
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• The flow definition from the DataFlow Catalog to a DataFlow environment.
• The connections from the user's browser to the DataFlow service.
• The communication between the DataFlow service and other services in the CDP Control Plane.
• The communication between the CDP Control Plane services and environment services.
• The communication between the DataFlow service, flows, and shared services within an

environment.

Related Concepts
DataFlow authorization

Related Information
CDP Security Overview

DataFlow authorization

As a security administrator with the PowerUser role, you must assign one or more DataFlow roles to a user to allow
the user to perform tasks in the DataFlow Catalog, the DataFlow environment, and the NiFi cluster.

Review each of the following DataFlow roles to determine which roles a user requires:

DFCatalogViewer

This role allows a user to perform the following tasks:

• View and search flow definitions in the DataFlow Catalog
• View and search ReadyFlows in the ReadyFlow Gallery

DFCatalogAdmin

This role allows a user to centrally manage flow definitions and ReadyFlows.

A user with the DFCatalogAdmin role can perform the following tasks in the DataFlow Catalog:

• View and search flow definitions
• Import flow definitions
• Import new versions of existing flow definitions
• View flow definition details
• Delete flow definitions

A user with the DFCatalogAdmin role can perform the following tasks in the ReadyFlow Gallery:

• View and search ReadyFlows
• Add ReadyFlows to the Catalog

DFAdmin

This role allows a user to manage the lifecycle of a DataFlow environment.

Note:  The DFAdmin role does not act as a superset of the DFFlowAdmin and
DFFlowUser roles. Users that have only the DFAdmin role cannot view or create flow
deployments.

A user with the DFAdmin role can perform the following tasks:

• Enable a CDP environment for DataFlow
• View an environment
• View environment details and DataFlow Settings
• Disable an environment
• Update resource roles
• Grant remote access to an environment
• Revoke remote access to an environment
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• Terminate all running deployments when disabling the DataFlow service for an environment.

A user with the DFAdmin and PowerUser roles can perform the following additional tasks:

• Assign the DFAdmin role to other users
• Revoke the DFAdmin role from other users

DFFlowAdmin

This role allows a user to manage flow deployments in a DataFlow environment. In addition, this
role together with either the DFCatalogViewer or DFCatalogAdmin role allows the user to deploy
flows.

A user with the DFFlowAdmin role alone can perform the following tasks:

• View a deployment on the dashboard
• View deployment details and settings
• View a deployment in NiFi
• Suspend a deployment in NiFi
• Terminate a deployment in NiFi
• Change NiFi version

A user with the DFFlowAdmin and PowerUser roles can perform the following additional tasks:

• Assign the DFFlowAdmin and DFFlowUser roles to other users
• Revoke the DFFlowAdmin and DFFlowUser roles from other users

A user with the DFFlowAdmin role and either the DFCatalogViewer or DFCatalogAdmin role can
perform the following additional task:

• Deploy flow definitions

DFFlowUser

This role allows a user to view, search, and monitor flow deployments in a DataFlow environment.

A user with the DFFlowUser role can perform the following tasks:

• View a deployment on the dashboard
• View deployment details and settings
• View a deployment in NiFi

DFDeveloper

This role allows a user to view, search, create, and manage drafts in Flow Designer on environment
level.

Important:  The DFDeveloper role is defined on environment and not draft level.
This means that users with a DFDeveloper role can see, modify, or delete any draft
created within the same CDP environment.

A user with the DFDeveloper role can perform the following tasks:

• Create a new draft
• View all drafts in an environment
• View all draft details and settings in an environment
• Update all drafts in an environment
• Start and end Test Sessions for any draft in an environment
• Delete any draft in an environment

A user with the DFDeveloper and the DFCatalogViewer or DFCatalogAdmin role can perform the
following additional tasks:

• Create drafts from flow definitions in the DataFlow Catalog
• Create drafts from ReadyFlows in the ReadyFlow Gallery

6



Cloudera DataFlow DataFlow authorization process

• Publish drafts as flow definitions to the Catalog (DFCatalogAdmin only)

For information on CDP user management, see User Management.

Related Information
User Management

DataFlow authorization process

As a security administrator with the CDP PowerUser role, understand the authorization process to allow CDP users to
perform tasks.

The following diagram shows the DataFlow authorization process:

Authorize user to manage flow definitions in DataFlow Catalog
To authorize a user to import and manage flow definitions in the DataFlow Catalog and add ReadyFlows to the
DataFlow Catalog, you must assign the DFCatalogAdmin role to the user.

Before you begin

You must have the CDP PowerUser role.

7

https://docs.cloudera.com/management-console/cloud/user-management/topics/mc-managing-user-access.html


Cloudera DataFlow DataFlow authorization process

Procedure

1. From the Cloudera Management Console, click User Management.

2. Enter the user’s name in the Search field.

3. Select the user from the list that appears.

The User page appears.

4. Go to the Roles tab.

5. Click Update Roles.

6. On the Update Roles dialog, select the DFCatalogAdmin role along with any other role the user requires.

7. Click Update.

Authorize user to manage lifecycle of a DataFlow environment
To authorize a user to enable, disable, and administer a given CDP environment for DataFlow, assign the DFAdmin
role to the user. This role also permits the user to grant and revoke the ability to access the DataFlow Kubernetes API
server.

Before you begin

You must have one of the following:

• CDP PowerUser role
• Owner role for the specific environment

Procedure

1. From the Cloudera Management Console, click Environments.

The Environment List page appears.

2. Search for and select the environment you want the user to have rights to.

The Environment page appears.

3. Click  Actions  Manage Access .

The Environment Access page appears.

Note:  If you do not see the Manage Access option, request your admin to assign the iamViewer role to
you.

4. Find the user and click Update Roles.

5. From the Update Roles dialog, select the DFAdmin role and any other role the user requires.

6. Click Update Roles.

Authorize user to develop flows in a DataFlow environment
To authorize a user to create and manage drafts in a DataFlow environment, assign the DFDeveloper role to the user.

Before you begin

You must have one of the following:

• CDP PowerUser role
• Owner role for the specific environment
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About this task

Note:  To create drafts from flow definitions in the Catalog and ReadyFlows in the ReadyFlow Gallery,
users also need the DFFlowViewer or the DFFlowAdmin role. To publish drafts to the Catalog as new flow
definitions or versions of existing flow definitions, users need the DFFlowAdmin role.

Procedure

1. From the Cloudera Management Console, click Environments.

The Environment List page appears.

2. Search for and select the environment you want the user to have rights to.

The Environment page appears.

3. Click  Actions  Manage Access .

The Environment Access page appears.

Note:  If you do not see the Manage Access option, request your administrator to assign the PowerUser
role to you.

4. Find the user and click Update Roles.

5. From the Update Roles dialog, select the DFDeveloper role.

6. Click Update Roles.

What to do next
If the user is logged into the DataFlow workload application when you assign or remove the DFFlowAdmin role, ask
the user to log out and log back in for the change to take effect.

Note:  A user can remain logged in for upto 8 hours after their last interaction with the DataFlow
environment.

Authorize user to manage deployments in a DataFlow environment
To authorize a user to manage flow deployments in a DataFlow environment, assign the DFFlowAdmin role to the
user.

Before you begin

You must have one of the following:

• CDP PowerUser role
• Owner role for the specific environment

Procedure

1. From the Cloudera Management Console, click Environments.

The Environment List page appears.

2. Search for and select the environment you want the user to have rights to.

The Environment page appears.

3. Click  Actions  Manage Access .

The Environment Access page appears.

Note:  If you do not see the Manage Access option, request your administrator to assign the PowerUser
role to you.

4. Find the user and click Update Roles.

5. From the Update Roles dialog, select the DFFlowAdmin role.
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6. Click Update Roles.

What to do next
If the user is logged into the DataFlow workload application when you assign or remove the DFFlowAdmin role, ask
the user to log out and log back in for the change to take effect.

Note:  A user can remain logged in for upto 8 hours after their last interaction with the DataFlow
environment.

Authorize user to manage deployments and deploy flows in a DataFlow
environment

To authorize a user to manage flow deployments as well as deploy flows in a DataFlow environment, you must assign
the DFFlowAdmin role and either the DFCatalogAdmin or DFCatalogViewer role to the user.

Before you begin

You must have the CDP PowerUser role.

Procedure

1. From the Cloudera Management Console, click Environments.

The Environment List page appears.

2. Search for and select the DataFlow-enabled environment you want the user to have rights to.

The Environment page appears.

3. Click  Actions  Manage Access .

The Environment Access page appears.

4. Find the user and click Update Roles.

5. From the Update Roles dialog, select the DFFlowAdmin role.

6. Click Update Roles.

7. From the Cloudera Management Console, click User Management.

8. Enter the user’s name in the Search field.

9. Select the user from the list that appears.

The User page appears.

10. Click the Roles tab.

11. Click Update Roles.

12. Assign one of the following DFCatalog roles to the user:

• If the user needs to deploy flow definitions in the environment, assign the DFCatalogViewer role.
• If the user needs to manage flow definitions in the DataFlow Catalog and deploy flow definitions in the

environment, assign the DFCatalogAdmin role.

a) From the Cloudera Management Console, click User Management.
b) Enter the user’s name in the Search field.
c) Select the user from the list that appears.

The User page appears.
d) Click the Roles tab.
e) Click Update Roles.
f) On the Update Roles dialog, select either the DFCatalogViewer or DFCatalogAdmin role.
g) Click Update.
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What to do next
If the user is logged into the DataFlow workload application when you assign or remove the DFFlowAdmin role, ask
the user to log out and log back in for the change to take effect.

Note:  A user can remain logged in for upto 8 hours after their last interaction with the DataFlow
environment.

Authorize user to view and monitor deployments in a DataFlow
environment

To authorize a user to view, search, and monitor deployments in a DataFlow environment, assign the DFFlowUser
role to the user.

Before you begin

You must have one of the following:

• CDP PowerUser role
• Owner role for the specific environment

Procedure

1. From the Cloudera Management Console, click Environments.

The Environment List page appears.

2. Search for and select the environment you want the user to have rights to.

The Environment page appears.

3. Click  Actions  Manage Access .

The Environment Access page appears.

Note:  If you do not see the Manage Access option, request your admin to assign the iamViewer role to
you.

4. Find the user and click Update Roles.

5. From the Update Roles dialog, select the DFFlowUser role and any other role the user requires.

6. Click Update Roles.

What to do next
If the user is logged into the DataFlow workload application when you assign or remove the DFFlowUser role, ask
the user to log out and log back in for the change to take effect.

Note:  A user can remain logged in for upto 8 hours after their last interaction with the DataFlow
environment.
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