Cloudera DataFlow

Upgrading Cloudera DataFlow

Date published: 2021-04-06
Date modified: 2024-01-09

CLOUD=RA

https://docs.cloudera.com/


https://docs.cloudera.com/

© ClouderaInc. 2024. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2"), the Affero General Public License version 3 (AGPLV3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liahility arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Clouderalmpala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT ASEXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,

CLOUDERA DOESNOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF

ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE

FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’' S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMSANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



Cloudera DataFlow | Contents | iii

Pre-upgrade information..........ccocieiieiee e 4
Update cdp-liftie-instance-profile.........cce e 4
Upgrade a DataFIOW SEIVICE........cooiiiiiieriieiee et 7

Troubleshooting DataFlow Upgrade ErrorS.......ooceeveeeieesie e 9



Cloudera DataFlow Pre-upgrade information

Learn about tasks you need to perform and information you need to consider before starting a CDF service upgrade.

Important: If you are upgrading on AWS to CDF-PC 2.3.0 or higher from release 2.2.0 or lower and you
& use a pre-created |AM policy, you need to update the cdp-liftie-instance-profile before the upgrade. For more
information, see Update cdp-liftie-instance-profile.

Note: In CDF-PC versions 2.4.0 and lower, ZooK eeper may lose component state information under certain

E conditions due to its previous configuration to use ephemeral storage. If a ZooKeeper pod fails, it retains
component state information as long asiit is rescheduled to the same Kubernetes (K8s) node, asit can reattach
to storage already present there. If the ZooK eeper pod gets rescheduled to a different K8s node, existing
storage is not moved with it, therefore state information islost. If your use case requires that component state
information is retained even during an upgrade, contact Cloudera Support to provide you with a patch that
you need to apply to every deployment before starting the upgrade.

* You trigger an upgrade for a selected CDF environment. Upgrades move from an older version to the latest
version available.

« Onceyou trigger the upgrade, the service enters UPGRADING state and is upgraded to the latest supported
DataFlow and Kubernetes versions. Kubernetes upgrade can take up to an hour to complete. During the upgrade
service actions are restricted, that is, you are not able to create or manage deploymentsin the given DataFlow
service.

» Aspart of aDataFlow Service (Environment) upgrade, all existing deployments are also upgraded.

e To keep existing DataFlow deployments working, you may choose not to upgrade the NiFi version of existing
deployments during the upgrade. This selection appliesto all existing deployments.

Note: The option to skip NiFi version upgrade is not always available: NiFi version upgrade is mandatory

IE if the upgrade wizard determines that the new workload version is not compatible with the current NiFi
version running in any deployment. The same automatism prevents you from accidentally downgrading
NiF below the minimum supported version later.

Y ou can manually upgrade NiFi for individual deployments later.

« |If upgrading a deployment fails, all components are rolled back to their original state and it causes the overall
DataFlow service upgrade to be rolled back as well.

When upgrading to CDF-PC 2.3.0 or higher from release 2.2.0-h4 or lower on AWS and you use a pre-created |AM
policy, you need to update the cdp-liftie-instance-profile before the upgrade. Without these policy changes, volumes
provisioned by a pre-2.3.0 DataFlow version will be left behind if the corresponding deployment is terminated or the
dataflow is disabled after the upgrade.

These updates are necessary because CDF-PC 2.3.0 has migrated to use EKS k8s 1.23 and CS| EBS provisioner.
This storage provisioner requires updated policies to allow the creation and deletion of volumes from within the EKS
cluster.

Update the cdp-liftie-instance-profile using either the AWS Ul or CLI.

1. Addtheebs-cs policy to the cdp-liftie-instance-profile IAM profile.

{
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Update cdp-liftie-instance-profile

"Ver si on":

"2012-10-17",

"Statenent": |

"Action":
"ec2: Creat eSnapshot ",
"ec2: Att achVol une",
"ec?2: Det achVol une",
"ec2: Modi f yVol une",
"ec2: Descri beAvai l abi lityZones",
"ec2: Descri bel nst ances",
"ec2: Descri beSnapshot s",
"ec?2: Descri beTags",
"ec2: Descri beVol unes",
"ec2: Descri beVol uneshodi fi cati ons"

]

i?esource": trm
"Effect": "Al ow'

"Condition": {
"StringEqual s": {
"ec2: CreateAction": |
" Cr eat eVol une",
" Cr eat eSnapshot "

}

, ction": |
"ec2: Creat eTags"

}

]

Resource": [
"arn:aws: ec2: *: *:vol unme/ *",
"arn:aws: ec2: *: *: snapshot/*"

] il
"Effect": "All ow
"Action": [

"ec2: Del et eTags"
]

Resource": [
"arn: aws: ec2: *: *:vol unme/ *",
"arn:aws: ec2: *: *: snapshot/*"

]1
"Effect": "All ow

"Condition": {
"StringLike": {
"aws: Request Tag/ ebs. csi . aws. coni cl ust er

}
b,
"Action": [
"ec2: Creat eVol une"
] il
"Resource": "*"

"Effect": "AIIoW'

"Condition": {
"StringLike": {
"aws: Request Tag/ CSI Vol uneNane": "*"
}

},

"true"
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[T

"Action": [

"ec2: Creat eVol une"
] il
"Resource": "*"

"Effect”: "All ow'

"Condition": {
"StringLike": {

"ec2: Resour ceTag/ ebs. csi . aws. confcluster": "true"
}
oo
"Action": [
"ec?2: Del et eVol une"
] il
"Resource": "*"

"Effect”: "All ow'

"Condition": {
"StringLike": {

"ec2: Resour ceTag/ CSl Vol umeName": "*"
}
" Act ion": [
"ec2: Del et eVol une"
] 1
"Resource": "*"

"Effect”: "All ow'

"Condition": {
"StringLike": {
"ec2: Resour ceTag/ kuber net es. i o/ creat ed-for/ pvc/ nane":

}
b,
"Action": [
"ec2: Del et eVol une"
] il
"Resource": "*"

"Effect”: "All ow'

"Condition": {
"StringLike": {

"ec?2: Resour ceTag/ CSl Vol umeSnapshot Nanme": "*"
}
"Action": [
"ec2: Del et eSnapshot "
] 1
"Resource": "*"

"Effect”: "All ow'

"Condition": {
"StringLike": {

"ec2: ResourceTag/ ebs. csi.aws. com cluster”: "true"
}
b,
"Action": [
"ec2: Del et eSnapshot "
] il
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}

"Resource": "*",
"Effect": "Al ow'

2. Addthe efs-csi policy to the cdp-liftie-instance-profile IAM profile.

{

"Version": "2012-10-17",
"Statenent": |

A

o

"Action": [
"el asticfil esystem Descri beAccessPoi nts",
"el asticfil esystem Descri beFil eSystens",
"el asticfil esystem Descri beMount Tar get s"

]

iizesour ce": "*",
"Effect": "Al ow'

"Condition": {
"StringLike": {
"aws: Request Tag/ ef s. csi . aws. coni cl uster":
}

"Action": [
"el asticfil esystem Creat eAccessPoi nt"
]

iizesour ce": "*",
"Effect": "Al ow'

"Condition": {
"StringEqual s": {
}

ction": |
"el asticfil esystem Del et eAccessPoi nt"

"aws: Resour ceTag/ ef s. csi . aws. conmf cl uster":

}

]

iizesour ce": "*",
"Effect": "Al ow'

"true"

"true"

Y ou can upgrade your Cloudera DataFlow (CDF) service together with all DataFlow deployments in that
environment with the push of a button.

1. On the DataFlow Dashboard select Environments from the left navigation pane.
2. Select the environment you want to upgrade and click Manage DataFlow.
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3. Click Actions Upgrade DataFlow .

Note: If the upgrade wizard determines that the NiFi version of your DataFlow deploymentsis
IE compatible with the CDF service after the upgrade, you have the option to skip upgrading NiFi in current
deployments. In this case you can upgrade NiFi manually later.

Upgrade DataFlow X

(i) DataFlow will be upgraded to the latest supported DataFlow and Kubernetes versions. The
upgrade requires performing a Kubernetes upgrade. Kubernetes upgrade can take up to an hour
to complete. During the upgrade you won't be able to create or manage deployments in this
DataFlow service.

f INSTAMNCE TYPE MNAME REGION
A Standard_D16s5_v3 West US 2
|

Current Version in Use Version After Upgrade

CDF 2.0.0-b294 _: CDF 2.1.0-b1717

Kubernetes 1.21 = Kubernetes 1.22

[ ] Preserve current deployment NiFi versions h

[ ] Skip Validation &

4. Click Upgrade.

The environment status changes to Upgrading and you see a similar message under Event History:

G} DataFlow Upgrade Initiated 2022-06-22 11:32 CEST ~
ALERT DETAILS:
Initiated dataflow upgrade on cluster with 1D liftie-12623bk9.
DURATION:

1 second
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5. You can monitor the upgrade procedure in Event History. Click Manage DataFlow then select Alerts.

Event Histary (®

SHOW ONLY @ Info

() DataFlow Successfully Upgraded

() DataFlow Post Upgrade Cleanup Initiated

@ MiFi Deployments Upgraded
{D Upgrading NiFi Deployments
(D NiFi Dependencies Upgraded

{D Upgrading NiFi Dependencies

(@ FluxCD Helm Operators Are Upgraded

{D Upgrading FluxCD Helm Operators
{D Kubernetes Version Upgraded

{D Upgrading Kubemetes Version

{D DataFlow Upgrade Initiated

Warning

@ Error

2022-06-27

2022-06-27

2022-06-27

2022-06-27

2022-06-27

2022-06-27

6-27 19:43 CEST

6-27 19:47 CEST

6-27 19:47 CEST

6-27 19:30 CEST

6-27 19:30 CEST

19:25 CEST

19:25 CEST

19:25 CEST

19:25 CEST

18:58 CEST

18:57 CEST

The message DataFlow Successfully Upgraded in Event History and the Status of the service changing from
Upgrading to Good Health on the Environments page signal that the upgrade has ended. Depending on the number
of running nodes in the cluster, the upgrade can take more than an hour to complete.

If you had restricted policies in place before the upgrade, run the

aws ec2 describe-volunes --profile <aws-profile> --query

)

command to confirm that no unused volumes were |eft behind.

" Vol unes[ ?Tags[ ?cont ai ns(Key, ~kubernetes.io/cluster/liftie-

] 8&&

St at e=="avai |l abl e’ ].[ Vol unel d, St at e, Tags[ ?cont ai ns(Key, "k
ubernetes.io/cluster/liftie-")].Key|[[O]]"

Learn how to recognize and address common errors with your Cloudera DataFlow (CDF) service and flow

depl

oyment upgrades.

It is helpful to have access to the DataFlow Kubernetes cluster using command line tools such askubect | when you
are troubl eshooting deployment or upgrade failures. To set up kubect | access, follow these steps:

1. In DataFlow, from the Environments page, select the DataFlow service for which you want to add or remove user
access.

2. Click Manage DataFlow.
3. From the Actions menu, click Manage Kubernetes APl Server User Access.
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Add the AWS |AM role that you will authenticate asto the list of authorized users for DataFlow by entering the

ARN inthe Add User dialog.

Use the Download Kubeconfig action to retrieve the kubeconfig file for connecting to your cluster.

Set up your kubect | to use the downloaded kubeconfig file:

export KUBECONFI G=[ *** PATH TQ' DONNLCOADEDY KUBECONFI G FI LE* * * ]

Run kubectl get ns and validate that your output looks similar to:

NAME STATUS  AGE
cadence Active 37h
cert-manager Active  37h
cfm-operator-system Active 37h
default Active  38h
dfx-dev-environment-ns Active  3bh
dfx-1dbrokers3-ns Active  3bh
dfx-kafkatos3-ns Active 22h
dfx-local Active 37h
dfx-ops Active  37h
kube-nade-lease Active  38h
kube-public Active 38h
kube-system Active  38h
liftie Active 37h
logging Active  37h
monitoring Active  37h
nfs-provisioner-system Active  37h
nginx-ingress Active  37h

prometheus-operator-system  Active i7h

With kubect | being set up correctly, you are able to access NiFi and other DataFlow logs directly through the CLI.

There are various reasons that may prevent an upgrade from happening. This document covers the following
scenarios:

The upgrade fails upon initiation.
The upgrade starts but fails, and rollback is possible.
The upgrade starts but fails and rollback is not possible.

Symptom: When the upgrade fails to start, the status of the environment does not change to Upgrading and you
receive an error message stating the cause of the failure.

Possible causes. The service isin one of the following states:

How to fix it: Fix the error indicated in the error message, th

The serviceisin one of the following states:

e Failed to Update

» Failed to Update NiFi version

« Any transitional / in-progress state

Any of the deploymentsisin one of the following states:

* New

« Failed to Update

» Failed to Update NiFi version

* Any transitional / in progress state

Cloudera Support.

en retry the upgrade. If the upgrade still fails, contact

10
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Symptom: Upgrade rollback process starts. If the rollback is successful, the Status of the service returnsto Good
Health, CDF and NiFi versions return to their pre-upgrade values. If the rollback fails, the Status of both the CDF
service and running deployments becomes Failed to Upgrade. The order in which this transition happens depends on
where the rollback actually failed.

How to fix it: In the event of an upgrade failure, DataFlow determinesif rollback is possible and automatically
initiates it. No user intervention is required.

If the rollback is successful:

1. After therollback ends, from the Environments page, select the DataFlow service you were trying to upgrade and
click the Alertstab. Check Event History to see if there is anything obvious in there or something that narrows
down the possible cause of the failure.

2. From the Dashboard page select running deployments that failed to upgrade and check Alerts>Event History to
see if there is anything obviousin there or something that narrows down the possible cause of the failure.

3. Check the K8s cluster using CLI and try to fix errors based on the information you obtained from Event History in
the previous steps.

4. Retry the upgrade.

5. If the upgrade till fails contact Cloudera Support.

If the rollback fails:

The status of both the service and the running deployments changes to Failed to Update. The order in which they
transition depends on where the rollback actualy failed.

E Note: A DataFlow upgrade can only berolled back if Kubernetes (K8s) was not upgraded.

Symptom: The status of the service, and shortly after the deployments, changes to Failed to Upgrade. The statusicon
on the service changes to Bad Health.

How to fix it:

1. If K8supgradefailed, check the Event History if there is anything obviousin there.
2. Check on the cloud provider side whether there is anything obvious as a reason for the failure. For example, check
activity logs and node pools on Azure, or EKS cluster on AWS.

3. If the K8s upgrade succeeded, but the upgrade failed somewhere later, then the previous point in the "Upgrade
fails and rollback is possible" can follow here (check the events and then the K8s cluster).

4. If you managed to pinpoint and fix the possible cause of the failure, retry the upgrade.
5. If you did not find the cause of the failure, or the upgrade still fails upon retry, Contact Cloudera Support.

1. On the DataFlow Dashboard select Environments from the |eft navigation pane.
Select the service where you want to retry the upgrade and click Manage DataFl ow.
3. Click Actions Retry Upgrade DataFlow .

N
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