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Machine Learning Introduction to Private Cloud

Introduction to Private Cloud

With the Cloudera Machine Learning (CML) service, data scientists and partners can build and run machine learning
experiments and workloads in a secure environment. CML on Private Cloud provides an identical experience to CML
on Public Cloud, but running in your own on-premises data center.

Cloudera Machine Learning enables you to:

• Easily onboard a new tenant and provision an ML workspace in a shared OpenShift environment.
• Enable data scientists to access shared data on CDP Private Cloud Base and CDW.
• Leverage Spark-on-K8s to spin up and down Spark clusters on demand.

CML Requirements for Private Cloud

To launch Cloudera Machine Learning, the Private Cloud host must meet several requirements. In addition to specific
software and hardware requirements mentioned in CDP Private Cloud Base Installation Guide, check the following
CML-specific requirements.

If necessary, contact your Administrator to make sure the following requirements are satisfied:

1. The installed OpenShift Container Platform must be version 4.3.x.
2. CML assumes it has cluster-admin privileges on the OpenShift cluster.
3. Storage:

a. 4 TB of persistent volume block storage per ML Workspace.
b. 1 TB of NFS space recommended per Workspace (depending on user files).
c. Access to NFS storage is routable from all pods running in the OpenShift cluster.
d. For monitoring, recommended volume size is 60 GB.

4. A block storage class must be marked as default in the OpenShift cluster. This may be rook-ceph-block, Portworx,
or another storage system. Confirm the storage class by listing the storage classes in the Openshift cluster, and
check that one of them is marked default.

5. If external NFS is used, the NFS directory and assumed permissions must be those of the cdsw user. For details
see Using an External NFS Server in the Related information section at the bottom of this page.

6. If CML needs access to a database on the CDP Private Cloud Base cluster, then the user must be authenticated
using Kerberos and must have Ranger policies set up to allow read/write operations to the default (or other
specified) database.

7. Forward and reverse DNS must be working.
8. DNS lookups to sub-domains and the ML Workspace itself should work.
9. In DNS, wildcard subdomains (such as *.cml.yourcompany.com) must be set to resolve to the master domain

(such as cml.yourcompany.com). The TLS certificate (if TLS is used) must also include the wildcard subdomains.
When a session or job is started, an engine is created for it, and the engine is assigned to a random, unique
subdomain.

10. The external load balancer server timeout needs to be set to 5 min. Without this, creating a project in an ML
workspace with git clone or with the API may result in API timeout errors. For workarounds, please take a look at
Known Issue DSE-11837.

11. If you intend to access a workspace over https, see Deploy an ML Workspace with Support for TLS.
12. Due to a Red Hat issue with OpenShift Container Platform 4.3.x, the image registry cluster operator configuration

must be set to Managed.
13. Check if storage is set up in the cluster image registry operator. See Known Issues DSE-12778 for further

information.

For more information on requirements, see CDP Private Cloud Base Installation Guide.
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Machine Learning Differences Between Public and Private Cloud

Storage

We expect the OpenShift cluster to have persistent storage classes defined for both “block” and “filesystem”
volumeModes of storage. We expect a block storage class to have been set up as default. Exact amount of storage
classified as block or filesystem storage will depend on the specific workloads (Machine Learning or Data
Warehouse) and how they are used:

• Data Warehousing for instance, will require 128GB of memory and 600GB of locally attached SSD storage,
with a 100GB of Persistent Volume storage on filesystem mounts, per executor. Depending on the number of
executors the user would like to run per physical node, the per-node requirements will change proportionally (eg.
3 executors per node would require 384GB of memory and 1.8TB of locally attached storage).

• Machine learning requirements on storage largely depend on the nature of your machine learning jobs; 4TB of
persistent volume block storage is required per Machine Learning Workspace instance for storing different kinds
of metadata related to workspace configuration. Additionally, Machine Learning requires access to NFS storage
routable from all pods running in the OpenShift cluster (see below).

• Monitoring uses a large Prometheus instance to scrape workloads. Disk usage depends on scale of workloads.
Recommended volume size is 60GB.

Local Storage (e.g. ext4) Block PV (e.g. Ceph or
Portworx)

NFS (for ML User
Project files)

Control Plane N/A 250 GB N/A

CDW 600 GB per executor 100 GB per executor N/A

CML N/A 4 TB per workspace 1 TB per workspace
(Depends on ML User
files)

NFS

Cloudera Machine Learning (CML) requires NFS for storing project files and folders. An internal user-space NFS
server can be deployed into the cluster which serves a block storage device (persistent volume) managed by the
cluster’s software defined storage (SDS) system, such as Ceph, Portworx, etc. This is the recommended option for
CML in private cloud. Alternatively, the NFS server can be external to the cluster, e.g., a NetApp filer which is
accessible from the private cloud cluster nodes. Note that NFS storage is to be used only for storing project files and
folders, and not for any other CML data, such as PostgreSQL database and livelog.

Note that CML today does not support shared volumes, such as Portworx shared volumes, for storing project files. A
read-write-once (RWO) persistent volume must be allocated to the internal NFS server (e.g., NFS server provisioner)
as the persistence layer. The NFS server uses the volume to dynamically provision read-write-many (RWX) NFS
volumes for the CML clients.

Related Information
CDP Private Cloud Base Installation Guide

Known Issues and Limitations (Private Cloud

Deploy an ML Workspace with Support for TLS

Using an External NFS Server

Differences Between Public and Private Cloud

There are some differences in Cloudera Machine Learning functionality between Public and Private Cloud.
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Machine Learning Limitations on Private Cloud

Feature Public Cloud Private Cloud 1.0

CML application control plane (infrastructure
containers and workload containers)

Control plane is hosted on public cloud
servers.

Control plane is hosted on customer’s
Openshift Container Platform.

Storage - CML internal state data (database,
images, logs)

EBS on AWS, Azure Disks on Azure. Software Defined Storage System, such as
Ceph or Portworx.

Storage - User project files EFS on AWS, external NFS on Azure. Internal NFS storage is recommended.

Autoscaling CPU/GPU nodes scale up and down as
needed.

Autoscaling concept is different; Private
Cloud shares a pooled set of resources among
workloads.

Logging Per-workspace diagnostic bundles can be
downloaded from the workspace.

Diagnostic bundles are not supported at
Workspace level, but can be downloaded from
the control plane at the cluster level.

Monitoring dashboards Provides four dashboards. Provides two dashboards, for K8s Container
and K8s Cluster.

NFS support AWS uses EFS; Azure requires external NFS. Internal NFS is recommended, external NFS is
supported.

TLS support TLS access to workspaces is supported. TLS access is supported, but requires manual
setup of certificate and other steps.

Hadoop Authentication Uses FreeIPA User needs to provide credentials to
communicate with the CDP Private Base
cluster.

Remote Access Available from each workspace. Not available in the workspace. Instead,
the environment's kubeconfig file may be
downloaded from Environments using the
Download Kubernetes configuration action for
the specified environment.

Roles MLAdmin, MLUser The corresponding roles are:
EnvironmentAdmin, EnvironmentUser

Limitations on Private Cloud

There are some limitations to keep in mind when you are working with Cloudera Machine Learning on Private Cloud.

The following features are not yet supported in CML Private Cloud:

• Model Governance and Model Metrics
• GPU support
• Logging is limited, and diagnostic bundles for each workspace cannot be downloaded from the workspace UI.

Instead, diagnostic bundles for the entire cluster can be downloaded from the control plane.
• Only two monitoring dashboards are available (for K8s Cluster and K8s Container).
• Proxies are not supported.

Network File System (NFS)

A Network File System (NFS) is a protocol to access storage on a network in the same way as you might access
storage in a local file system. CML requires an NFS server for storing project files and folders, and the NFS export
must be configured before you provision the first CML workspace in the cluster.

There are many different products or packages that can create an NFS in your private network. A Kubernetes cluster
can host an internal NFS server, or an external NFS server can be installed on another cluster that is accessible by the
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Machine Learning Network File System (NFS)

private cloud cluster nodes. NFS storage is used only for storing project files and folders, and not for any other CML
data, such as PostgreSQL database and livelog files.

CML does not support shared volumes, such as Portworx shared volumes, for storing project files. A read-write-once
(RWO) persistent volume must be allocated to the internal NFS server (for example, NFS server provisioner) as the
persistence layer. The NFS server uses the volume to dynamically provision read-write-many (RWX) NFS volumes
for the CML clients.

The internal NFS server option is currently the recommended option for Private Cloud. There are several options for
setting up an internal NFS, described in the appendix. The Private Cloud Admin is responsible for setting up an NFS
for use by your cluster.

NFS Options for Private Cloud
Cloudera Machine Learning on Private Cloud requires a Network File System (NFS) server for storing project files
and folders.

The recommended approach is an internal NFS server which is deployed into the cluster. Solutions include NFS
over Ceph or Portworx using NFS Server Provisioner (NFS Ganesha). An alternative is to use an NFS server that is
external to the cluster, such as a NetApp Filer appliance.

The NFS server must be configured before deploying the first CML workspace in the cluster. One important
limitation is that CML does not support using shared volumes for storing project files. A read-write-once (RWO)
persistent volume must be allocated to the internal NFS server (e.g., NFS server provisioner) as the persistence layer.
The NFS server uses the volume to dynamically provision read-write-many (RWX) NFS volumes for the CML
clients.

Deploying NFS Server Provisioner on Rook Ceph
This example shows you how to deploy the NFS Server Provisioner on an OpenShift cluster where the Rook Ceph
storage system is used.

About this task

As an example, you can deploy the NFS Server Provisioner using the Helm chart provided here.

Before you begin

• For the nfs storage class, set “allowVolumeExpansion=true”
• For the underlying persistent volume, specify a size of 1 TiB.
• On the block storage system class, rook-ceph-block in this case, set allowVolumeExpansion=true
• Download two YAML files here: nfs-server-provisioner.yml and nfs-scc.yml.

Note:  If your read-write-once block pv storage class is not rook-ceph-block, then replace rook-ceph-block
with your preferred read-write-once block pv storage class in the nfs-server-provisioner.yaml file below.

Note:  In this example, the size of the underlying persistent volume is specified as 1 TiB. You are
recommended to increase the size by 1 TiB for each additional ML workspace that will be created. For
example, increase the size by 5 TiB for 5 ML workspaces.

Note:  The yaml file below has a line that will download the nfs server image from quay.io/
kubernetes_incubator/nfs-provisioner:v2.3.0. If your installation is airgapped, download the file to a local
repository and change the path accordingly.
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Machine Learning Network File System (NFS)

Procedure

1. Install Path 1: Installing using the oc command and yaml files:

a) If you do not have Tillerless Helm v2 set up, then you can simply apply the nfs-server-provisioner.yaml file as
follows: $         oc create -f nfs-server-provisioner.yaml -n cml-nfs

2. Install Path 2: Installing using the oc command and Tillerless Helm v2:

$ oc delete scc nfs-scc
$ oc delete clusterrole cml-nfs-nfs-server-provisioner 
$ oc delete clusterrolebinding cml-nfs-nfs-server-provisioner 
$ oc delete namespace cml-nfs
                    
$ helm tiller run cml-nfs -- helm delete cml-nfs --purge
$ oc delete scc nfs-scc securitycontextconstraints.security.openshift.io 
"nfs-scc" deleted
                

Using an External NFS Server
As another option, you can install an NFS server that is external to the cluster.

About this task

Currently, CML only works with NFS version 3 and 4.1. The NFS client within CML must be able to mount the NFS
storage with default options, and also assumes these export options:

rw,sync,no_root_squash,no_all_squash,no_subtree_check

The no_root_squash option has security implications, which is a reason to choose internal NFS instead.

Before you begin

Before creating a CML workspace, the storage administrator must create a directory that will be exported to the
cluster for storing ML project files for that workspace. Either a dedicated NFS export path, or a subdirectory in an
existing export must be specified for each workspace.

Each CML workspace needs a unique directory that does not have files in it from a different/previous workspace.
For example, if 10 CML workspaces are expected, the storage administrator will need to create 10 unique directories.
Either one NFS export and 10 subdirectories within it need to be created, or 10 unique exports need to be created.

For example, to use a dedicated NFS share for a workspace named “workspace1” from NFS server “nfs_server”, do
the following:

Procedure

1. Create NFS export directory “/workspace1”.

2. Change ownership for the exported directory

a) CML accesses this directory as a user with a UID and GID of 8536.  So run chown 8536:8536 /workspace1
b) Make the export directory group-writeable and set GID: 

chmod g+srwx /workspace1

3. Provide the NFS export path nfs_server:/workspace1 when prompted by the CML Control Plane App while
creating the workspace.
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Machine Learning Deploy an ML Workspace with Support for TLS

4. To use a subdirectory in an existing NFS share, say nfs_server:/export, do the following:

a) Create a subdirectory /export/workspace1
b) Change ownership: chown 8536:8536 /export/workspace1
c) Set GID and make directory group writeable: chmod g+srwx /export/workspace1
d) Provide the export path nfs_server:/export/workspace1 when prompted by the CML Control Plane App.

Backing up Project Files and Folders

About this task

The block device backing the NFS server data must be backed up to protect the CML project files and folders. The
backup mechanism would vary depending on the underlying block storage system and backup policies in place.

Procedure

1. identify the underlying block storage to backup, first determine the NFS PV:

$ echo `kubectl get pvc -n cml-nfs -o jsonpath='{.items[0].spec.volumeNa
me}'`
pvc-bec1de27-753d-11ea-a287-4cd98f578292

2. For Rook Ceph, the RBD volume/image name is the name of the dynamically created persistent volume
(pvc-3d3316b6-6cc7-11ea-828e-1418774847a1).

What to do next
Ensure this volume is backed up using an appropriate backup policy.

Uninstalling the NFS server
Uninstall the NFS server provisioner using either of the following commands

Use this command if the NFS server provisioner was installed using oc and yaml files:

$ oc delete scc nfs-scc
$ oc delete clusterrole cml-nfs-nfs-server-provisioner 
$ oc delete clusterrolebinding cml-nfs-nfs-server-provisioner 
$ oc delete namespace cml-nfs

Use this command if the NFS server provisioner was installed using Helm:

$ helm tiller run cml-nfs -- helm delete cml-nfs --purge
$ oc delete scc nfs-scc securitycontextconstraints.security.openshift.io "n
fs-scc" deleted

Deploy an ML Workspace with Support for TLS

You can provision an ML workspace with TLS enabled, so that it can be accessed via https.

Before you begin

You need to obtain a certificate from the Certificate Authority used by your organization. This may be an internal
certificate authority.
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Machine Learning Deploy an ML Workspace with Support for TLS

Additionally, you need a computer with CLI access to the cluster, and with kubectl installed.

Procedure

1. Provision the ML Workspace. Follow the procedure Provisioning ML Workspaces.

Note:  Ensure you select Enable TLS.

2. Obtain the .crt and .key files for the certificate from your Certificate Authority.

The certificate URL is generally of the form: <workspaceid>.<apps.openshiftcluster>.<domain>.com. Assuming
an example URL for the certificate of ml-30b43418-53c.apps.os4cluster.yourcompany.com, check that the
certificate correctly shows the corresponding Common Name (CN) and Subject Alternative Names (SAN):

• CN: ml-30b43418-53c.apps.os4cluster.yourcompany.com
• SAN: *.ml-30b43418-53c.apps.os4cluster.yourcompany.com
• SAN: ml-30b43418-53c.apps.os4cluster.yourcompany.com

3. Create a Kubernetes secret inside the previously provisioned ML workspace namespace, and name the secret cml-
tls-secret.

On a machine with access to the .srt and .key files above, and access to the OpenShift cluster, run this command:
kubectl create secret tls cml-tls-secret        --cert=<pathtocrt.crt> --key=<pathtokey.key> -o yaml        --dry-run |
kubectl -n <cml-workspace-namespace> create -f        -

You can replace or update certificates in the secret at any time.

4. In  Admin Security Root CA configuration , add the root CA certificate to the workspace.

For example: https://ml-def88113-acd.apps.nf-01.os4cluster.yourcompany.com/administration/security"       

Results
The command creates routes to reflect the new state of ingress and secret, and enables TLS.

Replace a Certificate
You can replace a certificate in a deployed namespace.

About this task

Procedure

1. Obtain the new certificate .crt and .key files.

2. Execute this command (example): kubectl create secret tls        cml-tls-secret --cert=<pathtocrt.crt> --key=<patht
okey.key>        -o yaml --dry-run | kubectl -n <cml-workspace-namespace> replace        -f -

What to do next
The certificate of an existing session does not get renewed. The new certificate only applies to newly created sessions.
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