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Cloudera Al

Managing Users

This topic describes how to manage an Cloudera Al Workbench as a site administrator. Site administrators can
monitor and manage all user activity across a workbench, add new custom engines, and configure certain security
settings.

By default, the first user that logs in to a workbench must always be a site administrator. That is, they must have the
MLAdmin role granted by a Cloudera PowerUser.

Important: Site administrators have complete accessto al activity on the deployment. Thisincludes access
to all teams and projects on the deployment, even if they have not been explicitly added as team members or
collaborators.

Only site administrators have access to a Site Administration dashboard that can be used to manage the workbench.
To access the site administrator dashboard:

1. Gotothe Cloudera Al web application and log in as a site administrator.

2. Ontheleft sidebar, click Site Administration. Y ou will see an array of tabs for all the tasks you can perform as a
site administrator.

CLOUD=ZRA . P N .
AlWorkbench Site Administration / Overview .

Site Administration

Overview Users Teams Usage Quotas Models Runtimes DataConnections Security ~AMPs  LearningHub  Cloudera Copilot ~ Settings ~ Support

Cluster Monitoring
View cluster usage metrics and trends in custom built Grafana dashboards.

Grafana Dashboard @'

Spark Monitoring
Spark Ul 2

Cluster Metrics Snapshot
Domain ml-0f18¢5b6-Ff9.eng-mi-d.xcu2-8y8x.dev.cldr.work
Total Nodes 1
Total Memory 29.19 GiB
Used Memory 21.16 GiB
Total vCPUs 7.63
Used vCPUs 830
Total GPUs 0

Used GPUs 0

The Userstab on the Administrator dashboard displays the complete list of users. You can see which users are
currently active, and when auser last logged in to Cloudera Al. Y ou can search for a user by entering their User ID,
Username, or Email in the User quick find box. To modify a user's username, email or permissions, click the Edit
button under the Action column.

B Note: The Disabled checkbox does not have any effect when external authentication isin use.

Y ou can synchronize users within an Cloudera Al Workbench with those users that have been defined access at the
Environment level (through the MLAdmin, MLUser, and MLBusinessUser roles). Doing so for new users enables
you to take administrative actions such as setting Team assignments, defining Project Collaborators, and more, all
prior to the new users first time logging in to the Workbench.

To synchronize users, goto Site Administration Users, and click Run Sync Now. This adds any users defined at the
Environment level to the workbench, updates any role changes that have been made, and deactivates any users that
have been deactivated.




Cloudera Al Service Accounts

Note: The Administrator shall periodically perform user synchronization to ensure that users who are
deactivated on the environment level are also deactivated in Cloudera Al.

Groups of users can be created in the Cloudera management console and imported to Cloudera Al. However, changes
made in Cloudera do not automatically update in Cloudera Al. Y ou need to manually trigger an update, using Sync
Teams. For more information, see Creating a Team.

Cloudera Al email notifications
Creating a Team

Service accounts are used by machine users that require a user account, without needing to use an account of an actual
user.

Like other users, this machine user can be granted necessary permissions and roles, and be added as a collaborator to
projects in order to run workloads. Machine users can also create projects and workloads.

The MLAdmin role isrequired to create machine users.

In Management Console, go to User Management.

In Actions, click Create Machine User.

Enter a name for the machine user and click Create.

In the Cloudera Al Workbenches Ul, find your workbench and in Actions, click Manage Access.

Search for the machine user name you just created, and in Update Resource Roles, assign the
MLWorkspaceAdmin or MLWorkspaceUser role. Click Update Roles.

o w DR

IE Note: Machine users can aternatively be assigned to environments.

6. Return to the workbench in Cloudera Al, and in Site Administration Users, click Run Sync Now to manually
synchronize the users for the workbench.

7. In Site Administration, search for the machine user name.

Y ou can synchronize machine users that are part of a synced team to your project.

In Management Console User Management Groups, click Create Group.

Enter the name for the group, and click Create.

Click Add Members to search for and add group members, including machine users.

To add the team (group) to your environment, go to Environments Actions Manage Access.

A w DN
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Cloudera Al

Configuring Quotas

Click Update Role to update the role as follows, and click Update Roles.

* Environment User: Only users who have read access to the environment are synced. Alternatively, you can
assign the Environment User role to the machine user.

e MLAdmin or MLUser role: only users with either role are synced to Cloudera Al Workbench.

Click Synchronize Users and wait for synchronization to complete. Then return to your Cloudera Al Workbench.
In Site Administration Teams, select Sync Teams and then choose the group to synchronize.

Click Create Team, and theteam is created in Cloudera Al.

To add members to a synced team, add them in the control plane and synchronize them to Cloudera Al viathe Site
Administration Teams Sync Teams option. Y ou cannot add users to a group manualy in Cloudera Al.

To add the service user as a collaborator of the project, see the instructions in Adding a collaborator and further
detailsin Adding project collaborators.

Y ou can run various types of workloads using a service account. First, make sure the service account is available in
your project.

1
2.

N

N

Create a project, or enter an existing project.
In Collaborators, add the service account. Specify the Operator or Admin role and click Add.

In Jobs, click New Job.
For Run Job as, select Service Account and choose the account from the list.
Make other settings as needed, and click Create Job.

Click New Application.
For Run Job as, select Service Account and choose the account from the list.
Make other settings as needed, and click Create Application.

In Models, click New Model.
For Deploy Modél as, select Service Account and choose the account from the list.
Make other settings as needed, and click Deploy Model.

This topic describes how to configure CPU, GPU, and memory quotas for users of an Cloudera Al Workbench.

Required Role: MLAdmin

Make sure you are assigned the MLAdmin role in Cloudera. Only users with the MLAdmin role will be logged into
Cloudera Al Workbenches with Site Administrator privileges.
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Cloudera Al

Managing multiple CPU and GPU workloads using Resource
Groups

There are two types of quota: Default and Custom. Default quotas apply to all users of the workbench. Custom quotas
apply to individual usersin the workbench, and take precedence over the default quota.

Log intothe web interface.

Click Cloudera Al Workbenches, then open the workbench for which you want to set quotas.
Click AdminQuotas.

Switch the Default Quotas toggle to ON.

This applies adefault quota of 2 vCPU and 8 GB memory to each user in the workbench.

If your workbench was provisioned with GPUs, a default quota of 0 GPU per user applies. If you want usersto
have access to GPUs, you must modify the default quotas as described in the next step.

5. If you want to change the default quotas, click on Default (per user) .

Cloudera Al displays the Edit default quota dialog box.

Enter the CPU, Memory, and GPU quota values that should apply to all users of the workbench.
Click Update.

To add a custom quotafor a specific user, click Add User.

. Enter the user name, and enter the quotas for CPU, Memory, and GPU.

10. Click Add.

A w DN PR
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Enabling and modifying quotas will only affect new workloads. If users have already scheduled workloads that
exceed the new quota limits, those will continue to run uninterrupted. If a user is over their limit, they will not be able
to schedule any more workloads.

To specify the maximum number of replicasin amodel deployment, goto Site Administration Settings Model
Deployment Settings . The default is 9 replicas, and up to 199 can be set.

Learn how to use Resource Groups and Resource Profiles to provision and manage multiple CPU and GPU
environments within your Cloudera Al workbench. This provides enhanced control over workload scheduling and
allows for the segregation of workloads based on instance types.

This feature eliminates the previous limitation of having only one CPU and a maximum of one GPU instance group
per workspace. Y ou can now provision multiple groups of both CPU and GPU instances as needed.

Resource Group serves as a parent entity that defines the specific type of node (for example, m5.xlarge) where your
workloads will execute. Resource Groups are provisioned using the Cloudera Al Control Plane, and every workbench
reguires at least one CPU resource group, which isidentifiable by a unique name specified when creating the resource
group. While multiple resource groups can share the same instance type, a single resource group maps to only one
type, and its name or instance type cannot be edited from within the Cloudera Al Workbench.

Resource Profiles are an existing Cloudera Al feature that has been enhanced and is now segregated into CPU and
GPU profiles. A resource profile defines the allowed resource combination (CPU cores, memory, and GPU count)
that aworkload will consume on a node.




Cloudera Al

Managing multiple CPU and GPU workloads using Resource
Groups

These profiles are uniquely configured for one Resource Group (establishing a one-to-many relationship where one
Resource Group can have many Resource Groups). While the Resource Group dictates the type of node, the Resource
Profile dictates the specific resource combination used, and its defined resource capacity must never exceed the
maximum capacity of its associated Resource Group.

Note: When using API, a Resource Profile definition (for example, 2 CPU / 4GB) can be reused across
multiple Resource Groups. However, when scheduling aworkload using the API, you must use the specific,
unique Profile ID associated with the desired Resource Group.

The Resource Group feature provides enhanced control over workload scheduling by ensuring that a specific
workload lands on the desired type of node. When creating any workload, such as a Session, Job, Application, or
Model, the user now selects two key fields, the Resource Group, which defines the instance type (node type) to be
used, and the Resource Profile, which dictates the specific CPU, memory, and GPU combination the workload will
consume on that chosen node.

When you upgrade your environment from a version where the Resource Group feature was disabled to a version
whereit is enabled, the behavior of your existing Resource Profiles will change, as they must now be linked to a
specific Resource Group.

This transition involves the following key changes:
» Legacy profilevisibility

All existing legacy Resource Profiles that were created without an associated Resource Group will no longer be
visiblein the Ul after the upgrade.

Consequently, when a user attempts to launch a new Session, Job, Application, or Model, they will not see the
unassociated legacy profile listed. These profiles are effectively inactive until they are manually linked to a
Resource Group by an Administrator.

« Automatic default profile creation

During the upgrade process, the system automatically creates the minimum required Resource Group and its
associated profiles to ensure basic functionality:

« Default CPU Resource Group: The system creates one default CPU Resource Group.
« Default Profiles: The system automatically attaches two default resource profiles to this new CPU Resource
Group.

These two newly created default profiles are the only Resource Profiles visible immediately after the upgrade,
until administrators manually restore or create others. This ensures that users have at least a basic set of
profiles available to start workloads.

When provisioning aworkbench, administrators can add multiple CPU and GPU Resource Groups beyond the
minimum reguirement. Each Resource Group is automatically configured with two Resource Profiles. Specificaly, a
CPU Resource Group will contain CPU Resource Profiles, and a GPU Resource Group will contain GPU Resource
Profiles.

Administrators can see a new Resource Groups field in the Site Administration Ul, to tailor the resource usage to
specific workload requirements.

10



Cloudera Al

Managing multiple CPU and GPU workloads using Resource

Groups

Before you begin
The required Cloudera Al version is 2.0.52-B60 OR ABOVE.

Procedure

1. Inthe Clouderaconsole, click the Cloudera Al tile.
The Cloudera Al Workbenches page displays.
2. Click on the name of the workbench.
The workbench Home page displays.
Click Site Administration in the left navigation pane.
Select Runtimes tab.
On the Runtimes page, click the Resource Groups option.

o o~ w

Only the workloads you select will be allowed to schedule on this resource group.

Edit Resource Group

Group
CPU Group  6¢C

Label

mb5.2xlarge

Applicable Workloads
Applications
Jobs

Models

Sessions

Save Cancel

7. Click Save.

Creating Resource Profiles

Resource profiles define how many vCPUs and how much memory the product will reserve for a particular workload

(for example, session, job, model).

About this task

Every Resource Group contains its respective Resource Profiles. By default, every Resource Group is configured with

aminimum set of Resource Profiles:

» CPU Resource Group: Contains a minimum of two default CPU Resource Profiles.

e GPU Resource Group: Contains a number of default GPU Resource Profiles determined by the number of GPUs
in that group. For instance, if the group is configured with 4 GPUs, it will include two default profiles for GPU=1,

two for GPU=2, and two for GPU=4.

Under the Actions menu, click the Edit button to specify the applicable workloads for the specific resource group.

11



Cloudera Al

Managing multiple CPU and GPU workloads using Resource
Groups

Asasite administrator you can create severa different vCPU, GPU, and memory configurations which will be
available when launching a session/job. When launching a new session, application, job, or amodel, userswill be
able to select one of the available resource profiles depending on their project's requirements.

Administrators can add, edit, and delete CPU or GPU Resource Profiles from the Resource Profiles page.

Procedure

1. To createresource profiles, go to the Site Administration Runtime page.
2. Click Add CPU Resource Profile.

Add CPU Resource Profile

* Resource Group

‘ CPU Group e/6c ’

*CPU

: !

* Memory

20 ’

Save Cancel

3. Select the Resource Group name, and specify the CPU and Memory.
4. Click Save.

12



Cloudera Al Managing multiple CPU and GPU workloads using Resource
Groups

5. Click Add GPU Resource Profile.
X
Add GPU Resource Profile

* Resource Group

‘ GPU Group dd83 ’

* GPU

* CPU

2 |

* Memory

E !

Save Cancel

6. Select the Resource Group name, and specify the GPU, CPU, and Memory.
7. Click Save.

Y ou will see the option to add GPUs to the resource profiles only if your Cloudera Al hosts are equipped with
GPUs, and you have enabled them for use by setting the relevant propertiesin cdsw.conf.

By default, the Enable CPU Bursting option is selected for the Resource Profiles to use burstable CPU settings to
help better resource utilization. To use the resource profile as a hard limit on vCPU consumption, disable this CPU
bursting option.

Results

If there are two worker nodes and 10 vCPU available overall, if one user tries to establish a session with 8 vCPU,
Cloudera Al will not allow it. The memory and CPU must be contiguous (adjacent to each other). When a user spins

13



Cloudera Al

Creating Resource profiles

a session, the pod triggers on a single node and resources on the same node are utilized. Thisis expected behavior for

Kubernetes.

Site Administration

Overview  Users  Teams

Runtime Updates

Docker Credentials

Runtime Addons

Resource Profiles

Resource Groups

Engine Images

Environment Variables

Spark

Usage Quotas Models Runtimes Data Connections ~ Security ~ AMPs

Resource Profiles

AlStudios  Learning Hub  Cloudera Copilot ~ Settings ~ Support

VCPU is expressed in fractional virtual cores and allows bursting by default. Memory is expressed in fractional GiB and is enforced by memory killer. GPU indicates the
number of GPUs that need to be used by the engine. Configurations larger than the maximum allocatable CPU, memory and GPU per node will be unschedulable.

| CPU Resource Profiles
[ e recoue . |

Resource Group Description

Default CPU Group 2VCPU/ 4 GIB Memory
Default CPU Group 4vCPU/ 8 GiB Memory

Enable CPU Bursting

vCpu

Memory

4

® Add CPU Resource Profile
Actions
2 W

2 W

122 (orree

By default, Resource Profiles are using burstable CPU settings to help better resource utilization. To use the resource profile as agard limit on vCPU consumption, disable

CPU bursting

GPU Resource Profiles
——

Styrt A New Session

Runtime

Editor ® Kemel © Edition @

JupyterLab Python 3.10 Nvidia GPU

Cant find the runtime you need? ENgble them in Project Settings.

Enable Spark @

Runtime Image

- docker.repository.cloudera. pbj-jupyterlab-pyth

Enable GPU @

VCPU/Memory GiB

Resource Group

Version

2025.09

10-cuda:2025.09.1-65

Default CPU Group

\ 2VCPU/4GiB

4VCPU/ 8 GIB

Resource profiles define how many vCPUs and how much memory the product will reserve for a particular workload
(for example, session, job, model).

Asasite administrator you can create severa different vCPU, GPU, and memory configurations which will be
available when launching a session/job. When launching a new session, users will be able to select one of the

available resource profiles depending on their project's requirements.

1. To createresource profiles, go to the Site Administration Runtime/Engine page.

2. Add anew profile under Resource Profiles.

Clouderarecommends that all profilesinclude at least 2 GB of RAM to avoid out of memory errors for common
user operations.

Y ou will see the option to add GPUs to the resource profiles only if your Cloudera Al hosts are equipped with
GPUs, and you have enabled them for use by setting the relevant properties in cdsw.conf.

14
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Disable or deprecate Runtime addons

Results

If there are two worker nodes and 10 vCPU available overall, if one user tries to establish a session with 8 vCPU,
CDSW will not allow it. The memory and CPU must be contiguous (adjacent to each other). When auser spinsa
session, the pod triggers on a single node and resources on the same node are utilized. Thisis expected behavior for

Kubernetes.

Figure 2: Resource profiles available when launching a session

Site Administration

Overview  Users Teams Usage

Runtime Updates
Docker Credentials
Runtime Addons
Resource Profiles
Resource Groups
Engine Images
Environment Variables

Spark

Quotas Models Runtimes ~Data Connections ~ Security ~AMPs Al Studios Leaming Hub  Cloudera Copilot ~ Settings ~ Support

Resource Profiles

VCPU is expressed in fractional virtual cores and allows bursting by default. Memory is expressed in fractional GiB and is enforced by memory killer. GPU indicates the
number of GPUs that need to be used by the engine. Configurations larger than the maximum allocatable CPU, memory and GPU per node will be unschedulable.

CPU Resource Profiles

® Add CPU Resource Profile

Resource Group Description vCpu Memory Actions
Default CPU Group 2vCPU/ 4 GiB Memory 2 4 s W
Default CPU Group 4vCPU/ 8 GiB Memory 4 s @

122 (ormr )

Enable CPU Bursting

By default, Resource Profiles are using burstable CPU settings to help better resource utilization. To use the resource profile as agard limit on vCPU consumption, disable

CPU bursting
GPU Resource Profiles Styrt A New Session
—_—

Session Name
[ umtites sdgon

Runtime

Kernel © Edition @ Version

Python 3.10 Nvidia GPU 2025.09

Cant find the runtime you need? ENgble them in Project Settings.

. Enable Spark @ | @ ‘
Runtime Image
b- 10-0uda:2025.09.1-b5

- docker.repository.cloudera.

pbi-upyterlab-pyth
Enable GPU @
Resource Group VCPU/Memory GiB

Default CPU Group \ ‘ 2VCPU/ 4 GiB

Editor @

JupyterLab

2VCPU/4GiB

4VCPU/ 8 GIB

Disable or deprecate Runtime addons

Disable or deprecate a Spark Runtime addon.

About this task

Y ou can disable or deprecate any Spark Runtime addon from the Runtime/Engine tab of Site Administration.

Procedure

1. Select Site Administration in the left Navigation bar.
2. Select the Runtime/Engine tab.

15



Cloudera Al

Onboarding Business Users

3. Select Disabled or Deprecated from Actions next to any SPARK addon.

Site Administration = Runtime/Engine

Runtime Updates

Enable Runtime Updates

New Runtime variants and versions are automatically downloaded and made available on clusters with Internet access. Unchecking this checkbox can disable this feature.

Hadoop CLI Version | Hadoop CLI- CDP 7.2.8 - HOTFIX...

Runtime Addons
Status Name ID Component Created At Reason
Hadoop CLI - CDP

) - HOTFIX-1 JAVA HadoopCLI 11/07/2022 12:54 PM
8U342

Hadoop CLI - CDP

7.2.11 - HOTFIX-4 JAVA S HadoopCLI 11/07/2022 12:54 PM
8U342
4 HadoopCLI 11/07/2022 12:54 PM
Hadoop CLI-CDP 7.2.8
HOTFIX-1 JAVA 6 HadoopCLI 11/07/2022 12:54 PM
8U342
Spark 2.4.8-CDE 1.15
. v{iﬂ\TFIX ‘ ‘ 2 I[’»nk 11/07/2022 12:54 PM PodCompleted
Spark 3.2.0-CDE 1.15
© Disabled _J(,\IH\( ’ Spark 11/07/2022 12:54 PM PodCompleted

IE Note: You can also return the status to Available using Actions.

Actions

There are two procedures required for adding Business Usersto Cloudera Al. First, an Administrator ensures the
Business User has the correct permissions, and second, a Project Owner adds the Business User as a Collaborator.

Make sure the user is aready assigned in your external identity provider, such as LDAP.

The Admin user performs these steps:

1. In Environments, select the correct environment where the Cloudera Al Workbench is hosted.

2. In Manage Access, search for the user, and add the ML Business User role. Make sure the user does not already
have a higher-level permission, such asML Admin or ML User, either through a direct role assignment or a group

membership.
3. Click Update Roles.
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4. Inside the Cloudera Al Workbench, goto Site Administration > Users, and click Synchronize Users. This adds
the necessary Users defined at the Environment level to the workbench, and updates any role changes that have
been made.

Add the ML Business User as a Collaborator to a Project.

Adding a collaborator

Project owners can add collaborators to a project.
Complete the following steps as a Project owner:

1. Inthe Clouderaconsole, click the Cloudera Al tile.
The Home page displays.
2. Select the required Workbench.

The Cloudera Al Workbench page displays.
3. Click Projectsin the left navigation pane and select the required project.
4. Go to Collaborators, and enter the user ID in the Search box.
5. Choose the User ID, and click Add. The user or team is added with their role displayed.

When the Business User logs in, they can access the Applications within this project.

Usersin Cloudera Al are assigned one or more of the following roles.

Important: Clouderaon cloud allows customers to maintain full ownership and control of their data and

& workloads and is designed to operate in some of the most restricted on cloud environments. Since Cloudera
on cloud runsin a customer’s cloud account, Security and Compliance is a shared responsibility between
Clouderaand its on cloud customers. User roles form the first layer of security for securing the Cloudera Al
workloads.

It isyour responsibility to diligently allocate the permissions to the users. For more information, see
Cloudera’s Shared Responsibility Model.

There are two categories of roles: environment resource roles, which apply to a given Cloudera environment, and
workbench resource roles, which apply to a single workbench. To use workbench resource roles, you may need to
upgrade the workbench or create a new workbench.

If auser has more than one role, then the role with the highest level of permissions takes precedence. If auserisa
member of agroup, it may gain additional roles through that membership.
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¢ MLAdmin: Grants a Cloudera user the ability to create and delete Cloudera Al Workbenches within agiven
Cloudera environment. MLAdmins also have Administrator level accessto all the workbenches provisioned
within this environment. They can run workloads, monitor, and manage all user activity on these workbenches.
They can also add the MLUser and MLBusinessUser roles to their assigned environment. This user also needs the
account-level role of IAMViewer, in order to access the environment Manage Access page. To create or delete
workbenches, this user also needs the EnvironmentAdmin role.

e MLUser: Grants a Cloudera user the ability to view Cloudera Al Workbenches provisioned within a given
Cloudera environment. MLUsers are al so able to run workloads on all the workbenches provisioned within this
environment.

e MLBusinessUser: Grants permission to list Cloudera Al Workbench for a given Cloudera environment.

ML BusinessUsers are able to only view applications deployed under the projects that they have been added to as a
Business User.

Workbench roles are for users who are granted access to only a single workbench.

e MLWorkspaceAdmin: Grants permission to manage all Cloudera Al workloads and settings inside a specific
workbench. To perform resource role assignment, the IAMViewer roleis also needed. A user with thisrole can
administer the workbench, but is not able to utilize Cloudera APIs that modify aworkbench (for example, creating
or upgrading workbenches).

*  MLWorkspaceBusinessUser: Grants permission to view shared Cloudera Al applications inside a specific
workbench.

*  MLWorkspaceUser: Grants permission to run Cloudera Al workloads inside a specific workbench.

A power user or account administrator must assign the first MLWorkspaceAdmin to a workbench. Subsequently, if
the MLWorkspaceAdmin also has the IAMViewer role, they can assign resource roles to the workbench.

An MLAdmin (an environment resource role) is not automatically able assign workbench resource roles on the
Manage access page. A role such as MLWorkspaceAdmin is needed to do this.

Y ou can check the permissions for a given resource role by clicking the Information icon by each resource role shown
in User Management, on the Resourcestab for a user, or in a Cloudera user profile.

E Note: Any user that lists users or assigns resource roles also needs the account-level role of IAMViewer.

A user istreated as a Business User inside of Cloudera Al if they are granted the MLBusinessUser role on the
Environment of the given Cloudera Al Workbench. Inside the workbench, a Business User is able to access and view
applications, but does not have privileges to access any other workloads in the workbench.

When you log in as a Business User, the only page you see is the Applications page. The page shows any applications
associated with any projects that you have been added to as a Collaborator, even though you do not have rights to
access the other assets associated with those projects.

In order for applications to appear in your view, contact the Project Owner to add you as a Collaborator to the project.
If you have not been added to any projects, or none of the projects that you have been added to have applications, the
Applications page displays the message, Y ou currently don’t have any applications.
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Y ou can edit personal account settings such as email, SSH keys and Hadoop credentials.

Y ou can also access your personal account settings by clicking Account settings in the upper right-hand corner drop-
down menu. This option will always take you to your personal settings page, irrespective of the context you are
currently in.

1. Signinto ClouderaAl.
2. From the upper right drop-down menu, switch context to your personal account.
3. Click Settings.
Profile
Y ou can modify your name, email, and bio on this page.
Teams
This page lists the teams you are a part of and the role assigned to you for each team.
SSH Keys

Y our public SSH key resides here. SSH keys provide a useful way to access to external resources
such as databases or remote Git repositories. For instructions, see SSH Keys.

SSH Keys

Users who work together on more than one project and want to facilitate collaboration can create a Team. Teams
enable you to efficiently manage the users assigned to projects.

Team projects are owned by the team, rather than an individual user. Team administrators can add or remove
members at any time, assigning each member different permissions. A team cannot be deleted and at least one
member must be there in the team.

19


https://docs.cloudera.com/machine-learning/cloud/security/topics/ml-ssh-keys.html

Cloudera Al User Roles

Site Administration

Overview Users Teams Usage Quotas  Models Runtime Data Connections  Security AMPs Learning Hub ~ Settings ~ Support

Create Team

* Name

‘ data-scientist

Description

Group members of DL

Team Type

Local (® Synced Team

Add Groups

Name Viewer e
Operator
Contributor

Admin

1. In Site Administration Teams, select New Team.

2. Enter the name of the team.

3. Select Local or Synced Team.
Cloudera manages the member data of a Synced Team. The members and information about the members of a
Local team is not managed by Cloudera.

4. If Synced Team is selected, under Add Groups, select a group name and the role for the group and click Add. You
can add multiple groups and roles using the Add option.

Note: By default, each member will inherit the role of the groups they belong to. If a member belongs
E to multiple groups, their effective role in the team is the highest role assigned to the member (Viewer <
Operator < Contributor < Admin).
5. Enter aDescription, if needed.

6. Add or invite team members. Team members can have one of the following privilege levels:

* Viewer - The Viewer has read-only access to team projects. The Viewere cannot create new projects within the
team but can be added to existing ones.

* Operator - The Operator has read-only access to team projects. Additionally, Operators can start and stop
existing jobs in the projects that they have access to.

» Contributor - The Contributor has write-level accessto all team projectsto all team projects with Team or
Public visibility. The Contributor can create new projects within the team. They can also be added to existing
team projects.

e Admin - The Administrator has complete access to all team projects, can add new team members, and modify
team account information. The creator of the team is assigned the Administrator privilege, and can also assign
other team members the Administrator privilege. Each team must have at |east one Administrator user.

7. Select Create Team.
8. Sdlect Sync Teamsto update the teams with information in the Management Console.
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Team administrators can modify account information, add or invite new team members, and view/edit privileges of
existing members.

From the upper right drop-down menu, switch context to the team account.
Click Settings to open up the Account Settings dashboard.
Modify any of the following settings:
Profile
Modify the team description on this page.
Members
Y ou can add new team members on this page, and modify privilege levels for existing members.
SSH Keys
The team'’s public SSH key resides here. Team SSH keys provide a useful way to give an entire

team access to external resources such as databases. For instructions, see SSH Keys. Generally, team
SSH keys should not be used to authenticate against Git repositories. Use your personal key instead.

SSH Keys

Team administrators and Site administrators can view members of a group, delete a group within ateam, update roles
for a group within ateam, and update a custom role for a member within a group.

Y ou can view the members of a group along with their roles for a particular group within ateam.

1

o0~ wWDN

In the Cloudera console, click the Cloudera Al tile.

The Home page displays.

Click Site Administration in the left navigation menu.

Click Teamstab.

In the Teams page, click on the group nameto view the members' information.

In the Groups tab, all the groups and their role is displayed.

Click the Members tab to view the list of members, their highest role, and al the groups that they belong to.

The Inherit label isdisplayed if the role isinherited as part of the group. The Custom Role Set label is displayed if
acustom role is assigned to the user.

By default, members inherit the role of the group. Y ou can set a custom role for a specific member within a group.

1

w

In the Cloudera console, click the Cloudera Al tile.

The Home page displays.

Click Site Administration in the left navigation menu.
Click Teamstab.

In the Teams page, click on the group name.
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5. Click the Members tab.

List of the members, their highest role, and all the groups that they belong to is displayed.
6. Under Role, select the role you want to assign to the member from the drop-down list.

The Custom Role Set label is displayed after a custom role is assigned to the user.

Note: When you change the role of the group, the custom role of the member does not change. Y ou must
E change the custom role to the Inherit role from the Role drop-down list for the member to inherit the group’s
role.

Y ou can update the role for a particular group within ateam.
1. Inthe Cloudera console, click the Cloudera Al tile.

The Home page displays.

Click Site Administration in the left navigation menu.

Click Teams tab.

In the Teams page, click on the group name.

In the Groups tab, under Role, select the role you want to assign to the group from the drop-down list.

arcwD

The new role will be implemented for all members who inherit their roles within the group. Members with custom
roleswill remain unaffected.

This topic describes how to monitor user activity on an Cloudera Al Workbench.

Reguired Role: Site Administrator

The Admin Overview tab displays basic information about your deployment, such as the number of users signed up,
the number of teams and projects created, memory used, and some average job scheduling and run times. Y ou can
also see the version of Cloudera Al you are currently running.

The Admin Activity tab of the dashboard displays the following time series charts. These graphs should help site
administrators identify basic usage patterns, understand how cluster resources are being utilized over time, and how
they are being distributed among teams and users.

CLOUDZRA . P .
AlWorkbench Site Administration / Usage + csso_divyamn~

Site Administration

Overview Users Teamd Usage [Quotas Models Runtimes DataConnections Security ~AMPs  LeaningHub  Cloudera Copilot ~ Settings ~ Support

‘ PU ‘ Memory GPU Runs Lag DateRange:  2024-11-17-2024-11-18
Total CPU

2
0

09 PM Mon 18 03 AM 06 AM 09 AM 12PM 03PM 06 PM

CPUIn Use

& Export Usage List @

Name Creator Team Project Language CPU Mem GPU Created At v Duration Status Actions

arpad? R4.4 2 4 0 11/18/24 8:33 PM 7 mins
Ope!
agoston scala2.12 2 4 0 11/18/24 8:32 PM running Running s
St
arpad R44 2 4 0 11/18/24 824 PM

arpad R44 2 4 0 11/18/24 822 PM 2 mins
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Important: The graphs and numbers on the Admin Activity page do not account for any resources used by
active models on the deployment. For that information, go to Admin Models page.

e CPU - Total number of CPUs requested by sessions running at thistime.

Note that code running inside an n-CPU session, job, experiment or model replica can access at least n CPUs
worth of CPU time. Each user pod can utilize all of its host's CPU resources except the amount requested by other
user workloads or Cloudera Al application components. For example, a 1-core Python session can use more than 1
core if other cores have not been requested by other user workloads or Cloudera Al application components.

e Memory - Total memory (in GiB) requested by sessions running at thistime.
e GPU - Total number of GPUs requested by sessions running at this time.

e Runs- Total number of sessions and jobs running at thistime.

» Lag - Depicts session scheduling and startup times.

» Scheduling Duration: The amount of time it took for a session pod to be scheduled on the cluster.

 Starting Duration: The amount of time it took for a session to be ready for user input. Thisis the amount of
time since a pod was scheduled on the cluster until code could be executed.

The Export Sessions List provides a CSV export file of the columns listed in the table. It isimportant to note that the
exported duration column isin seconds for a more detailed output.

Tracked User events
The tables on this page describe the user events that are logged by Cloudera Al.

Table 1: Database Columns

When you query the user_events table, the following information can be returned:

Information Description

id The ID assigned to the event.
user_id The UUID of the user who triggered the event.
ipaddr The |P address of the user or component that triggered the event. 127.

0.0.1lindicates an internal component.

user agent The user agent for this action, such as the web browser. For example:

Mozilla/5.0 (X11; Linux x86_64) Appl
eWebKi t/537.36 (KHTM., |ike Gecko) C
hrone/ 51. 0. 2704. 103 Safari/537. 36

event_name The event that was logged. The tables on this page list possible events.

description Thisfield contains the model name and 1D, the user type (NORMAL or
ADMIN), and the username.

created_at Thedate (YYYY-MM-DD format) and time (24-hour clock) the event
occurred .

Table 2: Events Related to Engines

Event Description

engine environment vars updated

engine mount created

engine mount deleted

engine mount updated
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Event Description

engine profile created -

engine profile deleted -

engine profile updated -

Table 3: Events Related to Experiments

Event Description

experiment run created -

experiment run repeated -

experiment run cancelled -

Table 4: Events Related to Files

Event Description
file downloaded -

file updated -
file deleted -

file copied -

file renamed -

filelinked The logged event indicates when asymlink is created for afile or
directory.

directory uploaded -

Table 5: Events Related to Models

model created -
model deleted -

Table 6: Events Related to Jobs

job created -
job started -

stopped al runsfor job -

job shared with user -

job unshared with user -

job sharing updated The logged event indicates when the sharing status for ajob is changed
from one of the following options to another:

*  All anonymous users with the link

e All authenticated users with the link

e Specific users and teams
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Table 7: Events Related to Licenses

Event Description
license created -
license deleted -

Table 8: Events Related to Projects

project created B
project updated -
project deleted -

collaborator added -

collaborator removed -

collaborator invited -

Table 9: Events Related to Sessions

Event Description

on launched -

session terminated -

session stopped -

session shared with user -

session unshared with user -

update session sharing status The logged event indicates when the sharing status for asession is
changed from one of the following options to another:

e All anonymous users with the link

e All authenticated users with the link

e Specific users and teams

Table 10: Events Related to Admin Settings

site config updated The logged event indicates when a setting on the Admin Settings page
is changed.

Table 11: Events Related to Teams

Event Description

add member to team -

delete team member -

update team member -

Table 12: Events Related to Users

Event Description

forgot password -

password reset -
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update user If the logged event shows that a user is banned, that means that the user
account has been deactivated and does not count toward the license.

user signup

user login The logged event includes the authorization method, LDAP/SAML or
local.

user logout

Idap/saml user creation The logged event indicates when a user is created with LDAP or
SAML.

This topic shows you how to query the PostgresSQL database that is embedded within the Cloudera Al deployment to
monitor or audit user events.

Querying the PostgresSQL database that is embedded within the Cloudera Al deployment requires root access to the
Cloudera Al Master host.

1. SSH to the Cloudera Al Master host and log in as root.
For example, the following command connects to cdsw-master-host. as root:

ssh root @dsw nast er - host . your cdswdonai n. com

2. Get the name of the database pod:
kubect| get pods -1 rol e=db
The command returns information similar to the following example:

NANVE READY STATUS RESTARTS AGE
db- 86bbb69b54- d5q88 1/1 Runni ng 0 4h46m

3. Enter the following command to log into the database as the sense user:
kubect| exec <database pod> -ti -- psqgl -U sense
For example, the following command logs in to the database on pod db-86bbb69b54-d5088:
kubect| exec db-86bbb69b54-d5q88 -ti -- psql -U sense

Y ou are logged into the database as the sense user.

4. Run queries against the user_events table.

For example, run the following query to view the most recent user event:
sel ect * fromuser_events order by created at DESC LIMT 1

The command returns information similar to the following:

id | 3658
user _id | 273
i paddr | ::ffff:127.0.0.1
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user _agent | node-superagent/2.3.0

event _nanme | nodel created

description | {"nodel":"Sinple Mdel 1559154287-ex5yn", "nodel I d":"50","
user Type": "NORVAL", "user name": " Donal dBat z"}

created_at | 2019-05-29 18:24:47.65449

5. Optionally, you can export the user eventsto a CSV file for further analysis:

a) Copy theuser_eventstableto aCSV file:

copy user_events to '/tnp/user_events.csv' DELIMTER ',' CSV HEADER
b) Find the container that the database runs on:

docker ps | grep db-86bbb
The command returns output similar to the following:

c56d04bbd58 c230b2f564da "docker-entrypoint..." 7 days ago Up 7 days k8s
_db_db- 86bbb69b54- f cf n6_def aul t _8b2dd23d- 88b9- 11e9- bc34- 0245eb679f 96_0

Thefirst entry isthe container ID.
c) Copy the user_events.csv file out of the container into atemporary directory on the Master host:

docker cp <container |D>:/tnp/user_events.csv /tnp/user_events.csv
For example:

docker cp 8c56d04bbd58:/t np/ user _events. csv /tnp/user_events. csv

d) Use SCPto copy /tmp/user_events.csv from the Cloudera Al Master host to a destination of your choice.

For example, run the following command on your local machine to copy user_events.csv to alocal directory
named events:

scp root @dsw nast er - host . your cdswdomai n. com /t np/ user _events. csv /| ocal
/directory/events/

For information about the different user events, see Tracked User Events.

Tracked User events

This topic describes how to monitor all active models currently deployed on your workbench.

A model that isin the Deploying, Deployed, or Stopping stages is referred to as an active model.

Required Role: Site Administrator

To see acomplete list of al the models that have been deployed on a deployment, and review resource usage across
the deployment by models alone, goto Admin Models . On this page, site administrators can also Stop/Restart/
Rebuild any of the currently deployed models.
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Site Administration

Overview Users Teams Usage Quotasf| Models [Runtime/Engine Data Connections  Security AMPs Settings  Support

Active Models Active Model Replicas Total Requested CPU Total Requested Memory (GiB)
Active Models
Model Project Status Replicas CPU Memory Deployed By Last Deployed v Actions
Add Two Numbers Queued 0/1 0 0GiB Oct 20, 2021, 03:28 PM Stop |~
test-model test Deployed 1/1 1 2.00 GiB Oct 20, 2021, 06:43 AM Stop |~

Cloudera Al leverages Cloudera Monitoring based on Prometheus and Grafana to provide dashboards that allow you
to monitor how CPU, memory, storage, and other resources are being consumed by your Cloudera Al Workbenches.

Prometheusis an internal data source that is auto-populated with resource consumption data for each deployment.
Grafanais the monitoring dashboard that allows you to create visualizations for resource consumption data from
Prometheus. By default, Cloudera Al provides three Grafana dashboards. K8 Cluster, K8s Containers, and K8s Node.
Y ou can extend these dashboards or create more panels for other metrics. For more information, see the Grafana
documentation.

1. Inthe Cloudera console, click the Cloudera Al tile.

The Cloudera Al Workbenches page displays.
2. Click on the name of the workbench.

The workbench Home page displays.
3. Click Site Administration in the left navigation pane.
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4. Inthe Overview tab, click Grafana Dashboard.

CLOUD=RA

Al Workbench Overview

Site Administration

1@ Home

Site Administration

©) Projects

Al Studios

Sessions

Experiments

Overview

Users Teams Usage Quotas Models Runtimes

Cluster Monitoring
View cluster usage metrics and trends in custom built Grafana dashboards.

Grafana Dashboard 2!

Data Connections  Security AMPs

Al Studios

Spark Monitoring
Model Deployments Spark Ul &
Al Registr :
gy Cluster Metrics Snapshot
Jobs Domain n - ork
Applications Total Nodes 1
Total Memory 28.95 GiB
AMPs Used Memory 14.75 GiB
= Runtime Catalog Total vCPUs 7.63
Used vCPUs 6.55
Learning Hub
Total GPUs 0
Used GPUs 0
User Settings
Total Active Users in Last Day 1
{0} Site Administration
Total Active Users 2

Information about CPU, memory, storage, and other resources are being consumed by your workbench is
displayed.

Grafana documentation

The Cloudera Al server periodically polls applications for their status. The default polling endpoint is the root
endpoint (/), but a custom polling endpoint can be specified if the server or other application has difficulty with the
default endpoint.

When creating or modifying an application, you can specify a new value for the CDSW_APP_POLLING_END
POINT environmental variable. Just replace the default value/ that is shown. For more information, see Analytical
Applications.

Y ou can also set the environmental valuein Project Settings Advanced . In this case, any setting made here can be
overridden by settingsin a given application. However, settings madein Project Settings Advanced also apply when
polling sessions.

Analytical Applications

This topic describes how to choose a default engine for creating projects.
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Required Role: MLAdmin

E Note: On on premises, the corresponding role is EnvironmentAdmin.

Make sure you are assigned the MLAdmin role in Cloudera. Only users with the MLAdmin role will be logged into
Cloudera Al Workbenches with Site Administrator privileges.

There are two types of default engines: and Legacy Engines. However, legacy engines are deprecated in the current
release and project settings default to ML Runtime.

Legacy engines Engines contain the machinery necessary to run sessions using all four interpreter options that
Cloudera Al currently supports (Python 2, Python 3, R and Scala) and other support utilities (C and Fortran
compilers, LaTeX, etc.). ML Runtimes are thinner and more lightweight than legacy engines. Rather than supporting
multiple programming languages in a single engine, each Runtime variant supports a single interpreter version and a
subset of utilities and libraries to run the user’s code in Sessions, Jobs, Experiments, Models, or Applications.

Log intothe web interface.

Click Cloudera Al Workbenches , then open the workbench for which you want to set Default Engine.

Click Admin Runtime/Engine.

Choose the Default Engine you would like to use as the default for all newly created projects in this workbench.

> w DN P

E Note: Legacy Engines are deprecated in this rel ease and Cloudera recommends using Runtime.

5. Modify the remaining information on the page:

* Resource Profiles listed in the table are sel ectable resource options for both legacy Engines and ML Runtime
(for example, when starting a Session or Job)
* Theremaining information on the page applies to site-level settings specific for legacy Engines.

Cloudera Al provides Site Administrators with the ability to restrict or hide specific functionality that non-Site
Administrator users have accessto in the Ul. For example, a site administrator can hide the models and experiments
features from the Cloudera Al Workbench UI.

The settings on this page can be configured through the Security and Settings tabs on the Administration page.

Allow remote editing Disable this property to prevent users from connecting to the Cloudera
Al deployment with cdswectl and using local I DEs, such as PyCharm.
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Property Description

Allow only session creators to run commands on active sessions

By default, a user's permission to active sessionsin aproject isthe
same as the user's permission to that project, which is determined by
the combination of the user's permission as a project collaborator, the
user's permission in the team if thisis ateam project, and whether the
user is a Site Administrator. By checking this checkbox, only the user
that created the active session will be able to run commands in that
session. No other users, regardless of their permissionsin the team

or as project collaborators, will be able to run commands on active
sessions that are not created by them. Even Site Administrators will not
be able to run commandsin other users' active sessions.

Allow console output sharing

Disable this property to remove the Share button from the project
workbench and workbench Ul as well as disable accessto al shared
console outputs across the deployment. Note that re-enabling this
property does not automatically grant access to previously shared
consoles. You will need to manually share each console again

Allow anonymous access to shared console outputs

Disable this property to require users to be logged in to access shared
console outputs.

Allow file upload/download through Ul

Use this checkbox to show/hide file upload/download Ul in the project
workbench. When disabled, Cloudera Al API will forbid request

of downloading file(s) as attachment. Note that the backend API to
upload/edit/read the project files are intact regardless of this changein
order to support basic Cloudera Al functionality such asfile edit/read.

Table 14: Settings Tab

Property Description

Require invitation to sign up

Enable this property to send email invitations to users when you
add them to agroup. To send email, an SMTP server must first be
configured in Settings Email .

Allow usersto create public projects

Disable this property to restrict users from creating new public
projects. Site Administrators will have to create any new public
projects.

Allow Legacy Engine users to use the Python 2 kernel

Enable this property to allow Legacy Engine users to select the Python
2 kernel when creating ajob. Python 2 is disabled by default.

Allow users to create projects

Disable this property to restrict users from creating new projects. Site
Administrators will have to create any new projects.

Allow usersto create teams

Disable this property to restrict users from creating new teams. Site
Administrators will have to create any new teams.

Allow users to run experiments

Disable this property to hide the Experiments feature in the Ul. Note
that this property does not affect any active experiments. It will also
not stop any experiments that have already been queued for execution.

Allow usersto create models

Disable this property to hide the Models feature in the Ul. Note that

this property does not affect any active models. In particular, if you do
not stop active models before hiding the Models feature, they continue
to serve requests and consume computing resources in the background.

Allow usersto create applications

Disable this property to hide the Applications feature in the Ul. Note
that this property does not affect any active applications. In particular,
if you do not stop active applications before hiding the feature, they
continue to serve requests and consume computing resources in the
background.
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Setting custom Spark configurations at workbench-level

Administrators can configure custom Spark settings at the Cloudera Al Workbench level. These configurations will
then be applied to all projects and newly launched Spark sessions within that workbench. Non-administrator users can
view the applied configurations, but cannot modify them at this level.

Under standing Spark configuration layersand precedence
Spark configuration layers applied to workbenches have the following hierarchy and precedence:

1. Project-level configurationsthat are set in the spark-defaults.conf file: These are configurations set within specific
project files and have the highest precedence, overriding any workbench-level defaults. For details on setting
project-level defaults, see Spark configuration files.

2. Custom workbench level: These are the custom settings you can configure in this topic, applied by administrators
at the workbench level. The configurations in the workbench defaults are applied unless overridden in the custom
workbench level.

3. Workbench defaults level: These are the default Spark configurations applied by the Cloudera Al Workbench
system to all Spark sessions. Users can view these defaults, which are displayed in an uneditabl e textbox.

1. Inthe Clouderaconsole, click the Cloudera Al tile.
The Cloudera Al Workbenches page displays.
2. Click on the name of the workbench.
The workbench Home page displays.
3. Click Site Administration in the left navigation pane.
4. Select Runtimestab.
5. On the Runtimes page, scroll down to find the Spark Configuration section.

Y ou see two main text areas. The Cloudera Al Workbench Defaults area displays the default Spark configurations
applied by Cloudera Al. This section is not editable.

The Custom workbench level for spark on Kubernetes workloads area is the editable textbox in which you can
enter your custom Spark properties.

6. Enter the desired custom Spark properties in the Custom workbench level for spark on Kubernetes workloads
textbox. Each property must be on anew line, typically in the key=val ue format, similar to a spark-
defaults.conf file.

7. Click Save Spark Configuration located at the bottom right of the section.

The Job Retry feature enables automatic retries of jobs based on their terminal execution states, namely failed, timed
out, or skipped. It also supports concurrent execution of job retry runs, ensuring that scheduled job runs remain
unaffected and are not blocked by retry processes. Users have the flexibility to configure various options to define the
retry behavior. These retries are fully automated, eliminating the need for manual intervention.

The Administrator can define default values for the Job Retry parameters and only the Administrator can configure
ahard limit on the maximum number of job retry runs that can be executed alongside normal job runs. This setting
must only be enabled if you want to manage and limit resource usage for job retry runs.
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Configuring Job Retry settings

o 0~ w

In the Cloudera console, click the Cloudera Al tile.

The Cloudera Al Workbenches page displays.

Click on the name of the workbench.

The workbench Home page displays.

Select Site Administration in the left Navigation pane.
Select the Settings tab.

Select Job Retry Configuration Limit Concurrent Retries .
Enable Limit Concurrent Retries by selecting the checkbox.

Enabling this option sets alimit to how many job retry runs (at maximum) can be active at the same time.
Define the limit value for Maximum Concurrent Retry Limit.

The Maximum Concurrent Retry Limit specifies the maximum number of job retry runs that can execute
concurrently across the entire workbench, regardless of the total number of jobs running.

If the maximum limit value defined as Maximum Concurrent Retry Limit is reached, any additional job retry runs
are rescheduled until the number of active retry runs falls below the limit.

Enable this hard limit only if job retry runs are consuming excessive resources, otherwise, avoid setting a hard
limit.

Administrators can set this value if the Limit Concurrent Retires option is enabled.

Under Default Settings for all jobs, select Enable Retry to enable aretry run for the job.

If the administrator configures these settings, the specified values automatically populate the fields in the new
jaob creation form when a user creates ajob. In this case, the Job Retry settings act as default values that the
administrator can recommend to users. If the administrator does not configure these settings, the fields remain
blank in the new job creation form. In both cases, users have the flexibility to customize these values during job
creation or update them later through the job settings page.

Define the following parameters for Job Retry:

¢ Maximum Retry — The maximum number of retry attempts which can be triggered for asingle job run in case
of continuous failure of retry job runs.

The minimum valueis 1.
* Retry Delay (minutes) — The delay between two consecutive retry job runs for afailed instance of the run.

The minimum valueis 1 minute.
« Retry Conditions — Different options can be configured to control the terminal states of ajob run that trigger a
retry. The Retry process completes as soon as at least one (or more) option is selected.

Select at least one of the following criteriaif Retry is enabled, but you can select any combination of the
following Retry Conditions options:

» Script Failure — Runs the Retry process for user script failuresif the user script exits with a non-zero exit
code after the execution of the script.

« System Failure — Runs the Retry process for any kind of system- or engine-related failures not including
user script failures.

* Timed-out Runs — Runs the Retry process for timed-out job runs.

e Skipped Runs— Runs the Retry process for skipped job runs.

9. Click on Update to save the settings.
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Cloudera Al email notifications

Cloudera Al alows you to send email notifications when you add collaborators to a project, share a project with a
colleague, and for job status updates (email recipients are configured per-job). This topic shows you how to specify
email address for such outbound communications.

Note that email notifications are not currently enabled by default. Emails are not sent when you create a new project.
Email preferences cannot currently be configured at an individual user level.

Option 1: If your existing corporate SMTP server is accessible from the VPC where your Cloudera Al Workbench is
running, you can continue to use that server. Go to the Admin Settings tab to specify an email address for outbound
invitations and job notifications.

Option 2: If your existing SMTP solution cannot be used, consider using an email service provided by your cloud
provider service. For example, Amazon provides Amazon Simple Email Service (Amazon SES).

Mail relay hosts often limit the authenticated sender reply address. Make sure to select a No reply email which you
are allowed to use, otherwise email sending may fail.

This topic describes how to download diagnostic bundles for an Cloudera Al Workbench.

Required Role: MLAdmin

Make sure you are assigned the MLAdmin role in Cloudera. Only users with the MLAdmin role will be logged into
Cloudera Al Workbenches with Site Administrator privileges.

Logintothe web interface.

In Cloudera Al Workbenches, select a workbench.

Select Site Administration Support Generate Log Archive .

Select the time period from the dropdown.

Ensure Include Enginesis selected if engine logs are needed (included by default).

Select Send to Clouderato send the diagnostic logs to Cloudera Support.

Select Create to generate the logs.

When Status is Complete, select Download to download the diagnostics bundles to your machine.
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The datain the contained bundles may be incomplete. If it does not contain logs for time period you are looking for,
there are a number of possible reasons:

* Thereisadelay between the timethelogs areinitialy generated by aworkload and the time they are visible in
cloud storage. This may be approximately 1 minute due to buffering during streaming, but can be significantly
longer due to eventual consistency in the cloud storage.

» Another user or process may have deleted data from your bucket; thisis beyond the control of Cloudera Al.

« There may be amisconfiguration or an invalid parameter in your request. Retrieving logs requires avalid cloud
storage location to be configured for logging, as well as authentication for Cloudera Al to be set up properly for it.
Requests must pertain to avalid enginein avalid project.
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Y ou can set web sessions to time out and require the user to log in again. Thistime limit is not based on activity, it is
the maximum time allowed for aweb session.

Y ou can set timeout limits for Users and Admin Usersin Site AdministrationSecurity.

e User Web Browser Timeout (minutes) - This timeout sets the default maximum length of time that a web browser
session can remain inactive. You remain logged in if you are actively using the session. If you are not active,
then after a 5-minute warning, you are automatically logged out. Any changes to the setting take effect for any
subsequent user logins.

e Admin User Web Browser Timeout (minutes) - This timeout sets the default maximum length of time that a
web browser session for an Admin user can remain inactive. You remain logged in if you are actively using the
session. If you are not active, then after a 5-minute warning, you are automatically logged out. Any changesto the
setting take effect for any subsequent Admin user logins.

Marks orpaned files for deletion from a project and cleans up projects that are marked for deletion.

1. Click Site Administration Settings .

2. Scroll to Project Garbage Collection.
Click Garbage Collect Projects to permanently del ete projects marked for deletion.
Click Clean Up Orphaned Projects to mark orphaned projects for deletion.

Orphaned project files are marked for deletion. All files marked for deletion are permanently deleted when you click
Garbage Collect Projects.

Ephemeral storage space is scratch space that a Cloudera Al session, job, application or model can use. This feature
helpsin better scheduling of Cloudera Al pods, and provides a safety valve to ensure runaway computations do not
consume al available scratch space on the node.

By default, each user pod in Cloudera Al is allocated 0 GB of scratch space, and it is allowed to use up to 10 GB.
These settings can be applied to an entire site, or on a per-project basis.

Spark drivers and executors write shuffle files, spilled RDD/DataFrame blocks, broadcast variables, and task logs
under directories referenced by SPARK_LOCAL_DIRS.

On Kubernetes these paths are mounted as one emptyDir volume per pod; emptyDir iswiped as soon as the pod
terminates, so the datais ephemeral.

If this volume fills up, the kubelet evicts the pod and Spark surfaces errors such as:

« javaio.lOException: No space left on device
» org.apache.spark.shuffle.M etadataFetchFail edException
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Ephemeral storage

Thisisfollowed by a Kubernetes event similar to Evicted: The node was low on resource:#ephemeral#storage

How does the CML Ul map to Kubernetes resources

Table 15: Mapping to Kubernetes

CML field

Ephemeral Storage (GB) — Request

Resources

Pod spec element

resources.requests.ephemeral -storage

What it does

|

Scheduler bin#packing & cluster#fautoscal er
logic

Ephemeral Storage (GB) — Max

resources.limits.ephemeral-storage

Hard ceiling; usage ##limit # pod eviction

Both the driver and every executor inherit the values you set here (or an override in Project#Settingst###A dvanged

Sizing guidelines for common Spark workloads

Table 16: Sizing Guidelines

Wor k#load pattern

SQL/ETL with light aggregations

Rule of thumb (across all executors)

#l#x#largest input size

Rationale

|

Minimal shuffle spill

Joins, “groupByKey", heavy shuffle

24+-#3#xH# argest input size

Shuffle writes often exceed input volume

ML pipelines with .cache() / .persist()

Cached dataset size x #replicas

Cached blocks are duplicated

Quick workflow: Start with a generous limit, run once, open Spark Ul#Executors#Bhuffle Spill#(Disk) and set the
per#pod limit to peak#spill +#executors

Tips to reduce Spark’s scratch#disk footprint

Table 17:

Goal
Fewer shuffle bytes

Knob

spark.sql.shuffle.partitions (closer to number

of executors) and spark.sgl.adaptive.enabled=t
rue

Notes

|

Adaptive Query Execution coalesces partitions
onthefly

Eliminate shuffle joins

Broadcast the small side: '/*+ BROADCAST (t
)<l

Keeps datain RAM when feasible

Compress spill data

Ensure spark.shuffle.compress=true (default)

Small CPU cost, large disk savings

Use RAM#backed volumes (SSD#l ess nodes)

spark.kubernetes.local .dirs.tmpfs=true and
raise spark.kubernetes.{ driver,executor} .m
emoryOverheadFactor

Mounts emptyDir as tmpfs

Persist scratch across pod restarts

Mount a PV C at /spark-local with spark.ku
bernetes.executor.volumes.persistentVolu
meClaim.<name>.mount.path

Gives Spark a dedicated disk

Change site-wide ephemeral storage configuration

In Site Administration Settings Advanced , you can see the fields to change the ephemeral storage request

(minimum) and maximum limit.




Cloudera Al Ports used by Cloudera Al

Ephemeral Storage Settings
Ephemeral Storage Request (in GB)
1

The amount of scratch space requested by the session pod

Ephemeral Storage Limit (in GB)
10

The maximum amount of scratch space the session pod is permitted to use. Kubernetes terminates the pod if it exceeds this limit

If you want to customize the ephemeral storage settings, you can do so on a per-project basis. Open your project, then
click on Project Settings Advanced and adjust the ephemeral storage parameters.

Ephemeral Storage Settings

The amount of scratch space requested by the session pod. The value set here is for the specific project.
Ephemeral Storage Request

1 GB

The maximum amount of scratch space the session pod is permitted to use. Kubernetes terminates the pod if it exceeds this limit. The value set here is for the specific project.
Ephemeral Storage Limit

10 GB

Apply

Click on the below button to reset the project-level ephemeral storage values to match the values set on site level.

Reset Ephemeral Storage

There is aknown issue with the cluster autoscaler that affects autoscaling from 0->1 if anon-zero value for
Ephemeral Storage Request is set. This affects both CPU and GPU node groups of the Cloudera Al Workbench. The
autoscaler throws the following error when this happens:

pod didn't trigger scale-up: 1 Insufficient epheneral -storage

Thisis occurring even though the nodes in the Cloudera Al autoscaling groups have sufficient ephemeral storage
space in their group templates. See this github issue for details. Even though the issueis closed, the problem till
persists.

Theissue only affects node groups that have [0, x] autoscaling range.

Set the Ephemeral Storage Request value to 0 in both the site-wide and project settings if you run into this issue.

Certain ports must be accessible through the firewall for proper operation of Cloudera Al.

Firewall restrictions must be disabled across Cloudera Al and Cloudera cluster hosts. Internally, the Cloudera Al
master and worker hosts require full connectivity with no firewalls. Externally, end users connect to Cloudera Al
exclusively through aweb server running on the master host, and therefore do not need direct access to any other
internal Cloudera Al or Cloudera services.
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Cloudera Al Export Usage List

Communication with the Cloudera cluster Cloudera Al -> Cloudera

Asagateway service, Cloudera Al must have access to
all the ports used by Cloudera and Cloudera Manager.

Communication with the Web Browser The Cloudera Al web application is available at port 80.
HTTPS accessis available over port 443.

Y ou can export alist of sessions, jobs, workers, and experiments. Y ou can either download a complete list of
workloads or you can filter the workloads by date to download a more concise list. Timestampsin the list are givenin
Coordinated Universal Time (UTC).

1. Select Site Administration in the navigation pane.
2. Select the Usage tab.

3. If youwant alist of workloads specific to a date range, you can filter the list of workloads by setting the Date
Range.

4. Select Export Usage List to download the list of workloads.

The list downloads to your computer as a.csv file.

Each type of network architecture supported by Cloudera has a unique set of tradeoffs among ease of setup, security,
workloads (Experiences) supported, and so on.

on premises Clusters provide a simple way to create a secure cluster, where the APl server and the workloads
themselves only rely on private | P addresses that are not accessible from the internet. Connectivity to the cluster
from the Cloudera control planeis provided by the Cluster Connectivity Manager v2 (CCM v2). CCMv2 uses an
agent running in the cluster, and an inverting proxy running on Cloudera, which creates a HTTPS tunnel between the
workload and the control plane.

Note: on premises clusters are Generally Available (GA) on AWS, but are in Preview on Azure, and require
an entitlement.

To enable a private cluster, select the option when provisioning the workbench.

In Cloudera Al Workbenches, select Provision Workbench.
Enter a Workbench Name, and select Environment.

Select the Advanced Options toggle.

In Network Settings, select Enable Fully Private Cluster.

>N P

38


https://docs.cloudera.com/cdp-private-cloud-base/7.3.1/cdp-private-cloud-base-installation/topics/cdpdc-ports.html

Cloudera Al Private cluster support

5. Make any other settings needed, and select Provision Workbench.

Network Settings

Subnets ®

Load Balancer Source Ranges (@

Enable Fully Private Cluster

Enable Public IP Address for Load Balancer

Results
The workbench is provisioned using afully private cluster.

What to do next

User Defined Routing (UDR)

With the Fully Private Cluster configuration, Azure till creates some public IP resources to support load balancer
egress. If necessary, you can avoid creating public 1P addresses in the Cloudera Al cluster by using a User Defined
Routing (UDR) table. A UDR table can be configured in the cluster subnet to route packets to a customer-configured
firewall, for example to limit internet access or analyze traffic. For more information on setting up UDR, seethe
Microsoft articles Virtual appliance scenario or Virtual network traffic routing.

About this task

To utilize aUDR and firewall in the Azure Cloudera Al on premises cluster, select the following when setting up the
cluster.
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Procedure

1. Select asubnet with adefault route configuration to forward the traffic to the network appliance or firewall.

Network Settings

Subnets for Worker Nodes @

mix-dev-07
mix-dev-06
mlx-dev-05
mibx-dev-04
mix-dev-03
mlx-dev-02

milx-dev-071

2. Create load balancers with private IP addresses. Thisis the default choice when creating clustersin Cloudera Al.

Network Settings

Subnets for Worker Nodes @

‘ mix-dev-01 ’

Load Balancer Source Ranges @

‘0_0_0.0/0 ’ - .

Enable Fully Private Cluster
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3. Select Enable User Defined Routing.

Network Settings

Subnets for Worker Nodes @©

‘ mlx-dev-01 ]

Load Balancer Source Ranges @

‘ 0.0.0.0/0 l - +

»” When enabled, the Azure CML Workspace will use the
configured UDR.

Enable User Definied Routing ©

Embed a Cloudera Al application in an external website

Y ou can embed a Cloudera Al application into an I-frame on aweb page. Y ou need to specify the frame-ancestor
attribute, otherwise the browser security policy will prevent the application from rendering in the page.

The frame-ancestor attribute prevents " Clickjacking" attacks by specifying which domains are allowed to provide
embedded content to your site. To enable adomain to embed a Cloudera Al application, set the environmental
variable CDSW_FRAME_ANCESTORS to cointain one or more websites as follows:

« The name of the embedding website, specified in host-source form.
e You can specify multiple websites as a comma-separated list.

Y ou can set the environmental valuein Project Settings Advanced .

Resource Profile

1 vCPU / 2 GiB Memory v

Environment Variables

| JL -

‘ CDSW_FRAME_ANCESTORS ’ ‘ http://*.dev.cldr.work, https://*.dev.cldr.w ’ - +

Environmental variables will override the project environment.

For more information on host-source form, see; CSP: frame-ancestors.

Related Information
CSP: frame-ancestors
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Cloudera Al Setting up Cloudera Al Workbenches for high volume Workloads

Setting up Cloudera Al Workbenches for high volume
Workloads

Autoscaling in Cloudera Al enables seamless scaling up of clusters, accommodating sessions, experiments, model
metrics, jobs, and applications with increased user demand. In order to ensure seamless functioning of Cloudera Al
Workbenches with high volume workloads, core Cloudera Al flows such as workbench suspend, resume, backup,
upgrade, and editing are validated with high volume workloads. Additionally, clusters can be efficiently downsized
by adjusting the autoscal e range in workloads without disrupting control plane capabilities.

To prepare a Cloudera Al Workbench for high volume workloads, you need to perform the following steps to modify
the pod quotalimit for the Cloudera Al tenant, and then do the same for the Cloudera Al Workbench.

1. Go inside the workbench and create a project.

Projects + () csso_sbhardwaj~
> View Resource Usage Details
Q Scope | My Projects ‘ Creator Sort By | Last Updated . 5 New Project
ZXX © test-pj [}
>
csso_sbhardwaj  a few seconds ago csso_sbhardwaj 6 minutes ago
(1> | (oo

2. InProject settings, click the lock button.

The visibility of this project is set
to private.
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3. In Advanced settings, add the key OVERRIDE_PODQUOTA and enter the value for the new pod limit to set.

csso_sbhardwaj / zxx = Project Settings =~ Advanced + csso_sbhardwaj+

Project Settings

Genera Runtime Advanced SSH Tunnels Data Connections delete Project

Environment Variables

Set project environment variables that can be accessed from your scripts.
Environment variable values are only visible to collaborators with write or higher access. They are a great way to securely store confidential information such as your AWS or database credentials. Names are available to all users with
access to the project
/ -+
PROJECT_OWNER csso_sbhardwaj -+

OVERRIDE_PODQUOTA 1 -+

1. Enhanced Pod Count Limit

Scaling up to 250 Pods within a single user namespace is verified, assuming that the workbench possesses
sufficient computational resources and storage capacity to accommodate these pods.

2. Auto-Scaling Certification

The Control Plane actions have been verified to scale up to 100 Nodes.
3. Suspension and resumption of 100 Nodes has been successfully tested.
4. Workbench Management

» Backup of workbenches with up to 100 Nodes.

» Upscale and downscale of cluster nodes between 1-100 is now verified by changing the worker node range
within the edit section of workbench.

« Successfully tested upgrading a 100 node Workbench from version at 'V-1'.
5. Basic sanity testing of the following workload flows was conducted for workbenchess with 100 Nodes:

e Creation of Sessions, Applications, Jobs, Model Metrics and Experiments for a user after workbench creation
and upgrading.

» Deletion of Sessions, Applications, Jobs, Model Metrics and Experiments for high volume workloads.

* 1/O, memory usage validation during upscale and downscale operations.

There are afew known issues that have been identified during the certification process. These issues are currently
being addressed.

1. During concurrent creation of sessions via Cloudera Al Workbench users, some pods may fail to come up, with a
~3% failure rate.

2. For high volume workbenches, Cloudera Al Workbench applications may fail to restart after modify/resume and
upgrade operations. In this case, manually restart the affected application.

Learning Hub requires internet access to link to the displayed content. Learning Hub cannot be supported on a fully
airgapped cluster.

The following domain must be added to the allow list so that links from the content will work:
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e * raw.githubusercontent.com

Important: Clouderarecommends you leverage Single Sign-On for users via the Cloudera Management
Console. For instructions on how to configure this, see Configuring User Accessto Cloudera Al. If you
cannot do this, we recommend contacting Cloudera Support before attempting to use the LDAP or SAML
instructions provided in this section.

Cloudera Al supports user authentication against itsinternal local database, and against external services such as
Active Directory, OpenL DAP-compatible directory services, and SAML 2.0 Identity Providers. By default, Cloudera
Al performs user authentication against its internal local database. This topic describes the signup process for the
first user, how to configure authentication using LDAP, Active Directory or SAML 2.0, and an optional workaround
that allows site administrators to bypass external authentication by logging in using the local database in case of
misconfiguration.

This topic describes how to set up LDAP authentication for aworkbench.

Important: Thisis not the recommended method to set up LDAP authentication. Cloudera recommends you
& use the Cloudera Management Console to set this up: Configuring User Access to Cloudera Al.

Cloudera Al supports both search bind and direct bind operations to authenticate against an LDAP or Active
Directory directory service. The search bind authentication mechanism performs an Idapsearch against the directory
service, and binds using the found Distinguished Name (DN) and password provided. The direct bind authentication
mechanism binds to the LDAP server using a username and password provided at login.

Y ou can configure Cloudera Al to use external authentication methods by clicking the Admin link on the | eft sidebar
and selecting the Security tab. Select LDAP from the list to start configuring LDAP properties.

Liststhe general settings required to configure LDAP authentication.

e LDAP Server URI: Required. The URI of the LDAP/Active Directory server against which Cloudera Al shall
authenticate. For example, |daps://Idap. COMPANY.com:636.

» UseDirect Bind: If checked, the username and password provided at login are used with the LDAP Username
Pattern for binding to the LDAP server. If unchecked, Cloudera Al uses the search bind mechanism and two
configurations, LDAP Bind DN and LDAP Bind Password, are required to perform the Idapsearch against the
LDAP server.

e LDAPBInd DN: Required when using search bind. The DN to bind to for performing |dapsearch. For example,
cn=admin,dc=company,dc=com.

« LDAP Bind Password: Required when using search bind. Thisis the password for the LDAP Bind DN.

e LDAP Search Base: Required. The base DN from which to search for the provided LDAP credentials. For
example, ou=Engineering,dc=company,dc=com.

» LDAP User Filter: Required. The LDAP filter for searching for users. For example, (& (SAMAccountName={ 0})
(objectclass=person)). The {0} placeholder will be replaced with the username provided at login.
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Configuring external authentication with LDAP and SAML

LDAP User Username Attribute: Required. The case-sensitive username attribute of the LDAP directory service.

Thisisused by Cloudera Al to perform the bind operation and extract the username from the response. Common

values are uid, SAMAccountName, or userPrincipalName.

General Settings
LDAP Server URI *

Idaps://Idap.company.com

Use Direct Bind

LDAP Bind DN *
CN=Test1 Person,0U=People,DC=company,DC=com
Update LDAP Bind Password
LDAP User Search Base *
OU=People,DC=company,DC=com
LDAP User Search Filter
objectClass=person
LDAP User Username Attribute *

sAMAccountName

provided LDAP Bind DN and LDAP Bind Password. W

earch for the user by binding to the user-provided username and passworc

such case, please make sure the users have permissions to search for

When you select Use Direct Bind, Cloudera Al performs a direct bind to the LDAP server using the LDAP Username
Pattern with the credentials provided on login (not LDAP Bind DN and LDAP Bind Password).

By default, Cloudera Al performs an LDAP search using the bind DN and credentials specified for the LDAP Bind
DN and LDAP Bind Password configurations. It searches the subtree, starting from the base DN specified for the
LDAP Search Basefield, for an entry whose attribute specified in LDAP User Username Attribute, has the same
value as the username provided on login. Cloudera Al then validates the user-provided password against the DN

found as aresult of the search.

In addition to the general LDAP settings, you can use group settings to restrict the access to Cloudera Al to certain

groupsin LDAP.

e LDAP Group Search Base: The base distinguished name (DN) where Cloudera Al will search for groups.
* LDAP Group Search Filter: The LDAP filter that Cloudera Al will use to determine whether a user is affiliated to

agroup.

A group object in LDAP or Active Directory typically has one or more member attributes that stores the DNs of
usersin the group. If LDAP Group Search Filter is set to member={ 0}, Cloudera Al will automatically substitute

the {0} placeholder for the DN of the authenticated user.

e LDAPUser Groups: A list of LDAP groups whose users have accessto Cloudera Al. When this property is set,
only users that successfully authenticate themselves AND are affiliated to at least one of the groups listed here,

will be able to access Cloudera Al.

If this property isleft empty, all usersthat can successfully authenticate themselvesto LDAP will be able to

access Cloudera Al.
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« LDAP Full Administrator Groups: A list of LDAP groups whose users are automatically granted the site
administrator role on Cloudera Al.

The groups listed under LDAP Full Administrator Groups do not need to be listed again under the LDAP User
Groups property.

If you want to restrict access to Cloudera Al to members of a group whose DN is:
CN=M_User s, OU=G oups, DC=conpany, DC=com

And automatically grant site administrator privileges to members of agroup whose DN is:
CNEMLAdnN ns, OU=G oups, DC=conpany, DC=com

Add the CNs of both groups to the following settings in Cloudera Al:

e LDAP User Groups: MLUsers
* LDAP Full Administrator Groups: MLAdmins

Usethe Test LDAP Configuration form to test your settings.

Y ou can test your LDAP/Active Directory configuration by entering your username and password in the Test LDAP
Configuration section. This form simulates the user login process and allows you to verify the validity of your LDAP/
Active Directory configuration without opening a new window.

Before using this form, make sure you click Update to save the LDAP configuration you want to test.

This topic describes how to set up SAML for Single Sign-on authentication for a workbench.

Important: Thisisnot the recommended method to set up SSO. Cloudera recommends you use the Cloudera
Management Console to set this up: Configuring User Access to Cloudera Al.

Cloudera Al supports the Security Assertion Markup Language (SAML) for Single Sign-on (SSO) authentication;

in particular, between an identity provider (IDP) and a service provider (SP). The SAML specification defines three
roles: the principal (typically a user), the IDP, and the SP. In the use case addressed by SAML, the principal (user
agent) requests a service from the service provider. The service provider requests and obtains an identity assertion
from the IDP. On the basis of this assertion, the SP can make an access control decision—in other words it can decide
whether to perform some service for the connected principal .

Note: The user sync feature only works with the SAML IDP provided by the control plane. If acustom
SAML IDP s provided then customer has to make sure to turn usersync off. Otherwise, there isarisk that
users will be deactivated and therefore causing cron jobs scheduled by usersthat are deactivated to fail.

The primary SAML use caseis called web browser single sign-on (SSO). A user with a user agent (usually aweb
browser) requests aweb resource protected by a SAML SP. The SP, wanting to know the identity of the requesting
user, issues an authentication request to a SAML IDP through the user agent. In the context of this terminology,
Cloudera Al operates as a SP.

Cloudera Al supports both SP- and IDP-initiated SAML 2.0-based SSO. Its Assertion Consumer Service (ACS) API
endpoint is for consuming assertions received from the Identity Provider. If your Cloudera Al domain root were
cdsw.COMPANY.com, then this endpoint would be available at http://cdsw.COMPANY.com/api/vl/saml/acs. SAML
2.0 metadatais available at http://cdsw.COMPANY.com/api/v1/saml/metadata for IDP-initiated SSO. Cloudera Al
uses HTTP Redirect Binding for authentication requests and expects to receive responses from HTTP POST Binding.
Note: When visiting these pages, view the Page Source in the browser to see the full XML.

46


https://docs.cloudera.com/machine-learning/cloud/workspaces/topics/ml-workspaces-grant-user-access.html
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0-cd-02.html#3.2.Web%20Single%20Sign-On%20Use%20Case%7Coutline
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0-cd-02.html#5.1.2.SP-Initiated%20SSO:%20%20Redirect/POST%20Bindings%7Coutline
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0-cd-02.html#5.1.2.SP-Initiated%20SSO:%20%20Redirect/POST%20Bindings%7Coutline
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0-cd-02.html#5.1.2.SP-Initiated%20SSO:%20%20Redirect/POST%20Bindings%7Coutline

Cloudera Al

Configuring external authentication with LDAP and SAML

When Cloudera Al receives the SAML responses from the Identity Provider, it expects to see at |east the following
user attributesin the SAML responses:

e Theunique identifier or username. Valid attributes are:
e uid
e urn:0id:0.9.2342.19200300.100.1.1
¢ Theemail address. Valid attributes are:
e mail
* emall
e urn:0id:0.9.2342.19200300.100.1.3
¢ The common name or full name of the user. Valid attributes are:

e Cn
e urn:0id:2.5.4.3

In the absence of the cn attribute, Cloudera Al will attempt to use the following user attributes, if they exist, asthe
full name of the user:

e Thefirst name of the user. Vaid attributes are:

e givenName
e urn:0id:2.5.4.42
¢ Thelast name of the user. Valid attributes are:

e 9on
e urn:0id:2.5.4.4

List of propertiesto configure SAML authentication and authorization in Cloudera Al.

« Entity ID: Required. A globally unique name for Cloudera Al as a Service Provider. Thisistypically the URI.

* NamelD Format: Optional. The name identifier format for both Cloudera Al and Identity Provider to
communicate with each other regarding a user. Default: urn:oasis:names:tc:SAML:1.1:nameid-format:email Addre
ss.

« Authentication Context: Optional. SAML authentication context classes are URIs that specify authentication
methods used in SAML authentication requests and authentication statements. Default:  urn:oasis.names:tc:SA
ML :2.0:ac:classes.PasswordProtectedTransport.

« CDSW Private Key for Signing Authentication Requests: Optional. If you upload a private key, you must upload
a corresponding certificate as well so that the Identity Provider can use the certificate to verify the authentication
reguests sent by Cloudera Al. Y ou can upload the private key used for both signing authentication requests sent to
Identity Provider and decrypting assertions received from the Identity Provider.

« Cloudera Al Certificate for Signature Validation: Required if the Cloudera Al Private Key is set, otherwise
optional. Y ou can upload a certificate in the PEM format for the Identity Provider to verify the authenticity of
the authentication regquests generated by Cloudera Al. The uploaded certificate is made available at the http://c
dsw.COMPANY.com/api/vl/saml/metadata endpoint.

Cloudera Al uses the following properties to support SAML assertion encryption & decryption.

¢ ClouderaAl Certificate for Encrypting SAML Assertions - Must be configured on the Identity Provider so that
Identity Provider can useit for encrypting SAML assertions for Cloudera Al
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e Cloudera Al Private Key for Decrypting SAML Assertions - Used to decrypt the encrypted SAML assertions.

e |dentity Provider SSO URL: Required. The entry point of the Identity Provider in the form of URI.
« ldentity Provider Signing Certificate: Optional. Administrators can upload the X.509 certificate of the Identity
Provider for Cloudera Al to validate the incoming SAML responses.

Cloudera Al extracts the Identity Provider SSO URL and Identity Provider Signing Certificate information

from the uploaded Identity Provider Metadata file. Cloudera Al also expects all Identity Provider metadata to be
defined in a <md:EntityDescriptor> XML element with the namespace "urn:oasis:names:tc:SAML :2.0:metadata’,
as defined in the SAMLMeta-xsd schema.

For on-premises deployments, you must provide a certificate and private key, generated and signed with your
trusted Certificate Authority, for Cloudera Al to establish secure communication with the Identity Provider.

When you're using SAML 2.0 authentication, you can use the following properties to restrict the access to Cloudera
Al to certain groups of users:

e SAML Attribute Identifier for User Role: The Object Identifier (OID) of the user attribute that will be provided
by your identity provider for identifying a user’s role/affiliation. Y ou can use thisfield in combination with the
following SAML User Groups property to restrict access to Cloudera Al to only members of certain groups.

For example, if your identity provider returns the OrganizationalUnitName user attribute, you would specify the
OID of the OrganizationalUnitName, which isurn:oid:2.5.4.11, as the value for this property.

e SAML User Groups: A list of groups whose users have access to Cloudera Al. When this property is set, only
users that are successfully authenticated AND are affiliated to at least one of the groups listed here, will be able to
access Cloudera Al.

For example, if your identity provider returns the OrganizationalUnitName user attribute, add the value of this
attribute to the SAML User Groups list to restrict access to Cloudera Al to that group.

If this property isleft empty, all usersthat can successfully authenticate themselves will be able to access
ClouderaAl.

e SAML Full Administrator Groups: A list of groups whose users are automatically granted the site administrator
roleon Cloudera Al.

The groups listed under SAML Full Administrator Groups do not need to be listed again under the SAML User
Groups property.

This topic explains how to customize the HTTP headers that are accepted by Cloudera Al.

Reguired Role: Site Administrator
These properties are available under the site administrator panel at Admin Security .

Most modern browsers implement the Same-Origin Policy, which restricts how a document or a script loaded from
one origin can interact with a resource from another origin. When the Enable cross-origin resource sharing property
is enabled on Cloudera Al, web servers will include the Access-Control-Allow-Origin: * HTTP header in their
HTTP responses. This gives web applications on different domains permission to access the Cloudera Al API through
browsers.
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Thisproperty is disabled by default .

If this property is disabled, web applications from different domains will not be able to programmatically
communicate with the Cloudera Al API through browsers.

When Enable HTTP security headersis enabled, the following HTTP headers will beincluded in HT TP responses
from servers:

e X-XSS-Protection

» X-DNS-Prefetch-Control
e X-Frame-Options

» X-Download-Options

e X-Content-Type-Options

This property is enabled by default .

Disabling this property could leave your Cloudera Al deployment vulnerable to clickjacking, cross-site scripting
(XS9), or any other injection attacks.

E Note: Without TLS/SSL enabled, configuring this property will have no effect on your browser.

When both TLS/SSL and this property (Enable HTTP Strict Transport Security (HSTS)) are enabled, Cloudera Al
will inform your browser that it should never load the site using HTTP. Additionally, all attempts to access Cloudera
Al using HTTP will automatically be converted to HTTPS.

This property is disabled by default .

If you ever need to downgrade to back to HTTP, use the following sequence of steps: First, deactivate this checkbox
to disable HSTS and restart Cloudera Al. Then, load the Cloudera Al web application in each browser to clear the
respective browser's HSTS setting. Finally, disable TLS/SSL across the cluster. Following this sequence should help
avoid a situation where users get locked out of their accounts due to browser caching.

When Enable HTTP security headersis enabled, the following HTTP headers will beincluded in HT TP responses
from servers:

e X-XSS-Protection

» X-DNS-Prefetch-Control
e X-Frame-Options

» X-Download-Options

« X-Content-Type-Options

This property is enabled by default .

Disabling this property could leave your Cloudera Al deployment vulnerable to clickjacking, cross-site scripting
(XSS), or any other injection attacks.

Ij Note: Without TLS/SSL enabled, configuring this property will have no effect on your browser.

49



Cloudera Al SSH Keys

When both TLS/SSL and this property (Enable HTTP Strict Transport Security (HSTS)) are enabled, Cloudera Al
will inform your browser that it should never load the site using HTTP. Additionally, all attemptsto access Cloudera
Al using HTTP will automatically be converted to HTTPS.

This property is disabled by default .

If you ever need to downgrade to back to HTTP, use the following sequence of steps: First, deactivate this checkbox
to disable HSTS and restart Cloudera Al. Then, load the Cloudera Al web application in each browser to clear the
respective browser's HSTS setting. Finally, disable TLS/SSL across the cluster. Following this sequence shall help tto
avoid a situation where users get locked out of their accounts due to browser caching.

Most modern browsers implement the Same-Origin Policy, which restricts how a document or a script loaded from
one origin can interact with aresource from another origin. When the Enable cross-origin resource sharing property
is enabled on Cloudera Al, web servers will include the Access-Control-Allow-Origin: * HTTP header in their
HTTP responses. This gives web applications on different domains permission to access the Cloudera Al API through
browsers.

This property is disabled by default .

If this property is disabled, web applications from different domains will not be able to programmatically
communicate with the Cloudera Al API through browsers.

This topic describes the different types of SSH keys used by Cloudera Al, and how you can use those keys to
authenticate to an external service such as GitHub.

Cloudera Al automatically generates an SSH key pair for your user account. Y ou can rotate the key pair and view
your public key on your user settings page. It is not possible for anyone to view your private key.

Every console you run has your account's private key loaded into its SSH-agent. Y our consoles can use the private
key to authenticate to external services, such as GitHub. For instructions, see Adding an SSH Key to GitHub.

Adding an SSH Key to GitHub

Team SSH keys provide a useful way to give an entire team access to external resources such as databases or GitHub
repositories (as described in the next section).

Like Cloudera Al users, each Cloudera Al team has an associated SSH key. Y ou can access the public key from the
team's account settings. Click Account, then select the team from the drop-down menu at the upper right corner of the

page.
When you launch a console in a project owned by ateam, you can use that team's SSH key from within the console.
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Cloudera Al creates a public SSH key for each account. Y ou can add this SSH public key to your GitHub account if
you want to use password-protected GitHub repositories to create new projects or collaborate on projects.

1. Signinto ClouderaAl.

2. Go to the upper right drop-down menu and switch context to the account whose key you want to add. This could
be aindividual user account or ateam account.

3. On theleft sidebar, click User Settings.
4. Go to the Outbound SSH tab and copy the User Public SSH Key.

5. Signinto your GitHub account and add the Cloudera Al key copied in the previous step to your GitHub account.
For instructions, refer the GitHub documentation on Adding anew SSH key to your GitHub account.

Y ou can use your SSH key to connect Cloudera Al to an external database or cluster by creating an SSH tunnel.

In some environments, external databases and data sources reside behind restrictive firewalls. A common patternisto
provide access to these services using a bastion host with only the SSH port open. Cloudera Al provides a convenient
way to connect to such resources using an SSH tunnel.

If you create an SSH tunnel to an external server in one of your projects, then all engines that you run in that project
are able to connect securely to a port on that server by connecting to alocal port. The encrypted tunnel is completely
transparent to the user and code.

Open the Project Settings page.

Open the Tunnels tab.

Click New Tunnel.

Enter the server |P Address or DNS hostname.

Enter your username on the server.

Enter the local port that should be proxied, and to which remote port on the server.

o 0k~ wbdPE

On the remote server, configure SSH to accept password-less logins using your individual or team SSH key. Often,
you can do so by appending the SSH key to the file /home/username/.ssh/authorized_keys.

Cloudera Al does not assume that your Kerberos principal is always the same as your login information. Therefore,
you will need to make sure Cloudera Al knows your Kerberos identity when you sign in.

This procedure isrequired if you want to run Spark workloads in an Cloudera Al Workbench. Thisis also required
if connecting Cloudera Data Visualization running in Cloudera Al to an Impalainstance using Kerberos for
authentication.
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1. Navigateto your Cloudera Al Workbench.
2. Go to the top-right dropdown menu, click Account settings Hadoop Authentication .
3. To authenticate, either enter your password or click Upload Keytab to upload the keytab file directly.

Once successfully authenticated, Cloudera Al uses your stored credentials to ensure you are secure when running
workloads.

Cloudera Al expects access to certain external networks. See the related information Outbound internet access and
proxy for further information.

Note: The outbound network access destinations listed in Outbound internet access and proxy are only

B the minimal set required for Clouderainstallation and operation. For environments with limited outbound
internet access due to using afirewall or proxy, access to Python or R package repositories such as Python
Package Index or CRAN may need to be whitelisted if your use cases require installing packages from those
repositories. Alternatively, you may consider creating mirrors of those repositories within your environment.

Outbound internet access and proxy

Cloudera Al, when used on AWS on cloud, supports non-transparent proxies. Non-transparent proxy enables
Cloudera Al to proxy web reguests without requiring any particular browser setup.

Egress Trusted List

In normal operation, Cloudera Al requires the ability to reach several external domains. See Outbound internet access
and proxy for more information.

Outbound internet access and proxy
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