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User Management Managing user access and authorization

Managing user access and authorization

To provide access to resources such as environments and clusters, you must add users and assign roles and resources
to them.

Using the CDP Private Cloud Management Console, you can perform the following tasks:

• Onboarding users

• Configuring Identity Providers
• Managing users

• Adding users
• Assigning roles to users
• Generating API Access Keys to users
• Removing roles assigned to users
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Onboarding users

To enable users to work on the various CDP components and services, you can onboard them by using LDAP.

Configuring identity providers
You can onboard users by setting up identity federation with CDP.

If your organization uses an enterprise identity provider (IdP) that is compliant with Lightweight Directory Access
Protocol (LDAP), you can set up identity federation with CDP. Identity federation allows users within your
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organization to log in to CDP through the authentication system in your organization without registering with
Cloudera or creating a Cloudera account.

Setting up an identity provider for CDP involves the following steps:

1. The IdP administrator in your organization generates the LDAP metadata that describes your enterprise IdP.
2. The CDP administrator sets up the identity provider in CDP.
3. The IdP administrator configures the enterprise IdP in your organization to work with CDP as a service provider.

Setting up LDAP based authentication
In CDP Private Cloud, you must authenticate your Local Administrator Account.

About this task
You must set up your LDAP based authentication in order to use Cloudera Data Warehouse (CDW) for CDP Private
Cloud.

Procedure

1. Sign in to the CDP console.

2. From the CDP home page, click Management Console.

3. In the side navigation panel, click Administration.

4. Click the Authentication tab.

5. Enter the LDAP URL in the LDAP URL field.

The URL must be prefixed with ldap:// or ldaps://.

6. If you are using a secure LDAP, choose the appropriate option to upload a file or provide the certificate directly.

If you upload the CA certificate file it must be in PEM format.

7. Choose whether you will use a Bind Distinguished Name (DN) and Password or an Anonymous Bind.

Refer to your IdP administrator to determine which Bind method you need to use.

8. If you choose to use a Bind DN, enter the appropriate information in the LDAP Bind DN and LDAP Bind
Password fields.

9. If you want to specify LDAP attribute for mapping the email in Identity Management, enter it in the Email
Mapping Attribute field.

If you do not enter an email, the default is mail.

10. If you are using a non-standard attribute, click Show Other Options.

a) Enter DN in the LDAP User Bind Property field.
b) Enter the LDAP attribute for mapping the group ID in Identify Management in the Groupname Mapping

Attribute field.
c) Enter the property of the user object in the Group DN Property field.
d) Enter the first and last name of the attribute in the First Name Mapping Attribute and Last Name Mapping

Attribute fields.

These attributes are optional.

11. Click Save.

Updating an identity provider
You can update the access keys and roles associated with a CDP identity provider. To update an identity provider in
CDP, you must be a CDP account administrator or have the PowerUser role.

Procedure

1. Sign in to the CDP console.

2. Click Management Console.

6



User Management Understanding CDP Private Cloud user accounts

3. In the side navigation panel, click User Management.

4. Click the user name you want to update.

5. Click the Roles tab.

Alternatively, you can click the Actions button and select Update Roles.

6. Choose the checkbox next to the roles you want to add for the user or unclick the checkbox next to roles you want
to remove for the user.

7. Click Update.

8. If you choose to use a Bind DN, enter the appropriate information in the LDAP Bind DN and LDAP Bind
Password fields.

9. If you want to specify LDAP attribute for mapping the email in Identity Management, enter it in the Email
Mapping Attribute field.

If you do not enter an email, the default is mail.

10. If you are using a non-standard attribute, click Show Other Options.

a) Enter DN in the LDAP User Bind Property field.
b) Enter the LDAP attribute for mapping the group ID in Identify Management in the Groupname Mapping

Attribute field.
c) Enter the property of the user object in the Group DN Property field.
d) Enter the first and last name of the attribute in the First Name Mapping Attribute and Last Name Mapping

Attribute fields.

These attributes are optional.

11. Click Save.

12. Verify the updates and click OK.

CDP updates the information for the CDP identity provider.

Changing your Local Administrator password
Management Console uses a default password for your Local Administrator account. After you access Management
Console for the first time you should change your Local Administrator password for security reasons.

About this task

Procedure

1. Sign in to the CDP console.

2. Click Management Console.

3. In the side navigation panel, click Administration.

4. Click the Authentication tab.

5. Click Change Password  then enter and confirm your new password.

6. Click Change to save your change.

Understanding CDP Private Cloud user accounts

User accounts identify the users who can access services, applications, and components in the Cloudera Data
Platform.

Roles assigned to a user account determine the actions that the user can perform in CDP.

There are three types of user accounts in CDP Private Cloud:

1. CDP Account administrator
2. CDP user
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3. CDP machine user

CDP account administrator
CDP designates a default user account as a CDP account administrator during the initial setup.

A CDP account administrator has administrator privileges in CDP. The CDP account administrator user account
cannot be managed within CDP. The default username and password for CDP account administrator is admin/admin.
You should consider changing the default password for security purposes. You must contact Cloudera support to add
or remove an account administrator from your CDP account.

As an account administrator, you have all the privileges in CDP and can perform any task in CDP. You can set up
users and assign roles, services, and environments to users in CDP according to the tasks that they need to perform.
You can set up another user as a CDP administrator by assigning the PowerUser role to the user. However, you
cannot set up another user as a CDP account administrator.

CDP user
To perform tasks using CDP and its services, you must be a CDP user and roles and resources need to be assigned to
this user.

CDP allows users within your organization to log in to CDP through the authentication system in your organization
without registering with Cloudera or creating a Cloudera account. During the initial process of configuring the
environment, the account administrator must set up identity federation and thus automatically add users.

When a CDP user who is not an account administrator logs in to CDP for the first time, the user has limited
privileges. A CDP administrator must assign the appropriate roles to the user after the initial user login.

The CDP account administrator can revoke permissions for a CDP user account. When you revoke permissions for a
user, ensure that you remove all the roles that grant the permissions that you want to revoke.

To revoke all permissions granted to a user, complete the following steps:

• Remove all roles assigned to the user.
• Delete any access key created for the user.

A user who has a valid account in CDP but is not assigned any role can perform a limited number of tasks. A user
who logs in to the CDP console without an assigned role or environment can perform only the following task:

• View the CDP documentation.

CDP machine user
A machine user account provides programmatic access to CDP. Create a machine user account if you have an
application that needs to access the CDP services with the CLI or the CDP SDK for Java.

You can define the machine user account in your application to create and manage clusters and run jobs in CDP using
the CLI or API commands.

You can create and manage a machine user account within CDP. You must assign an API access key to a machine
user account to enable it to access the CDP service with the CLI or CDP SDK for Java. You must assign roles to a
machine user account to authorize it to perform tasks in CDP.

A machine user account does not have an associated Cloudera user account. You cannot use a machine user to log in
to the CDP console.

Machine users created in the control plane are not automatically created in the customer LDAP. Therefore you cannot
use machine users to access data in the base cluster.

Use the following guidelines when you manage user accounts in CDP:
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• When you create a machine user account, you assign roles and environments to the machine user account in the
same way that you assign roles and environments to other user accounts. For more information about assigning
roles and environments to a user account, see Setting Up User Access and Authorization.

• When you revoke permissions for a machine user, ensure that you remove all the roles that grant the permissions
that you want to revoke. To revoke all permissions granted to a machine user account, complete the following
steps:

• Remove all roles assigned to the machine user.
• Delete any access key created for the machine user.

• You can delete a machine user account in CDP. You can delete the machine user account on the CDP console
or using the CLI. For more information about deleting a machine user account, see Deleting a Machine User
Account.

Understanding roles

To access resources and perform tasks in CDP, each user requires permissions. As a CDP administrator, you can
assign a role to a user to give the user permission to perform the tasks.

A policy defines the permissions associated with a role. It consists of policy statements that grant permissions to
resources. The policy attached to a role determines the operations that the role allows the user to perform. When
users attempt to perform operations that are not permitted in their assigned role, they get a permission denied error
message.

CDP has pre-defined roles for your use. You can assign a role or a combination of roles to give the user the
appropriate permissions to complete tasks in CDP. You cannot modify the pre-defined CDP roles or the policies
associated with the pre-defined roles.

The scope of pre-defined roles can vary. For example, a role might grant view access only to CDP ML clusters but
not CDP Data Warehouse clusters. You might need to assign multiple roles to ensure that a user can perform all
required tasks in CDP.

CDP roles

A CDP role grants permissions to perform tasks in CDP that are not associated with a specific resource. You
explicitly assign a role to a user account.

The pre-defined CDP roles available in CDP that you can assign to CDP users and machine users are as follows:

• PowerUser - Grants permission to perform all tasks on all resources.

Note:

Only a CDP account administrator or a user with the PowerUser role can create environments or assign
roles to a user.

Only a CDP account administrator or a user with the PowerUser or EnvironmentAdmin resource role can
download and update the Kubernetes configuration file, and view the compute cluster information.

• IamUser - Grants permission to create access keys for the user, view assigned roles, and view all users in the
account.

• IamViewer - Grants permission to view assigned roles and view all users in the account.
• EnvironmentAdmin - Grants a CDP user all the rights to an environment and a data lake. The EnvironmentAdmin

role is assigned the Limited Cluster Administrator role in Cloudera Manager. Environment Admins can manage
the cluster lifecycle, change configurations, and manage parcels.

• EnvironmentUser - Grants a CDP user the ability to view data lakes and set the password for the environment. The
EnvironmentUser role is assigned the Read-Only role in Cloudera Manager.

CDP roles can be assigned from the Management Console > User Management > Roles tab.
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Related Information
Assigning CDP roles to users

Default User Roles (Cloudera Manager)

Access paths to CDP and its components

To access the various CDP components, you must understand the access paths unique to the entry points that are
specific to users and situations.

The typical access entry methods and their details are as follows:

• SSO access through Management Console - After the initial identity provider configuration, users can access
CDP and its SSO-interfaces through the Management Console. You can access various CDP services including
Management Console, and Machine Learning Workspaces.

• Accessing non-SSO interfaces using LDAP password

Note:  To access Machine Learning workspaces, you can enter the Kerberos principal and the Kerberos
password, and gain Kerberized access to components such as the HMS.

• Machine user access - To get programmatic access to CDP and its services, you can create and use a machine user.
The process to set up the machine user for access is as follows:

• Create a machine user in the User Management section of Management Console.
• Get access keys in the Management Console for this machine user.
• Use APIs and CDP CLI to set the IPA password for the machine user.
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Assigning CDP roles to users

Assign roles to a CDP user to manage the tasks that the user can perform in CDP. You can assign multiple roles to
users to provide them with the permissions they need to perform their required tasks.

Procedure

1. Sign in to CDP.

2. From the CDP home page, click Management Console.
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3. Click User Management.

The Users page displays the list of all CDP users.

4. Click the name of the user to whom you want to assign a role.

The user details page displays information about the user.

5. Click the Roles tab.

6. Click Update Roles.

7. On the Update Roles window, select the roles you want to assign to the user.

To remove a role from the user account, clear the selected role.

8. Click Update.

The roles that you select displays in the list of roles assigned to the user.

To remove a role from a user account, click check box next to the assigned role that you want to remove. Click
Update to confirm that you want to revoke the role permissions.

Enabling admin and user access to environments

To get admin access to a fully-functional environment, follow this procedure to create an environment and assign
admin and user groups to the environment successfully.

Initial tasks to be performed by the PowerUser

1. A CDP user with PowerUser role creates an environment.
2. The PowerUser assigns global roles such as EnvironmentAdmin and EnvironmentUser to the intended admin

user(s).

Assign the resource by using Management Console > User Management > navigate to your environment >
Actions > Update Roles.

3. The PowerUser performs user sync after assigning the roles.

Perform the user sync from the Management Console > Environments > navigate to a specific environment.
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