
Management Console Release Notes 1.1.0

CDP Private Cloud Management Console
Release Notes
Date published: 2020-08-17
Date modified: 2020-12-16

https://docs.cloudera.com/

https://docs.cloudera.com/


Legal Notice

© Cloudera Inc. 2023. All rights reserved.

The documentation is and contains Cloudera proprietary information protected by copyright and other intellectual property
rights. No license under copyright or any other intellectual property right is granted herein.

Unless otherwise noted, scripts and sample code are licensed under the Apache License, Version 2.0.

Copyright information for Cloudera software may be found within the documentation accompanying each component in a
particular release.

Cloudera software includes software from various open source or other third party projects, and may be released under the
Apache Software License 2.0 (“ASLv2”), the Affero General Public License version 3 (AGPLv3), or other license terms.
Other software included may be released under the terms of alternative open source licenses. Please review the license and
notice files accompanying the software for additional licensing information.

Please visit the Cloudera software product page for more information on Cloudera software. For more information on
Cloudera support services, please visit either the Support or Sales page. Feel free to contact us directly to discuss your
specific needs.

Cloudera reserves the right to change any products at any time, and without notice. Cloudera assumes no responsibility nor
liability arising from the use of products, except as expressly agreed to in writing by Cloudera.

Cloudera, Cloudera Altus, HUE, Impala, Cloudera Impala, and other Cloudera marks are registered or unregistered
trademarks in the United States and other countries. All other trademarks are the property of their respective owners.

Disclaimer: EXCEPT AS EXPRESSLY PROVIDED IN A WRITTEN AGREEMENT WITH CLOUDERA,
CLOUDERA DOES NOT MAKE NOR GIVE ANY REPRESENTATION, WARRANTY, NOR COVENANT OF
ANY KIND, WHETHER EXPRESS OR IMPLIED, IN CONNECTION WITH CLOUDERA TECHNOLOGY OR
RELATED SUPPORT PROVIDED IN CONNECTION THEREWITH. CLOUDERA DOES NOT WARRANT THAT
CLOUDERA PRODUCTS NOR SOFTWARE WILL OPERATE UNINTERRUPTED NOR THAT IT WILL BE
FREE FROM DEFECTS NOR ERRORS, THAT IT WILL PROTECT YOUR DATA FROM LOSS, CORRUPTION
NOR UNAVAILABILITY, NOR THAT IT WILL MEET ALL OF CUSTOMER’S BUSINESS REQUIREMENTS.
WITHOUT LIMITING THE FOREGOING, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, CLOUDERA EXPRESSLY DISCLAIMS ANY AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, QUALITY, NON-INFRINGEMENT, TITLE, AND
FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATION, WARRANTY, OR COVENANT BASED
ON COURSE OF DEALING OR USAGE IN TRADE.



Management Console Release Notes | Contents | iii

Contents

What's new................................................................................................................ 4
December 16, 2020...............................................................................................................................................4
August 17, 2020................................................................................................................................................... 4

Known issues............................................................................................................. 5

Fixed Issues................................................................................................................7



Management Console Release Notes What's new

What's new

This section lists major features and updates for the CDP Private Cloud Management Console service.

December 16, 2020
This release of the CDP Private Cloud Management Console service provides the following new features:

Support for Red Hat OpenShift version 4.5

This release of CDP Private Cloud now supports Red Hat OpenShift Container Platform version
4.5.x or later.

For more information, see OpenShift Container Platform requirements.

Viewing the Platform Management Dashboard

You can get insights into the resource utilization and health of the CDP Private Cloud Management
Console components and the active environments through the new Dashboard page.

For more information, see Management Console Dashboard.

Updating TLS certificates

You can now update TLS certificates that the Management Console uses for secure connections
with an external database, an external vault, and the Cloudera Manager associated with the CDP
Private Cloud base cluster.

For more information, see the following:

• Update a TLS certificate for a secure database connection
• Update a TLS certificate for a secure vault connection
• Update a TLS certificate for a secure Cloudera Manager connection

Support for OpenLDAP

In addition to authenticating users through Microsoft Active Directory LDAP, you can now use
OpenLDAP for authenticating users.

For more information, see User Management.

Importing users in bulk

You can now perform a bulk import of users to CDP Private Cloud and assign them rights and roles.
This improves the experience from the previous version where each user was required to log in at
least once before access rights could be configured.

For more information, see Importing or uploading users.

August 17, 2020
This is the first release of the CDP Private Cloud Management Console service.

The Management Console service provides the following capabilities:
Registering environments

In a CDP Private Cloud deployment, an environment represents that the association between a Data
Lake and multiple compute resources using which you can provision and manage workloads for
services such as Data Warehouse and Machine Learning. You can register as many environments as
you require.

For more information, see Private Cloud Environments.

4

https://docs.cloudera.com/cdp-private-cloud-data-services/1.1/installation/topics/cdppvc-installation-openshift-requirements.html
https://docs.cloudera.com/management-console/1.1/private-cloud-dashboard/topics/mc-private-cloud-mc-dashboard.html
https://docs.cloudera.com/management-console/1.1/private-cloud-administration/topics/mc-private-cloud-upload-cert-db.html
https://docs.cloudera.com/management-console/1.1/private-cloud-administration/topics/mc-private-cloud-upload-cert-vault.html
https://docs.cloudera.com/management-console/1.1/private-cloud-administration/topics/mc-private-cloud-upload-cert-datalake.html
https://docs.cloudera.com/management-console/1.1/private-cloud-user-management/index.html
https://docs.cloudera.com/management-console/1.1/private-cloud-user-management/topics/mc-private-cloud-importing-or-uploading-users.html
https://docs.cloudera.com/management-console/1.1/private-cloud-environments/topics/mc-private-cloud-environments.html


Management Console Release Notes Known issues

Managing users

The CDP Private Cloud Management Console service allows you to perform different type of user
management tasks such as creating and onboarding different types of users, configuring identity
providers, adding users, assigning roles to users, generating access keys, and removing roles
assigned to users.

For more information, see Private Cloud User Management.

Accessing resource utilization and health monitoring dashboards

The CDP Private Cloud Management Console service contains dashboards that help you track
the consumption of compute resources and monitor health information. The resource utilization
dashboard provides an overview of the resources consumed by the CDP workloads while
the monitoring dashboards provide health information for both the control plane and specific
environments.

For more information, see Private Cloud Resource Utilization and Private Cloud Monitoring and
Alerts.

Known issues

This section lists known issues that you might run into while using the CDP Private Cloud Management Console
service.

CLI and SDKs are not supported in the current release

Problem: CLI and SDKs are not support in the current CDP Private Cloud release.

Workaround: Use the Management Console user interface instead to perform your tasks.

CDP Private Cloud does not support StartTLS for LDAP

Problem: CDP Private Cloud does not support StartTLS for LDAP.

Workaround: Use LDAPS.

Kerberos service does not always handle Cloudera Manager downtime

Problem: The Cloudera Manager Server in the base cluster must be running to generate Kerberos principals for CDP
Private Cloud. If there is downtime, you might observe Kerberos-related errors.

Workaround: There is currently no workaround for the issue.

Management Console pod issues are incorrectly identified as monitoring component issues

Problem: Certain Management Console issues may be incorrectly classified as Monitoring service alerts.

Workaround: There is currently no workaround for the issue.

Monitoring platform alerts are not displayed on Grafana

Problem: Alerts of monitoring platform provisioning or upgrade failures are not displayed on Grafana.

Workaround: Use the Management Console dashboard to review the alerts.

The monitoring platform does not recover from an interrupted helm installation

Problem: If the monitoring-pvcservice pod is stopped during helm installation of the monitoring platform, the
recovery process upon restart can fail due to an inconsistent helm state.

5

https://docs.cloudera.com/management-console/1.1/private-cloud-user-management/topics/mc-private-cloud-managing-user-access.html
https://docs.cloudera.com/management-console/1.1/private-cloud-resource-utilization/topics/mc-private-cloud-resource-utilization.html
https://docs.cloudera.com/management-console/1.1/private-cloud-monitoring-and-alerts/topics/mc-private-cloud-access-monitor-dashboard.html
https://docs.cloudera.com/management-console/1.1/private-cloud-monitoring-and-alerts/topics/mc-private-cloud-access-monitor-dashboard.html


Management Console Release Notes Known issues

Workaround: Manually remove the monitoring platform namespace specified in the alert related to the failure.
Retrying the provisioning process should recreate the namespace and the monitoring components automatically.

The monitoring dashboard continues to display failed alerts even after removing a faulty
environment

Problem: When you register an environment with an incorrect kubeconfig file, the dashboard continues to display
failed provisioning alerts, even after removal of the faulty environment.

Workaround: Restart the monitoring-pvcservice pod within the Management Console namespace to stop the invalid
alert.

The monitoring dashboard does not display the environment if the provisioning of its monitoring
platform fails

Problem: If the provisioning of the monitoring platform of an environment fails, the monitoring dashboard does not
display the environment. An alert message about the failed provisioning is displayed.

Workaround: There is currently no workaround for the issue.

The upgrade process of the monitoring platform is not retried after two unsuccessful attempts

Problem: The upgrade process of the monitoring platform is not retried after two unsuccessful attempts.

Workaround:

1. Ensure that you fix the root cause of the upgrade failure.
2. Delete the monitoring-platform-upgrade config map from the Management Console workspace.
3. Restart the monitoring-pvcservice pod within the Management Console namespace.

The monitoring services fail when registering an environment using a base cluster with manual
TLS

Problem: The CDP monitoring services on the OpenShift cluster fail when registering an environment with a Private
Cloud base cluster that has TLS configured manually.

Workaround: Configure auto-TLS on the base cluster.

The Grafana Model dashboard for CML does not update the Model and Project dropdown lists after
you update the time range

Problem: The Grafana Model dashboard for Cloudera Machine Learning does not update the Model and Project
dropdown lists after you update the time range.

Workaround: After you set the time range, reload the browser window manually so that the Model and Project
dropdown lists show the available values.

Filtering the alerts by state on an environment's Overview dashboard leads to error

Problem: When you filter the alerts on an environment's Overview dashboard on Grafana by the alert state, the
Critical Alerts and Warnings fields display error messages.

Workaround: There is currently no workaround for the issue.

The error message indicating an invalid storage class name when registering an environment pops
up only once

Problem: When you try registering an environment multiple times after specifying an invalid storage class name, the
corresponding error message popup window is displayed only after the first attempt and not after every attempt to
register the environment.

Workaround:
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• Validate the storage class name that you specify when registering the environment. This is also part of the pre-
installation checklist.

• If you do not see the error message popup window or if the environment registration fails, then validate the class
name on the OpenShift container deployment.

Cannot delete an environment when the registration of the compute cluster fails

Problem: If the CA certificates that you upload for the external database or vault are incorrect, and then attempt to
register an environment, the registration succeeds but the corresponding compute cluster is not created. Deleting the
environment then fails with the message "Compute cluster deregistration failed with error."

Workaround: Upload the correct CA certificates from the Administration tab of the Management Console, and then
delete the environment.

Environment deletion fails without an error message if CML experience is also installed

Problem: If you attempt to delete an environment on a CDP Private Cloud deployment that also has Cloudera
Machine Learning experience installed, then the deletion might fail without an error message.

Workaround: If the environment deletion fails, then ensure that there are no experiences associated with the
environment.

Management Console allows registration of two environments of the same name

Problem: If two users attempt to register environments of the same name at the same time, this might result in an
unusable environment.

Workaround: Delete the environment and ensure that only one user attempts to register a new environment.

Registration with an expired kubeconfig file makes the environment unusable

Problem: If you register an environment with an expired kubeconfig file, the environment becomes unusable.

Workaround: Delete the environment and register a new environment with a valid kubeconfig file.

Filtering environments by status might display invalid status values

Problem: When filtering environments by status on the Environments page of the Management Console, a few status
names might render incorrectly.

Workaround: There is currently no workaround for the issue.

Fixed Issues

This section lists the issues that have been fixed since the last release of the CDP Private Cloud Management Console
service.

Alerts do not have workload-specific labels

The issue is now resolved. Monitoring alerts with aggregate expression now have workload-specific labels.

Do not display Data Warehouse Grafana dashboards if CDW is not installed

On configuration of a new environment, Data Warehouse Grafana dashboards were displayed even if CDW was not
installed.

This issue is now resolved. Dashboards are now deployed depending on the services that are installed.
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Tooltip for resource usage by charts does not show the actual application name

This issue is now resolved. Grafana dashboard for environment overview now labels the resource usage belonging to
the monitoring system as environment-monitoring-platform.

Download of diagnostic bundles times out with AsyncRequestTimeoutException

The timeout issue, which impacted the download of diagnostic bundles either of large size or over a slow network
connection, is now resolved.

Certain Management Console pages do not load on the Mozilla Firefox browser

This issue is now resolved. The Management Console pages now load on Mozilla Firefox.

Rotating TLS certificates on the base cluster causes all the environments to be unusable

This issue is now resolved.

If the Certificate Authority certificate that signs the Cloudera Manager server certificate changes, you might
encounter problems due to the Private Cloud Management Console attempting to connect to Cloudera Manager.
Whenever the CA certificate changes for Cloudera Manager, you must upload the new CA certificate in PEM format
from the Administration > Data Lake page of the Management Console.

No error message shown when a Cloudera Manager user with read-only permissions attempts to
register an environment

This issue is now resolved. The Management Console user interface shows an error message when a Cloudera
Manager user with read-only permissions attempts to register an environment.

Internal server error when registering an environment by specifying a trailing slash(/) in the
Cloudera Manager URL

This issue is now resolved. No error is encountered when registering an environment if the Cloudera Manager URL
contains a trailing slash (/).
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